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Integrate Comodo Endpoint

This guide provides instructions to retrieve the Comodo Endpoint Protection events. Once EventTracker is
configured to collect and parse these logs, the dashboard and reports can be configured to monitor Comodo
Endpoint Protection.

The configuration details in this guide are consistent with EventTracker version 9.2 or above and Comodo
Endpoint Protection.

Administrators who are assigned the task to monitor Comodo Endpoint Protection events using
EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright Comodo EP is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from Netsurion,
if its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Introduction

Comodo Endpoint Protection (EP) is a powerful event analysis tool that provides real-time monitoring and
detection of malicious events on Windows endpoints. Endpoint Protection allows you to view the threats in a
detailed timeline while instantly alerts about an attack.

Comodo Endpoint protection agent writes events automatically on Windows event viewer. EventTracker
agent picks logs and sends to EventTracker. Comodo sends events like antivirus scan, HIPS, HIDS,
containment, file rating, autorun, and configuration changes. Generates reports on potentially unwanted
applications, antivirus scan detail, file rating, intrusion activities, configuration changes on Endpoint, alerts,
threats detected, and unwanted files removed, etc. It contains username, client IP address, status, action, file
path, file name, and hash. Graphically displays threat detected by file name, device name, device IP, file
management Intrusion detected by filename, etc.

2. Prerequisites

e Comodo Endpoint Manager should be installed.
e Administrative access on Comodo EP Console.
e EventTracker agent should be installed on the system where comodo agent is installed.

Note: Comodo Endpoint Protection cloud platform send logs using syslog if EventTracker have the public
IP address.

3. Configuring Comodo Endpoint Protection logging

Configuring Syslog Message Forwarding for windows:
1. Log in to Comodo Endpoint Agent console.
2. Click Settings > General Settings > Logging.

Netsurion. EventTracker
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COMODO Advanced Settings ? - d X

2w WENEI3 ]:--, ~

({_)) Logging
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firewall events. etc
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[ Write to syslog server

v Host Port
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v Host Port
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= Path Browse
v

£ Write to Windows Event Log

Log File Management

When log file reaches | 100 MB
@ Keep on updating it removing the oldest records v
Figure 1

3. Enable Write to Windows Event Log. (Default = Enabled)
4. Click OK.

Configuring Syslog Message Forwarding for Linux and Mac:

Method 1
1. Loginto Comodo Endpoint Agent console.
2. Click Settings > General Settings > Logging. (as shown in Figurel).
o Enable Write to Syslog server.
o Enter EventTracker manager IP in Host.
Method 2

1. Loginto Comodo Cloud Platform from the admin account.
2. Click Application > Endpoint Protection.
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Figure 2

3. From the sidebar, click Configuration Template > Profiles.

ODRAGON PLATFORM APPLICATIONS v % MANAQ
Endpoint Manager = Antivirus / Device List
DASHBOARD
DEVICES = ATE & ‘
USERS 2 Show all =

= & Default Customer
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APPLICATION STORE
APPLICATIONS
SECURITY SUB-SYSTEMS

LICENSE MANAGEMENT

SETTINGS

Figure 3
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4. Select the Linux or Mac Profile used in the organization.

Profiles Default Profiles

i

Create Import Export Profile  Clone Profile  Delete Profile Export
0s NAME
Windows endpoint poiicy with syslog enabled

Linux - Security Level 1 Profile v.6.38

Windows - Security Level 1 Profile v.6.38

macOS - Security Level 1 Profile v.6.38

Windows - Security Level 1 Profile [Former Standard Profile] v

Windows - Security Level 2 Profile v.6.38

Windows - Security Level 3 Pro

Android - Security Level 1 Profile v.6.38

0S - Security Level 1 Profile v.6.38
Resuits per page: 20 -

Figure 4

5. Go to Logging Settings. Click Edit.

&

Export Profie  Clone Profile  Delete Profile  Make Defacit

Eo E)

waral Antivin: pdate Logging Settir lient Acoass tr Ul Srtting

Wirite to local log database (COMODO format)

Write to Syslog Server (CEF format)
Host
Wirile to Log File (CEF format)

Path

Log file size (MB

Action when Nie fog raaches limit

Figure 5
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6. Enable Write to Syslog.
7. Enter the EventTracker Manager Public IP in host.
8. Click Save.

Satt

Figure 6

4. EventTracker Knowledge Pack

Once Comodo EP events are enabled and Comodo EP events are received in EventTracker, alerts, and
reports can be configured in EventTracker.

The following knowledge packs are available in EventTracker to support Comodo EP monitoring.

e Comodo EP: Antivirus scan activities - This category provides events information related to antivirus
scan detail.

e Comodo EP: Autorunning process - This category provides events information related to the process
running automatically.

e Comodo EP: Configuration changes - This category provides events information related to Comodo
Endpoint configuration changes.

e Comodo EP: File rating - This category provides events information related to the application by file
rating as unrecognized, malicious, and trusted.

Netsurion. EventTracker
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e Comodo EP: Intrusion prevention system activities - This category provides event information related
to hosting intrusion prevention system activities.

e Comodo EP: Unknown or potentially unsafe application - This category provides events information
related to unknown or potentially unsafe application detail.

e Comodo EP: Configuration changes - This alert will trigger whenever the Comodo Endpoint
configuration changes.

e Comodo EP: Threat detected - This alert will trigger whenever a threat is detected on the host.

e Comodo EP: Unrecognized files removed - This alert will trigger whenever the Comodo Endpoint
removes the unrecognized file on the host.

Comodo EP - Autorunning process — This report provides information related to the running process
automatically in the host. It shows details like file path, file hash, reason, and IP address.
Log_sample

Nov 30 2020 13:02:21 0000 WIN-MCKKRLN6KOI CEF:0|comodo]|cis.cas.endpoint|12.5.0.8351|D3287774-
7AA1-4731-B6D2-017AB3A83F08 | Autorun Event|5|act=Scheduled<space>Task reason=Ignore cat=autorun
csllabel=modifier cs1=SYSTEM cs2Label=location

cs2=C:\Program<space>Files<space>(x86)\Prism<space>Microsystems\EventTracker\ScheduledActionScripts\U
nknownProcessExport.bat cs3Label=context cs3=Antivirus<space>Scan cs4Label=status cs4=Success
fileHash=F62769AAD1C5A14EB0930F901BDEC9EF33B1FECY dvchost=WIN-MCKKRLN6KOI dvc=172.29.9.183
deviceExternalld=B6593A8AE71A5FOF99A6A81DDF32F8B4BC4FCA25

Sample_Report

12/15/2020 07:08:04 PM [WKSTS3W21\COMODO_EDR |[172.29.9.183 |C:\Program<space>Files<space>( |Antivirus<space>Scan |SYSTEM ABD062SFFEFBEFAF1469C93852 |ignore
x86)\Prism<space>Microsystems\ 6B9429ETEIS41E
EventTracker\ScheduledActionScri
pts\ETSFeedsimport.bat

12/15/2020 07:08:04 PM |WKSTS3W21\COMODO_EDR |172.29.9.181 |C:\Program<space>Files<space>( |Antivirus<space>Scan |SYSTEM S64EC1CD1AB33FFO62E9A3EBAC |ignore
x86)\Prism<space>Microsystems\ 01894B4F4891AB
EventTracker\ScheduledActionScri
pts\TargetsReportExport.bat

Figure 7

e Comodo EP - Configuration changes - This report provides information related to configuration changes
on Comodo Endpoint protection. It provides information like IP address, old value, new value, reason,

action, and context.
Log_Sample
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Nov 30 2020 09:04:15 0000 WIN-MCKKRLN6KOI CEF:0|comodo|cis.cas.endpoint|12.5.0.8351| 17C8EA70-EBFO-
4E26-8235-DFD7410AA9E4 | Configuration changes|5 |act=Option<space>Changed reason=Administrator
cat=configuration csllLabel=0obj_type cs1=Containment:<space>Virtual<space>Desktop<space>password
cs2Label=old_value cs2=*** cs3Label=new_value cs3=*** dvchost=WIN-MCKKRLN6KOI dvc=172.29.9.183
deviceExternalld=B6593A8AE71A5FOF99A6A81DDF32F8BA4BCAFCA25

Sample_Report

LogTime Computer Action IP Address Context 0ld Value Reason
12115/2020 07:08:25 PM | WKSTS32VWACOMODO_EDR (Removed  [172.29.9.183 |HIPS<space-Protected<space=CO |<object<space=UID\="{6B41FBa3-4BF2-4CAC- Administrator
IM=space=Interface 9B74-
FTTFCF51B2D9) <space=Flags\="1"<zpace=De
viceName\="Internet=space=Explorer/\Windows
<space-Shell=spaces/=
121502020 07:08:25 PN | WKSTS32WA\COMODO_EDR |Changed  |172.29.9.181 |Detect=space=shellcode<space=in |<object=space=UID\="{2BC 1F438-A318-4CCC- |=object=space=UID\="{2BC1F438-A318- |Administrator

jection:<zpace-Exclusion

A0B5-

85425048 75E5] <space=Name\="Unrecognize
d=space=Files=space=Scan"<space=Enabled\=
“true”<space-Flags\="0"<space=ScheduleType
\="4"<space=ScheduleDoVWi="0"<space=Sched
uleDo\="0"<space=5cheduleFlagsl="1"<space
=ScheduleOrdinaryDoVi="0"<space=UseMaint
enanceMode\="true"<zpace=ScheduleTime\="1
608651200"=<Targets=space=/><Regions=<Re
gion=space=UID\="{0DA18181-F7D2-4E43-
B8871-

CBOAB05D566T) <space=/></Regions=<5cans
ettings<space-Flage\="672"<space-MaxScanFi
leSize\="40"=space=HeurLevel="1"<space=5c
anPriority\="65536"<space-DefaultAction\="655
3T=space=AVProfileDetectUnwantApp\="true”
<space-ScanAutoruns\="trug"<space=Autorun
sCleanAction\="0"<space=ScanTimeoutl="9"<s
pace=/=</object>

4CCC-A0B5-

85425048 75E5} <space=Name\="Unreco
gnized=space=Files=space=Scan"<spac
e~Enabled\="true"<space-Flags\="0"<sp

ace=5cheduleType\="4"<space=Schedul
eDo\="0"<gpace>ScheduleDoM\="0"<s

pace=ScheduleFlags'="1"<space=Sched
uleOrdinaryDo\W\="0"<gpace=-UseMainte

nancehlode\="true"<space=ScheduleTim

e\="1606737600"<Targetz<zpace=/><R
egions=<Region<space-UIDN="{0DA1818
1-FT02-4E43-8871-

CBOAB0SDSEET) <space=/></Regions=<

ScanSeftings<space=Flags\="672"<spac
e-MaxScanFileSize\="40"<zpace>HeurL

evel="1"<space=ScanPriority\="65535"<

space-DefaultAction\="65537"<zpace=A
VProfieDetectUnwantApp\="true"<space
=ScanAuteruns\="true"=space=Autoruns
CleanAction\="0"<space>ScanTimeouti="
Y"=space=/==/object=

Figure 8

Comodo EP - Unknown and potentially unsafe applications - This report provides information related

to unknown or potentially unsafe applications. It provides information like IP address, file path, parent

path, file rating, reason, device name, and device external id.

Log_Sample

Nov 30 2020 11:46:30 0000 WIN-MCKKRLN6KOI CEF:0|comodo|cis.cas.endpoint|12.5.0.8351 | BEGDE3B3-4677-
4B87-A837-F887F517EB70| Containment Event|5|filePath=C:\Windows\System32\dllhost.exe

fname=dllhost.exe act=Run<space>Virtually cat=containment reason=Contained<space>Process
csllabel=rating cs1=Trusted cs2Label=parent_path cs2= cs3Label=parent_hash cs3= dvchost=WIN-
MCKKRLN6KOI dvc=172.29.9.183 deviceExternalld=B6593A8AE71A5FOF99A6A81DDF32F8B4BC4FCA25

Sample_Report

Netsurion. Eventlracker
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LogTime Computer IP Address File Path Parent Path Rating

121572020 07:08:25 PM |WKSTS345\COMODO_EDR  |10.12.30.43 |CA\Program<space>Files<space=(x | C:\Windows\explorer.exe Unrecognized

85 )\Prism=space=Microsystems\Ev
entTrackeragentintegratoriMicros
oft<space=365\Wicrosoft<space=3
G5<spacerintegrator.exe

121502020 07:08:25 PM |WKSTS345\COMODO_EDR  (10.12.30.43 |C:Windows\System3Zconhost.ex [CWindows\Hicrosoft. NET\Frame | Trusted

] workBdw4.0.3031%cec.exe

12M 52020 07:08:25 PN | WKSTS345\COMODO_EDR [10.12.30.43 |C:\Windows\Microsoft. NET\Frame Trusted

worki&w4.0.3031%cvires.exe

12M 52020 07:08:25 PM |WKSTS343COMODO_EDR [10.12.30.43 |C:\Windows\Microsoft. NET\Frame Trusted

workG&w4.0.30319csc.exe

12M 572020 07:08:25 PM |WKSTS345\COMODO_EDR  110.12.30.43 |C:\Windows\Microsoft. METWFrame |C:Windows\Microsoft. MET\Frame | Trusted

workG4w4.0.3031%cvires. exe workS4w4.0.3031%csc.exe

Figure 9

Comodo EP - File rating - This report provides information related to file rating for applications as
trusted, unrecognized, and malicious. It provides information like file path, action, reason, old rating,
new rating, source rating, file hash, device name, and device IP.

Log_sample

Nov 30 2020 13:02:21 0000 WIN-MCKKRLN6KOI CEF:0|comodo|cis.cas.endpoint|12.5.0.8351 | 9FB5B608-55DE-
4704-A02C-71BD45426149 | Rating
Info|5|filePath=C:\Program<space>Files<space>(x86)\Prism<space>Microsystems\WCWindows\SrvShell.exe

fname=SrvShell.exe act=Added cat=rating reason=COMODO csllLabel=old_rating cs1=Unrecognized
cs2Label=new_rating cs2=Unrecognized cs3Label=src_rating cs3=FLS<space>(by<space>Vendor)
fileHash=7223DAF24C8E8D03320B2EF6685B2779CCBODBAC dvchost=WIN-MCKKRLN6KOI dvc=172.29.9.183
deviceExternalld=B6593A8AE71A5FOF99A6A81DDF32F8B4BCAFCA25

Sample_Report

Computer IP Address File Path File Hash Old Rating  New Rating
12M15/2020 07:08:04 PM [WKSTS431\COMODO_EDR |172.29.9.183 | C:\Program=space-Files<space=(x | IblocklistBlueTackProxylPListimport. [ A12BE637B3C5609B6083C313E03 | Trusted Trusted
85)\Prism=space=Microsystems\Ev | bat 5313BETBTCB4E

enfTracker\ScheduledActionScript
slblocklistBlueTackProxylPListimpo
rt. bat

12M 52020 07:08:04 PM |WKSTS43\COMODO_EDR |172.28.9.181 |C\Program=space-Files<space>(x |EvenifTracker Reporter.exe C37T1FF485ABF22BBTD128287BF |Unrecognized (Unrecognized

281 \Prism=space=Microsystemsi\Ev AC4ZFE44FCEAES
enfTrackeridvancedReports\Even
{Tracker Reporter.exe

12M 52020 07:08:04 PM | WKSTS43\COMODO_EDR | 172.28.9.183 | C:\Program=space-Files<space>(x | IblocklistBlueTackBogonlIPListimport | GEBE409A444 3FEBSBTES 1850661 | Trusted Trusted

B5)\Prism=space-Microsystems\Ev |.bat D9930449B2C00
enfTracker\ScheduledActionScript
s\lblocklistBlueTackBogoenlPListimp
ort.bat

Figure 10

Comodo EP - Host Intrusion Prevention System activities - This report provides information related to
intrusion prevention system activities captured by Comodo HIPS. It provides detail like user name,
target path, file path, file name, reason, action, user privilege, device IP, etc.

Log_Sample

Netsurion. EventTracker
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Nov 30 2020 11:46:25 0000 WIN-MCKKRLN6KOI CEF:0|comodo]|cis.cas.endpoint|12.5.0.8351 | C55C7A22-19CA-
4B3A-B9E7-AB9EF20F2CA1 | HIPS Event|5]|act=terminateProcess reason=detect cat=hips csllLabel=target
cs1=C:\Program<space>Files<space>(x86)\Microsoft\Edge\Application\msedge.exe
filePath=C:\Program<space>Files<space>(x86)\Microsoft\Edge\Application\msedge.exe fnrame=msedge.exe
suser=Administrator spriv=Administrator deviceNtDomain=WIN-MCKKRLN6KOI ssid=S-1-5-21-470948759-
222244469-1961120547-500 fileHash=8F296BECC34DDA167A535C3C3274BF8A965955AD dvchost=WIN-
MCKKRLN6KOI dvc=172.29.9.183 deviceExternalld=B6593A8AE71A5FOF99A6A81DDF32F8B4BC4FCA25

Sample_Report

LogTime
12152020 07:08:51 PM

Computer
WKSTS324HCOMODO0_EDR

User Name

Administrator

Target

File Path
C:AProgram=<space=Files<space>(x
B6)\Prism=space=Microsystems\Ev
entTrackeragentintegratorinssm.
exe

File Name
NSMm.exe

12152020 07:11:01 PM

WHKSTS324COM0ODO_EDR

kenneth

Chlzers\Administrator\Downloads
‘eicar_com.zip

gicar_com.zip

12152020 07:12:08 PM

WKSTS324HCOMODO_EDR

maya

CAProgram=space=Files\WCOMODON
COMODO=space=Internet=zpace=
Security\cis.exe

CWindows\explorer.exe

explorer.exe

12M5/2020 07:12:08 PN [WKSTS3ZHACOMODO_EDR | maxx CAProgram<gpace=Fies\COMODO\ | CAWindows\explorer.exe explorer.exe
COMODO<=space=internet=space=
Security\cis.exe

12M5/2020 07:12:54 PN [WKSTS3ZHCONMODO_EDR | Administrator CAUsers\AdministratoriDownloads |eicar_com.zip

‘\eicar_com.zip

Figure 11

e Comodo EP - Scan detail - This report provides information related to Antivirus scan details like action,

reason, device name, device IP, scan file count, unrecognized file count, username, etc.

Log_Sample

Nov 30 2020 13:02:21 0000 WIN-MCKKRLN6KOI CEF:0|comodo|cis.cas.endpoint|12.5.0.8351 | ACBA8518-
B7EB-4E04-A44B-27B6D34F6D5E | Antivirus scan|6]act=scan reason=av_unrecognized_files_scan cat=av

csllabel=second_cat csl=av cs2Label=total cs2=380 cs3Label=found cs3=4 cs4Label=complete_code cs4=0
suser=SYSTEM start=1606741341000 end=1606741341000 dvchost=WIN-MCKKRLN6KOI dvc=172.29.9.183
deviceExternalld=B6593A8AE71A5FOF99A6A81DDF32F8BA4BCAFCA25
Sample_Report

Total
Files
Scann Unrecognized
Computer ed Files count IP Address Complete Code
12M5/2020 07:08:52 PN |WKSTSR45\COMODO_EDR [SYSTEM av_guick_scan rﬁama 4 172.25.5.183 E
12M5/2020 07:10:15 PM | WKSTSR4S\COMODO_EDR |SY'STEM av_unrecognized_fies_scan EAS 6 172.25.9.183
121572020 071015 PM | WKSTSR4S\COMODO_EDR [SYSTEM av_guick_scan i 172.25.8.183
121572020 07:10:15 PM | WKSTSR4S\COMODO_EDR [SY'STEM av_reevaluate_scan 172.25.9.183
121572020 07:A0:15 PM | WKSTSR45\COMODO_EDR [SY'STEM av_reevaluate_scan 1T2.2E?.9.183rﬁ

Figure 12
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4.4 Dashboards

e Comodo EP - Configuration changes

Comodo EP - Configuration ch... G =X
Series: object_t)
2000 ject_type
1,500
. —
q =]
500 [ I
0 .
ed o 2 \.'e*\ <
1\&\6 ()\‘«\‘\Q O\\""Q (e\\'\o
o
hips&lt:space&gt protected&ltspace&gtfile
hips&lt:space8igt:application&lt;space&gt;policy
BN auto-containment&ltspacedwot rules
oc 14 A o 1 52 AN
Figure 13
o Comodo EP - Autorunning process
Comodo EP - Autorunning pro... G =%
Series: file_path
150
100 _( ‘
50
0 <

o®
o

| c\program&lt:spacedgt:files&it:space&gt:(x86)\prism&dt
c\program&lt;space&gt filesdut space&igt:(x86)\prismé&ut

B c\orocram&lt'soace&at-files&lt-soace8at(x86)\orism&t

Figure 14
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e Comodo EP - Threat detected by filename

Comodo EP - Threat detected b... G =X

B microsoft&ltspacedigt; 365&It space&gtiintegrator.exe
¢_powershell.exe_b87803ecdb128047fe30¢cbi39fb83470e61

B ¢ cowershell.exe 2512d4826494¢855fa5a3%e224¢cb 33004001

Figure 15

e Comodo EP - Threat detected by hostname

Comodo EP - Threat detected b... G =- X

B win-mckkrinékoi

Figure 16
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e Comodo EP - Threat detected by IP address

Comodo EP - Threat detected b... G = X
4 o b
i -’ .-// \\._ \" 1
Illl |
- -
| ! |
1 ',,_‘ 4 y
1 \_‘_ r ¢
\\x_ S //

M 172.299.183

Figure 17

e Comodo EP - Intrusion detected by filename
Comodo EP- Intrusion detecte... G =X

Series: object_name

100
50
[
o :
s o <l
a D\'\"-NO mﬂat.-"?"
L "
msedge.sue gxplorer.gue | eicar_com.zip
B resm.ee
Dec 3 Dec 21 0352
Figure 18
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e Comodo EP - IPS detected malicious files hash

Comodo EP- IPS detected mali... G =- X

I 8f296becc34dda1673535¢3¢3274bf2a965955ad
33eccB3ff22939e09b82¢75€95369¢9378bb2077

W d27265074c9eac2e2122ed69294dbcdd7cced 141

Figure 19
e Comodo EP - File management
Comoade EP - File management G =X

Series: object_name
4000

3,000

2,000

1,000

b
e

| ¢_powershellexe b873023ecdb128047e30chi30fbaz470et
etagent.exe

B eventtracker.kevword.ndexer.serice.exe

Figure 20
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5. Importing knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Categories
o Alerts
e Flex Reports
e Knowledge Objects
e Dashboards
1. Launch the EventTracker Control Panel.
Double click Export-Import Utility.

| = - " EventTracker
By F® &l R
—
EventVault Diagnostics License Export Import Append
Manager Utility Archives
Iﬁ % 1 { ‘52 ‘ :
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi... Manageme... ‘Configuration
- BT
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 21

Export-Import Utility window opens.

B Export Import Utilit

o

1. Provide the path and file name of the Categories file. Use the *.." button to
2. Click the Import button.

Options Location
(®) Category
Figure 22

3. Click the Import tab.

Netsurion. EventTracker
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1. In Export-lmport Utility window, select the Category option, and click Browse|. --
2. Navigate to the knowledge pack folder and select the file with the extension “.iscat”, like
“Categories_Comodo EP. iscat” and click “Import”.

Iy
Expott  Import

1. Provide the path and file name of the Categories file. Lze the '..." button to browse and locate the impost file.
2. Qlick the Impost button.

Ciptions Localion

() Fiters

() Mers

Source
" iscat

() Systems and Groups

() Token Value

() Reports

() Behavior Comelation

impaort Close

Figure 23

EventTracker displays a success message.

o Selected category details are imported successfully,

oK

Figure 24
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1. In Export-Import Utility window , select the Alert option and click Browse.
2. Navigate to the knowledge pack folder and select the file with the extension “.isalt”, e.g. “Alerts_
Comodo EP.isalt” and click “Import”.

Export  Import

1. Provide the path and file name of the Alerts file. Use the °.." button to browse and locate the import file.
2. Click the Import button.

Options Location
) Category Import E-mail settings
Set Active
O fier ® O rpcaors s 109550792 gkl mocts o Loy 20
default "Active" key available in the configuration section.
>
5
() Systems and Groups Watchlist Configuration
O Token Val Import Watchlist configuration
oren ValLe This setting is applicable only for alerts which have Advanced watchlist configured.
Mate: If this option is enabled the user should make sure the watchlist groups are available
Reports on the console where the alerts are imported.
ep

() Behavior Comelation

Source :

*isalt

Import Close

Figure 25

EventTracker displays a success message.

OK

Figure 26
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1. In Export-Import Utility window, select the Import tab. Click the Reports option, and choose “New

(*.etcrx)”.

B Export Import Utilit %
Export  Import |
1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.

2. Click the Impart button
Mote : i report(s) contains template, first import template and proceed with exportimport wutility.

Options Location
| (O Category

() Filters

() Mers

() Systems and Groups

() Legacy (*issch) (@) New (*eterx)

*issch

() Token Value

() Behavior Comelation

Close

Figure 27

2. A new pop-up window appears. Click the Select File button and navigate to the knowledge pack folder

and select file with the extension “.etcrx”, e.g. “Reports_Comodo EP.etcrx”.

Note : If report(z) contains template, first import template and proceed with report import process.

Select file |" eter Select file
Awailable reports
Title | | Frequency Show all - Q Q
] Thle Sites Groups Systems Frequency Runtime: Type
Figure 28
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3. Wait while reports populate. Select all the relevant reports and click Import ¥

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from || AM - atintervalof [ _ |minstes  S2t || (D

Replace | | to | | Replace Assign systems

«
®

Note: Make sure that Site(s), Groupis) and Systemis) selections are valid |

Figure 29

EventTracker displays a success message.

Selected reports configurations are imported successfully

QK

Figure 30

1. Click Knowledge objects under the Admin option in the EventTracker web interface.

_‘ Admin ~ Tools~ .

E:— Active Watch Lists @ Event Filters

r:f Parsing Rules ™ / Dac
A Alerts E] Eventvault e Report Settings
Behavior Correlation Rules FAQ Tile Configuration g Systems
P2 Behavior Correlation Settings [~ Group Management €D Users
\_E = = = = o T u >
mi
I:rs( ﬂ Casebook Configuration Q IP Lockup Configuration fl"- Weights
D|§ Category Q Knowledge Objects 1 Windows Agent Config
E Diagnostics @ Manager
Figure 31

2. Click the import object icon.
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& / Admin / Knowledge Objects

Objects@ T |!| ' # ¢
Import Objects

Figure 32

3. A pop-up box appears, click “Browse” and navigate to the knowledge packs folder (type “C:\Program
Files (x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation bar) with the
extension “.etko”, e.g. “KO_Comodo EP.etko” and click “Upload”.

Import

KO_<product name>.etko Upload

Figure 33

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are displayed,
select the required ones, and click “Import”.

c .Dse

Figure 34

1. Login to the EventTracker web interface.
2. Navigate to Dashboard - My Dashboard.
3. In My Dashboard, Click the Import button.
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EventTracker::

Home

My Dashboard
Threats

Incidents

Behavior Correlation
Change Audit

Compliance

Figure 35

A& / Dashboard / My Dashboard

@Zen tT|O0

| Import configuration

Figure 36

4. Click Browse and navigate to the knowledge pack folder (type “C:\Program Files (x86)\Prism
Microsystems\EventTracker\Knowledge Packs” in the navigation bar) where “.etwd”, e.g.
“Dashboard_Comodo EP.etwd” is saved and click “Upload”.

5. Wait while EventTracker populates all the available dashboards. Enable Select All and click “Import”.

Mote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

Upload

Available widgets

Select All

Figure 37
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Figure 38

6. Verifying knowledge pack in EventTracker

1. Login to the EventTracker web interface.
2. Click Admin dropdown, and click Categories.
3. In Category Tree to view imported categories, click the Search tab and enter Comodo EP in the search.

Category

Category Tree Search

comado Q ‘2{

Category

w Comodo EDR: Antivirus scan activities
“w Comodo EDR: Autorunning process
w Comodo EDR: Configuration changes
w Comodo EDR: File rating

“w Comodo EDR: Intrusion prevention
system activities

w Comodo EDR: Unknown or potentially
unsafe application

Figure 39
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6.2 Alerts

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Alerts.
2. In search box enter Comodo EP and click Search.

EventTracker displays an alert related to Comodo EP.

Alerts A& / Admin / Alerts

show  all v Search by | Alert name v comodo Q Q

2 1 6 Systern | 5

User NN 52
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level

@ E Activate Now Click "Activate Now' after making all changes Page Size| 25 w

Remedial Remedial

O Alert Name A Threat Active Email FDLAES RS Action Action Applies To
SNMP Syslog
at Console at Agent
[0 $ comodo EDR: Configuration changes ° [ o] ) ) ] (] O Comodo EDR
[0 80 comodo EDR: Threat detected [ @] O O O O O Comeodo EDR
O @8 comodo EDR: Unrecognized files removed L] [ o] O O O O O Comoda EDR

Figure 40

6.3 Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 41

2. In the Reports Configuration pane, select the Defined option.
3. Click on the “Comodo EP” group folder to view the imported reports.
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Report Configuration

() scheduled () Queued @ Defined
Report Groups @ gas
[} Comodo EDR N & -

Figure 42

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

2. Inthe Knowledge Object tree, expand the “Comodo EP” group folder to view the imported Knowledge
objects.

Knowledge Objects

comaodo Q Q

Groups @& @ [

(-]
Comodo EDR @ j

Figure 43

1. Inthe EventTracker web interface, Click Home E and select “My Dashboard”.
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Home

My Dashboard

| 1| |
[ 1]
Dashboard
[y
]

Threats

Figure 44

2. In the “Comodo EP” dashboard you see the following screen.

Customize dashlets

Comodo 'a,,

[l comodo EDR - Autorunning pr... [l comodo EDR - Configuration c... [l comodo EDR - File management [} comodo EDR - Intrusion detect...

[l comodo EDR - IPS detected ma... ) Comodo EDR - Threat detected ... ] Comodo EDR - Threat detected ... [ Comodo EDR - Threat detected ...

] comodo EDR - Threat detected ...

Delete Close

Figure 45

Netstrion. | EventTracker’




