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Abstract  

This guide provides instructions to configure/ retrieve Cybereason events using EventTracker Application. 

This will collect the logs from Cybereason like user activity, threat details, etc. Once EventTracker is 

configured to collect and parse these logs, dashboard, alerts, and reports can be configured to monitor 

Cybereason. 

Scope 

The configurations detailed in this guide are consistent with EventTracker version v9.x or above and 

Cybereason 17.3 and later. 

Audience 

Administrators who are assigned the task to monitor Cybereason using EventTracker. 

 

 

 

 

 

The information contained in this document represents the current view of Netsurion. on the issues 

discussed as of the date of publication. Because Netsurion must respond to changing market 

conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion 

cannot guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR 

IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  
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1. Overview 
The Cybereason solution combines endpoint prevention, detection, and response all-in-one lightweight 

agent. EventTracker supports Cybereason, monitors the Cybereason and generates the alerts and reports for 

critical events like MALOP creation, malware or Threat detection, user activities, etc. The saved search and 

dashboards help to monitor critical and top activities in the Cybereason. 

2. Prerequisites 
• EventTracker v9.x or later should be installed. 

• Cybereason 17.3 or later should be installed. 

• The Firewall exception for the syslog port (default: 514) should be enabled between Cybereason and 

EventTracker.  

3. Configuring Cybereason to send syslog to 

EventTracker 
• The EventTracker is compatible with the syslog format available in Cybereason 17.3, or in Cybereason 

17.5+ running in compatibility mode. (Syslog 17.3 format).  

• You must submit a request for a syslog configuration to Cybereason’s technical support. You must 

provide Technical Support with your IPv4 and Port number to connect the unencrypted TCP syslog to 

your EventTracker. 

4. EventTracker Knowledge Pack 
Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker to support Cybereason. 

4.1 Flex Reports 

• Cybereason - User login failed activities – This report gives information about, the user who has failed 
to log into the console, along with user and device information like IP address, hostname, and its role. 
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Figure 1 

• Cybereason - User login and logout activities – This report gives information about the user login and 
logout activities in the console, along with user and device information like IP address, hostname, and 
its role. 

 

Figure 2 

• Cybereason – User activities – This report gives detailed information on user action takes places on 
Cybereason activities like (custom rule creation, Change in configuration settings, sensor 
management). 

 

Figure 3 
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• Cybereason - User malop investigation activities– This report gives detailed information on user 
action on investigating malop activities like (threat remediation, change in malop state, remediation 
details, machine isolation details) 

 

Figure 4 

• Cybereason - Malop created or updated details – This report gives information on MALOP created or 
updated information along with MALOP information. 

 

Figure 5 

• Cybereason - Malop device information details – This report gives information on the device in which 
Malop incident has been detected. This report will help to investigate the malop activity when 
correlated with the malop created or updated details report. 
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Figure 6 

• Cybereason - Threat detected and updated details – This report gives detailed information on 
malware or threat (fileless, ai analytics or known malware) detected or suspected by the Cybereason. 
And contains information on resolved threat information can be identified by the severity 1 in case of 
completed, 5 in case of threat detected.   

 

Figure 7 

•  Cybereason - Not mitigated threat details -This report gives information on the critical threat which 
failure to act by Cybereason. 



  

7  

Integrate Cybereason 

 

 

Figure 8 

4.2 Alerts 

• Cybereason - Malop Created – This alert is generated when new malop is created on Cybereason. 
• Cybereason - Malop Updated – This alert is generated when an existing malop event is updated. 
• Cybereason - Malware detected – This alert is generated when malware or suspicious threat detected 

by Cybereason. 
• Cybereason - Malware Updated – This alert is generated when an existing malware state has been 

updated. 
• Cybereason - Threat not mitigated – This alert is generated when malware detected and failed to 

mitigate. 
• Cybereason - User login failed -This alert is generated when user login failed to log into the console 

event occurs. 

4.3 Saved Searches 

• Cybereason - Malop events– This saved search will help you to search malop created and updated 
along with machine information. 

• Cybereason - Malop investigation events – This saved search will help you to search user action 
events on malop investigation. 

• Cybereason - Malware events– This saved search will help you to search malware detected and 
malware state updated events. 

• Cybereason - Non-mitigated threats– This saved search will help you to search not mitigate threat 
details. 

• Cybereason - Threat detected– This saved search will help you to detected threat and its information. 
• Cybereason - User action events– This saved search will help you to user action like configuration 

changes. 
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• Cybereason - User failed login activities– This saved search will help you to search user information 
whose login got failed. 

• Cybereason - User login and logout activities – This saved search will help you to search user login 
and logout details. 

4.4 Dashboards 

 

Figure 9 

 

Figure 10 
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Figure 11 

 

Figure 12 
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Figure 13 

 

 

Figure 14 
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Figure 15 

 

Figure 16 
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Figure 17 

 

Figure 18 
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Figure 19 

 

Figure 20 
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5. Importing Cybereason knowledge pack into 

EventTracker 
NOTE: Import knowledge pack items in the following sequence: 

• Alerts. 

• Knowledge Object. 

• Token templates. 

• Flex Reports. 

• Categories.  

• Dashboard. 

 

1. Launch the EventTracker Control Panel. 

2. Double click Export-Import Utility.  

    

Figure 21 

 

Figure 22   

3. Click the Import tab. 
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5.1 Alerts 

1. Click Alert option, and then click the browse   button 

2. Navigate to the location having a file with the extension “.isalt” and then click on the “Import” button: 

                   

Figure 23 

 

EventTracker displays a success message: 

                            

Figure 24 
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5.2 Token Template 
1. Login to the EventTracker Console. 

2. Click on Admin >> Parsing Rules. 

 

Figure 25 

3. Click on Template and click import configuration Symbol. 

 

Figure 26 

4. Locate the “.ettd” file and click on import. 

 

Figure 27 
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5. Templates are imported now successfully. 

 

Figure 28 

5.3 Knowledge Object 
1. Click Knowledge objects under the Admin option in the EventTracker manager page. 

                                

                                                                                                           Figure 29 

2. Next, click on the “import object” icon: 

                                                                    

                                                                                                            Figure 30 

3. A pop-up box will appear, click “Browse” in that and navigate to the file path with extension “.etko” 

button” 
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                                                                                                              Figure 31 

4. A list of available knowledge objects will appear. Select the relevant files and click on “Import” button: 

 

                                                                                                              Figure 32 

5.4 Flex Reports 
1. In EventTracker Control Panel, select “Export/ Import utility” and select the “Import tab”. Then, click 

Reports option, and Choose “New (*.etcrx)”: 
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                                                                                                           Figure 33 

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click on the “Select File” 

button and navigate to the file path with a file having the extension “.etcrx”. 

3. Select all the relevant files and then click on the Import button . 

 

                                                                                                           Figure 34 
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4. EventTracker displays a success message: 

 

                                                                                                          Figure 35 

5.5 Category   
1. Click the category option, and then click the browse          button. 

 
Figure 36 

2. Locate the. iscat file, and then click the open button.  

3. To import category, click the Import button. 

4.  EventTracker displays a success message. 
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Figure 37 

5.  Click the OK button, and then click the Close button. 

5.6 Dashboard 
1. Login to EventTracker. 

2. Navigate to Dashboard → My Dashboard. 

3. In “My Dashboard”, Click Import Button: 

                       

Figure 38        

   

                                                                                                               Figure 39               

4. Select the browse button and navigate to the file path where the Dashboard file is saved and click on 

the “Upload” button. 

5. Once completed, choose “Select All” and click on “Import” Button. 

6. Next, Click “Customize dashlet” button as shown below: 
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                                                                                                         Figure 40 

7. Now, put a text on the Search bar: “Cybereason” and then select the Cybereason Dash-lets and then 

click “Add” button. 

 

                                                                                                            Figure 41 

 

 

 

 

 

 

 

6. Verifying Cybereason knowledge pack in EventTracker 

6.1 Alerts 
1. In the EventTracker web interface, click the Admin dropdown, and then click Alerts. 

2. In search box enter “Cybereason” and then click the Search button. 
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EventTracker displays an alert related to “Cybereason”: 

 

                                                                                                                   Figure 42 

6.2 Token Template 
1. Login to the EventTracker. 

2. Click on Admin >> Parsing Rules. 

 

Figure 43 

3. Click on Template and search for Cybereason. 



  

24  

Integrate Cybereason 

 

 

Figure 44 

6.3 Knowledge Object 
1. In the EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects. 

In the Knowledge Object tree, expand the “Cybereason” group folder to view the imported Knowledge objects.                                 

 

                                                                                                                   Figure 45 

6.4 Flex Reports 
1. In the EventTracker web interface, click the Reports menu, and then select the Report Configuration. 

 

                                                                                                                   Figure 46 

2. In Reports Configuration pane, select the Defined option. 
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3. Click on the Cybereason group folder to view the imported reports. 

           

 

                                                                                                         Figure 47 

6.5 Category 
1. Login to EventTracker.  

2. Click the Admin menu, and then click Category. 

 

Figure 48 

3. Click the search, and then search with Cybereason. 

 

Figure 49 

 


