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Integrate Cybereason

This guide provides instructions to configure/ retrieve Cybereason events using EventTracker Application.
This will collect the logs from Cybereason like user activity, threat details, etc. Once EventTracker is
configured to collect and parse these logs, dashboard, alerts, and reports can be configured to monitor
Cybereason.

The configurations detailed in this guide are consistent with EventTracker version v9.x or above and
Cybereason 17.3 and later.

Administrators who are assigned the task to monitor Cybereason using EventTracker.

The information contained in this document represents the current view of Netsurion. on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

The Cybereason solution combines endpoint prevention, detection, and response all-in-one lightweight
agent. EventTracker supports Cybereason, monitors the Cybereason and generates the alerts and reports for
critical events like MALOP creation, malware or Threat detection, user activities, etc. The saved search and
dashboards help to monitor critical and top activities in the Cybereason.

2. Prerequisites

e EventTracker v9.x or later should be installed.
e Cybereason 17.3 or later should be installed.

e The Firewall exception for the syslog port (default: 514) should be enabled between Cybereason and

EventTracker.

3. Configuring Cybereason to send syslog to
EventTracker

e The EventTracker is compatible with the syslog format available in Cybereason 17.3, or in Cybereason
17.5+ running in compatibility mode. (Syslog 17.3 format).

e You must submit a request for a syslog configuration to Cybereason’s technical support. You must
provide Technical Support with your IPv4 and Port number to connect the unencrypted TCP syslog to

your EventTracker.

4. EventTracker Knowledge Pack

Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support Cybereason.

¢ Cybereason - User login failed activities — This report gives information about, the user who has failed
to log into the console, along with user and device information like IP address, hostname, and its role.

Netsurion. EventTracker
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Action Status (Failed: 0
Event Class Event Category Severity Success:H)

094 320M3 02 44:54 PM CYBEREASON Ceneral Logn i i barbarag analyst 3 contoso-serverddc &0 234 157 254
091 3209 02 44:55 P CYBEREASON General Logn il i miadt analyst I3 contozo.server2dc o 2001291
0932019 02 44:55 P CYBEREASON General Login Al ki] maryi sys_admin  contoso-asagw2 213251 1821415
0941 32902 44:55 P CYBEREASON General Logn i1 i frantz sys_admin  contoso-shide 195154 250 216
0941 3209 02 44:55 P CYBEREASON General Logn % % clarkk snalyst |3 contoso-efids 195154 250 216
09A1 3P G 02 44:55 P CYBEREASON General Logn il il peterp ugeér_sdmin  contoso-shids 195154 240176
0913201902 44:55 PM  CYBEREASON Genersl Login 5 b} Ioisd SyS_sdmin  contoso-oclN anresteck 77.247.181.165
09M 3209 02 44:55 P CYBEREASON General Login 5 i} joeh exnecitive conboso-elsb12 195154240176
09132019 0244:55 PM  CYBEREASON Genersl Login i} i} System Execitive COMOS0-SErvErsic 195.154.241.119
OGN 32019 02 44:55 PM CYBEREASON General Login il % frantz sys_sdmin  contoso-stids EORERTREE
0OA 32019 02 44:55 PM  CYBEREASON Ceneral Login i} bl mones sys_admin  contoso-rhsvrl 176.137 67 242
DA 32N 024455 P CYBEREASON Ceneral Login Li] i Ioisd user_sdmin  contoso-stzb12 451482218

Figure 1

¢ Cybereason - User login and logout activities — This report gives information about the user login and
logout activities in the console, along with user and device information like IP address, hostname, and
its role.

#Action Status (Failed: 0

Event Class Event Category User Hame User Role Success:) Machine IP Address Machine Hame
09132019 02.44:55 PM  General Logout Jjoe anabyst_|3 195.154.250.216 contoso-eficds
09132019 02:44:55 PM General Login Imjones executive 195154 24331 contoso-flesyrs
09432019 02:44:55 P General Logout clarkk =ys_admin 5 195154 250,216 cortoso-etids
09132019 02:44:55 PM  General Login frantz user_admin 3TAETA29.166 cortoso-asagw2
09132019 024455 PM General Logout matt analyst_13 L] 89,234 157 254 contoso-asag
Figure 2

e Cybereason — User activities — This report gives detailed information on user action takes places on
Cybereason activities like (custom rule creation, Change in configuration settings, sensor

management).
Event Event Action Status (Failed: 0 Hew
LogTime Product Category Class Severity User Hame Success:1) Previous Mode Mode
09/12/201911:13:25 AM Cybereaso ChangeCon General D admin@contoso.com
n figurationSe
tings
0941262019 11:13:25 M Cybereaso ChangeCon General D adming@contoso.com
n figurationSe
ttings
09/12/201911:13:25 &M Cyhereaso ChangeCon General D admin@contoso.com |
n figurationSe
tings
0912/201911:13:25 AM  Cybereaso PowerShell Security admin@contoso.com Off on
i Protectiont Profile
ocle
09412/201911:13:25 AM Cybereaso ChangeCon General B admin@cortoso.com
n figurationSe
ttings
09M2/201911:15:25 &M Cybereaso PowerShell Security il admin@contoso.com i on Off
m Pretectiont Profile
ade
Figure 3
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e Cybereason - User malop investigation activities— This report gives detailed information on user
action on investigating malop activities like (threat remediation, change in malop state, remediation
details, machine isolation details)

Mabware Creation Time
5 https: Mescor com hitp tlocainost TEMAIMEE9014  Deo 192017 155814157
O 2019 1146 28 AM  Madware Crested  Mabware 5 contaso-rhevrl e com POk o axpeassion rip Mocanost TEMAL2SEA0050  Dec 19 2017, 1558 14 157
0N 32016 114628 AM Madware Creatod Malwore 5 CONOI0-Serverdc Al Shatic Analyses rivoko-expression hitp Moot TEMALZESSETTE  Dec 19 2017 155814 15T
N I2019 11:66 25 AM Madware Updated Mabware % contoso-serveridc downiond & execute  hiips Mescer com rtip thocanost TESIALT 400271 Dec 182017 1585814157
OW132019 11:46 25 AM  Mabware Updsted Mabware S COMaso-sarverta: molcious downiond o Mwvww axample comdountiody Hitp Mocalost TEMAL0292064  Dec 19 2017, 155814 15T
e reni Tt estrmaccount3attertho
Ughtearmy
N I2018 11:46 20 AM Madware Creoted Matware € contoso-serverdc Al Static Anatyes https: Newcer com ritp dlocainost TEMALS4165363  Dec 152017 165814157
O 2019 114625 AM  Mabware Updated Matwore % contoso-fiesvit A StticAnedyess Heg Dwverw axaergie comdmntiody Hip Mocehost TEMAMMET0NI2S  Dec 19 2017, 155814 15T
\ce remi Tt eatneaccount Saftertho
ughtearmy
O 32018 11:4628 AM Madware Updsted Malware 5 contoso-asagw2 dowriond 8§ execute  hiips Mescer com ritp Mocalnost TEMALTSOME513  Dec 192017, 155814 15T
O3 22010 11:46:25 AM  Mabware Updsted Mabwars 5 contoso-asagw2 e com et Mevwrw axomple comdourtiody hitp tlocsinost TEMAN 23113752 Dec 19 2017, 1558 14 15T
e heniTte cotreaccount Satertho
Ughtearmy
ON32015 114628 AM  Madware Updated Malwore % contoso-rhavr! malcious command et Davww examgle comdeuntiady hitp dlocainost 7834A61320046  Dec 152017 155814 15T
8 Honi e st maccourt Satertho
T
0N 32015 114628 AM Madware Created Mabwore 3 contoso-asagw? malCious command hetps NesCar com ritp localnost 7TEMAL4S118045  Dec 192017, 155814 15T

Figure 4

¢ Cybereason - Malop created or updated details — This report gives information on MALOP created or
updated information along with MALOP information.

Affected
Malop Detection Malop Key Machine  Affected Affected Users

Eventname Severity Start Time Malop 10 Malop Activity Type  Type Suspicion Malop Suspect Reason  IsSigned  Malop Link Request Context Name: Machines Count Count

Malop Created M0 Dec 18 2017, 15:56:14 IST 58.904712850 Data_Thett MalopFrocess Credertial Thet  APLmd blackiist IocalhostE080MImalInS4 545034 APLmd s
Malop

Malop Created o Dec 18 2017, 15:56:14 IST '58.953052412  Seanning MalopProcess Credertial Thet  uc_FlexMeterGuags_sm ascx blackist 1 IncalhostE0B0AmEIIpET 830678 us_FlexMeterGuags_am % %5
Malop 413 ascic

Malop Created o Dec 18 2017, 15:56:14 15T '58.322672256  Scanning MalopFrocess Credertial Thett  uc_Widget ascx blackist B IocalhostE0B0MmEIDpEE 16016 us_Viidget ascx L1 e
Malop 853

Walop Created o Dec 18 2017, 15:56:14 IST B4.419719562  Priviege Escalation  MalopProcess Credertial Thet  tesztpot vlackist B IncalhoSEE0B0AMAINAES BES614  teszt ot fi7 3
Malop 423

Walop Created o Dec 192017, 15:56:14 ST 56.292623304  Privilege Escalation  MalopProcess Credertial Thet  natiores hitmi vlackist B IocalhostE0B0AUMEIDRET SE1716  niations i 1 s
Malop R

Walop Created o Dec 18 2017, 15:56114 15T 'BS 816516132 Scanning MalopProcess Credertial Thet  uc_FlexTabular ascx blackist IncalhoSEE0B0AMAINMEE 339868  Us_FlexTabular ascx 1 %o
Malop 412

Walop Created o Dec 19 2017, 15:56:14 15T 'B8.755679688  Data_Thett MalopProcess Credertial Thett  test_radial_tres fml vlackist B I0calhoSEB0B0AIMAINNT 3 533058 test_radial_tree Htmi & 52
Malop 657

Malop Created o Dec 18 2017, 15:56:14 IST B8.178681575  Scanning MalopFrocess Credertial Thett  diagram-stale-machine.png  blackist 1 IocalhostB080Amalop/S7 563713 diagram-state- fia B0
Malop 561 machine png

Walop Created o Dec 19 2017, 15:56:14 IST 5135355903 C2C MalopFrocess Credertial Thett  test_constraints.html blackist B IocalhostB080Amalop/A7 515584  test_constraints html 76 5
Malop 963

Malop Created o Dec 18 2017, 15:56:14 IST '98.941229766  Scanning MalopFrocess Credertial Thett  elasticsearchjguery minjs  blackist IocalhostB080A#malop/S0. 372698 - elasticsearch jquery.min 50 Ll
Malop 663 is

Figure 5
e Cybereason - Malop device information details — This report gives information on the device in which

Malop incident has been detected. This report will help to investigate the malop activity when
correlated with the malop created or updated details report.

Netsurion. EventTracker
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Affectod
Machines

Loy T Severity Ewent name Malop kd Court Destination Hoestname:  Parent Process ChildrenProcess 0% Version  User Hame Online Status
QENACOE 119625 Am 10 Walcg Machine information 11 3 37687 ES 2 100025 SISDSService smss Wirslows: 10 Syslem
08372019 11:46:23 aM T0 Malop Machine informabion 52857300553 LT 102524 Mcrosoft Pholos lplone Windows_10  frantz 5
09132019 11:46:23 am N0 Ml Mackine Information 21 126999453 Er CONMGEOSEr e EmEs e Vardows_ 10 charkk ¥
05 A019 114629 am To Malop Machine Information 52 BBE1 07116 % conososenver EverdTracker Reporder  Microsoft Photos Windows 7 frants 5
0SAI20N9 11:46:29 M T0 Maicg Machine Information '54.9001 08218 L] 102524 [ cmal Wirdows_10  frartz 5
0832019 11:46:23 am 0 Malog Machine Information 84.735722606 % conlasosenver Lickapl SIEIPSService Wirdows_10  pok 5
08 3019 11:46:23 i T0 Malop Mactine Information S0537T52353 4 102521 Uchiapi s Windows 8 gary 5
08RG 194523 A N0 Malop Machine information B9 262750485 k-1 comososeryer EfSchaduier winwears usbarbitraborid Windows 8 brucew 5
SN 019 114625 Am 50 Maicp Machine Infcemation 1 775880625 s 102524 EveriTracker Reporter  smss Wirdows 8 polo 5
083209 114623 am N0 Malop Mackine information ‘B0 998397 327 51 CONCE0SErvar e bekrprcags WrowE_ 10 melt 5
09 32019 11:46:23 i TO Malop Mactine Information 25 576340679 2 10.2521 Exprasso jeplore Wirdows 8 meya 5
0SM 2019 11:46:23 am o Malop Machine Infcrmation 8297050009 L) contososerver notepad smss Wirdows 7 peterp 5
9N 019 1949629 am 50 Miic Machine Infcemation 59 436108213 L= 102524 Expresso SEIDSService Wirgdows 8 System
0832019 11:46:23 am 0 Malog Machine Information B4 558064578 B2 CONOs0sEnvar Exprasso System Windows_10  System 5
09132019 11:46:23 am N0 Malzp Machine information 20,31 3244031 %ia 102521 SEDESAoE ErSehechier Wirdows 7 Syslem 5
OSH A9 114623 am 0 Malop Machine Information 8 A57E18535 1] conososerver EveriTracker Feporter  schechier Windows 8 loisi 5
mnIIma1eE2a am N0 Makp Mechine information 79274651621 B 102521 ixplone SIEIDSService Windows 7 peterp §
08 32019 11:46:23 am 0 Malop Mackine Information 23340710621 %8 conososenver e smsz Wirdows 7 Syslem 5
Figure 6

e Cybereason - Threat detected and updated details — This report gives detailed information on
malware or threat (fileless, ai analytics or known malware) detected or suspected by the Cybereason.
And contains information on resolved threat information can be identified by the severity 1 in case of
completed, 5 in case of threat detected.

LogTime Ewent nanme Ewent class Severity Destination Hosthame  Wirus Hame Thireat Infio Inwestigation URL Makhware Creation Tirme
Q932019 11:46:26 AM  Mabeare Crested  Mahware 0 conlogo-server2ac malicious command  hitps: teacer com Hitp: iocahost TA94AHS03F536E6  Dec 19 207 155614 15T
09 32019 11:46:26 AW Mabweare Crested  Wabsrare fo contoso-servar2oc malicious downioad  hitpoferss ecoample comisuntfady hitpoilocalhost FE94MIMEE25504  Dec 19 2N 7, 155614 IST
ice himi?breath=accountEaftertho
ught=arry
Q8302019 11:46:26 AW Malware Created  Mahwars fa contozo-atstd 2 BICAr.COM hittps: fedcer com bt ocathost PRS44I 487702 Dec19 2007, 15:56:14 15T
0932019114626 AW Mabsrare Updated Wabsare o contaso-filesvwi dowrioad & execute hitps: leicer com it iocahost T89444H 18363624 Dec 19 2017, 155614 IST
094 32019 11:46:26 AWM Malware Updated Mabwara 5o ContosD-azagwd Al StabicAnalysis hitpe: Velcar.com bt iocahost T304 2421 2492 Dec19 27 155614 15T
OQ2A3R01911:46:20 AWM Mabware Cresled Mabware o corlago-rhgvr dowrioad 8 escute hitps: Veicer com bt iocahost TEOAA1 565572 Dec 19 2MT7 155814 IST
09132019 11:45:28 AW Mabware Created  alweare fa contoso-azagw? malicious download  bittpoferane ecample comisuntfady httpcolocahost P3044d23032040  Dec 19207, 15:58:14 15T
ice himi?breath=accourtEafiertho
ught=armyy
Q8302019 11:46:28 AWM Mabsars Created  Mahwars L contozo-azagw Al StaticAnalysis imvoke-gxpression it ifocahost F8944dE1852048  Dec 19 20M T, 155614 IST
0932019 11: 4828 AWM Mabeare Crested  Mahwars fo eordoso-e2h12 A Stalic Analysis ifOke-SXpression Fiftg Mecahost TE0464244TES0S  Dec 192017 155614 1ST
Figure 7

¢ Cybereason - Not mitigated threat details -This report gives information on the critical threat which
failure to act by Cybereason.

Netstrion. EventTracker
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Event name Event class Severity Destination Hostname  Wirus Hame Threat Info Investigation URL Malware Creation Time
Malware Updated  Malware LT contoso-etsh 2 malicious dovenlos hitkg: ity e ample comfauntizdy bt iocalhost 78940081567803  Dec 19 2017, 15:58:1 4 15T
ice html?bresth=account&aftertho
ught=army
Malware Updated  Malware fa contoso-server do Al StaticAnalysis itz ieicar com kitp: Mocalhost: 7894062358927 Dec 19 2017 15:58:14 15T
Malware Created  Malware %o contoso-asagw 2 malicious download http: fhaewewy example . comfauntiady hitp:Mocalhost: 78940d/23052040  Dec 19 2017, 15:558:14 ST

ice html?hresth=accourt&aftertho
ught=army

Malware Created  Malware %o contoso-asaguw Al StaticAnalysis invoke-expression hitp:ilocalhost: 7E8944d/61552049  Dec 19 2017, 15:55:14 15T
Malware Crested  Malware LT} contoso-etsh 2 Al StaticAnalysis invoke-expression hittp: Mocalhost 78940d/24476609  Dec 19 2017, 155814 15T
Malvware Updated  Malware %o contoso-asagwl malicious download invoke-expression hitp:ilocalhost: 78940d/534563513  Dec 19 2017, 15:58:14 15T
Malvware Updated  Malware fa cortoso-de0l azurestack  dowenlosd & execute it Meicar com hitp:Mocalhost 7894Ad/35010313  Dec 19 2017, 15:58:14 15T
Malvware Updated  Malware fo contoso-zerveridc malicious command https: Meicar .com hitp:ilocalhost: 78940dM 11886297 Dec 19 2017, 15:58:14 15T
Malware Creasted  Malware fo cortoso-rhsyrl dovvnload & execute hittps: Meicar com hitp:Mocalhost 7894Ad/21565572  Dec19 2017, 15:58:14 |1ST
Malware Updated  halware fio contoso-asagw? malicious command invoke-expression kitp:Mocalhost: 78940d62544374 Dec 19 2017 15:58:14 15T
Malware Creasted  Malware %o cortoso-etsh 2 malicious dovenlosd hittg: i e xample comfauntfady hitp:Mocalhost: 7894450/49039444  Dec 19 2017, 15:58:14 IST
ice Html?bresth=account&aftertho
ught=army
Malware Creasted  Malware fo cortozso-de0l azurestack  malicious command hittps: Meicar com hittp:Mocalhost 789440d/408924768  Dec19 2017, 15:58:14 15T
Figure 8

Cybereason - Malop Created — This alert is generated when new malop is created on Cybereason.
Cybereason - Malop Updated — This alert is generated when an existing malop event is updated.
Cybereason - Malware detected — This alert is generated when malware or suspicious threat detected

by Cybereason.

Cybereason - Malware Updated — This alert is generated when an existing malware state has been
updated.

Cybereason - Threat not mitigated — This alert is generated when malware detected and failed to
mitigate.

Cybereason - User login failed -This alert is generated when user login failed to log into the console
event occurs.

Cybereason - Malop events— This saved search will help you to search malop created and updated
along with machine information.

Cybereason - Malop investigation events — This saved search will help you to search user action
events on malop investigation.

Cybereason - Malware events— This saved search will help you to search malware detected and
malware state updated events.

Cybereason - Non-mitigated threats— This saved search will help you to search not mitigate threat
details.

Cybereason - Threat detected— This saved search will help you to detected threat and its information.
Cybereason - User action events— This saved search will help you to user action like configuration
changes.

Netsurion. EventTracker
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e Cybereason - User failed login activities— This saved search will help you to search user information
whose login got failed.

e Cybereason - User login and logout activities — This saved search will help you to search user login
and logout details.

Cybereason - Malop events by malop activity type
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Figure 9

Cybereason - Malop events by threat name
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Cybereason - Malop events

log_type object_name

Malop
Malop
Falop
Malop
Malop
Malop
Falop
Malop
Malop

Malop
4

G =x

reason threat_category threat_id threat_name threat_type tota

iexplore 0 14
brkrprosgd | 25
Iy 0 94
SEIPESerice 0 a0
scheduler ] £}
Systern | 22 4
533 0 12
Microsoft.Photos 0 59
igfTray 0 34
notepad | g5
¥
Figure 11
Cybereason - Malop events by priority G -x
log_priority: 10

malop created

ralop created: 75, 00%% (240
bl

malop machine information

Sep 00 0428 PR - Sep 13 04029 Phd

Figure 12
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Cybereason - Threat by name E-x

dovwnload & execute: 8,176 (20)

<
[ malicious download rnalicious carmmand [ eicar.cam [l download & execute
[ ai.staticanalysis
Sep 06 (28 PR - Sep 13 0429 PM
Figure 13
Cybereason - Mon-mitigated threats E -
log_category: malware updated log_cateqory: malware created
contoso-serverfidc: 14,29% (0
<

1 contoso-etshi12 contoso-fileswrd [ contoso-etsh12
I contoso-serverfdc contoso-serverddc
M contoso-asagu? W contoso-asamw?

Sep 06 0h28 PR - Sep 13 029 PM

Figure 14
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Cybereason - Top malop machines G -%

contoso-mktaks 1y 17,2754 (8)

<l
M contoso-serverfidc contoso-sercerddc [ contoso-serverldc [ contosa-rhswvrl
M contoso-rmkbeeks1 Il contoso-fileswrd [ contoso-etsb12 B contoso-etids
M contoso-dc0l.azurestack I contoso-asaqw?
Sep 06 028 PRA - Sep 13 029 PR
Figure 15
Cybereason - Malware events by priority G=-x
log_priority: 6 log_priority: 5 log_priarity: 10 log_priarity: 1
eicar.com: 22,9235 (11)
<

[ eicar.com [ download & execute [ ai.staticanalysis [ ai.staticanalysis
download & execute ai.staticanalysis rmalicious cormmand download & execute
M malicious download M malicious command M malicious download M eicar.com

Sep 06 0028 PR - Sep 13 0029 PR

Figure 16
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Cybereason - User login and logout details

Series: log_category
15

10 -

£ logout:3

0 :
e e " ﬂ“‘f’“ ot &= e

o <
Usernarne
logout lagin
Zep 0B 0428 PRA - Sep 13 (20 PM
Figure 17
Cybereason - User login by geo location G-

<i

Sep 06 028 PM - Sep 13 04:29 PM

Figure 18
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Cybereason - User failed login details G ==

Series: sko_host_name

15
o |- = = B
I
— — mee Bl | 4614822181
] = = =
= K11 1 d B
0 bl — N S
I A A L maﬁ P S
LA S Ty k SRR AN S o
sername
contoso-serverbdc contoso-serverddc contoso-serveridc B contoso-rhswrl contoso-rmktuks1
I contoso-filesvrs M contoso-etsh12 contoso-etids B contoso-dol,azurestack I contoso-asague

BN contoso-asaow] NN 912001291 N 59.234,157.254 FR2AT13165 I 461432218 46,143.18.162
Sep 06 023 P - Sep 13 0420 PR

Figure 19

Cybereason - User failed login details by geo locati... G -%

Cazeres

Sep 06 04:28 PM - Sep 13 04:29 PM

Figure 20
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5. Importing Cybereason knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e Alerts.

e Knowledge Object.
e Token templates.
e Flex Reports.

e (Categories.

e Dashboard.

1. Launch the EventTracker Control Panel.

2. Double click Export-Import Utility.

— ) X
i 9
$ |

EventVault License Export Import Append
Manager Utility

Iﬁ g w- 'Q :
EventTracker Traffic Analyzer Agenl TrapTracker
Agent Confi___ ageme__ Co nﬁg rati

> L
Change Audit About

EventTracker

E-mail: support@Even Tracker com

Figure 21

B EBport Import Utilit

o

1. Provide the path and file name of the Categories file. Lise the ..." button to
2. Click the Import button.

Options Location

® Category

Figure 22

3. Click the Import tab.
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1. Click Alert option, and then click the browse ~ button
2. Navigate to the location having a file with the extension “.isalt” and then click on the “Import” button:

B Export Import Utility —
Ewport Impart

1. Provide the path and file name of the Alerts file. Uze the ' " buttan to browse and locate the import file.
2. Click, the Import button,

Dplions Location

W Bz Import E-mail settings
Set Active

() Filters P, Thiz setting iz applicable only for imports from Legacy [vBx)
® Only if notifications set Alert files. For w7, the active statuz will be set bazed on

® et () By default "Active" key available in the configuration section.

erts
() Systems and Groups Watchlizt Configuration

Import ' atchlist configuration

Thiz zetting iz applicable only for alertz which have Advanced watchlist configured.
Mate: If thiz option iz enabled the user should make gure the watchlist groups are available
() Reparts ot the congole where the alerts are imported.

() Token Value

() Machine leaming

Source :

D:hproducticybereason Configuration®dlert_Cebereason.izalt

| ripart Cloze

Figure 23

EventTracker displays a success message:

o Selected alert configurations are imported successfully.

oK

Figure 24
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1. Login to the EventTracker Console.
2. Click on Admin >> Parsing Rules.

- —

Bctive Watch Lists

Alerts

L
m

Ewvent Filters

E] Eventvault

l':)‘ Parsing Rules

Q’% Report Settings

Behavior Correlation Rules FAC Tile Configuration g Systerns
{3 Behavior Correlation Settings [~ Group Management Q Users
ﬂ Casebook Configuration Q IP Lockup Configuration !‘I"r Weights
DE Category (:} Knowledge Objects ] Windows Agent Config

Diagnostics

@ Manager

Figure 25
3. Click on Template and click import configuration Symbol.

Parsing Rules # / Admin / Parsing Rules

Parsing Rule

Groups

jol

@ EE Group: All Searc C :!.E

Figure 26

Default

4. Locate the “.ettd” file and click on import.

selected file 3: Template_Cybereason ettd

@ Template name Separator Template description Added date Added by Group Name

< Cybereasan - Malop events Y CEF|Cyb |Cybereason|17.6 Created|10] c51Label=
rmalopld cs1= cs2label=malopDetectionType cs2=MalopPracess csLabel
—malopctivityType csI=LATERAL_MOVEMENT csdLabel=rmalopSuspect
¢ ol P picion csS=Credential Theft Mal
op estlabel=linkTolMalop csé=localhost 80804 malop cnllabel=affecte
dMachinesCount cn1=1 cn2label=affectedUsers cn2=1 en3Label=isSigne
d cn3=0start=Dec 192017, 15:58:14 15T r=Dec 10 2017, 15:58:04 15T reque

stContext=mimikatz.exe reason=blacklist

Sep 11 10:55:18 50 Cybereason

< Cybereason - Malware created or updated N CEF1|Cyb Cyb |17.6. Created|10Jeventld
=102355df dvchost=contaso_server cslLabel=virushlarme cs1=download
& execute cs2label=contert cs2=http:/fsicar.com cs3Label=investigation
cs3=httpy/flocalhost@382 deviceCustomDate1Label=malwareCreationTi
e deviceCustomDate=jun 5,201911:22:11 UITC

Sep 11 07:13:35 P Cybereason

7 Cybereason -Lser action events N

loglogger CEF:0ICyb | [[Userfiction]: agout|
OesiLabel=usemanme c31= enlabel=act
ionSuccess cn1=1 deviceCustomDateTLabel=userfction Time deviceCust
omDatel=lul 00 2019, 20:02:57 UTC es2Label=userfole csl=executive/user
_admin/sys_adminfanalyst_13 cs3label=machineMame cs3= c
sdlabel=machinelP csd= eslabel=QuenyDetails es2=lser > P
rocess » Connection

Sep 12 02:44:34 P Cybereason

Figure 27
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5. Templates are imported now successfully.

File imported successfully.

Figure 28

1. Click Knowledge objects under the Admin option in the EventTracker manager page.

» Admin ~ Tools~ ..

E:— Active Watch Lists % Event Filters O Parsing Rules A / Das
Alerts Eventvault 5] Report Settings
o El &) Rep g
Behavior Correlation Rules FAQ Tile Configuration |;| Systems
{i, Behavior Correlation Settings [ Group Management Q Users
mi
I,rs,( ﬂ Casebook Configuration Q IP Lookup Configuration fl"- Weights
D|§ Category |Q Knowledge Objects 1 Windows Agent Config
E Diagnostics @ Manager
Figure 29
H “s . ” .
2. Next, click on the “import object” icon:
& 7 Admin / Knowledge Cbjects
Objects @EI :!. ﬂi
Figure 30

3. A pop-up box will appear, click “Browse” in that and navigate to the file path with extension “.etko”
button”
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Import

KO _Cybereason.etko

Figure 31

4. A list of available knowledge objects will appear. Select the relevant files and click on “Import” button:

Import
Select file.., @ Browse.., Upload
| Object name Applies to Group name
L4 Cybereason malop events cybersersion Cybereason
4 Cybereason rahiware events cybersersion Cybereason
L4 Cybereason user events cybersersion Cybereason

Close

Figure 32

1. In EventTracker Control Panel, select “Export/ Import utility” and select the “Import tab”. Then, click
Reports option, and Choose “New (*.etcrx)”:
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Expott  Import

1. Provide the path and file name of Schedule Repor file. Use the *._" button 1o browse and locate the import file
2. Click the Import button
Nete ; ¥ report(s) containg lemplate, first impont template and proceed with exportimpont Wity

Options Location
O Category

) Fiters

- S .

() Systems and Groups

Close

Figure 33

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click on the “Select File”
button and navigate to the file path with a file having the extension “.etcrx”.

=1

3. Select all the relevant files and then click on the Import button 1 .

=5 Reports Import

Mate : IF report|s] containg template, first import template and proceed with report import process.

Select file |D ‘acalrepowehproduct\cybereazontRSA Secul\ConfigurationReports_Cybereason. eters Select file

Available reports

Title ‘ Frequency Show all < Q Q

Tl Sites Groups Systems Fri
dop ot o s celos __ NTFLDTBLR47 I R

EDIT | Cybereason - Mot mitigated threat details MTFLDTELR47 U
EDIT | Cybereason - Threat detected and updated details INTPLDTBLR 47 Und
EDIT | Cubereason - Iser login and logout activities MTPLDTELR47 Ui
EDIT | Cybereason - User login failed activities NTPLDTBLR47 Und
EDIT | Cubereason - ser malop investigation activities  |[NTFLDTELR47 Ui
< >

Mate: Set run time option iz not applicable for Defined Reparts and Haurly Reparts
Set run time for report{s] from I;l FAAC at interval of l:l minutes Set @

Replace | to | ‘ Replace Azsign systems

T ®

Mate: Make sure that Site[z). Group(z] and System(s] selections are walid

Figure 34
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4. EventTracker displays a success message:

Selected reports configurations are imported successfully

QK

Figure 35

1. Click the category option, and then click the browse - button.

B Eeport Irmpart Utility —
Export  Import

1. Provide the path and file name of the Categornies file. Use the *.." button ta browse and locate the impaort file.
2. Click the Impart button,

Options Location

(®) Category
() Filters
() Alerts

() Systems and Groups Source :

:ucIuct"\c_l,lbereaSDn'~.C0nfigulatiDn\EategDry_cybereasan.iscat|I I

() Token Value

() Reparts

() Machine learning

Irmpaort Cloze

Figure 36

2. Locate the. iscat file, and then click the open button.
3. Toimport category, click the Import button.
4. EventTracker displays a success message.
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Export Import Utility >

o Selected category details are imported successfully,

Figure 37
5. Click the OK button, and then click the Close button.

5.6 Dashboard

1. Login to EventTracker.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, Click Import Button:

EventTracker::

Home

My Dashboard

Incidents.

Behavior Correlation

Compliance

Figure 38

A& / Dashboard / My Dashboard

e t[Tloo

| Import configuration |

Figure 39

4. Select the browse button and navigate to the file path where the Dashboard file is saved and click on
the “Upload” button.

5. Once completed, choose “Select All” and click on “Import” Button.

6. Next, Click “Customize dashlet” button as shown below:

Netstrion. EventTracker
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M / Dashboard / My Dashboard

® d|@

LTOO0O

Figure 40

7. Now, put a text on the Search bar: “Cybereason” and then select the Cybereason Dash-lets and then

click “Add” button.

Customize dashlets

cybereason

¥ Cybereason - Malop events ¥ Cybereason -
¥ Cybereason - Malware events b... ¥ Cybereason -
¥ Cyhereason - Top malop machi.., ¥ Cyhereason -
¥ Cybereason - User login and log., ¥ Cybereason -

Malop events by .

Malivare events b...

User failed login d...

User login by geo .,

¥ Cybereason - Malop events by .., ¥ Cybereason - Malop events by .,
¥| Cybereason - Mon-mitigated th... #| Cybereason - Threat by narne
¥ Cyhereason - User failed login d... ¥ Cyhereason - User failed login d...

Add Delete Close

Figure 41

6. Verifying Cybereason knowledge pack in EventTracker

1.
2.

In the EventTracker web interface, click the Admin dropdown, and then click Alerts.
In search box enter “Cybereason” and then click the Search button.
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EventTracker displays an alert related to “Cybereason”:

Alerts A/ Admin / Alerts
Show 4l Searchby | Alertname ¥ cybereason Q Q
132 — I -
Lar . 13
System/User Defined Alerts
Count for system and user defined alerts
@1 Click 'Activate Now' after making all changes Totzli &  |PageSize 25 v
Forward as Forward as Remedial Action Remedial Action
Alert Name A Threat Acti Email Applies T
red ctive ma SNMP Syslog at Console at Agent s

& Cybereason - Malop Crested

cybereasanversion

B0 Cybersason - Malop Updated cybereasonversion

& Cyberenson - Malwate created

cybereasanuersion
88 Cybereason - Matware Updated o cybereasonversion
@8 Cybereason - Threat not mitigated [ ] cybereasonversion
&8 Cybereason - Userlogin failed cybereasanversion

Figure 42

1. Login to the EventTracker.
2. Click on Admin >> Parsing Rules.

E:— Active Watch Lists ﬁ'__| Event Filters '-:)‘ Parsing Rules

Ay Alerts g] Eventvault Q’Eﬂ Report Settings @
. Behavior Correlation Rules [#7 FAQ Tile Configuration g Systems

{é Behavior Correlation Settings [*2 Group Management 'Q.‘Q‘ Users

ﬂ Casebook Configuration Q IP Lockup Cenfiguration fI"v Weights

D|§ Category (:) Knowledge Objects ] Windows Agent Config

E Diagnostics @ Manager

.
Figure 43

3. Click on Template and search for Cybereason.
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Parsing Rules A/ Adimir / Patsing Rules
ParsingRule  Template
] —
Groups @ B roup: Cyberesson — Q CtT
Default
Cybereason [ @ I Template Name Template Description Added By Added Date Active
A I @ Cyberessan - Walap svents jenishr Sep 1110:55:18 A0 v @
RSA SecurlD I [c} Cyberesson - Malware crested or updated jenishir Sep 1107:13:35 Ph1 e @
(Al 1l @ Cybereasan -User action events jenishir Sep 12 02:44:34 P v @

[EEA 1iove to group

Figure 44

6.3 Knowledge Object
1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

In the Knowledge Object tree, expand the “Cybereason” group folder to view the imported Knowledge objects.

Knowledge Objects A £ Admin / Knowledge Objects

cybereasan Q@ oecs @ T X

Groups [CRC M| Objeet harne Cybereason mslop events @ ta

Appliesto cyberersion

Cybercason malop events @ e
Cybereason malware events @ m
Cybereason user events g Title Log type Event source Eventid Event type
5] Cybereason malop everts syslog* [CACRO:S

hessage Signature: Cybereasan'] 7\ haloph|

Message Exception:

Expressions

Expression type Expression 1 Expression 2 Format string

Column Delimiter | Vendor, 3:ProductdiProduct version,5Event class,EEvent name,7:Severity @m
Regular Expression (7<key \bla-zA-Z] A\b)=(7 <Value > M5l +) QW
Regular Expression (clsn][0-9]#)=(F cwalues[ My T Label= (7<key>[M4s] +) @m
Reqular Expression (elsnll0-0 +)Label=F <kay »[Ms] st = (Pavalue s [Msl*) [OR ]

Figure 45

6.4 Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 46

2. In Reports Configuration pane, select the Defined option.
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3. Click on the Cybereason group folder to view the imported reports.

Report Configuration

Stheduled (O Queued (@ Defined F—
Report Groups Reports configuration: Cybereasan
Security @me
Compliance Title Created on
Operations 34 Cubereason - User login failed actiities Sep 120428445 PM
Flex & Cybereason - User login and logaut actities Sep 120417:20PM
(£ =i i & & Cybereasan - Threat detected and updated details Sep 1107:25:24 P
Cybereason i |
I B n @ 34 Cybereasan - Not mitiaated threat details Sep 11071959 PM
[3  Eventlracker W @&
34 Cybereason - User malop investigation activities 5ep 11061420 PM
=3  RstSewurnn W &
= 34 Cybereason - Malop created of updated details Sep 1105:37:56 PM
3 Windows fi @

6.5 Category

1. Login to EventTracker.

Figure 47

2. Click the Admin menu, and then click Category.

A /Reports / Report Confiquration / Defined

Q

Modified on

Sep 12 04:28:45 PM
Sep 12 04:17:20 PM
Sep 12 05:34:09 PM
Sep 1107:23:48 PM
Sep 12 04122115 PM

Sep 12 02:26:36 PM

Al Admin

23 @M

[ ot 6 |

©0 00606
il A A I |

Potential Cyber Breaches
Unsafe connections or processes, new TCP ent..,

Attacker

0

Indicators of Cot
USB activities, New EI

8= Active Watch Lists

A Alerts

(E) Behavior Correlation Rules
& Behavior Correlation Settings

Casebook Configuration

PN Dizgnostics

Figure 48

3. Click the search, and then search with Cybereason.

Categary

Category Details

Category Tree  Search

Parent Group

= &l Categaries

-] Cybereason - User failed login details
(2] Cybereason - User login and logout details
o-[= EventTracker

-[3 Netgear prosafe

Cybereason
[E] "ait error events
-+« [E] "ailinfarmation events Description
[E] *allwarning events
[E] *Security: Al security events
[ Change Audit Bpples to
[ Connectivise b
= cuvereason
Showln ¥ Operations
i+ [E] cybereasan - Malop investigation events
Cybereason - Malware events
: & Event Rule
[E] Cybereason - Non-mitigated threats
[E] Cybereason - Threat detected Log  Evenmt
Type  Type Category
(] Cybereasan - User action events
l 0 0 0

actionSuccess\s re(s|nid\=1

Figure 49

ﬁ'_-] Event Filters

_':'_ Eventvault

@' FAQ Tile Configuration
[F2 Group Management
Q IP Lookup Configuration
(- Knowledge Objects

?| Manager

Event Category Name

D Parsing Rules
¢ Report Settings
Systems

(]
99‘ Users

-
—
P

Weights

0

Windows Agent Config

Cybereasan - User lagin and logout details

Category version

1.0

Compliance ¥ Security

Event Description

1d Source User Match in Description Exception
syslog Cybereasor\|*7\|Usertietion\|Genera /(L oginlLogout).*?

Ing_sauree:"Cybereason user events”
AN log_status:"1"

Lucene Query

A&/ Bdrmin / Category

Add | Edit | Delete

AND log_categony("Login® OR "Logout’)

H Faneel
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