
Netsurion Vulnerability Management
Avoid attacks by proactively identifying vulnerable systems

Organizations of all sizes can benefit from vulnerability and 
risk management. Because security vulnerabilities can enable 
hackers to access IT systems and applications, it is crucial to 
identify and remediate weaknesses before cyber criminals can 
exploit them. A managed service helps you prioritize critical 
vulnerabilities and identify misconfigurations while augmenting 
your staff and skills.

According to Gartner, over 85% of successful cyber 
attacks exploit vulnerabilities that have been known 
to security and IT professionals for at least a year.  

A systematic approach to vulnerability assessment is the 
foundation of a proactive information security program.  
Consistently reviewing your vulnerabilities will significantly 
improve your capacity to minimize future cybersecurity 
incidents. This process offers a robust understanding of your 
assets, security gaps, and overall risk, thereby reducing the 
likelihood of a data leak or breach.  

Netsurion Vulnerability Management helps you improve 
system security and compliance.

Why Vulnerability Management as a Service
Vulnerability scans are a critical component that can help 
reduce your attack surface, but they can require a great deal 
of technical resources and skill to set up and operate. If not 
managed and maintained, results can be filled with false-
positives that can waste your time and false-negatives that 
give a mistaken sense of security.  

• Expertise available – backed by up-to-date threat 
intelligence 

• Prioritize what’s exploitable – we prioritize to the threat 
landscape and your needs while pinpointing the greatest risk 

• Scheduled scans – you select convenient timing and we 
implement the scans 

• Identify weaknesses – expert-backed solution offers 
accurate and efficient results

• Comprehensive reports – Summary, Trend, and Detail 
Reports all help track progress over time

• Remediation recommendations – cybersecurity experts 
provide remediation advice, so you prioritize how to fix your 
vulnerabilities fast 

Figure 1: Holistic reports provide remediation recommendations 
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A Comprehensive Solution

Netsurion Vulnerability Management 
leverages a more in-depth and 
comprehensive range of scans, audits, 
and flexible deployment types, all 
customized to your requirements.  

• Anti-virus scan

• Application scan

• Cloud asset scan

• Compliance scan

• Configuration assessment 

• Container scan

• Device discovery scan

• File content search

• Network device scan

• Operating system password guess

• Port scan

• Web app scan

• Windows OS password audit

• Windows password guess

• Windows patch audit

Add-On Capabilities
Configuration Assessment is an add-
on capability of Netsurion Vulnerability 
Management. Configuration 
Assessment provides a Security 
Content Automation Protocol (SCAP) 
scan that compares your infrastructure 
and baseline to benchmark standards 
like FISMA and NIST. It automates 
the way that system configurations 
and vulnerabilities are monitored 
and identifies if they are in or out of 
compliance with security policies.

We Augment Your Team

As a managed service, we tailor the risk assessment and implementation to 
your unique requirements. Netsurion Vulnerability Management is an add-on 
service of Netsurion Enterprise and Netsurion Essentials that augments your 
staff and expertise.

Step 1: Netsurion experts work with you to identify and group assets.

Step 2: You determine how often you want your vulnerability scans to occur.

Step 3: Remediation recommendations are centralized in the Netsurion 
Console for easy tracking.

Step 4: You’ll get reports that show new, remediated, or unchanged 
vulnerabilities.

System Overview
Deployment options offer the flexibility of Node (OVA), Agent, or both. 
The following scans are supported: External; Internal; Authenticated; 
Unauthenticated.

Here are the minimum virtual machine requirements to import an Netsurion 
Virtual Appliance on VMware ESX/ESXi or Microsoft Hyper-V on Windows 
Servers:

• CPU – 4 core 2.8 GHz minimum

• Memory – 8 GB

• VM Controller – LSI Logic RAID

• VM Hard Drive – SCSI type

• Disk – 250 GB

• Network Adapter – 1


