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Abstract  

This guide helps you in configuring Solaris and EventTracker to receive Solari’s events. You will find the 

detailed procedures required for monitoring Solaris. 

Scope 

The configurations detailed in this guide are consistent with EventTracker v9.x and later, Solaris.   

Audience 

Solaris users, who wish to forward Events to EventTracker and monitor events using EventTracker.  

 

 

 

 

 

 

 

 

The information contained in this document represents the current view of Netsurion on the issues 

discussed as of the date of publication. Because Netsurion must respond to changing market 

conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion 

cannot guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR 

IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the 

rights under copyright, this paper may be freely distributed without permission from Netsurion, if 

its content is unaltered, nothing is added to the content and credit to Netsurion is provided.  

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual 

property rights covering subject matter in this document. Except as expressly provided in any 

written license agreement from Netsurion, the furnishing of this document does not give you any 

license to these patents, trademarks, copyrights, or other intellectual property.  

The example companies, organizations, products, people and events depicted herein are fictitious. 

No association with any real company, organization, product, person or event is intended or should 

be inferred.  

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned 

herein may be the trademarks of their respective owners. 
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1. Overview 
Solaris is an operating system based on Unix developed in 1992 by Sun Microsystems. EventTracker 

integrates with Solaris via syslog. It monitors events to provides insight on security and compliance events 

such as login, logout, login-failed events, command executed and privilege escalation. 

2. Prerequisites  
• EventTracker v9.x or above should be installed. 

• Allow Port 514 in the firewall. 

3. Configuring Solaris to forward logs to EventTracker 
1. Log into the solaris system you want to monitor. 

2. Launch the terminal and run the below command. 

sudo vi /etc/syslog.conf 

3. Enter the EventTracker Agent IP in place of <Eventtracker IP>. 

 

Figure 1 
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4. Save and quit. 

5. Run the following command. 

sudo /usr/sbin/auditconfig -setflags fd,fc,fm,lo,ex 

6. Use the below command to restart the syslog service 

svcadm restart system/system-log:default 

7. In addition to this, audit logs should also be enabled, which can be done by following the below steps. 

o Assume the Primary Administrator role, or become superuser. 

o  Save a backup copy of the audit_control file. 

▪ cp /etc/security/audit_control /etc/security/audit_control.save 

o Add an audit_syslog.so plugin entry in  audit_control. 

▪ audit_control file 

flags:lo,ss 

naflags:lo,na 

plugin:name=audit_binfile.so;p_dir=/var/audit; p_minfree=20; 

8. Add an audit.notice entry to the syslog.conf file, it should look like as below 
   cat /etc/syslog.conf 

 

   audit.notice       /var/adm/auditlog 

 

9. Create the log file. 

touch /var/adm/auditlog 

10. Refresh the configuration information for the syslog service. 

svcadm restart system/system-log:default 

 

Note: Enabling the audit logs results in huge amount of log,which can impact performance. 


