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Abstract  
This guide provides instructions to configure Sophos XG Firewall to send crucial events to EventTracker by 
means of syslog. 

Scope 
The configurations detailed in this guide are consistent with EventTracker version 9.X and later, and 
Sophos XG Firewall version 15.01.0-17.1.2. 

Audience 
Sophos XG Firewall users, who wish to forward its events to EventTracker Manager and monitor them 
using EventTracker. 

 
 
 
 
 
The information contained in this document represents the current view of EventTracker. on the 
issues discussed as of the date of publication. Because EventTracker must respond to changing 
market conditions, it should not be interpreted to be a commitment on the part of EventTracker, 
and EventTracker cannot guarantee the accuracy of any information presented after the date of 
publication.  

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES, 
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the 
rights under copyright, this paper may be freely distributed without permission from 
EventTracker, if its content is unaltered, nothing is added to the content and credit to 
EventTracker is provided.  

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual 
property rights covering subject matter in this document. Except as expressly provided in any 
written license agreement from EventTracker, the furnishing of this document does not give you 
any license to these patents, trademarks, copyrights, or other intellectual property.  

The example companies, organizations, products, people and events depicted herein are fictitious. 
No association with any real company, organization, product, person or event is intended or 
should be inferred.  

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and 
products mentioned herein may be the trademarks of their respective owners. 
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Overview 
Sophos Firewall, combines the best of both Sophos and Cyberoam technology delivering an 
unprecedented level of innovation to next-generation firewalls. With all new user interface, new Security 
Heartbeat technology, and a powerful new unified policy model, it introduces many important innovations 
that take simplicity, protection, and performance, to a whole new level. Sophos Firewall OS runs on all 
existing Sophos SG Series and Cyberoam NG Series hardware and is available for a variety of virtual 
platforms or as a software appliance. 

EventTracker collects and analyses firewall events and enlightens an administrator about security 
violations, user behavior, and traffic anomalies.  

Prerequisites 
• EventTracker Agent 9.x should be installed. 

• Sophos XG Firewall version 15.01.0-16.5 should be installed. 

Enable Syslog Forwarding in Sophos XG Firewall 
1. Navigate to System > System Services > Log Settings and click Add under the Syslog Servers section. 
2. Enter server details. 

• Name 
 Enter a unique name for the syslog server. 
• IP Address / Domain 
 Enter the EventTracker Agent IP Address. 
• Port 
 Enter Port number 514, UDP protocol. 
• Facility 
 Select syslog facility for logs to be sent to the syslog server. Facility indicates to the syslog server 

the source of a log such as operating system, the process or an application. It is defined by the 
syslog protocol. The device supports several syslog facilities for received log. 

 In the Severity field, please select “Information” from the dropdown options. 
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Figure 1 

Note: You can configure maximum five syslog servers. 

3. Click Save. 
• Once you add the server, go to the System > System Services > Log Settings page and enable all 

those logs, which are to be sent to the syslog server in the section Log Settings. 
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