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Abstract 
This document provides detailed instruction about tracking user account lockout and source 
and reason of Logon failures. EventTracker can be used to track user account lockout and 
Security user logon failure. 

Scope 
The configurations detailed in this guide are consistent with EventTracker Enterprise version 
7.X and later. 

Target Audience 
EventTracker users and administrators who wish to track user account lockout. 

 

 
 

 

The information contained in this document represents the current view of Prism 
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism 
Microsystems must respond to changing market conditions, it should not be interpreted to be 
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot 
guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Prism Microsystems MAKES NO 
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without limiting 
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Pre-requisite 
• Auditing should be enabled on all windows systems. 

 
The following audit settings must be there: 
 

System Audit Policy Category/Sub Category Success Failure 

Logon/logoff 

Account lockout Enable Enable 
Logoff Enable Enable 
Logon Enable Enable 
Other Logon/Logoff Events Enable Enable 
Special Logon Enable Enable 

Account Logon 

Kerberos Service Ticket Operations Enable Enable 
Other Account Logon Events Enable Enable 
Kerberos Authentication Service Enable Enable 
Credential Validation Enable Enable 

 
 
 

• The EventTracker agent should be installed in all the monitored windows servers. 
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Track User Account Lockout 
Every enterprise faces the challenge to find out the reason or source of logon failures which 
causes user account lockout. This happens because user allows application used at different 
places to remember his/her password at different places. User changes the password but do 
not know where all he has saved the password so that user can update the credential. 

In this document we will be explaining how EventTracker can help tracking source of user 
account Lockout and Logon failures as well as in some cases which is the application that is 
causing this. 

In below example user complains about their account getting lockout. Reports can be generated 
based on Account lockout and User Logon Failure events. In below report user rsmith has saved 
his credential in outlook or in browser for accessing mails. After he reset’s the password his 
account gets locked out after few logon failures set by group policy. 

Below report provides the Username, Logon Type and the Computer where logon failure is 
happening. It also provides the source computer name and source network address. After 
generating this report that EventTracker Admin response to the user with Source computer and 
source network address. And user realizes that he has saved the credential in his outlook and 
forgot to update credential after changing password. 

LogTime User Name 
Logon 
Type 

Short 
Description Reason Computer 

Source 
Computer 

Source 
Network 
Address 

Process 
Name 

06/10/2014 
12:16:14 PM 

rsmith@conto
so.com 

3 An account 
failed to log 
on. 

Unknown 
user name 
or bad 
password. 

contosoe
xch01 

Home-PC 180.215.
75.48 

C:\Windows\
System32\in
etsrv\w3wp.
exe 

06/10/2014 
12:16:15 PM 

rsmith@conto
so.com 

3 An account 
failed to log 
on. 

Unknown 
user name 
or bad 
password. 

contosoe
xch01 

Home-PC 180.215.
75.48 

C:\Windows\
System32\in
etsrv\w3wp.
exe 

06/10/2014 
12:16:16 PM 

rsmith@conto
so.com 

3 An account 
failed to log 
on. 

Unknown 
user name 
or bad 

contosoe
xch01 

Home-PC 180.215.
75.48 

C:\Windows\
System32\in
etsrv\w3wp.
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password. exe 

06/10/2014 
12:16:17 PM 

rsmith@conto
so.com 

8 An account 
failed to log 
on. 

Unknown 
user name 
or bad 
password. 

contosoS
PS01 

Home-PC 180.215.
75.48 

C:\Windows\
System32\in
etsrv\w3wp.
exe 

06/10/2014 
12:16:18 PM 

rsmith@conto
so.com 

8 An account 
failed to log 
on. 

Unknown 
user name 
or bad 
password. 

contosoe
xch01 

Home-PC 180.215.
75.48 

  

06/10/2014 
12:16:19 PM 

rsmith@conto
so.com 

 A user 
account 
was locked 
out. 

 Contoso-
Dc1 

contosoe
xch01 

  

06/10/2014 
12:16:20 PM 

rsmith@conto
so.com 

2 An account 
failed to log 
on. 

Account 
locked out. 

contosoe
xch01 

Contosow
rkstn1 

192.168.
1.56 

C:\Windows\
System32\wi
nlogon.exe 

 
 

NOTE: For understanding the Logon Type, you can refer to the table shown below: 
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Log Type with Description 

Type Description 
Logon Type 3- Network Windows logs logon type 3 occurs in most cases when you access a 

computer from elsewhere on the network. One of the most common 
sources of logon events with logon type 3 is connections to shared 
folders or printers. But other over-the-network logons are classed as 
logon type 3 as well such as most logons to IIS. (The exception is basic 
authentication which is explained in Logon Type 8 below.) 

Logon Type 4- Batch When the Windows executes a scheduled task, the Scheduled Task 
service first creates a new logon session for the task so that it can run 
under the authority of the user account specified when the task was 
created. When this logon attempt occurs, Windows logs it as logon type 
4. Other job scheduling systems, depending on their design, may also 
generate logon events with logon type 4 when starting jobs. Logon type 
4 events are generally just innocent scheduled tasks startups but a 
malicious user could try to subvert security by trying to guess the 
password of an account through scheduled tasks. Such attempts would 
generate a logon failure event where logon type is 4. But logon failures 
associated with scheduled tasks can also result from an administrator 
typing the wrong password for the account at the time of task creation 
or from the password of an account being changed without modifying 
the scheduled task to use the new password. 
 

Logon Type 5- Service Similar to Scheduled Tasks, each service is configured to run as a 
specified user account. When a service starts, Windows first creates a 
logon session for the specified user account which results in a 
Logon/Logoff event with logon type 5. Failed logon events with logon 
type 5 usually indicate that the password of an account has been 
changed without updating the service but there’s always the possibility 
of malicious users at work too. However, this is less likely because 
creating a new service or editing an existing service, by default, requires 
membership in Administrators or Server Operators and such a user, if 
malicious, will already have enough authority to perpetrate his desired 
goal. 

Logon Type 7- Unlock The workstations on the network automatically start a password 
protected screen saver when a user leaves their computer so that 
unattended workstations are protected from malicious use. When a 
user returns to their workstation and unlocks the console, Windows 
treats this as a logon and logs the appropriate Logon/Logoff event but 
in this case the logon type will be 7 – identifying the event as a 
workstation unlock attempt. Failed logons with logon type 7 indicate 
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either a user entering the wrong password or a malicious user trying to 
unlock the computer by guessing the password. 

Logon Type 8- 
NetworkCleartext 

This logon type indicates a network logon like logon type 3 but here the 
password is sent over the network in the clear text. Windows server 
does not allow connection to shared file or printers with clear text 
authentication. The only situation is/are logons from within an ASP 
script using the ADVAPI or when a user logs on to IIS using IIS’s basic 
authentication mode. In both cases, the logon process in the event’s 
description will list advapi. Basic authentication is only dangerous if it is 
not wrapped inside an SSL session (i.e. https). As far as logons 
generated by an ASP, script remember that are embedded passwords in 
source code, is a bad practice for maintenance purposes as well as the 
risk that someone malicious will view the source code and thereby gain 
the password. 

Logon Type 9- New 
Credentials 

If you are using the RunAs command to start a program under a 
different user account and specify the /netonly switch, Windows records 
a logon/logoff event with logon type 9. When you start a program with 
RunAs using /netonly, the program executes on your local computer as 
the user you are currently logged on as but for any connections to other 
computers on the network, Windows connects you to those computers 
using the account specified on the RunAs command. Without /netonly 
Windows runs the program on the local computer and on the network 
as the specified user and records the logon event with logon type 2. 

Logon Type 10- Remote 
Interactive 

When you are accessing a computer through Terminal Services, Remote 
Desktop or Remote Assistance, windows logs the logon attempt with 
logon type 10 which makes it easy to distinguish true console logons 
from a remote desktop session. Note that prior to XP, Windows 2000 
does not use logon type 10 and terminal services logons are reported as 
logon type 2. 

Logon Type 11- 
CachedInteractive 

Windows supports a feature called Cached Logons which facilitates 
mobile users. When you are not connected to your organization’s 
network and attempt to logon to your laptop with a domain account 
there is no domain controller available to the laptop with which you can 
verify your identity. To solve this problem, Windows caches a hash of the 
credentials of the last 10 interactive domain logons. Later when no 
domain controller is available, Windows uses these hashes to verify your 
identity when you attempt to logon with a domain account. 
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