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Configure Cisco IronPort ESA with EventTracker 

Abstract  

This guide provides instructions to retrieve the Cisco ESA events by REST API. Once EventTracker is 

configured to collect and parse these logs, dashboard and reports can be configured to monitor Cisco ESA. 

Scope 

The configurations detailed in this guide are consistent with EventTracker version 9.x or above and Cisco ESA 

version 13.0 and later. 

Audience 

Administrators who are assigned the task to monitor Cisco ESA events using EventTracker. 

 

 

 

 

 

 

 

The information contained in this document represents the current view of Netsurion on the issues 

discussed as of the date of publication. Because Netsurion must respond to changing market 

conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion 

cannot guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR 

IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright Cisco ESA is the responsibility of the user. Without limiting 

the rights under copyright, this paper may be freely distributed without permission from Netsurion, 

if its content is unaltered, nothing is added to the content and credit to Netsurion is provided.  

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual 

property rights covering subject matter in this document. Except as expressly provided in any 

written license agreement from Netsurion, the furnishing of this document does not give you any 

license to these patents, trademarks, copyrights, or other intellectual property.  

The example companies, organizations, products, people and events depicted herein are fictitious. 

No association with any real company, organization, product, person or event is intended or should 

be inferred.  

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned 

herein may be the trademarks of their respective owners. 
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1. Overview 
The Cisco Email Security Appliance (ESA) is an email security gateway product. It is designed to detect and 

block a wide variety of email-borne threats, such as malware, spam and phishing attempts. 

EventTracker, when integrated with Cisco ESA, collects log from Cisco ESA and creates a detailed reports, 

alerts, dashboards and saved searches. These attributes of EventTracker helps users to view the most critical 

information on a single platform.  

Reports provide detailed overview of activities like, incoming message summary, (Data, Loss and Protection) 

DLP and AMP (Advance Malware Protection) event summary, malicious or suspicious URL’s summary, and 

many more. 

Alerts are provided as soon as any critical events are triggered by Cisco ESA. With alerts users will be able to 

get real time occurrences of events such as, DLP or AMP message detection, directly into their email services. 

Graphical representations of major events such as DLP or AMP violation can be viewed on EventTracker 

‘dashboard’. These services will include information such as suspicious email attachments, Sender Base 

Reputation Scores (SBRS), Sender Domain Reputation (SDR), message risk Factor, etc. 

2. Prerequisites 
• EventTracker manager v9.x is required. 

• EventTracker knowledge packs are required. 

• Microsoft PowerShell v5.0 or above. 

• Create a new user profile to allow it to collect message tracking logs. 

3. Integrating Cisco ESA with EventTracker 
Although, there are various methods to export the Cisco ESA events, EventTracker recommends using: 

• REST API. 

(Note - The syslog push method generates multiline/event logs for a single event. As such log volume from ‘n’ 

number of events might not be a good option to collect and then co-relate logs with specific event.)  

3.1 Enabling AsyncOS API 
1. Log in to the web interface. 

2. Choose Network > IP Interfaces. 

3. Edit the Management interface. 
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               Note   

• You can enable AsyncOS API on any IP interface. However, Cisco recommends that you enable 

AsyncOS API on the Management interface. 

• You must not enable APIs on multiple management interface. 

 

4. Under the AsyncOS API (Monitoring) section, depending on your requirements, select HTTP and the 

ports to use. 

                Note  AsyncOS API communicates using HTTP / 1.1. 

5. Submit and commit your changes. 

3.2 Enabling Message Tracking 
1. Click Security Services > Message Tracking. 

Use this path even if you do not plan to centralize this service. 

2. Select Enable Message Tracking Service. 

If you are enabling message tracking for the first time after running the System Setup Wizard, review 

the end-user. 

3. Choose a Message Tracking Service: 

Option Description 

Local Tracking Use message tracking on this appliance. 

Centralized 

Tracking 

Use a Security Management appliance to track 

messages for multiple Email Security appliances 

including this one. 

4. (Optional) Select the check box to save information for rejected connections. 

5. Submit and commit your changes. 

If you selected Local Tracking, choose who can access content related to DLP violations. 

1. Go to the System Administration > Users page. 

2. Under Access to Sensitive Information in Message Tracking, click Edit Settings. 

3. Select the roles for which you want to grant access to each type of sensitive information. 

Note: Custom roles without access to Message Tracking can never view this information and thus are 

not listed. 

4. Submit and commit your changes. 
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3.3 Creating New User 
(Note - When you create a new user account, you assign the user to a predefined user role. E.g.: Help Desk 

User to help monitor the Message-Tracking events.) 

1. Choose System Administration > Users. 

2. Click Add User. 

3. Enter a login name for the user. E.g. “EventTracker”. 

4. Enter the user’s full name. 

5. Select a predefined or custom user role. E.g. “Help Desk User”. 

6. Enter a passphrase. 

7. Submit and commit your changes. 

4. Forwarding logs from Cisco ESA REST API 
• Contact the EventTracker support team and get the “Cisco_ESA_Integrator” executable file. 

• Once the executable application is received, right click on the file and select “Run as Administrator”. 

• Upon Running the Integrator, fill-in the given fields. 

Follow the below procedures to configure Cisco ESA for EventTracker: 

1. Right click the “EventTracker (Cisco Ironport ESA)” executable file and “Run as administrator”. 

2. Enter the Username and Passcode: 

 

   Figure 1 

mailto:support@eventtracker.com
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3. Enter “Base URL”, and if the logging is centralized, select “Yes” (else “No”) and click “Add”.  

(Note - If you have multiple ESA device platform (hence, multiple URL’s) repeat the process to add all 

the ESA devices you want EventTracker to monitor.) e.g. 

 

Figure 2 

4. Click “Validate” to verify the entered credentials. 

5. Once validation success message pops-up, click “Submit” to finalize the configuration. 

 

 

 

 

 

 

 

 

 

 

 


