Netsurion. | EventTracker

Publication DateMay 27,2020




Integrate Azure Monitor

This guide providesistructions toretrieve the Azure Monitor eventsvia Azure event hubOnceAzure event
hub is configured tdorward the logs to EventTracketashboard and reports can be configured to monitor

Azure Monitor.

The configurations detailed in this guidee consistent witlEventTrackeversion 9.x oaboveandAzure

Monitor .

Administrators who are assigned the task to moni#aure Monitorevents using EventTracker

The information contained in this document represents the current viévetsiurionon the issues
discussed as of the date of publication. BecaNsésurionmust respond to changing market
conditions, it should not be interpreted to be a commitment orptdue of Netsurion andNetsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes oNlgtsurionMAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION INOEUSVIENT.

Complying with all applicable copyrighAzure Monitoris the responsibility of the user. Without
limiting the rights under copyright, this paper may be freely distributed without permission from
Netsurion if its content is unaltered, nothing é&lded to the content and credit tdetsurionis
provided.

Netsurionmay have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement frorNetsurion the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted hefietitiares.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of the@spective owners.
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Integrate Azure Monitor

1. Overview

3.

Azure Monitoris one of theMizrosoft Azure cloud services. It provides a single source monitoring Azure
resources/services. It allows the users to view, query, route, archieve and take actions on metrics, and
logs collected from different Azure resources/services.

EventTrackenvhenintegrated withAzure Monitor collects log fronAzure Monitorand creates a

detailed reports, alerts, dashboards and saved searches. These attributes of EventTracker help users to
view the critical and important information on a single platform.

Reportscontain detailed overview of the activities that are associated with virtual machines, audit events
such as authorization to services, and events that are performed by users with administrative privilege.
Alerts areprovided as soon as any critical evane triggered bythe Azure Monitor With alerts, users will

be able to get notifications about real time occurrences of events such as, failed authentication while
accessing azure services, security events such as detection of trojan.

Visual/graphical regesentations, i.e. dashboard, consists of events such as administrative operation by
source IP, security events by event name such as antimalware action taken, number/percentage of even
available in each category, azure resources attacked by an advessary

Prerequisites

An Azure Subscription and a user who is global administrator
AzureResource grop.

EventTracker manager public IP address.

Collect Azure Integration package framentTrackeSupport

= =4 =4 A

IntegratingAzure Monitowith EventTracker

Azure Monitorcan be integratedvith EventTracker by streaming the logs to Azure event hub, and from Azure
event hub to EventTracker

Refer toconfiguration of Azure function afo forward logs to EventTracker.

1. Login toportal.azure.comusing admin accountAnd create an _event hub namespacéf not already
created.

2. Next, ®arch andsS f SMbihitorda & SNIWA OSa FTNRY !''ff aSNBAOSao
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= Microsoft Azure £ monitod]
. Services
All services | © Search Al
@ Monitor
A
"T” . . .
Overiew <, Azure Monitor Private Link Scopes
n Azure Monitors for SAP Solutions
Eategones C‘, Cost Management + Billing
All
Resources
Figurel

A 7

3.CNRY (GKS f SAdiviptllgyy St aSt SO0 «a

All services > Monitor | Overview

@ Monitor | Overview

Microsoft

B

@ Overview

& Activity log

N Alerts

A Metrics

D Logs

< Service Health

& Workbooks

Figure2

4. { St Piagmosticsettings.

All services > Monitor | Activity log

Monitor | Activity log

Microsoft

E

« == Edit columns O Refresh | £33 Diagnostics settings

\_L Download as CSV

Overview R

Q Quick Insights

Activity log Subscription : Azure subscription 1 Timespan : Last 6 hours Event

Alerts .
0 items.

Metrics o
Operation name

Logs

No results to display

Figure3

Status

Netsturion. EventTracker



Integrate Azure Monitor

5. / £ A OAdd @agnostics setting

Diagnostics settings

Name

Monitor logs

+ Add diagnostic setting

Figured

6. Provide the inputs
9 Diagnostics settings namesuch asBventTracker_lo@>
1 Select allogtype, i.e. Administrative, Security, and so. on
f In Destination detailssection selectt & G NES I Y (2 .Wien $od Sligkiihis Keveyad options
will be asked
0 Subscription select the desired Azure subscription.
o Event hub namespageselect the event hub namespace.
o Event hub nameselect eventiub created under event hub namespace.
o Event hub policy nameselect the event hub policy.
1 Finally, clickOK/Save

Diagnostics settings

X Discard @ Provide feedback

categories and contents of those logs

Diagnostic settings name * | EventTracker_Iogsl v
Category details Destination details
log D Send to Log Analytics

b Administrati .
. ministrative D Archive to a storage account

bl Securit
= ¥y Stream to an event hub

P ServiceHealth . N
. erviceneal For potential partner integrations, see documentation here

Alert Subscription

‘ Azure subscription 1 ~ |

Recommendation
Event hub namespace *

) ‘ No event hubs found v |
Policy
Event hub name (optional) (0]
Autoscale ‘ No event hubs found v |

Event hub policy name

ResourceHealth

‘ No event hub policies found v |

Figureb
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4. EventTrackeKnowledge Packs

Saved searches are designed to quickly péhse logs andallow user to see only specific events related to:

1 Azure Monitor- Administrative logs This category for Azure monitor allows users to quickly filter and
display the events related to administrative roles in Microsoft Azure.

1 Azure Monitor ¢ Alerts: This category for Azure monitor allows user to filter and searzénts
associated to alerts that are created in Azure monitor service by user.

1 Azure Monitor- Autoscale logsThis category of saved seamtovidesevents associated tautoscaling
functionality for virtual machine scale sets, Azure App service, and Azure cloud service.

1 Azure Monitor- Resource Health logJ his category oAzure monitor allows user to quickly search and
display events associated to current and historical health statusukeAzsources.

1 Azure Monitor- Security logsThis category allows user to quickly filter and search events associated
to security related activity, such as, antimalware action taken or suspidouble extension file
executed, etc.

1 Azure Monitor-Audit Brent logs This category of saves search allows user to filter and sestts
associated to audit activities, such as, azure serviceaaizftion, etc.

Alerts are triggered when an everdceivedisidentified ascritical and requires immediate notificatioBuch
as,

1 Azure Monitor: Azure service authentication faileq This alert is triggered when the EventTracker
receives a failed authentication for an Azure service.

1 Azure Monitor: Threat has been blocked This alertis triggered when the Azure Security blocks a
malicious activity in azure services

1 Azure Monitor: Threat has beendetected- This alertis triggered when the Azure Security detects a
malicious activity in azure services.

1 Azue Monitor - Alerts generated by Azure resourcesThis report generates the detailed
information on custom alerts that are configured in the Azure services and hence got triggered. It
includes, the alert description, alert name, and alert severity

1 AzureCIS: New policy assignment created his alert is triggered by EventTracker when it receives
an event which contains information on new policy assignment being created.

Netsturion. EventTracker
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Azure CIS: Network security group created/updatedhis alert is triggered bgventTracker when it
receives an event which contains information on a network security group being created or updated.

Azure CIS: Network security group deletedhis alert is triggered by EventTracker when it receives
an event which contains informatiamm deletion of a network security group.

Azure CIS: A Network security gromple has been created/updated This alert is triggered by
EventTracker when it receives an event which contains information related to creation or update of a
network security goup rule.

Azure CIS: A network Security grouge has been deleted This alert is triggered by EventTracker
when it receives an event which contains information related to deletion of a network security group
rule.

Azure CIS: A Security solution has hemreated or updated This alert is triggered by EventTracker
when it receives an event which contains information on changes on the active security solutions suc
as, create or update.

Azure CIS: A Security solution has been delet@dhis alert is triggred by EventTracker when it
receives an event which contains information on changes on the active security solutions such as,
delete.

Azure CIS: An SQL Server Firewall rule has been created/upddtbi alert is triggered by
EventTracker when it receigean event which contains information on creation or update of a SQL
server firewall rule.

Azure CIS: An SQL Server Firewall rule has been deletba alert is triggered by EventTracker when
it receives an event which contains information on deletiom &QL server firewall rule.

Azure CIS: Security Policy has been updat&tiis alert is triggered by EventTracker when it receives
an event which contains information on update of an Azure security policy.

Azure Monitor- Virtual machine opeations: This report provides a summary of events generated by
GANI dzl £ Y OKAySa FyR @ANIdzrf YIFIOKAYS &a0FfS &
administrative actions
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Operation
Type

Operation

Reason detail

Event Category Description 2

05/15/2020 06:17:59 PM  |ResourceHealth Unknown Unknown Downtime Unknown
05/15/2020 06:17:59 PM  [ResourceHealth Userlnitiated  |VirtualMachineR |Downtime A reboot was triggered from inside the
estarted virtual machine. This could be due to a
virtual machine operating system
failure or as requested by an
authorized user or process. The virtual
machine will be back online after the
reboot completes.
Figure6

1 Azure Monitor- Virtual machine @ministrative operations This report generates the summary of all
the administrative actions performed in virtual machine, or virtual machine scale sets. Such as, restor
point create, delete, etc.

Resource

Source IP Operation

Status

05/15/2020 06:18:07 PM

Event Category
Administrative

Address
40.70.147 146

Action

Microsoft. Compute/restoreP
ointCollections/restorePoint
s/delete

Location

User Role

Azure Backup
Service Role

Accepted.Acc
epted

05/15/2020 06:18:07 PM

Administrative

40.70.147 146

Microsoft. Compute/restoreP

Azure Backup
Senvice Role

Succeeded Cr
eated

ointCollections/restorePoint
shwrite

05/15/2020 06:18:07 PM  |Administrative 40.70.147.146 |Microsoft. Compute/restoreP Azure Backup |Started.
ointCollections/restorePuoint Service Role
s/delete
Figure7

Azure Monitor - Audit Event authorization operationsThisreport generates a summary of events
related to audit activities, such as, SecretGet, Authentication, €kgs includes, values such as
operations status, Source Ip address, requested URI, etc.

Operation
Status

oK

Event Source IP
Category  Address

AuditEvent (204133

Operation
Name

SecretGet

Requested URI

https:/iruntime-
prod-
vault.vault.azure.
net/secrets/Analy
ticsConnStringAz
ureSqlDW/?api-
version=2016-10-
01
https:/runtime-
prod-

vault vault.azure.
net/secrets?api-
version=2016-10-
01

EventSource

MICROSOFT.K
EYVAULT

Computer

AZURE_EVENTHUB@
NTPLDTBLR48

LogTime
05/15/2020 06:17:58 PM

MICROSOFT K 13.68.195. 227 |Authentication Unautharized

EYWVAULT

05/15/2020 06:17:58 PM AuditEvent

AZURE_EVENTHUB@
NTPLDTBLR48

Figure8
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1 Azure Monitor - Security Event OperationsThis report generates the summary of security related
events such as, antimalware actions taken by Azure security or detectiothsubfe extension file

execution, etc.

Event Name

Process Name

User
Name

Anti Virus

Type

File Path

Attacked
Resource

Action
Taken

Description 1

05/15/2020 06:49:458 PM  |Antimalware Action Windows  |C:\\Program |Blocked (Virtual Antimalware Action Taken.
Taken Defender FilesWCiscol Machine Microsoft Antimalware has
VAMPYelam taken an action to protect
aw\0.101.2.6 this machine fram malware
Fitempiicla or other potentially
mtmpi0000 unwanted software.
ddcc.tmp
05/20/2020 02:51:14 PM  |Suspicious double |c:\imydirectony\'do |myUser Detected
extension file ubleetension.pdf.ex
executed e
05/20/2020 02:51:25 PM  |Suspicious double |c:\\mydirectony\\do |myUser Detected
extension file ubleetension.pdf.ex
executed e
Figure9

1 Azure Monitor- Alerts generated by Azure resourcesT his report generates the detailed information
on custom alerts that are configured in the Azure services and hence got triggered. It includes, the ale
description, alert name, and alert severity.

EventSource

Level

Rule Hame Alert Description

0552672020 11:21:52 ad |AZURE_EVENTHUBG@MNTPLDTELRS (MICROSOFT INSIGHTS |Informational (myalert

'Dizk read LessThan 100000
([Court])in the last 5 minutes' has
heen resolved for CloudService:
myResourceGroupProductioniBEve
rit BackgroundJobsWorker razzle
[myResourceGroup)

FigurelO

1 AzureMonitor ¢ Administrative Operations by Source IP
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Azure Monitor - Administrative Operations by Source [P

May 14 11:19 AM - May 21 11:20 AM

Figurell

1 Azure Monitorg Azure service authentication failed by Source IP

Azure Monitor - Azure service authentication failed by So...

May 14 11:19 &M - May 21 11:20 &AM

Figurel2

oOF -
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9 Azure Monitor¢ Azure Services

Azure Monitor - Azure Services o -

<
& microsoftweb microsoft.storage B microsoft.sql B microsoft.servicebus
[ microsoftrecoveryservices [l microsoft.network Ml microsoft.keyvault [ microsoftinsights
B microsoft.eventhub B microsoft.combute
hay 14 11:19 AM - May 21 11:20 AM
Figurel3
1 Azure Monitor¢ Security Operations
Azure Monitor - Security Operations O - %
<

I antimalware action taken suspicious double extension file executed

May 14 11:19 &M - May 21 11:20 &AM

Figureld
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1 Azure Monitorg Event Categories

Azure Monitor - Event Categories O - %

I administrative auditevent [ recommendation [ resourcehealth autoscale [l alert

W security [ trojan

May 141119 AM - May 21 11:20 &AM
Figurel5
1 Azure Monitorg Security Activities

Azure Monitor - Security Activities 8eE -

Series: file_path

3
&
o
&

c:\yprogram files\hciscoVampihclamaih0.101. 2,69\ tempiiclamtmpih0000ddcc.tmp

c:\program files\iciscoVampihclamayih0.101. 2,69\ tempihclamtmp\h0003d 7fc.tmp

May 14 11:19 AM - May 21 11:20 AM

Figurel6
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1 Azure Monitorg SecurityActivities by attacked resource type

Azure Monitor - Security Activities by attacked ResourceT... 8 - %
?/"".. > J =
4 '

4 S
it \
i v
|

)

)

\’ “‘.:/

> y <

I wirtual machine

May 14 11:19 Ak - May 21 11:20 &AM

Figurel?7

1 Azure Monitor¢ Azure service Audit Events

Azure Monitor - Azure service Audit Events

Series: object_name

150

100 -

50
0

o g\t@ <
{(\{)
o
authentication secretget

May 14 11:19 A0 - May 21 11:20 AM

Figurel8
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1 Azure Monitorg Operation name by category

Azure Monitor - Operation name by category 8F -2
Series: object_name
600
400
200 '\
S e
0 .Kx\; - -
& N vy 2t
_\(\-643 2t 5“6‘ R <# m@(\e@ 3 ‘g{@ 4 & <
S P 2! éc‘“ &
A <3
Category
o microsoft.compute/restorepointcollections/restorepoints/retrievesasuris/action microsoft.compute/restorepointcollections/restorepoints/delete

w- microsoft.recoveryservicesfvaults/backupfabrics/protectioncontainers/protecteditems/backup/faction  —e— microsoft.compute/restorepointcollections/restorepointsfwrite

~@- authentication —e— microsoft.authorization/boliciesfauditfaction - secretaet = microsoft.securitv/locations/alerts/activate/action

May 14 11:19 AM - May 21 11:20 8M

Figurel9

9 Azure Monitor¢ Azure service authentication failed

Azure Monitor - Azure service authentication failed

.39.35.191

13.68.195.227
microsoft.key:

52.170.103. 142

Figure20
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1 Azure Monitor¢ Administrative Operations timeline

Azure Monitor - Administrative Operations timeline oF -

Series: object_name

N LNOMARCAARCACAN AR AT A OONARR | y]
QS,@-" gs”«": S i K o Eai & P <>

T T .
5 Y Y @Y »T »T Y Y Y T T T T T

[ microsoft.compute/restorepointcollections/restorepoints/retrievesasuris/action microsoft.compute/restorepointcollections/restorepoints/delete
[T microsoft.recoveryservicesfvaults/backupfabrics/protectioncontainers/protecteditems/backup/action Bl microsoft.compute/restorepointcollections/restorepoints/fwrite

[ microsoft.authorization/volicies/auditfaction B microsoft.network/networksecuritvarounsésecuritvrulesfuwrite

May 14 11:19 AM - May 21 11:20 AM

Figure2l

1 Azure Monitor- Activities by resource Id

Azure Monitor - Activities by resource Id 8E -

fsubscriptionsfebad2e2f-6d56--27.2 ™ 7 7T 7 - Flresourcegroups oo omtovn e fproviders
fsubscriptionsfcad2c2f-6d56- 20 0T CRATTTT A% resourcegroupsre Do Tt unet-rgdp
W fsubscrintionsfcBad2e2f-Gd96 27700 T D00 fresourcearouns vocoih i, L. -radorowider:

May 19 07223 PM - bay 26 0724 P

Figure22
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5. Importing knowledge pack into EventTracker

GettingKnowledge Packs

To get the knowledge packs, locate the knowledge pack folder. Follow the below steps:

1.t NBRA & R a

2. Now, typed™: S QA y & GndwWedgeIPadkd: > v R En#dB™ a &
(Note ¢ If, not able to locate the file path as mentioned above, please corifaehtTracker suppoto

get the assistance).

NOTE Import knowledge pack items in the following sequence

Categories
Alerts
Parsing Rules
Flex Reports
Knowledge Objects
1 Dashboards
1. Launch theeventTracker Control Panel
2. Double clickexportimport Utility .

= =4 4 4

By P

EventVault Diagnostics

G S

EventTracker Traffic Analyzer

| Agent Confi...
@ 0
Change Audit About

EventTracker

E-mail: support@Event Tracker.com

License
Manager

X

—

Agent

Manageme...

Figure23

— - X |
" EventTracker: ;
‘Astionatie Sacurky ntsikgercs

|

Export Import Append
Utility Archives
Port TrapTracker

Configuration

Netsturion. EventTracker
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'! Export Import Utility

o

1. Provide the path and file name of the Categories file. Use the "..." button to
2. Click the Import button.

Options Location

@ Category

Figure24
3. Click thelmport tab.
5.1Saved Searches

1. hy OS @& 2dz KIEDSt ImphdSUliIlBR @EvdntTracker Control Parelz O f Qat@dory (i K !
option, and then cliclBrowse .. | .

2. Navigate to the knowledge packfolder and select the file with extensiomd ®A & @.y. 0 ¢
G/ I G S A2uNeMBnitab A A10Y B € (0 K Sypor@f A O

Figure25
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