
 

 

 

 

 

 

  

 

 

LƴǘŜƎǊŀǘŜ !ȊǳǊŜ aƻƴƛǘƻǊ ǿƛǘƘ 
9ǾŜƴǘ¢ǊŀŎƪŜǊ 
EventTracker v9.x and later 

Publication Date: May 27, 2020 

 



  

      1                                                                        

Integrate Azure Monitor 

Abstract  

This guide provides instructions to retrieve the Azure Monitor events via Azure event hub. Once Azure event 

hub is configured to forward the logs to EventTracker, dashboard and reports can be configured to monitor 

Azure Monitor. 

Scope 

The configurations detailed in this guide are consistent with EventTracker version 9.x or above and Azure 

Monitor . 

Audience 

Administrators who are assigned the task to monitor Azure Monitor events using EventTracker. 

 

 

 

 

The information contained in this document represents the current view of Netsurion on the issues 

discussed as of the date of publication. Because Netsurion must respond to changing market 

conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion 

cannot guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR 

IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright Azure Monitor is the responsibility of the user. Without 

limiting the rights under copyright, this paper may be freely distributed without permission from 

Netsurion, if its content is unaltered, nothing is added to the content and credit to Netsurion is 

provided.  

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual 

property rights covering subject matter in this document. Except as expressly provided in any 

written license agreement from Netsurion, the furnishing of this document does not give you any 

license to these patents, trademarks, copyrights, or other intellectual property.  

The example companies, organizations, products, people and events depicted herein are fictitious. 

No association with any real company, organization, product, person or event is intended or should 

be inferred.  

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned 

herein may be the trademarks of their respective owners. 
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1. Overview 
Azure Monitor is one of the Mizrosoft Azure cloud services. It provides a single source monitoring Azure 

resources/services. It allows the users to view, query, route, archieve and take actions on metrics, and 

logs collected from different Azure resources/services. 

EventTracker, when integrated with Azure Monitor, collects log from Azure Monitor and creates a 

detailed reports, alerts, dashboards and saved searches. These attributes of EventTracker help users to 

view the critical and important information on a single platform. 

Reports contain detailed overview of the activities that are associated with virtual machines, audit events 

such as authorization to services, and events that are performed by users with administrative privilege.  

Alerts are provided as soon as any critical event are triggered by the Azure Monitor. With alerts, users will 

be able to get notifications about real time occurrences of events such as, failed authentication while 

accessing azure services, security events such as detection of trojan.  

Visual/graphical representations, i.e. dashboard, consists of events such as administrative operation by 

source IP, security events by event name such as antimalware action taken, number/percentage of events 

available in each category, azure resources attacked by an adversary, etc. 

2. Prerequisites 
¶ An Azure Subscription and a user who is global administrator. 

¶ Azure Resource group. 

¶ EventTracker manager public IP address. 

¶ Collect Azure Integration package from EventTracker Support. 

3. Integrating Azure Monitor with EventTracker 
Azure Monitor can be integrated with EventTracker by streaming the logs to Azure event hub, and from Azure 

event hub to EventTracker. 

3.1 Forwarding Event hub data to EventTracker 
   Refer to configuration of Azure function app to forward logs to EventTracker. 

3.2 Configuring Azure Monitor to stream events to event hub 
1. Login to portal.azure.com using admin account. And create an event hub namespace, if not already 

created. 

2. Next, search and sŜƭŜŎǘ άMonitorέ ǎŜǊǾƛŎŜǎ ŦǊƻƳ !ƭƭ ǎŜǊǾƛŎŜǎΦ 

mailto:support@eventtracker.com
https://www.eventtracker.com/EventTracker/media/EventTracker/Files/support-docs/How-to-Configure-Azure-services-event-to-event-hub-to-forward-logs-to-EventTracker.pdf#%5B%7B%22num%22%3A44%2C%22gen%22%3A0%7D%2C%7B%22name%22%3A%22XYZ%22%7D%2C38%2C711%2C0%5D
portal.azure.com
https://www.eventtracker.com/EventTracker/media/EventTracker/Files/support-docs/How-to-Configure-Azure-services-event-to-event-hub-to-forward-logs-to-EventTracker.pdf#%5B%7B%22num%22%3A35%2C%22gen%22%3A0%7D%2C%7B%22name%22%3A%22XYZ%22%7D%2C38%2C510%2C0%5D
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Figure 1 

3. CǊƻƳ ǘƘŜ ƭŜŦǘ ǇŀƴŜƭ ǎŜƭŜŎǘ άActivity logέ. 

 

Figure 2 

4. {ŜƭŜŎǘ άDiagnostics settingsέ. 

 

Figure 3 
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5. /ƭƛŎƪ ƻƴ άAdd diagnostics settingέ. 

 

Figure 4 

6. Provide the inputs. 

¶ Diagnostics settings name, such as ΨEventTracker_logsΩ. 

¶ Select all log type, i.e. Administrative, Security, and so on. 

¶ In Destination details section select άǎǘǊŜŀƳ ǘƻ ŀƴ ŜǾŜƴǘ Ƙǳōέ. When you click this several options 

will be asked. 

o Subscription, select the desired Azure subscription. 

o Event hub namespace, select the event hub namespace. 

o Event hub name, select event hub created under event hub namespace. 

o Event hub policy name, select the event hub policy. 

¶ Finally, click OK/Save 

 

Figure 5 
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4. EventTracker Knowledge Packs 

4.1 Saved Searches 
Saved searches are designed to quickly parse/filter  logs and allow user to see only specific events related to: 

¶ Azure Monitor - Administrative logs: This category for Azure monitor allows users to quickly filter and 

display the events related to administrative roles in Microsoft Azure. 

¶ Azure Monitor ς Alerts: This category for Azure monitor allows user to filter and search events 

associated to alerts that are created in Azure monitor service by user. 

¶ Azure Monitor - Autoscale logs: This category of saved search provides events associated to autoscaling 

functionality for virtual machine scale sets, Azure App service, and Azure cloud service. 

¶ Azure Monitor - Resource Health logs: This category of Azure monitor allows user to quickly search and 

display events associated to current and historical health status of Azure resources. 

¶ Azure Monitor - Security logs: This category allows user to quickly filter and search events associated 

to security related activity, such as, antimalware action taken or suspicious double extension file 

executed, etc. 

¶ Azure Monitor -Audit Event logs: This category of saves search allows user to filter and search events 

associated to audit activities, such as, azure service authorization, etc. 

4.2 Alerts 
Alerts are triggered when an event received is identified as critical and requires immediate notification. Such 

as, 

¶ Azure Monitor: Azure service authentication failed ς This alert is triggered when the EventTracker 

receives a failed authentication for an Azure service. 

¶ Azure Monitor: Threat has been blocked ς This alert is triggered when the Azure Security blocks a 

malicious activity in azure services. 

¶ Azure Monitor: Threat has been detected - This alert is triggered when the Azure Security detects a 

malicious activity in azure services. 

¶ Azure Monitor - Alerts generated by Azure resources ς This report generates the detailed 

information on custom alerts that are configured in the Azure services and hence got triggered. It 

includes, the alert description, alert name, and alert severity. 

¶ Azure CIS: New policy assignment created ς This alert is triggered by EventTracker when it receives 

an event which contains information on new policy assignment being created. 
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¶ Azure CIS: Network security group created/updated ς This alert is triggered by EventTracker when it 

receives an event which contains information on a network security group being created or updated. 

¶ Azure CIS: Network security group deleted - This alert is triggered by EventTracker when it receives 

an event which contains information on deletion of a network security group. 

¶ Azure CIS: A Network security group rule has been created/updated - This alert is triggered by 

EventTracker when it receives an event which contains information related to creation or update of a 

network security group rule. 

¶ Azure CIS: A network Security group rule has been deleted - This alert is triggered by EventTracker 

when it receives an event which contains information related to deletion of a network security group 

rule. 

¶ Azure CIS: A Security solution has been created or updated - This alert is triggered by EventTracker 

when it receives an event which contains information on changes on the active security solutions such 

as, create or update. 

¶ Azure CIS: A Security solution has been deleted - This alert is triggered by EventTracker when it 

receives an event which contains information on changes on the active security solutions such as, 

delete. 

¶ Azure CIS: An SQL Server Firewall rule has been created/updated - This alert is triggered by 

EventTracker when it receives an event which contains information on creation or update of a SQL 

server firewall rule. 

¶ Azure CIS: An SQL Server Firewall rule has been deleted - This alert is triggered by EventTracker when 

it receives an event which contains information on deletion of a SQL server firewall rule. 

¶ Azure CIS: Security Policy has been updated - This alert is triggered by EventTracker when it receives 

an event which contains information on update of an Azure security policy. 

4.3 Flex Reports 

¶ Azure Monitor - Virtual machine operations: This report provides a summary of events generated by 

ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜǎ ŀƴŘ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ǎŎŀƭŜ ǎŜǘǎΦ {ǳŎƘ ŀǎΣ wŜǎǘŀǊǘ ±aΦ ¢Ƙƛǎ ǊŜǇƻǊǘ ŘƻŜǎƴΩǘ ƛƴŎƭǳŘŜ ŀƴȅ 

administrative actions 
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Figure 6 

¶ Azure Monitor - Virtual machine administrative operations: This report generates the summary of all 

the administrative actions performed in virtual machine, or virtual machine scale sets. Such as, restore 

point create, delete, etc. 

 

Figure 7 

¶ Azure Monitor - Audit Event authorization operations: This report generates a summary of events 

related to audit activities, such as, SecretGet, Authentication, etc. This includes, values such as 

operations status, Source Ip address, requested URI, etc. 

 

Figure 8 



  

      9                                                                        

Integrate Azure Monitor 

¶ Azure Monitor - Security Event Operations: This report generates the summary of security related 

events such as, antimalware actions taken by Azure security or detections of double extension file 

execution, etc. 

 

Figure 9 

¶ Azure Monitor - Alerts generated by Azure resources ς This report generates the detailed information 

on custom alerts that are configured in the Azure services and hence got triggered. It includes, the alert 

description, alert name, and alert severity. 

 

Figure 10 

4.4 Dashboards 

¶ Azure Monitor ς Administrative Operations by Source IP 
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Figure 11 

¶ Azure Monitor ς Azure service authentication failed by Source IP 

 

Figure 12 
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¶ Azure Monitor ς Azure Services 

 

Figure 13 

¶ Azure Monitor ς Security Operations 

 

Figure 14 
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¶ Azure Monitor ς Event Categories 

 

Figure 15 

¶ Azure Monitor ς Security Activities 

 

Figure 16 
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¶ Azure Monitor ς Security Activities by attacked resource type 

 

Figure 17 

¶ Azure Monitor ς Azure service Audit Events 

 

Figure 18 
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¶ Azure Monitor ς Operation name by category 

 

Figure 19 

¶ Azure Monitor ς Azure service authentication failed 

 

Figure 20 
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¶ Azure Monitor ς Administrative Operations timeline 

 

Figure 21 

¶ Azure Monitor - Activities by resource Id 

 

Figure 22 
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5. Importing knowledge pack into EventTracker 
Getting Knowledge Packs 

To get the knowledge packs, locate the knowledge pack folder. Follow the below steps: 

1. tǊŜǎǎ άE + RέΦ 

2. Now, type ά҈ŜǘψƛƴǎǘŀƭƭψǇŀǘƘ҈\ Knowledge Packsέ ŀƴŘ ǇǊŜǎǎ άEnterέΦ 

(Note ς If, not able to locate the file path as mentioned above, please contact EventTracker support to 

get the assistance). 

NOTE: Import knowledge pack items in the following sequence: 

¶ Categories 

¶ Alerts 

¶ Parsing Rules 

¶ Flex Reports 

¶ Knowledge Objects 

¶ Dashboards 

1. Launch the EventTracker Control Panel. 

2. Double click Export-Import Utility . 

     

Figure 23 

mailto:support@eventtracker.com
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      Figure 24  

3. Click the Import tab.  

5.1 Saved Searches  
1. hƴŎŜ ȅƻǳ ƘŀǾŜ ƻǇŜƴŜŘ άExport Import Utilityέ Ǿƛŀ άEventTracker Control PanelέΣ ŎƭƛŎƪ ǘƘŜ Category 

option, and then click Browse          . 

2. Navigate to the knowledge pack folder and select the file with extension άΦƛǎŎŀǘέ, e.g. 

ά/ŀǘŜƎƻǊƛŜǎψAzure MonitorΦƛǎŎŀǘέ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άImportέ. 

 

Figure 25 

 






















