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IntegrateMuleSoft AnyPoint Platforr

This guide provides instructions to configumetrieve dMuleSoft AnyPoint Platform logsfor Audit and
Application Deployment event©nce EventTracker is configured to collect and parse these logs, dashboarc
and reports can be configed to monitordMuleSoft AnyPoint Platforr.

The configurations detailed in this guide are consistent \ENentTracker Enterpriseersion v8.x oabove
and MuleSoft AnyPoint Platform.

Administratorswho are assignethe task to monitotMuleSoft AnyPoint Platformevents using EventTracker

The information contained in this document represents the current viéetsiirion on the issues
discussed as of the date of publication. BecaNsésurionmust respond to changing market
condifons, it should not be interpreted to be a commitment on the pakeigurion andNetsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes oNlgtsurionMAKES NO WRRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission Nretsurion if
its content is unaltered, nothing is added to the content and creditetsurionis provided.

Netsurionmay have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in thiscdonent. Except as expressly provided in any

written license agreement froetsurion the furnishing of this document does not give you any

license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizeis, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion All rights reserved. The names of actual companies and gi®duentioned
herein may be the trademarks of their respective owners.
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IntegrateMuleSoft AnyPoint Platforr

Overview

MuleSoftis avendor that provides an integration platform to help businesses connect their data, applications
and devices across gremises and cloud computing environment.

MuleSoft K I & | LINE R dz@nyPoirit PlgtiBrmeOh ¢ ISRA ALINR RdzO (G  that yw&ks K |
together to provide a solution that helps business create unified piece of program for each of the application

EventTrackehelps to monitor events frorviuleSoft AnyPoint Platforr® L G Q& {1y 2¢6f SR3IAS 20
will help you to analge critical activities and to monitoAccess Managemeuivents.

Prerequisites

1 EventTracker agent should be installedHiost system/ server
1 PowerShelb.0should be installed oilost system/ server
1 User should have administrative privilege ldast systemkerverto run Powershell

ConfigureMuleSoft AnyPoint Platforto forward logs
to EventTracker

The steps provided below will hetnfiguring theEventTracker to receiviuditevents/ logs from MuleSoft
AnyPoint Platform.

1. Contact theEventTracker suppoit S Y |y RMuSoft Intdgkat®g ediecutable file.
2. Once the executable application is received, right click orffthef S | yREn as AlniGigiréta. &
3. Select thenstallationpath byO f A OBrows&buttan andthen, Ot ArGtallE ¢ 6 dzi G 2 y @

=1 MuleSoft Integrator — x

I
|
I

This will help to integrate MuleSoft AP with
EventTracker. Follow the following intructions:

(=3 w
= < § » Click Browse button and navigate to location
%: <-D - = Select the location.
= 3 = Click on Install button.
S —t
© QD
o Destination folder
r C:\Program Files (x85) v Brow:
m Installation progress
—
o
Figural
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*1 MuleSoft Integrator - >
(® Cloud () On-Premise
Username *
Password *
Cancel
Figure2

4. Select thedAnyPoint Platforng access method:
i Cloud¢ KAa YSlIya al!yet2Ayd tf|.({Both Niraal add efter@mlS
networks)
i OnPremise:¢ KAa YSlIya al!yet2Ayd t€F0dF2N¥Yé Aa a
network).
5. Once, selecteéither of the option fill-in the required details:

= MuleSoft Integrator - X 1 MuleSoft Integrator - X
® Cloud () On-Premise (2 Cloud (®) On-Premise
MuleSoft Consele URL * hitps:#/anypoint mulesoft com
Username * ETAdmin Username * ETAdmin
Passmrd ol [P — | Passmrd N [FO— |
Validate Credential Walidate Credential
= =
Figure3 Figured

6. / f AVAlidateiCredentiat o6 dzi G2y G2 o 8&NX KE Fidisked f oAdgil.dd2dyay

Information b g Information b g

o Credential Validated Sucessfully o MuleSoft Integration configured successfully

Figure 5 Figure6
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EventTracker Knowledge Pack

Once logs are received by EventTrackanager, Knowledge Packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to sdpfa8oft AnyPoint
Platform.

Flex Reports

1 MuleSoft AnyPoint Platform Loginfailed: This report will provid the Login Failurevents associated
with MuleSoft AnyPoint Platform.

Mule AP

Mule Platform Mule User Mule AP User Mule UserIP Mule Action Failed Failed
Computer Service Action Mule AP User ID Name address Status reason

0322/2018 11:48:24 AM | WIN- CoreServices  |[Login 28272108-echs- ETadmin 172.16.012 invalid
MULESOFTVM 4pfi6-Geea- credentials
e84f5f2d3707
03/22/2019 11:48:24 AN |WIN- CoreServices [Login 28272108-echB- ETadmin 172.16.0.12 True invalid
MULESOFTVM 4b66-Beea- credentials
e84f5f2d3707
032212019 11:48:24 AN [WIN- CoreServices  |Login 28272108-ech8- ETadmin 172.16.012 True invalid
MULESOFTVM 4pGG-Geea- credentials
e84f5f2d3707
Figure 7
Sample Log:
event_log_type +=- Application
event_fype +- Information
event_id +=- 3230
event_source +- MuleSoft Audit Log
event_user_domain += MNA
event_computer += WIN-MuleSoftVM-Test
event_user_name += MNA
event_description platform = CoreServices
action = Login

timestamp = 1533868903334

userld = 28272108-ecb8-4bb6-Beea-e845f2d3707
userMame = AkashG

clientlP = 14.98.4.18

payload =

failed = True

failedCause = invalid credentials

Figureb

1 MuleSoft AnyPoint Platform Loginand logoff: This report will provide a detailed view on user access
management, i.eMule userlogin and logout

Netstrion. EventTracker




Mule AP
Environme Unix Epoch
Time

Mule AP
Mule User Mule Platform Mule User Assigned
IP address Service Action Username

Mule AP
Object N\ame nt Name

Computer Mule AP Object ID

0372572019 08:01:44 PM | WIN- 172.16.0.12 [CoreServices  |Login ETadmin 28272108-echbE-4b85-2eea- |ETadmin Design 1553524303704
MULESOFTWK ed34f5f2d3707

032612019 10:55:17 AN |WIN- 172.16.0.12 [CoreServices  |Login ETadmin False User 28272108-ecb8-2b55-Beea- |ETadmin Design 1553577916902
MULESOFTWM eB4f5f2d3707

032672019 11:58:17 AN |WIN- 172.16.0.12 [CoreServices  |Login ETadmin False User 2450b8b5-c829-4813-8eal- (ETadmin Design 1553581697157
MULESOFTWM Bbeb34ccl6Bl

032672019 12:07:51 PM | WIN- 172.16.0.12 [CoreServices  |Login ETadmin False User 2450b8b5-c829-4813-5eal- (ETadmin Design 1553582271276
MULESOFTWM B8be534cc3683

02672019 05:23:22 PM |WIN- 172.16.0.12 [CoreServices  |Login ETadmin False User 28272108-echb8-4b55-Beea- |ETadmin NetSProd  [1553601202284
MULESOFTWK ed34f5f2d3707

032672019 07:19:41 PM | WIN- 172.16.0.12 [CoreServices  |Login ETadmin False User 28272108-echbE-4b85-2eea- |ETadmin NetSProd  [1553808180535
MULESOFTWK ed34f5f2d3707

Figure6
Sample Log:
event_log fype +- Application

event_type
event_id
eveni_source
event_user_domain
event_computer
event_user_name

event_description

+- Information

+- 3230

+- MuleSoft Audit Log

+= MA

+= WIN-MuleSoftVh-Test
+- MA

platform = CoreServices
action = Login

timestamp = 1553868927423
userld = 28272108-ecb8-4bb6-Beeca-e84512d3707
userName = AkashG

clientlP = 14.984.18

payload =

failed = False

failedCause =

Figure7
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1 MuleSoft AnyPoint Platform Runtime manageractivities: This report will provide a detailed vieof
Runtime Manageactivity that includes events related to Applicatigxerts, Server and Server Group.

Computer

Mule

Platform
Service

Mule AP
User ID

Mule AP
Assigned
Username

Mule AP
Mule User Object
IP address Type

Mule

APl Mule API
Worker worker
Weight CPU

Mule APl Mule APl
worker Total
memory Worker

Mule AP
Object Name

03/28/2019 01:26:24 PN WIN- Runtime: create §78373af- Anypoint 34.234 248 3| Application |apid-myep 0.2 vCore apid-
MULESOFT |Manager 85174750~ Staff 6 memony myep.jar
WM-TEST dfee-
Sf131baTSabe
03/28/2019 01:26:24 PN WIN- Runtime create 978373af- Anypoint 34.234 246 3| Application |apid-myep 0z 02vCore |1GB 1 apid-
MULESOFT |Manager 8517-4750- Staff [ memany Myep.jar
WH-TEST dfee-
f131baTSabe
03/28/2019 01:26:24 PN WIN- Runtime create 978373af- Anypoint 34.234 246 3| Application |apid-myep 0.z 02vCore (1GB 1 apid-
MULESOFT |Manager §517-4750- Staff 6 memory My ep.jar
VM-TEST Bfee-
f131baTSabe
03/28/2019 01:26:25 PM WIN- Runtime start 978373af- Anypoint 34.234 246 3| Application |apid-myep
MULESOFT |Manager 6517-4750- | Staff 6
WM-TEST Bfee-
f131baTSabe
03/28/2019 01:26:25 PM WIN- Runtime start g78373af- Anypoint 34.234 2456 3| Application |apid-myep
MULESOFT |Manager 6517-4750-  |Staff 6
VM-TEST Bfee-
sf131baroabe
Figure 11

Sample Log:

event_log_type
event_type
event_id
event_source
event_user_domain
event_computer
event_user_name

event_description

+- Application

+- Information

+- 3230

+= MuleSoft Audit Log
+- MNA

+= WIN-MuleSoftVM-Test

+= MA

platform = Runtime Manager

action = delete

timestamp = 1553731263160

userld = 978373af-6517-4750-8fee-51131ba7 5abe

userMame = Anypeint Staff

clientlP = 34.234,245.34
payload =

failed = False
failedCause =

objects =

objectType = Application

objectld = 3c989e57aZaZcal3fa34e70c

objectMame = testé-clvz

Figure8
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1 MuleSoft AnyPoint Platform Exchangeactivities: This report will generata detailed reportrelated
to MuleSoft AnyPoint Platform Exchange platfoerrents.

Mule AP Mule AP Mule AP Mule
Mule User Assigned Mule User IP Mule AP App action event  Mule API exchange
Computer Action Mule AP User ID Username address AssetiD Version Type Status API state Mule Exchange API FileName
03/22/2019 06:33:15 P |WIN-MULESOFTVM-TEST |Exchange2 create 28272108-ecb8-4b66-8eea- |ETadmin 10.244.57.12 quickstart-stere |1.0.0 rest-api published False
e84f512d3707
03/22/2018 06:33:15 P |WIN-MULESOFTVM-TEST |Exchange2 download 28272108-ecb8-4b66-Beea- |ETadmin 10244338 asset-file quickstart-store.raml
28451243707
03/22/2019 06:33:15 P |WIN-MULESOFTVM-TEST |Exchange2 create 28272108-ecb8-4b66-Beea- |ETadmin 10244337 quickstart-store |1.0.0 asset-portal
ed4f5f2d3T07
03/22/2019 08:33:15 P |WIN-MULESOFTWM-TEST |ExchangeZ create 28272108-echB-2b55-Beea- |ETadmin 10.244337 quickstart-store [1.0.0 asset-portal
eB84f512d3707
03/22/2019 06:33:15 P |WIN-MULESOFTVM-TEST |Exchange2 create 28272108-ecb8-4b66-8eea- |ETadmin 10.244.57.12 quickstart-stere |1.0.0 rest-api published False
e84f512d3707
03/22/2019 06:33:15 P |WIN-MULESOFTVM-TEST |Exchange2 download 28272108-ecb8-4b66-Beea- |ETadmin 10244338 asset-file quickstart-store.raml
eddf5f2d3T07

Figurel3

Sample Log:

event log_type +- Application
event_fype += Information
event_id +- 3230

event_source +- MuleSoft Audit Log
event_user domain += NA
event_computer +- WIN-MuleSoft\M-
event_user name += NA
event_description platform = Exchange2

action = create

timestamp = 1553843616838

userld = 28272108-2cb8-4b66-Beea-e84f5f2d3707
userName = AkashG

dientlP = 10.244.76.6

payload =

id = 34829ch2-baac-4563-adea-4aedd263cd 28
projectld = 17c6f7db-5cc0-487-926d-f08b 4389818
organizationld = 084%fefa-60c8-4b2e-abeb-e2af309a882a
groupld = 0840fefa-60c8-4b2e-abeb-e2af509a882a
assetld = abed

versionGroup = 1.00

publishedVersionReferenceld = a8877ba3c430411ae353412{f6a4f8363e8a51b1

Figureld
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1 MuleSoft AnyPoint Platform APImanagementactivities: This report willgeneratea detaied view on
API manager and API design events.

Mule AP

Mule AP
Mule User IP Project
detail

Mule Action
Failed
Status

Mule Platform
Service

Mule User
Action

Mule AP
Object Type

Assigned
Username address

Computer Mule AP User ID Mule AP Object Name

03182019 05:02:34 PM WIN-MULESOFTWM-  [API Designer Create Project |28272108-ech8-4b66- ETadmin 127.0.0.1 QuickStart- Project 34b94131-62fT-4fcc-
TEST xAPI Beea-eB4f5f2d3707 Store 83c7-0d3aalb1581b
03/18/2019 05:03:27 PM WIN-MULESOFTWVM-  [API Designer Reload 28272108-echB-4b55- ETadmin 127.0.0.1 master False Project 340941 31-62f7-4fcc-
TEST *AP Dependencies |Seea-eB4f5f2d3F0T7 83c7-0d3aalb1581b
031872019 05:28:03 PM WIN-MULESOFTWVM- |api-platform-api |create 28272108-ecb8-4b66- ETadmin 1495418 False api (in v1:15661324
TEST Beea-eB4f512d3707 environment)
0302212019 02:39:50 PM WIN-MULESOFTWM-  |api-platform-api |edit 28272108-echE-4bog- ETadmin 14.96.4.18 False api (in v¥1:15665389
TEST Zeea-eB4f512d3707 environment)
03/22/2019 02:39:50 PM WIN-MULESOFTWVM- |api-platform-api |create 28272108-ecbi-4b66- ETadmin 14.95.4.18 False api (in v1:15665389
TEST Zeea-eB4f512d3707 environment)
Figurel5
Sample Log:
event_log_type +- Application
event_fype +- Information
event id +=- 3230
event_source +- MuleScft Audit Log
event_user_domain +- MA
event_computer +- WIN-MuleSoftVM-Test
event_user_name += MA

event_description platform = APl Designer xAP|

action = Create Project

timestamp = 1553858494177

userld = 28272108-ecb8-4bb6-Beea-e84i3f2d3707
userMName = AkashG

clientlP = 127.0.0.1

payload =

orglD = 0849fefa-60c8-4b2e-abeb-22af500a882a
projectlD = 1f1bfd40a-da7a-4d0b-b82a-9bb0a3 198413
user = 28272108-ecb8-4b66-8eea-eB4f5f2d3707
action = Create Project

detail = sstest
platform = APl Designer xAP|

Figurel6
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[atN

f MuleSoft AnyPoint Platforng Storage activities¢ KA & NBLI2Z NI gAf f BMASSSNI
h 6 2S O It ifcluded|Bhject crean, deletion andmodification.

Mule
Mule AP Mule AP Mule AP Action Mule AP Mule AP

Mule Platform Mule User Assigned Mule User IP  Mule3oft Object Object Object Failed Failed Environme
Computer Service Action Mule AP User ID Username address Store Type Name Status reason nt Name

03/22/2019 11:48:24 AM | WIN-MULESOFTVM Object Store 2.0 | Delete store 978373af-E517-4750- | Anypoint Staff APP_apid- |False
8fee-5f131baTSabe izbq__defa
ultPersistent|
ObjectStore
03/22/2019 07:00:42 PM | WIN-MULESOFTVN-TEST |Object Store 2.0 | Delete store 978373afB517-4750- | Anypoint Staff Store APP_testd- [False
8fee-5f131baT5abe til__default
PersistentD
bjectStore
03/26/2019 05:30:12 AM | WIN-MULESOFTVN-TEST |Object Store 2.0 | Delete store 478373afE517-4750- | Anypoint Staff Store APP_apid- |False
8fee-5f131baTSabe izbq__defa
ultPersistent
Objectstore
03/28/2019 D5:32:46 AM | WIN-MULESOFTVN-TEST |Object Store 2.0 | Delete store 978373afB517-4750- | Anypoint Staff Store APP_tests- |False
8fee-5f131baTSabe clvz__defa
ultPersistent
ObjectStore
Figurel7
action + = Delete store
event_category +-0
event_computer +- WIN-MuleScftVM-Test
event_datetime +=- 3/26/2019 5:30:112 AM
event_datetime_utc +=- 1553558412
event_description platform = Object Store 2.0

action = Delete store

timestamp = 1353558411644

userld = 978373af-6517-4750-8fee-5f131ba75abe
userMame = Anypaoint Staff

clientlP =

payload =

organizationld = 0849fefa-80c8-4b2e-abeb-e2af50928822
environmentld = b68b392d-cb8b-46ba-b2c0-815c491a81b0
objectName = APP_apid-izbg__defaultPersistentObjectStore
userMame = 40fzgmrcHFwSeXlte D5lgdzgmytsmdwSMbgE3gR7
objectld = APP_apid-izbg__defaultPersistentObjectStare

failed = False

Figure9
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1 MuleSoft AnyPoint Platform Coreservicesactivities: This report will generate the detailed view on all

the Core services/ access management (except login/logout).

Mule
Action Mule AP Mule AP
Mule Platform Mule User Mule User Mule AP Mule AP Mule AP Mule AP Failed Failed Environm
Computer Service Action Mule AP User ID IP address User Action Object Type Product Asset 1D Status reason ent Name
03182019 01:59:18 P |WIN- CoreServices  [Create 28272108-ech8-4b66-Beea- |14.98.4.18 ETadmin
WULESOFTVM- eB4f5f2d43707
TEST
03/18/2019 04:45:58 PM | WIN- CoreServices  (Edit 28272108-ecbi-4b66-Beea- (14.98.4.18 Environment ETadmin False
MULESOFTVM- e345f2d3707
TEST
03/18/2019 05:02:33 PM | WIN- CoreServices Permissions 978373al-6517-4750-Bfee- (10.215.10.32 [Add User designcenter Anypoint 5taff |False
MULESOFTVM- change 5f131ba75abe permissions
TEST
03/18/2019 05:11:27 PM | WIN- CoreServices  |Edit 28272108-echi-4b66-Beea- [14.98.4.18  |Add user Role ETadmin False
MULESOFTVIM- ed4f512d3707
TEST
03/18/2019 05:27:44 PM | WIN- CoreServices Permissions 978373af 6517-4750-8fee- (10.215.6.158 |Add User etiogger! | Anypoint Staff (False
MULESOFTVM- change 5f131baT5abe permissions.
TEST
03/22/2019 05:19:45 P |WIN- CoreServices  |Create 28272108-eché-4b66-Beea- 1.6.70.233 Environment ETadmin False
MULESOFTVM- e84f5f2d3707
TEST
FigurelO
Sample Log:
action +- Permissions change
event_category +-0
event_computer +- WIN-MuleSoftVM-Test

Alerts

1 MuleSoft AnyPoint Platform- Loginfailed - This alert will be generated when there is a failed or

event_datetime
event_datetime_utc

event_description

+- 3/29/2019 4:33:08 PM

.-

1553858588

platform = CoreServices

action = Permissicns change

timestamp = 1353858587717

userld = 978373af-8517-4750-8fee-5f131bar 3abe

userMame = Anypoint Staff

clientlP = 10.215.10.93

payload =

subaction = Add permissions

properties =

role_id = 833ab%9ca-0c72-45ba-9764-1d83240db57

context_params =

org = 0849fefa-60c8-4b2e-abed-c2af30%a882a

user = 28272108-ecbB-4b66-8eea-e84f5f2d3707

name = Organization User

Figurell

unauthorized login attempt by thaser.
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IntegrateMuleSoft AnyPoint Platforr

1 MuleSoft AnyPointPlatform - login failure
Login Failure G - X

Series: are_user_narme
-
|

6.9

%
o &
B 4]

Source P address

ETadmin

Figurel2

1 MuleSoft AnyPoint Platform Loginand logout

Login Logout G =X

Senes sre_user_name
150
100
50
[

S
A <
Source P address
Jim ETadmin

Figure 22
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1 MuleSoft AnyPoint Platform Runtimemanager

Runtime Manager Events G -2
Series: acticn

15
10 +

5

o, . m EmBHEN T - wm

L i et i
§A° e 5O
o 5 4]
Action
stop start redeploy [ modify deploy MM delet= WM create
Mar 25 12:09 PM - Apr 01 12:10 PM
Figurel3
1 MuleSoft AnyPoint Platform Exchangeportal
Exchange Portal Events G -
Series: action
10
5 4
o |
o A0 = - -
&* o o P s
3= 1) £ I
¥ 2% 2% &
Object Type
update publish download [ delete create
Mar 25 12:09 PM - Apr 01 12:10 PM

Figureld
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1 MuleSoft AnyPoint Platform Coreservices

Core Services Events G -

object_type: user object_type: organization

<
M permissions change edit M create delete
Mar 25 12:09 PM - Apr 07 12:10 PM
Figurelb
1 MuleSoft AnyPoint Platform APImanagement
APl Log Management Events G -2
Series: object_type
10 Ject_yp
1]
38 o 38 i o o - o
& S ¢ a2 e n ¥ “\.\g}\ o o oo o
o® \\"‘90 o @@ 8! &l
Object Type
I project policy WO branch WM sutomated policy B api (in environment] Il api
Mar 25 12:08 PM - Apr 01 12:10 PM

Figurel6
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IntegrateMuleSoft AnyPoint Platforr

Import MuleSoft AnyPoint Platform knowledge pack int
EventTracker

NOTE Import knowledge pack items in the following sequence

1 Categories

1 Alerts

1 TokenValues

1 Knowledge Objects
1 Flex Reports

i Dashboard

L

1. LaunchEventTracker Control Panel

2. Double clickexport Import Utility.

= — ~ EventTracker
: = AsTorati SacurTy resRRec
i Fo &l &
: ' g &
EventVault Diagnostics License Export Import Append
Manager Utility Archives
o X
L5 &
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi_.. Manageme... Configuration
O Y
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure27

3. Click thelmport tab.

Netsurion. EventTracker




IntegrateMuleSoft AnyPoint Platforr

Export | Import

1. Provide the path and file name of the Categories file. Use the ... button to
2. Click the Import button.

Options Location

(®) Category

Figure 28

1. ClickCategoryoption, and then click the browse ' button.

By Export Im :; t Utilit T I T = w |
Export  Import

1. Provide the path and file name of the Categeries file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location

() Fitters

() Mets

() Systems and Groups Source :
“iscat

() Token Value

() Reports

(O) Behavior Comelation

Impaort Close

Figurel7

2. Navigate to the locatiohaving dile with extensiondiscag and(i K Sy 1iodorke O 16 déil (1 2 y' Y

Netsurion. EventTracker




IntegrateMuleSoft AnyPoint Platforr

B Export Import Utility — ®
Export Import

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location
@ Category
() Fitters
O Merts

Source :
ZWNetS_Projects\MuleSoft \KP \MuleSoft_AP_Category iscat

() Systems and Groups

(O Token Value

(O Reports

(O) Behavior Comelation

Import Close

Figurel8

EventTracker displays success message:

o Selected category details are imported successfully.

Ok

Figurel9

1. ClickAlert option, and then click the brows -~ button

Netsurion. EventTracker
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Export  Import I

1. Provide the path and file name of the Alerts file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Dpfions Location
O Category Import E-mail settings
Set Active
) Fiters This setting is applicable only for imports from Legacy (vEx)

@ Only f notifications set Alert files. For v7, the active status will be set based on
() By default "Aetive" key available in the corfiguration section.
3

() Systems and Groups Watchlist Corfiguration
Import Watchlist configuration

Token Val
L This setting is applicable only for alerts which have Advanced watchlist configured.

Nete: i thiz option is enabled the user should make sure the watchlist groups are available
O) Reports on the console where the alerts are imported.

(O) Behavior Comelation

Source :
vent Tracker Securty LLC\NetS_Projects \MuleSoft \KP\Mule Soft_AP_Alerts izalt

Import Close

Figure20

2. Navigate to the location having a file with extensiorlkéd Yy R (i K $nyport©f 504 1 & vy Y

S S S S VI S T O S D e e

B Export Import Utilit — >
Export  Import

1. Provide the path and file name of the Alerts file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
O Category Import E-mail settings
Set Active
) Fitters ; P This setting is applicable only for imports from Legacy (vEx)
® Only f notfications set Alert files. For v7, the active status will be set based on
@ Aer () By default "Active” key available in the configuration section.
s
() Systems and Groups Watchlist Configuration
Import Watchlist configuration
() Token Value o ) ) . .
This setting is applicable only for alerts which have Advanced watchlist configured.
Mote: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

(O Behavior Comelation

Source :
verit Tracker Security LLC\NetS_Projects Mule Soft \KP\Mule Soft_AP_Alerts isalt

C]ose

Figure21
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1. ClickToken Valueoption, and then click the brows_~ button:

e A ———— e B Bl m— Db T —

1\ Export Import Utility — *
Export  Import

1. Provide the path and file name of token value file. Use the *..." button to browse and locate the import file.
2. Click the Import button

Options Location
O Category
() Fiters

O Merts

Source :
O Systems and Groups ‘ojeds\MuIeSoﬂ\KP\MuIeSoﬂ_AP_Parsing_Rules.istokenI |

®) Token Value

() Reports

(O Behavior Comelation

Import Close

Figure22

2. Navigate to the location having a file with extensioribokené I Y R (1 K Smyport©f ® 041 G & y Y

" Export Import Utility _ %
Export Import

1. Provide the path and file name of token value file. Use the ..." button to browse and locate the import file.
2. Click the Import button

Options Location

O Category
O Fiters

) Alerts
Source :

O Systems and Groups pjects \Mule Soft \KP\Mule Soft_AP_Parsing_Rules istoken

(®) Token Value

() Reports

(O) Behavior Comelation

Import Close

Figure23
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1. Clickknowledge objectsinder Admin option in the EventTracker manager page

» Admin~  Tools~ ...

E:— Active Watch Lists @ Event Filters r:l Parsing Rules & /Das
A\ Alerts E] Eventvault Q'%J Report Settings
Behavior Correlation Rules [®) FAQTile Configuration g Systems
{3, Behavior Correlation Settings Group M. t D Users
i Be C ettings 2 Group Managemen LD Users
i
rd ﬂ Casebaok Configuration Q IP Lockup Configuration fI"- Weights
D|§ Category IQ Knowledge Objects I EJ Windows Agent Config
m Diagnostics @ Manager
Figure24

2. Next,clickthe éimport 2 6 2 $céni £

# / Admin / Knowledge Objects

Ubjects@ 'i: I!I ‘n
Import Objects

Figure25

3. ApopdzLd 62 E g At tBrowddlISA WEG FOf (A Oy R y I @A 3 G Saek& K
FYR GKSy Of AO1 ddzLJ 2F R odzid2yé

Import

MuleSoft_AP_KO.etko Upload

Figure26

4. A list of available Kndedge object will appear. Select the relevditgs and clickimporté 6 dzi G 2 y

Netsurion. EventTracker




IntegrateMuleSoft AnyPoint Platforr

Import
Object name Applies to Group name
D MuleSoft AnyPoint Platform Audit Logs MuleSoft AnyPoint Platform MuleSoft AnyPoint Platform

Import Close

Figure27

(@)

1. In EventTracker Control Pans§  SExgort/ émport utilityé I Y R & Srip@Bt@abé Mk, Slickx
Reportsoption, and/ K 2 2Ne® (*.€tcrx)é Y

. Export Import Utility - X |
Export  Import
1. Provide the path and file name of Schedule Report file. Use the ..." button to browse and locate the import file.
2. Click the Import button
Mote : i reportis) contains template. first import template and proceed with exportimport utility.
Options Location

(O Category
() Fiters

- Ot i

() Systems and Groups

“issch

(O Token Value

(7 Behavior Comelation

Close

Figure28

2. hyOS @& 2dz KINSE*.eticiR)E, & 2w SoRup window will appead / Bele@ Filé & 6 dzii U z
and navigate to the file path with file having extensioetcrxe.

Netsurion. EventTracker
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3. Select all the relevant files and then cliakport button | *

x
Note : ff report(s) contains template, first import template and proceed with report import process
Select file [C\Users'akash g'OneDiive - Event Tracker Securty LLCWNetS_Profects MuleSaft K \MudeSoft_AP_Reports sta || seecttie | 1
Avaiable reparts
Title | | Frequency Show sl - Q|
Thie Stes Groups Systems Frequency|
|| MuleSoft AnyFoint Flatfor API Mana... |NTPLDTELR43 WIN-Mule Soft VM- Test
EDIT  MuleScht AnyPoint Plaon Core Servi_. | NTPLDTBLR4Z Defaut WIN-Mule SoftVM-Test Undefined
EDIT | MuleScft AnyPoint Platfom Exchange ... | NTPLDTBLR48 Defaut WIN-Mule SoftVM-Test Undefined
EDIT | MuleScht Arypoint Platform Login Falure |NTPLDTBLR43 Default WIN-MuleSoftVI-Test Undefined
EDIT | MuleScht AnyPoint Plaom Login Log | NTPLDTBLR4Z Defaut WIN-Mule SoftvM Undefined
EDIT | MuleScft AnyPoint Platfom Object Sto... | NTPLDTBLR48 Defaut WIN-Mule SoftVM-Test Undefined
EDIT | MuleScht AryPoint Platfom Runtime M. |NTPLDTBLR43 Defaut WIN-Mule SoftVM WIN-MUESoRVM-T | Undefined
2
< >
Note; Set run time optionis not applicable for Defined Reports and Hourty Reports
Set untime for report(s) from | AM -+ atintervalof [ _ |minutes | Set (@D
3
Replace | [ 10 | | | Replace Assign systems
Note: Meke sure thet Site(s), Groupis) and Systems) selections ar= vaiid ®

Figure29

BEventTracker displays success message

Selected reports configurations are imported successfully

OK

Figure30

1. Logon toEventTracker Enterprise
2. Navigate toDashboardA My Dashboard

Netsurion. EventTracker
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Home

My Dashbxoard

Incidents.

Behavior Correlation

‘Compliance

Figure31l

3.LY daeé 5 aKmpartBNRE = / f A O

M / Dazhboard / My Dashboard

azon t[Tloo

| Import configuration |

Figure32

4. Select thebrowsebutton and navigate to file path where Dashboard file is save

[ Import dashlets - Brave = O X

© localhost | ° a

]

Mote: If dashlet configured using persisted report, first import the report and proceed with importing

2

dashlet.

MuleSoft_AP_Dashboard.etwd

Figure33

5. Once completed, click ain ! LJ Buttdhe
6. Next, selectalltherelevaR | & Ko 2 NR&A FT2NJ adzZ S{2F i ImpsriEt D30 2t

Netsurion. EventTracker
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[ Import dashlets - Brave

© localhost

dashlet.

Available widgets

I ¥ Select A

¥ MuleSoft AnyPoint Platfor...

¥ MuleSoft AnyPoint Platfor...

e: If dashlet configured using persisted report, first import the report and

¥ MuleSoft AnyPoint Platfor...

¥ MuleSoft AnyPoint Platfor...

oceed with importing

¥ MuleSoft AnyPoint Platfor...

¥ MuleSoft AnyPoint Platfor...

v

7. b SE i = Custbnmiz® dashéet

Figure34

odzit 2y

Customize

w

a aKz2gy

(@]]
(0p))
N
Q\
<

A / Dashboard / My Dashboard

DRI LTEOO

d L

Figure35

8. Now, put a text on{ S| NOK uleélahdvtheiselect thevluleSoft Dashletsaind the clickd ! RR €
button.

Customize dashlets

Mule

| MuleSoft AnyPoint Platform API...

| MuleSoft AnyPoint Platform Lo...

| MuleSoft AnyPoint Platform Cor...

| MuleSoft AnyPoint Platform Ru...

| MuleSoft AnyPoint Platform Exc...

Q

#| MuleSoft AnyPoint Platform Lo...

Delete Close

Figure36
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VerifyMuleSoft AnyPoint Platforemowledge pack in
EventTracker

1. Logon toEventTracker Enterprise

ClickAdmindropdown, and then clicategries.

3. In Category Tredo view imported categoriesscroll down and expanuleSoft AnyPoint Platform
group folder to view the imported categories

N

Figure37

1. IntheEventTracker Enterpriseeb interface, click thédmindropdown, and then clicklerts.
2. In search box entevuleSoft AnyPoint Platformand then click the&Searchbutton.

EventTracker displays alert iuleSoft AnyPoint Platform

Netsurion. EventTracker













