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Abstract  
This guide provides instructions to configure/ retrieve άMuleSoft AnyPoint Platform logsέ for Audit and 

Application Deployment events. Once EventTracker is configured to collect and parse these logs, dashboard 

and reports can be configured to monitor άMuleSoft AnyPoint Platformέ.   

Scope 

The configurations detailed in this guide are consistent with EventTracker Enterprise version v8.x or above 

and MuleSoft AnyPoint Platform. 

Audience 
Administrators who are assigned the task to monitor MuleSoft AnyPoint Platform events using EventTracker. 
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Overview 
MuleSoft is a vendor that provides an integration platform to help businesses connect their data, applications 

and devices across on-premises and cloud computing environment.  

MuleSoft Ƙŀǎ ŀ ǇǊƻŘǳŎǘ ƭƛƴŜ ŎŀƭƭŜŘ άAnyPoint PlatformέΦ ¢Ƙƛǎ ǇǊƻŘǳŎǘ ƭƛƴŜ Ƙŀǎ ƳǳƭǘƛǇƭŜ ǘƻƻƭǎ that works 

together to provide a solution that helps business create unified piece of program for each of the application. 

EventTracker helps to monitor events from MuleSoft AnyPoint PlatformΦ LǘΩǎ ƪƴƻǿƭŜŘƎŜ ƻōƧŜŎǘ ŀƴŘ ŦƭŜȄ ǊŜǇƻǊǘǎ 

will help you to analyze critical activities and to monitor Access Management events. 

Prerequisites 
¶ EventTracker agent should be installed in Host system/ server. 

¶ PowerShell 5.0 should be installed on Host system/ server. 

¶ User should have administrative privilege on Host system/ server to run Powershell. 

Configure MuleSoft AnyPoint Platform to forward logs 

to EventTracker 
The steps provided below will help configuring the EventTracker to receive Audit events/ logs from MuleSoft 

AnyPoint Platform. 

1. Contact the EventTracker support ǘŜŀƳ ŀƴŘ ƎŜǘ ǘƘŜ άMuleSoft Integratorέ executable file. 

2. Once the executable application is received, right click on the ŦƛƭŜ ŀƴŘ ǎŜƭŜŎǘ άRun as Administratorέ. 

3. Select the installation path by ŎƭƛŎƪƛƴƎ άBrowseέ button and then, ŎƭƛŎƪ άInstallέ ōǳǘǘƻƴΦ 

 

Figure1 

mailto:support@eventtracker.com
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Figure 2 

4. Select the άAnyPoint Platformέ access method: 

i. Cloud: ¢Ƙƛǎ ƳŜŀƴǎ ά!ƴȅtƻƛƴǘ tƭŀǘŦƻǊƳέ Ŏŀƴ ōŜ ŀŎŎŜǎǎŜŘ Ǝƭƻōŀƭƭȅ. (Both internal and external 

networks) 

ii. On-Premise: ¢Ƙƛǎ ƳŜŀƴǎ ά!ƴȅtƻƛƴǘ tƭŀǘŦƻǊƳέ ƛǎ ǎǳǇǇƻǎŜŘ ǘƻ ōŜ ŀŎŎŜǎǎŜŘ ƭƻŎŀƭƭȅΦ όLƴǘŜǊƴŀƭ 

network). 

5. Once, selected either of the option, fill-in the required details: 

     

        Figure 3                                                                                                   Figure 4 

6. /ƭƛŎƪ άValidate Credentialέ ōǳǘǘƻƴ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ƛƴǇǳǘǎ aƴŘ ǘƘŜƴΣ ŎƭƛŎƪ άFinishέ ōǳǘǘƻƴΥ 

           

Figure 5                                                                                Figure 6       
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EventTracker Knowledge Pack 
Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker Enterprise to support MuleSoft AnyPoint 

Platform. 

Flex Reports 

¶ MuleSoft AnyPoint Platform - Login failed: This report will provide the Login Failure events associated 

with MuleSoft AnyPoint Platform. 

 

Figure 7      

             Sample Log: 

 

  Figure 5 

¶ MuleSoft AnyPoint Platform - Login and logoff: This report will provide a detailed view on user access 

management, i.e. Mule user login and logout. 
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Figure 6 

             Sample Log: 

 

Figure 7 
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¶ MuleSoft AnyPoint Platform - Runtime manager activities: This report will provide a detailed view of 

Runtime Manager activity that includes events related to Application, Alerts, Server and Server Group. 

 

Figure 11 

             Sample Log: 

 

Figure 8 
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¶ MuleSoft AnyPoint Platform - Exchange activities:  This report will generate a detailed report related 

to MuleSoft AnyPoint Platform Exchange platform events. 

 

Figure 13 

             Sample Log: 

 

Figure 14 
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¶ MuleSoft AnyPoint Platform - API management activities: This report will generate a detailed view on 

API manager and API design events. 

 

Figure 15 

             Sample Log: 

 

Figure 16 
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¶ MuleSoft AnyPoint Platform ς Storage activities: ¢Ƙƛǎ ǊŜǇƻǊǘ ǿƛƭƭ ƎŜƴŜǊŀǘŜ ŘŜǘŀƛƭǎ ǾƛŜǿ ƻƴ άMuleSoft 

hōƧŜŎǘ {ǘƻǊŜέ. It includes, object creation, deletion and modification. 

 

Figure 17 

             Sample Log: 

 

Figure 9 
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¶ MuleSoft AnyPoint Platform - Core services activities: This report will generate the detailed view on all 

the Core services/ access management (except login/logout). 

 

Figure 10 

             Sample Log: 

           

    Figure 11 

Alerts 

¶ MuleSoft AnyPoint Platform - Login failed - This alert will be generated when there is a failed or 

unauthorized login attempt by the user. 
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Dashboards 

¶ MuleSoft AnyPoint Platform - login failure 

                      

     Figure 12 

¶ MuleSoft AnyPoint Platform - Login and logout 

                   

Figure 22 

 

 



  

13  

Integrate MuleSoft AnyPoint Platform  

 

¶ MuleSoft AnyPoint Platform - Runtime manager 

               

     Figure 13 

¶ MuleSoft AnyPoint Platform - Exchange portal 

                  

Figure 14 
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¶ MuleSoft AnyPoint Platform - Core services 

                   

  Figure 15 

¶ MuleSoft AnyPoint Platform - API management 

                 

   Figure 16 
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Import MuleSoft AnyPoint Platform knowledge pack into 

EventTracker 
NOTE: Import knowledge pack items in the following sequence: 

¶ Categories 

¶ Alerts 

¶ Token Values 

¶ Knowledge Objects 

¶ Flex Reports 

¶ Dashboard 

1. Launch EventTracker Control Panel. 

2. Double click Export Import Utility.  

 

   Figure 27 

3. Click the Import tab. 
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Figure 28 

Categories 

1. Click Category option, and then click the browse    button. 

 

Figure 17 

2. Navigate to the location having a file with extension ά.iscatέ and ǘƘŜƴ ŎƭƛŎƪ άImportέ ōǳǘǘƻƴΥ 
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Figure 18 

EventTracker displays success message: 

 

Figure 19 

Alerts 

1. Click Alert option, and then click the browse  button 
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Figure 20 

2. Navigate to the location having a file with extension άΦƛǎaltέ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άImportέ ōǳǘǘƻƴΥ 

 

Figure 21 
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Token Value 

1. Click Token Value option, and then click the browse  button: 

 

Figure 22 

2. Navigate to the location having a file with extension άΦƛǎtokenέ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άImportέ ōǳǘǘƻƴΥ 

       

   Figure 23 
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Knowledge Object 
1. Click Knowledge objects under Admin option in the EventTracker manager page. 

 

Figure 24 

2. Next, click the άimport ƻōƧŜŎǘέ icon: 

 

Figure 25 

3. A pop-ǳǇ ōƻȄ ǿƛƭƭ ŀǇǇŜŀǊΣ ŎƭƛŎƪ άBrowseέ ƛƴ ǘƘŀǘ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ŦƛƭŜ ǇŀǘƘ ǿƛǘƘ ŜȄǘŜƴǎƛƻƴ ά.etkoέ 

ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άǳǇƭƻŀŘ ōǳǘǘƻƴέ 

        

Figure 26 

4. A list of available Knowledge object will appear. Select the relevant files and click άImportέ ōǳǘǘƻƴΥ 
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Figure 27 

Flex Reports 
1. In EventTracker Control Panel, sŜƭŜŎǘ άExport/ Import utilityέ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ άImport tabέΦ Then, click 

Reports option, and /ƘƻƻǎŜ άNew (*.etcrx)έΥ 

    

Figure 28 

2. hƴŎŜ ȅƻǳ ƘŀǾŜ ǎŜƭŜŎǘŜŘ άNew (*.etcrx)έ, a new pop-up window will appearΦ /ƭƛŎƪ άSelect Fileέ ōǳǘǘƻƴ 

and navigate to the file path with file having extension ά.etcrxέ. 
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3. Select all the relevant files and then click Import button . 

           

Figure 29 

EventTracker displays success message: 

   

  Figure 30 

Dashboard 
1. Logon to EventTracker Enterprise. 

2. Navigate to Dashboard Ą My Dashboard. 
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Figure 31 

3. Lƴ άaȅ 5ŀǎƘōƻŀǊŘέΣ /ƭƛŎƪ Import Button: 

 

Figure 32 

4. Select the browse button and navigate to file path where Dashboard file is saved: 

                            

   Figure 33 

5. Once completed, click on ά¦ǇƭƻŀŘέ Button. 

6. Next, select all the relevant ŘŀǎƘōƻŀǊŘǎ ŦƻǊ aǳƭŜ{ƻŦǘ !ƴȅtƻƛƴǘ tƭŀǘŦƻǊƳ ŀƴŘ ŎƭƛŎƪ ƻƴ άImportέ ōǳǘǘƻƴΥ 
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Figure 34 

7. bŜȄǘΣ /ƭƛŎƪ άCustomize dashletέ ōǳǘǘƻƴ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΥ 

 

Figure 35 

8. Now, put a text on {ŜŀǊŎƘ ōŀǊΥ άauleέ and then select the MuleSoft Dashlets and the click ά!ŘŘέ 

button. 

 

Figure 36 
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Verify MuleSoft AnyPoint Platform knowledge pack in 

EventTracker 

Categories 
1. Logon to EventTracker Enterprise. 

2. Click Admin dropdown, and then click Categories. 

3. In Category Tree to view imported categories, scroll down and expand MuleSoft AnyPoint Platform 

group folder to view the imported categories. 

 

Figure 37 

Alerts 
1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts. 

2. In search box enter MuleSoft AnyPoint Platform and then click the Search button. 

EventTracker displays alert of MuleSoft AnyPoint Platform. 








