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This Guide will guide you with the enhancements added in the Service Pack (ET90U18-025).

User(s) who are using Service Pack (ET90U18-025) for EventTracker v9.0.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.

No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Support for GeolP plugin in the Elastic search.

The GeolP plugin gets installed for Elasticsearch and uses Maxmind DB to fetch the Geolocation details of the
Public IP addresses.

So, whenever a public IP address is encountered in EventTracker console, the Elasticsearch fetches details of
the IP address. If Elasticsearch identifies a public IP address in any of the below mentioned CIM fields i.e.

e src_ip_address

e dest_ip_address

e dest_dns_address
e device_address

then, the geolocation details will be fetched and added to the newly introduced CIM fields.

For example, if the Public IP address is identified in dest_ip_address during elastic index then the geolocation
details will be fetched and will be added the below CIM fields.

e dest_ip_address_geoip.city_name

e dest_ip_address_geoip.continent_name
e dest_ip_address_geoip.country_iso_code
e dest_ip_address_geoip.location.lat

e dest_ip_address_geoip.location.lon

e dest_ip_address_geoip.region_name

The above-mentioned details will be shown whenever user performs a logsearch

Selected fields Time Description
Interesting fields 3 A

New activity found: Rule Name: IP Pair Activity System: NTPLDTBLR13 Time: 2018-05-08 00:29:32 Source IP: 192.168.4.38 Source Port: 50117 Destination L...

Network connection closed. Type: TCP IP Version: 4 Local Address: 1 .38 Local Hostname: NTPLDTBLR13.ntpl.local Local Port: 50117 Remote A

Network connection opened. Type: TCP IP Version: 4 Local Address: 192.168.4.38 Local Hostname: NTPLDTBLR13.ntpl.local Local Port: 50117 Remote Add

May 07 3PM New activity found: Rule Name: IP Pair Activity System: NTPLDTBLR13 Time: 2018-05- ce IP: 192.168.4.38 Source Port: 38691 Destination L..

May 07 12:44:13 PM New activity found: Rule Name: IP Pair Activity System: NTPLDTBLR13 Time: 2018-05-07 1 Source IP; 192.168.4.38 Source Port: 38620 Destination L.
rzililese E May 07 12:44:13 PM New activity found: Rule Name: IP Pir Activity System: NTPLDTBLR13 Time: 2018-05-07 12:38:47 Source IP: 192.168.4.38 Source Port: 38689 Destination L.

idress_geoip.city_n...

Network cannection closed. Type: TCP [P Version: 4 Local Address: 192.168.4.38 Local Hostname: NTPLOTBLR13.ntpl.local Local Port: 38691 Remote Addr...

dress_geoip.conti...

Remote Addr..,

7 12:38:58 PM Network connection closed. Type: TCP IP Version: 4 Local Address: 1 .38 Local Hostname: NTPLDTBLR13.ntpllocal Local Port: 386

Network connection closed. Type: TCP [P Version: 4 Local Address: 192.168.4.38 Local Hostname: NTPLOTBLR13.ntpl.local Local Port: 38690 Remate Addr...

Remote Addr...

Network connection closed. Type: TCP [P Version: 4 Local Address: 1 .38 Local Hostname: NTPLDTBLR13.ntpllocal Local Port: 386

Network connection opened. Type: TCP IP Version: 4 Local Address: 192.168.4.38 Local Hostname: NTPLDTBLR13.ntpl.local Local Port: 38691 Remote Add.

Network connection opened. Type: TCP IP Version: 4 Local Add 38 Local Hostname: NTPLDTBLR13.ntpl.local Local Port: 38689 Remote Add...

Remote Addr...

Network connection closed. Type: TCP [P Version: 4 Local Address: 1 .38 Local Hostname: NTPLDTBLR13.ntpl.local Local Port: 386

Network connection closed. Type: TCPIP ¥ on: 4 Local Address: 1 Remote Addr...

38 Local Hostname: NTPLDTBLR13.ntpl.local Local Port: 386

O T T T T TR S A A A R Y

Network connection opened. Type: TCP IP Version: 4 Local Address: 192.168.4.38 Local Hostname: NTPLDTBLR13 ntpl.local Local Port: 38690 Remote Add...

Figure 1
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In the same way, for other CIM fields, the geolocation details will be suffixed.

For src_ip_address,

e src_ip_address_geoip.city_name

e src_ip_address_geoip.continent_name
e src_ip_address_geoip.country_iso_code
e src_ip_address_geoip.location.lat

e src_ip_address_geoip.location.lon

e src_ip_address_geoip.region_name

For dest_dns_address,

e dest_dns _address_geoip.city_name

e dest_dns _address_geoip.continent_name
e dest_dns _address_geoip.country_iso_code
e dest _dns _address_geoip.location.lat

e dest_dns _address_geoip.location.lon

e dest_dns _address_geoip.region_name

For device_address,

e device_address_geoip.city_name

e device_address_geoip.continent_name
e device_address_geoip.country_iso_code
e device_address_geoip.location.lat

e device_address_geoip.location.lon

e device_address_geoip.region_name

The user can use these same newly introduced Geolocation details CIM Fields to configure dashlet in My

dashboard, using Map chart type. See the below screen.
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Dashlet configuration

Dashlet title (1)

public IP activity

Note ()

public IP activity

L]

Use SQL database ) .
o

Durston ORL g .

T

1Day v

Lucene Query (1)

4

Saved searches Get (IM Fields.

Chart Type Value field setting

Wap v | count v
show ()

Top 10 Records v
@\ A field mapping

Select geo-location details

dest_ip_address_geoip.continent_name v

Select Columns
| Morth America W Asia

¥l Europe

Test Cence

Figure 2

After applying the Service pack, by default the “Resolve Hostname” option will be disabled. In this case, the
hostname for the IP addresses will not be resolved (Local or Public IP). User can enable this option by
navigating to Admin--> Manager--> Elasticsearch tab, under DNS configuration.

Manager A / Admin / Manager

Configuration syslog / Virtual Collection Point Direct Log Archiver Agent Settings E-mail Collection Master Ports Elasticsearch

Elasticsearch Configuration

Server address Server port Purge Indexes older than (days)
localhost 9200 365

Maximum degree of parallelism Log level Request time out (in seconds)
2 Information v 120

Minimize CPU Usage

DNS Configuration

#| Resolve hostname Resclve time out (in seconds) Resolve retry DNS Server IP

v 1 v 192.168.15

%] Resolve local IP only

Save Cancel

Figure 3
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On enabling Resolved hostname option, the alert message will get display.

Cautiont

Enabiing Tesohe NosiNEMe” Teature may $low Sown Ne slasse indeTing pemommance,

[ ] [ Gamen ]

Figure 4

After enabling this option Resolved hostname the DNS server IP address will be fetched automatically. By
default, it is set to Resolve local IP only.

The user can also provide the DNS Server IP manually.

Whenever a local IP address is identified in src_ip_address or dest_ip_address during elastic index,
Elasticsearch service will resolves the hostname for IP address and puts the same hostname in the associated
CIM fields, i.e. src_host_name or dest_host_name respectively.

When the “Resolve local IP only” option is unchecked, then Elasticsearch will resolve both Public and Local IP
addresses.

Support for Extracting device id from relay devices

Enhancement in Agent LFM

Specifying the System Name & Event Source for LFM logs

At present, in Agent Log file monitoring, the event source and computer are default for the log source i.e.
Source: "EventTracker" and System:"LocalComputer" where agent is running.

In this update, an option is provided to get the log source and computer name from user(s) for all supported
format.

EventTracker::

Actionable Security Intelligence




Service Pack in EventTracker v9.0

Event id 3230 will get generated based on this property. If user does not give any value then by default it will
consider Source as "EventTracker" and System Name as "Local computer name"

1. In EventTracker Control Panel, double-click EventTracker Agent Configuration.
2. Click on Logfile Monitor tab and select Add File Name.

NOTE: System name allowed special characters are “-“and “_".

— EventTracker Agent Configuration =
File Help

Select Systems

[NTPLDTBLR103 | #gent based system

r |

Ianager destinations:
MNTH ed

Enter File name
“'ou can configure the complete path of the log file or folder that needs to be monitored
along with the stings that need to be searched.

[ Geta&ll Egisting Log Files

Select Log File Type  [I15 =]

Thiz iz the Microzoft 115 log file format generated by 115, Provided event source and
o spstem name will be reflected az event computer name and event source in the event
property.

& Enter File name

[DAIISY s ]

Event Sounce |||5

System Name  [NTPLOTBLA1H

QK | Cancel |

Add File Mame | “iew File [ etails | Delete File Mame | Search Strings |

Save LCloze: .

Figure 5

3. In the Enter File Name window, enter the file path, the Event Source and the System name and click
OK.

NOTE: For VMware, Checkpoint, Evt and syslog, this new option will not be available.

Another enhancement is extracting the device ID from syslog device while it is relaying. It will extract the
Device ID from event description by using regular expression. After extracting the value from description it
assigns it to “Computer Name” standard property.

Example: FG1K5D3114802285@ntpldtblr104-syslog
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k< Enter File name »

Configure EventTracker Agent to receive spslog messzages.

Select Log File Twpe | zpzlng J

Thiz option allows EventTracker dgent to work, az a spslog relay by receiving syzlog
mezzages from vanious devices and forwarding them to configured managers.

A, walid port which iz not uged by any other process should be configured. H
Bazed on provided regular expression agent will extract the particular walue from event
dezcription and add the estracted walue into computer name property of the event.
Ewxample : “devid=[?P<Computer: [swl+] " expression will extract devid from the event
dezcription and uze it az computer name. Please provide Mamed Capture aroup as
'Computer’ for any field name, as shown in example.

[+ Regular expression

Cdevid=[ PP Computer: [Www]+].*
Protocol |UDF' J
Fort |5-| q

k] cancel |

Figure 6

NOTE: The allowed special characters for system name are “.”, “_” and “-“

Now the FAQ Tile option has been included in the Admin Dropdown.

g:— Active Watch Lists ﬂ Diagnostics @ Manager

A Alerts ﬁ Event Filters 0 Parsing Rules

Behavior Carrelation Rules E] Eventvault Q’% Report Settings

J‘i% Behavior Correlation Settings E FAQ Configuration g Systems

ﬂ Casebook Configuration |_'v__'I Group Manageneahfigurin | Users

D|§ Category Q IP Lookup Configuration ,f'I"- Weights

Collection Point Q Knowledge Objects [ Windows Agent Config
Figure 7

FAQ tiles count for report dashboard:

1. Report Status for generated reports
2. Review Status for generated reports
3. Generated Type

NOTE: FAQ tiles count will be based on user permissions for non-admin user
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4. Bookmarks links

Bookmark link can be any of the following:

v" Website URL
v Application web page URL
v" Documents like pdf/excel/word etc.

NOTE: Links can be configured in FAQ tiles configuration by Admin user only.

Report Dashboard # / Reports / Report Dashboard
4 Solution brief document
Schedule 4 PCI DSS v3.2 Solution brief document
Generation Type Bookmarks
Generated reports by Generation types References
Reports Top Level Summary Duration: Mar 29 04:19 PM - Mar 30 04:19 PM
Q' @ @ @LCH M =
< 1w ofl 3 Page size 25 W | Total: 4
O Tite Type Generation Type Generated On Size (KB)
] Unknown Processes - Executed20180330-1522400580.xlsx B Unknown Processes - Executed None Mar 30 02:33:01 PM 13 Q
O TargetsReport20180330-1522400580.xlsx E Targets report None Mar 30 02:33:00 PM 7 ﬂ
] AttackersReport20180330-1522400520.x1sx B Attackers report MNeone Mar 30 02:32:01 PM 49 a
1 Logs- Detail ) Logs Schedule Mar 30 02:30:03 PM 18,882 o3
Figure 8

User(s) can use this option to provide Useful links like Solution brief link, Compliance mapping document, PCI
DSS requirement link etc. which is useful for reference.

How to configure a permalink in FAQ tile configuration?

In v9.0, the user can configure FAQ tiles which will be displayed in modules like Home, Alerts, Reports and
Systems.

To configure FAQ tile,

e Click the FAQ configuration option in Admin dropdown.
The FAQ tile configuration window gets displayed.
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FAQ tile configuration

Available FAQ tiles @ Module

Select Page v

Configured FAQ tiles

MNon Reparting Systems Potential Cyber Breaches

A maximum of 4 FAQ tiles can be displayed

Indicators of Compromise Potential Insider Threats

Move FAQ tile up or down to reorder.

Avazilable Alerts Active Alerts

System/User Defined Alerts Alerts by Threat Level
Request Status Managed vs Unmanaged
EventTracker Sensor Version Report Status
Review Status

Generation Type

Bookmarks

& & &8 § & &8 § &
& & &8 § & &8 § &

wqwsas

Ok

Figure 9
e In the right pane, the user can select from the modules, where they want to display the tiles.

Module

Reports
Home
Systems
Alerts

Figure 10
e The left pane displays the available list of FAQ tiles.

To add a link to a particular FAQ Tile, click the add icon and check Use Link option.

e Click the Add Link button to add URL or Documents, as per requirement.
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FAQ tile configuration

Title Description

Data source

Select hd

Background color - w | Foreground color I:I v

W] Use Link | Add Link

Title

Description

® URL O Doc

Title

Permalink

Link

nline-help/eventtracker-v9.x/index.htm#t=Chapter_2_Dashboard.htm

Ok Cancel

Figure 11

e Give a suitable title and click OK. It will be listed in the left pane.
e And then click the Configure button.

FAQ tile configuration

Title Description

FAQ tile
Data source
Select ~

Background color - ¥ | Foreground color I:l v .
permalink

[ UseLlink Add Link

FAQ tile
Description

permalink @ Tm- Test

https:/fwww.eventtracker.com/support/online-helpfeventtracker-
vaxfindexhtm#t=Chapter_2_Dashboard.htm

Figure 12

In the same way, the user can also add documents and configure a FAQ tile, as per needs.
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NOTE:
1. The supported document extensions are (.txt,.pdf,.doc,.docx,.rtf,.xIsx,.xls).

2. The maximum size of the document is 2MB.

The Compliance Dashboard has been updated with changes where user will now be able to view compliance
summary reports details. If the user has configured compliance summary report, then only the below screen
will be displayed:

= EventTracker::

E Compliance # / Dashboard / Camgh
Q
Dashk d
B
Published Repart Print ~
Date Mar 29 12:00:00 AM te Mar 29 11:59:50 PM
Thie reps based on guidance from the PC| Standards Council. For seful in the defente of information assets, they must be monitored and analyzed. To generate thic repart, EventTracker recerves, processes, alerts and summarizes log data from all sources in scope. Review this repart regularby to satisfy the Leg
Requirement 10.2.1
Windows User Logon or Logoff Success.
Description: Below listed tivities we "
Reco nidatios ind conf
Requirement 10.2.1 and 10.2.4
Figure 13
If no Compliance summary report is configured, the Dashboard will be displayed as shown below:
Compliance & / Dashboard / Compliance
Dashboard PCI DSS NIST 800 1...
Published Report = Print =

No Report is configured

Figure 14

When log volume is more and the data is not indexed in the selected duration, the 3 tabs in search helps to
show the entire data without any miss.
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For example: Suppose the elastic purge is set to 7 days and if user try to do elastic search for last 2 weeks
data, then 1 week data will be shown Elastic tab, the mdb’s which are available in cache folder and are not
indexed cabs data will be shown in the Cache tab and second week cabs data will be shown in Archives tab.

CACHE ARCHIVES

EventTrackerz:

© Add search to Q .!, @ El @

Duration: Mar 28 02:31:41 AM - Apr 10 02:31:41 AM

O]
Search criteria: *
Show Lucene query
O]
Top 10 {src_host_name) Top 10 (dest_host_name) Top 10 (dest_user_name) Top 10 (event_computer)
trg03 ' john \‘“
contoso.onmic... psmith
contoso-mktwk... anderson
acme-exchsrvl | domain admins -
medowells-exc... James
static-98.137... ‘ ’ betty -
contoso-works... ‘ kenneth -
acme-sqlsvrl.... tvfu
contoso-serve... ‘ 65.55.44.109 72.21.81.200 security A salesteam trg03 contoso.onmicrosoft.com ~
mail16.thetim... ‘ M 53.251.171.2 W 65.55.44,108 v sue - serverl1sql M contoso-websrv2 v
Figure 15

Support for Transport Layer Security 1.2

The following combinations of Operating System and MS SQL Server has been tested and supported.

Please make sure when you are installing EventTracker, the TLS 1.2 is not enabled. This is applicable for
EventTracker pre-requisites and SQL as well.

NOTE: User(s), who wish to use the TLS, please enable the TLS 1.2 option, if not checked.

1. Windows Server 2016
. Windows Server 2012 R2
3. Windows 10

1. SQL Server 2016 (Express and Enterprise Edition)
SQL Server 2017 (Express and Enterprise Edition)
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NOTE: If EventTracker server is running with SQL server 2014 or below versions then first upgrade to SQL
Server 2016 or SQL Server 2017 before using this Guide.

Web server: IS
Supported ODBC Driver: ODBC Driver 11 for SQL Server

The below steps can be followed after the EventTracker Installation is complete.

1) Apply the Windows Updates (Up to date).
2) Stop and disable all EventTracker services.
3) Install the "ODBC Driver 11 for SQL Server" using below path.

https://www.microsoft.com/en-in/download/confirmation.aspx?id=36434

4) Rename existing EventTracker DSN entries by using below system utility
C:\Windows\SysWOWe64\odbcad32.exe

An example of renaming the existing EventTracker DSN is shown below:

Nl = Application Tools SysWOWo4 -0
“ Home Share View Manage
© - 7t ‘ » ThisPC » Local Disk (C:) » Windows » SysWOW64 v c,| ‘ Search SysWOW64 P |

s
Mame Date modified Tune e

= ODBC Data Source Administrator (32-bit)

0 Favorites

B Desktop %/ objsel.dll
(%) occache.dll

£ Downloads Microsoft SQL Server DSN Configuration

User DSN | Systsm DSN | File DSN | Drivers | Tracing ICunnedion Par

| Recent places %] ocsetapi.dil

%] odbc32.dll System Data Sources: This wizard will help you create an ODBC data source that you can use to
8 This PC 5 odbead2? Name Platform  Driver connect to SQL Server
= %) odbcbepddll Event Tracker 32hit SQL Server l‘; What name do you wart to use to refer to the data source?
j— EvertTrackerAlets 32-bit SQL Server v
€ Network %] odbcconf.dll EvertTrackerData 324t SOL Server I}J. | Name: [Evert Tracker_old] | |
[T odbeconf ——

i 7
|| odbcconfrsp How do you want to describe the data source?

%] odbcep32.dil

Description: | |

%] edbeer32dil Which SQL Server do you wart to connect to?
%] odbccu32.dil

|%| odbcint.dll
%) edbgjiz2.dil

%] odbgjt32.dll - An ODBC System data source stores information about how t
o| A System data source is visible to all users of this computer, in|

Server: |

|%| odbctrac.dll
|%] oddbse32.dIl
%) odex32.dll

%) odfox32.dIl E— —
1% odpd32.dil
%) odtext32.dIl 11/21/201412:08 ... Application extens... 2KB

ENIST TP T —" AN 1142113014 1207 Arliratinm mdbane s KD

2,286 items 1item selected 70.5 KB

Figure 16
After renaming the DSN from EventTracker to “EventTracker_old”, click on Finish.
NOTE: In the similar way, also the rename the EventTrackerAlerts and EventTrackerData.

5) Create new DSN with ODBC driver "ODBC Driver 11 for SQL Server"

EventTracker:
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v" EventTracker
v" EventTrackerData
v" EventTrackerAlerts

1. Create EventTracker DSN entries by using below system utility.

C:\Windows\SysWOW64\odbcad32.exe

2] ODBC Data Source Administrator (32-bit) -

User DSN | System DSN | File DSN I Drivers I Tracing | Connection Pooling | About |

System Data Sources:

MName Platform = Driver Add.
Event Tracker_old 32bit SQL Server
Evert TrackerAlerts_old 32-bit SQL Server Remave

Event TrackerData_old Erssd SQL Server

Corfigure...

An ODBC System data source stores information about how to connect to the indicated data provider.
m; A System data source is visible to all users of this computer, including NT services.

OK || Cancel Apply Help

Figure 17
An example of Creating the EventTracker DSN is shown below:

2. Click on Add and it will populate the below window:

EventTracker:
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Create Mew Data Source

Select a driver for which you want to set up a data source.

—

Name
Microsoft Paradow-Treiber (".db )

Microsaoft Text Driver (" td; “.cav)
Microsaoft Text-Treiber (" ba; © csv)

QDBC Driver 11 for SAL Server
QDBC Driver 13 for SAL Server
SQL Server

SQL Server Mative Client 11.0

€

>

L T S A

€

< Back Cancel

Figure 18

3. Select ODBC Driver 11 and click on Finish. It will populate the below window.

Create a Mew Data Source to SOL Server

This wizard will help you create an ODBC data source that you can use to connect to

T SAL Server.
)=

SOL Server
Mal

What name do you want to use to refer to the data source?

ad

me: ||

How do you want to describe the data source?

Description: |

Which SQL Server do you want to connect to?

Server: |

Finish Next =

Cancel Help

Figure 19

4. Provide the DSN name and SQL server instance name like “.\sqlExpress”, and then move to the Next

window.
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Microsoft SOL Server DSN Cenfiguration x

This wizard will help you create an ODBC data source that you can use to connect to

e SQL Server.

;.
e What name do you want to use to refer to the data source?
SOL Server

Mame: |EverrtTracker| |

How do you want to describe the data source?

Description: | |

Which 5QL Server do you want to connect to?
Server: |R1 S5-WMISALEXPRESS I |

Next > Cancel Help

Figure 20

5. Click Next to proceed.
6. Check “Change the default database to” and select the “EventTracker” database.

Microsoft SQL Server DSN Cenfiguration d
Change the default database to:
> Ereniiiocies 7]
Eﬁ Sefver Mirmor server:

SPH for mimor server (Optional):

[] Attach database filename:

Use ANSI quoted identifiers.
Use AMSI nulls, paddings and wamings.
Application intent:
READWRITE w

] Mutti-subnet failover.

< Back Mext = Cancel Help

Figure 21

7. Click Next and then select Finish.
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Microseft SQL Server DSM Configuration >
v ange the language erver system messages to:
= ch he | of SQL S5
‘E.
Ao (Defautt)
SOL Server
[ Use strong encryption for data

Perform translation for character data
[ ] Use regional settings when outputting cumency, numbers, dates and times.
[J5ave long running queries to the log file:
C:\Usersi\chethan \AppDataLocal\ Temp G UERY.L! Browse .
Long query time {miliseconds): 10000

[J Log ODBC driver statistics to the log file:
C:\Usersi\chethan \AppDataLocal Temp \STATS.LC Browse ...

Connect Retry Count: |-| |

Connect Retry Interval (seconds): |1|3l |

< Back Cancel Help

Figure 22
NOTE: After click the finish button, it will populate the Test window. Click on Test DSN Source....

This will help the users to ensure whether the Test connection status is successful or not.

ODBC Microsoft SQL Server Setup *

Anew ODBC data source will be created with the following configuration:

Microsoft ODBC Driver for SQL Server Version 12.00.5543

Data Source Mame: Event Tracker
Data Source Description:

Server: R155- VM3 \SQLEXPRESS
Use Integrated Security: Yes
Database: Evert Tracker

Language: (Default)

Data Encryption: Mo

Trust Server Certificate: Mo

Multiple Active Result Sets(MARS): Mo
Miror Server:

Translate Character Data: Yes

Log Long Running Queries: Mo

Log Driver Statistics: No

lJse Regional Settings: Mo

Use ANSI Guoted Identifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes

Test Data Source... | QK Cancel

Figure 23

In case of success it will populates below window.
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SCQL Server ODBC Data Source Test *

Test Results

Microsoft ODBC Driver for SQL Server Version 12.00.5543
Running connectivity tests. ..

Attempting connection

Connection established

Werifying option settings

Digconnecting from server

TESTS COMPLETED SUCCESSFULLY!

Figure 24

NOTE: In the similar way, you can a Create the EventTrackerAlerts and EventTrackerData.

8. Now, Create registry string value under:

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Prism Microsystems\EventTracker\Manager

e Enter the Value name: “SQLODBCDrv” of type String
e And Enter the Value: ODBC Driver 11 for SQL Server
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B Registry Editor — O =
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHIMNE\SOFTWARENWOWEA32Mode\Prism Microsystems\EventTracker\Manager

JavaSoft || Mame Type [ata

Irefetrics aB] (Default) REG_SZ (value not set)

ﬂ""”“ i ab| ArchivePath REG_SZ C#\Program Files (x86)\Prism M

M::Z::D: %4 ChangeAudit REG_DWORD 0xDDDO0DOC (0)

Martin Prikrl %4|EA_ReloadLocalHashSafelist ~ REG_DWORD 500000000 (0)

Microsoft & 24| EA_ReloadlocalHashUnsafelist REG_DWORD OxDDDDOD0D (0)

Microsoft Corporation .‘E-'é]EA_ReIoadPrc-cessFiIterRuIe REG_DWORD 000000000 (0)

Mozilla EP]EslnstaIIPath REG_SZ C\Program Files\Elasticsearch-

morzilla.org 2b] EsVersion REG_SZ 5.5.2

MoezillaPlugins fg'_é]ETConsoleType REG_DWORD CreDO0O000DT (1)

Nuance | ETCorrelator REG_DWORD 00000000 (0)

MuGet EP]INSTALLPATH REG_SZ C\Program Files (x86)\Prism M

ODEBC 24| InstallTime REG_DWORD OxSae2ff43 (1524825023)

Palicies 84| KO_ReloadObjects REG_DWORD OxDDDDODDD (0)

> PreEmptive Solutions ) LastCabProcessedTime REG_DWORD 0x5b333628d (1530082957)
v | Prism Microsystems $%] LastCabProcessedTime_disable REG_DWORD %5b221259 (1528959577)
EventTracker 2B SOLINSTANCENAME REG_SZ MEventTrackerD
Agent ab| SQLMativeDry REG_SZ SOL Server Mative Client 11.0
ASPNET_SETREG ab| SQLODBCDI REG_SZ ODEC Driver 11 for SOL Server
T 9% TrapTracker REG_DWORD DaDDDOODDD (0)
(ISMARTset aB| WebServer REG_SZ s
PrivateTunnel
H Ramictarard Arnnlicratinne w
£ > £
Figure 25

1. Download the lIS Crypto tool from the below link:

https://www.nartac.com/Products/IISCrypto/Download

2. After downloading the IIS Crypto Tool, please ensure that the tool is digitally signed.
Below figure shows the verification screen for IS Crypto.
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-"_ IISCrypto Properties

Security I Details I Previous Versions |
General I Compatibility Digital Signatures
 Signature list

MName of signer: | Digest algorit. .. | Timestamp

Nartac Software Inc. shal Saturday, July 16, 20

Martac Software Inc. shalbb Saturday, Juby 16, 20

1] | &
Drigtarlz |

DK I Cancel Spply

Figure 26

3. Once the download is complete, run the exe as administrator.
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=

Schannel

l [IS Crypto 2.0

Schannel

These settings enable or disable various options syster wide. When the checkbox is grey it means no setting has been specified and the

IS Crypto

default for the operating system will be used. Click the Apply button to save changes.

¥

5

\ |
Templates

%Y

Site Scanner

w

About

Cipher Suites

=Te

NARTAC
SOFTWARE

Protocols Ciphers Hashes Key Exchanges
[] Multi-Protocol Unified Hello MULL MD5 Diffie-Hellman
[]rcT10 DES 56/56 SHA PKCS
[]ssL20 RCZ 40/128 5HA 256 ECDH
[]55L3.0 RC2 56/128 5HA 384
[Ts1.0 RC2 128/128 5HA 512
D TS 1.1 RC4 40/128
TL51.2 RC4 56/128

RC4 64/128

RC4 128128

Triple DES 168

AES 128128

AES 256/256

Set Client Side Protacols

Eest Practices

Apply

Figure 27

4. Select TLS 1.2 from the protocol section which is highlighted in the figure above. Click on Apply.

A pop-up window displays to restart.

Reboot is Required

A reboot of your computer is required for the settings to take affect.
(15 Crypto will not reboot your computer,)

Figure 28

5. Delete the IIS Crypto exe from the server.

6. Restart the server.

7. Enable and start all the EventTracker services.

NOTE: Ensure that the SQL service is running
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1. Start the registry editor by clicking on Start and Run. Type in "regedit" into the Run field (without
guotations).

2. Highlight Computer at the top of the registry tree. Backup the registry first by clicking on File and then on
Export. Select a file location to save the registry file.

Note: You will be editing the registry. This could have detrimental effects on your computer if done
incorrectly, so it is strongly advised to make a backup.

3. Browse to the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols

4. Right click on the Protocols folder and select New and then Key from the drop-down menu. This will
create new folder. Rename this folder to TLS 1.2.

5. Right click on the TLS 1.2 key and add two new keys underneath it.
6. Rename the two new keys as:
v Client
v Server
7. Right click on the Client key and select New and then DWORD (32-bit) Value from the drop-down list.
8. Rename the DWORD to DisabledByDefault.
9. Right-click the name DisabledByDefault and select Modify... from the drop-down menu.
10. Ensure that the Value data field is set to 0 and the Base is Hexadecimal. Click on OK.

11. Create another DWORD for the Client key as you did in Step 7.

12. Rename this second DWORD to Enabled.

13. Right-click the name Enabled and select Modify... from the drop-down menu.

14. Ensure that the Value data field is set to 1 and the Base is Hexadecimal. Click on OK.

15. Repeat steps 7 to 14 for the Server key (by creating two DWORDs, DisabledByDefault and Enabled, and
their values underneath the Server key).

16. Reboot the server. NOTE: Your server should now support TLS 1.2.
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