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24X7 SOC-AS-A-SERVICE




	Managed Detection & Response (MDR)
	Security Operations Center (SOC)
	Threat Hunting
	Incident Response (IR)
	Managed Endpoint Protection
	Vulnerability Management










OPEN XDR PLATFORM




	Extended Detection & Response (XDR)
	Security Information & Event Management (SIEM)
	User & Entity Behavior Analytics (UEBA)
	Threat Intelligence
	Application Control
	Data Source Integrations










USE CASES




	IT Environments
	Threat Types
	Compliance Regulations
	Industries
	How It Works
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WHY NETSURION




	Key Business Benefits
	Industry Leadership
	Customer Success
	Wider Attack Surface Coverage










Regardless of whom we dealt with in the organization, Netsurion was always willing to cater to our needs of how we handled situations versus being forced to do things they way they preferred.


– Security and Networking Manager
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PARTNERS




	Partner Program Benefits
	Become a Partner
	Access the Partner Portal










With Netsurion’s managed services, we can trust we have specialists constantly monitoring, detecting, and responding to the toughest threats, enabling us to focus our expertise on the full cybersecurity posture of our clients.

 – Chief Strategy Officer, MSP 
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ALL CYBERSECURITY INSIGHTS




	SOC “Catch of the Day” Stories
	Cybersecurity Q&A Videos
	Cyberthreat Spotlight Video Series
	Webcasts & Events
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Level up your cybersecurity!




Try our free cybersecurity gap analysis and maturity roadmap wizard to get your personalized recommendations.






TRY IT
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	Leadership
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XDR Hot Company




Our platform is recognized for extensive integrations and threat detection.




Next-Gen MDR Service




Our service is recognized for robust processes and tailored service levels.




Best MDR Solution




Netsurion combines technology and service to optimize security outcomes.
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Overview




NIST Cybersecurity Framework (CSF) is a voluntary framework developed by the National Institute of Standards and Technology to enhance cybersecurity for organizations across various sectors. It provides a set of guidelines, best practices, and risk management approaches to improve cyber resilience and protect critical infrastructure. Implementing the NIST CSF helps organizations assess their current cybersecurity posture, identify vulnerabilities, and establish a proactive cybersecurity strategy.  




For more information, refer to the NIST CSF publication: www.nist.gov/cyberframework/framework.




Netsurion Managed XDR for NIST Cybersecurity Framework 




Netsurion Managed XDR combines SIEM, log management, proactive threat hunting, and guided incident response to effectively meet the guidelines outlined in NIST CSF. With comprehensive monitoring, analysis, and reporting capabilities organizations can identify and manage their assets, establish access controls, protect resources, and respond promptly to incidents. 




By leveraging Netsurion Managed XDR, organizations can establish a robust cybersecurity framework aligned with the NIST CSF guidelines. This enables them to effectively manage risks, detect and respond to threats promptly, and enhance their overall cybersecurity posture. 




Using Netsurion Managed XDR to implement NIST CSF 




Identify (ID)







Asset Management (AM)








The personnel, devices, systems, and facilities that enable the organization to achieve business purposes are identified and managed consistent with their relative importance to business objectives and the organization’s risk strategy.




ID.AM-1: Physical devices and systems within the organization are inventoried.
ID.AM-2: Software platforms and applications within the organization are inventoried.
ID.AM-3: The organizational communication and data flow is mapped.
ID.AM-4: External information systems are mapped and catalogued.
ID.AM-5: Resources are prioritized based on the classification / criticality / business value of hardware, devices, data, and software.
ID.AM-6: Workforce roles and responsibilities for business functions, including cybersecurity, are established.




Netsurion Open XDR provides support for NIST-CSF control requirements ID.AM-3, ID.AM-4 and ID.AM-6 by collecting and analyzing all account management, access granting/revoking, and access/authentication logs. Netsurion Open XDR’s correlation rules provide alerting on account authentication failures.




Netsurion Open XDR investigations, reports, and details provide evidence of system account management activity (account creation, deletion, and modification), access granting/revoking activity, and account access/authentication activity. Lastly, Netsurion Open XDR investigations provide evidence of authorized/unauthorized network access.













Governance (GV)








The policies, procedures, and processes to manage and monitor the organization’s regulatory, legal, risk, environmental, and operational requirements are understood and inform the management of cybersecurity risk.




ID.GV-1: Organizational information security policy is established.
ID.GV-2: Information security roles & responsibility are coordinated and aligned. ID.GV-3: Legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties obligations, are understood and managed.
ID.GV-4: Governance and risk management processes address cybersecurity risks.




Netsurion Open XDR provides support for NIST-CSF control requirement ID.GV-1, ID.GV-2, and ID.GV-3 by
collecting and analyzing all account management and access/authentication logs. Netsurion Open XDR correlation rules provide alerting on account authentication failures. Netsurion Open XDR investigations, reports, and details provide evidence of account management activity (account creation, deletion, and modification) and account access/authentication activity to support efforts of enforcing security policies within the organization.













Risk Assessment (RA)








The organization understands the cybersecurity risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals.




ID.RA-1: Asset vulnerabilities are identified and documented.
ID.RA-2: Threat and vulnerability information is received from information sharing forums and sources.
ID.RA-3: Threats to organizational assets are identified and documented.
ID.RA-4: Potential impacts are analyzed.
ID.RA-5: Risk responses are identified.




Netsurion Open XDR provides support for NIST-CSF control requirements ID.RA-1 by collecting and analyzing all suspicious network activity or activities indicative of cybersecurity risks. EventTracker’s correlation rules provide alerting on events indicative of potential cybersecurity threats or attacks on the network. EventTracker investigations, reports, and details provide evidence of cybersecurity events in support of early detection and incident response.













Protect (PR)







Access Control (AC)








Access to information resources and associated facilities are limited to authorized users, processes or  devices (including other information systems), and to authorized activities and transactions.




PR.AC-1: Identities and credentials are managed for authorized devices and users.
PR.AC-2: Physical access to resources is managed and secured.
PR.AC-3: Remote access is managed.
PR.AC-4: Access permissions are managed.
PR.AC-5: Network integrity is protected.




Netsurion Open XDR provides support for NIST-CSF control requirements PR.AC-1, PR.AC-2, PR.AC-3, PR.AC-4, PR.AC-5 by collecting and analyzing all account management, network access/authentication logs, remote and physical access. Netsurion Open XDR’s correlation rules provide alerting on account authentication failures. Netsurion Open XDR investigations, reports, and details provide evidence of account access/authentication activity.













Awareness and Training (AT)








The organization’s personnel and partners are adequately trained to perform their information security-related duties and responsibilities consistent with related policies, procedures, and agreements.




PR.AT-1: General users are informed and trained.
PR.AT-2: Privileged users understand roles & responsibilities.
PR.AT-3: Third-party stakeholders (suppliers, customers, partners) understand roles & responsibilities.
PR.AT-4: Senior executives understand roles & responsibilities.
PR.AT-5: Physical and information security personnel understand roles & responsibilities.




Netsurion Open XDR provides support for NIST-CSF control requirement PR.AT-3 by collecting and analyzing all third-party accounts or process activities within the environment to ensure third-parties are performing activities according to defined roles and responsibilities. Netsurion Open XDR correlation rules provide alerting on account authentication failures. Netsurion Open XDR investigations, reports, and details provide evidence of vendor account management and authentication (success/failures) activities.













Data Security (DS)








Information and records (data) are managed consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of information.




PR.DS-1: Data-at-rest is protected.
PR.DS-2: Data-in-motion is secured.
PR.DS-3: Assets are formally managed throughout removal, transfers, and disposition.
PR.DS-4: Adequate capacity to ensure availability is maintained.
PR.DS-5: There is protection against data leaks.
PR.DS-6: Intellectual property is protected.
PR.DS-7: Unnecessary assets are eliminated.
PR.DS-8: Separate testing environments are used in system development.
PR.DS-9: Privacy of individuals and personally identifiable information (PII) is protected.




Netsurion Open XDR provides support for NIST-CSF control requirements PR.DS-1 and support for NIST-CSF control requirements PR.DS-4, PR.DS-5, PR.DS-6 by collecting and analyzing all system logs relating to the protection of data integrity, availability, and mobility. Netsurion Open XDR’s File Integrity Monitoring (FIM) tracks file changes, while Netsurion Open XDR independently monitors and logs the connection and disconnection of external data devices to the host computer where the sensor is running. EventTracker also monitors and logs the transmission of files to an external storage device. Netsurion Open XDR can be configured to protect against external data device connections by ejecting specified devices upon detection. External USB drive storage devices include Flash/RAM drives and CD/DVD drives. EventTracker correlation rules provide alerting on remote account authentication failures. Netsurion Open XDR investigations, reports, and details provide evidence of remote account access/authentication activity.













Information Protection Processes and Procedures (IP)








Information and records (data) are managed consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of information.




Security policy (that addresses purpose, scope, roles, responsibilities, management commitment, and coordination among organizational entities), processes, and procedures are maintained and used to manage protection of information systems and assets.




PR.IP-1: A baseline configuration of information technology/operational technology systems is created.
PR.IP-2: A System Development Life Cycle to manage systems is implemented.
PR.IP-3: Configuration change control processes are in place.
PR.IP-4: Backups of information are managed.
PR.IP-5: Policy and regulations regarding the physical operating environment for organizational assets are met.
PR.IP-6: Information is destroyed according to policy and requirements. PR.IP-7: Protection processes are continuously improved.
PR.IP-8: Information sharing occurs with appropriate parties.
PR.IP-9: Response plans (Business Continuity Plan(s), Disaster Recovery Plan(s), Incident Handling Plan(s)) are in place and managed.
PR.IP-10: Response plans are exercised.
PR.IP-11: Cybersecurity is included in human resources practices (de-provisioning, personnel screening, etc.).




Netsurion Open XDR provides support for NIST-CSF control requirements PR.IP-1, PR.IP-3, PR.IP-4, PR.IP-7, PR.IP8, PR.IP-11, PR.IP-12 by collecting and analyzing all logs relating to change management, backups, and those in support of incident response plans. Netsurion Open XDR correlation rules provide alerting on account management activities. Netsurion Open XDR investigations, reports, and details provide evidence of account management and authentication (success/failures) activities.













Maintenance (MA)








Maintenance and repairs of operational and information system components is performed consistent with policies and procedures.




PR.MA-1: Maintenance and repair of organizational assets is performed and logged in a timely manner,
with approved and controlled tools.
PR.MA-2: Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents unauthorized access and supports availability requirements for important operational and information systems.




Netsurion Open XDR provides support for NIST-CSF control requirement PR.MA-1 and PR.MA-2 by collecting and analyzing all logs relating to critical and error conditions within the environment. Netsurion Open XDR correlation rules provide alerting on critical and error conditions within the environment. Netsurion Open XDR investigations, reports and details provide evidence of environment conditions as well as process and system start-ups/shut-downs.













Protective Technology (PT)








Technical security solutions are managed to ensure the security and resilience of systems and assets, consistent with related policies, procedures, and agreements.




PR.PT-1: Audit and log records are stored in accordance with audit policy.
PR.PT-2: Removable media are protected according to a specified policy.
PR.PT-3: Access to systems and assets is appropriately controlled.
PR.PT-4: Communications networks are secured.
PR.PT-5: Specialized systems are protected according to the risk analysis (SCADA, ICS, DLS).




Netsurion Open XDR provides support for NIST-CSF control requirement PR.PT-1, PR.PT-2, PR.PT-3, PR.PT-4 by collecting logs relating to technical security solution access management and authentication activities. Further, with the use of Netsurion Open XDR’s FIM allows for monitoring of removable media and other audit logging events. Netsurion Open XDR correlation rules provide alerting on audit logging events (log cleared), FIM, software installations, access provisioning and authentication activities. Lastly, Netsurion Open XDR investigations, reports and details provide evidence around the mentioned activities.













Detect (DE)







Anomalies and Events (AE)








Anomalous activity is detected in a timely manner and the potential impact of events is understood.




DE.AE-1: A baseline of normal operations and procedures is identified and managed.
DE.AE-2: Detected events are analyzed to understand attack targets and methods.
DE.AE-3: Cybersecurity data are correlated from diverse information sources.
DE.AE-4: Impact of potential cybersecurity events is determined.
DE.AE-5: Incident alert thresholds are created.




Netsurion Open XDR provides support of NIST-CSF control requirements DE.AE-3 and DE.AE-5, while providing support for NIST-CSF control requirement DE.AE-1, DE.AE-2, DE.AE-4 by collecting and analyzing logs related to security events throughout the network. An inherent function to Netsurion Open XDR is the ability to correlate and aggregate event data across the environment. Netsurion Open XDR’s log analysis, investigations, details and reporting capabilities can be leveraged during a security assessment to help ensure implemented controls are functioning as intended and to potentially identify any weaknesses.













Security Continuous Monitoring (CM)








The information system and assets are monitored to identify cybersecurity events and verify the effectiveness of protective measures.




DE.CM-1: The network is monitored to detect potential cybersecurity events.
DE.CM-2: The physical environment is monitored to detect potential cybersecurity events.
DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events.
DE.CM-4: Malicious code is detected.
DE.CM-5: Unauthorized mobile code is detected
DE.CM-6: External service providers are monitored.
DE.CM-7: Unauthorized resources are monitored.
DE.CM-8: Vulnerability assessments are performed.




Netsurion Open XDR provides support of NIST-CSF control requirements DE.CM-1, DE.CM-2, DE.CM-3, DE.CM 4, DE.CM-6, and DE.CM-7 by providing continuous monitoring, analysis, and reporting of network, physical access, and other events indicative of malicious cyber activities.













Detection Processes (DP)








Detection processes and procedures are maintained and tested to ensure timely and adequate awareness of anomalous events.




DE.DP-1: Roles and responsibilities for detection are well defined to ensure accountability.
DE.DP-2: Detection activities comply with all applicable requirements, including those related to privacy and civil liberties.
DE.DP-3: Detection processes are exercised to ensure readiness.
DE.DP-4: Event detection information is communicated to appropriate parties.
DE.DP-5: Detection processes are continuously improved.




Netsurion Open XDR provides support of NIST-CSF control requirement DE.DP-4 and support of NIST-CSF control requirement DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-5 by logging and monitoring around process and procedures in the environment. Further, Netsurion Open XDR’s correlation engine provides alerting on activities to assigned individuals. Netsurion Open XDR reporting, investigations, and details provide evidence around these activities as well to support maintenance of processes and procedures.













Respond (RS)







Response Planning (RP)








Detection processes and procedures are maintained and tested to ensure timely and adequate awareness of anomalous events.




RS.RP-1: Response plan is implemented during or after an event.




Netsurion Open XDR provides support for NIST-CSF control requirement RS.RP-1 by collecting and analyzing all cybersecurity events and providing notifications to assigned personnel. Netsurion Open XDR correlation rules provide alerting on cybersecurity events while investigations, reports, and details provide evidence behind cybersecurity events.













Communications (CO)








Response activities are coordinated with internal and external stakeholders, as appropriate, to include external support from federal, state, and local law enforcement agencies.




RS.CO-1: Personnel know their roles and order of operations when a response is needed.
RS.CO-2: Events are reported consistent with established criteria.
RS.CO-3: Detection/response information, such as breach reporting requirements, is shared consistent with response plans, including those related to privacy and civil liberties.
RS.CO-4: Coordination with stakeholders occurs consistent with response plans, including those related to privacy and civil liberties.
RS.CO-5: Voluntary coordination occurs with external stakeholders (ex, business partners, information sharing and analysis centers, customers).




Netsurion Open XDR provides support for NIST-CSF control requirement RS.CO-3 and RS.CO-4 by collecting and analyzing all cybersecurity events and providing notifications to assigned personnel. Netsurion Open XDR correlation rules provide alerting on cybersecurity events while investigations, reports, and details provide evidence behind cybersecurity events.













Analysis (AN)








Analysis is conducted to ensure. adequate response and support recovery activities.




RS.AN-1: Notifications from the detection system are investigated.
RS.AN-2: Understand the impact of the incident
RS.AN-3: Forensics are performed.
RS.AN-4: Incidents are classified consistent with response plans.




Netsurion Open XDR provides support for NIST-CSF control requirements RS.AN-1, RS.AN-2, RS.AN-3 and RS.AN-4 by collecting and analyzing logs to categorize events and allow for forensics to be performed. Netsurion Open XDR’s correlation engine provides alerts and notifications to assigned personnel. Netsurion Open XDR investigations, reports, and details provide evidence of security and other events of interest throughout the environment.













Mitigation (MI)








Activities are performed to prevent expansion of an event, mitigate its effects, and eradicate the incident.




RS.MI-1: Incidents are contained.
RS.MI-2: Incidents are eradicated.
RS.MI-3: Newly identified vulnerabilities are mitigated or documented as accepted risks.




Netsurion Open XDR provides support for NIST-CSF control requirements RS.MI-1, RS.MI-2, RS.MI-3 by collecting and analyzing logs related to incident response. Netsurion Open XDR correlation engine provides alerting on vulnerabilities within the environment. Netsurion Open XDR investigations, reports, and details provide evidence to support incident analysis and remediation of exposure or vulnerabilities.













Improvements (IM)








Organizational response activities are improved by incorporating lessons learned from current and previous detection/response activities.




RS.IM-1: Response plans incorporate lessons learned.
RS.IM-2: Response strategies are updated.




Netsurion Open XDR provides support for NIST-CSF control requirements RS.IM-1, RS.IM-2 by collecting and analyzing logs related to incident response. Netsurion Open XDR reports provide evidence to support incident analysis and remediation of exposure or vulnerabilities.













Recover (RC)







Improvements (IM)








Organizational response activities are improved by incorporating lessons learned from current and previous detection/response activities.




RS.IM-1: Response plans incorporate lessons learned.
RS.IM-2: Response strategies are updated.




Netsurion Open XDR provides support for NIST-CSF control requirements RS.IM-1, RS.IM-2 by collecting and analyzing logs related to incident response. Netsurion Open XDR reports provide evidence to support incident analysis and remediation of exposure or vulnerabilities.













Communications (CO)








Restoration activities are coordinated with internal and external parties, such as coordinating centers, Internet Service Providers, owners of attacking systems, victims, other CSIRTs, and vendors.




RC.CO-1: Public Relations are managed.
RC.CO-2: Reputation after an event is repaired.




Netsurion Open XDR provides supplemental support of NIST-CSF control requirement RC.CO-1 and RC.CO-2 by collecting and analyzing logs relating to recovery operations. Netsurion Open XDR reports provide evidence around the recovery operation events.
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