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Abstract

This document gives a brief overview of the Netsurion Open XDR platform Application Control Dashboard’s User
Interface, which is an integrated security solution providing an additional layer of surveillance and visibility for
your enterprise across your IT network.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product Ul.

Audience

This guide is intended for all the Netsurion Open XDR platform users responsible for managing network security,
and the users of the Netsurion Open XDR platform version 9.x who intend to learn the Application Control
Dashboard.

This guide assumes that you are well-informed of your entire enterprise networking.

Note:

This guide is updated for Open XDR version v9.4 and some functionality may not exist in Open XDR version 9.3.

Product Terminology

The following are the terms used throughout this guide:

° The term “Netsurion’s Open XDR platform” or “the Netsurion Open XDR platform” or “the Open XDR
platform” refers to EventTracker.
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1 Overview

Endpoints serve as gateways to an enterprise network and create points of entry which can be used for
malicious attack. Therefore, it is crucial to secure endpoints, and this can be done efficiently using Endpoint
security software like the Open XDR platform’s Application Control. Application Control tool is an adaptive,
superior, and thorough technology for protecting the endpoints in your network. Application Control Solutions
are exclusively designed for monitoring and responding to the Advanced Internet Threats.

Application Controls are installed as agents or sensors for the endpoints, from where security data are collected
and sent to a centralized location for further analysis. Application Control solutions help in analyzing and
identifying the patterns and detecting malware, which can be notified as alerts for remedial actions or any
investigation.

Features
The Netsurion Open XDR platform’s Application Control capabilities mainly include:

e Endpoint data collection
e Detection of anomalies
o Alerts

e Datarecording

e Response

1.1 Uses of Application Control

To safeguard the network or endpoints in your network, you must use the Application Control tool as an
advanced security solution.

You should install Application Control for the following reasons:

e To check if the adversaries have already installed malware and moved laterally in the networks.
e To detect risky behavior on the network.

e To have complete visibility across the network and endpoints 24/7.

e To access any damages from the malware on the business.

e To check if the legacy devices are putting the network at risk.

e To protect the network from vulnerabilities before patching occurs.

e To reduce false positives using threat intelligence and to prioritize finite resources.

e To identify and investigate the advanced threat.

1.2 Application Control vs Anti-Virus

Application Control solutions have many advantages which are not offered by traditional antivirus software.
Application Control provides the next level of protection over antivirus.

An Application Control security solution is centrally managed and remotely controlled security operations.
Application Control has a wider range of advanced features and automated tools to protect against different
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types of security attacks. It covers your entire network. Antivirus provides just one aspect of the endpoint
protection platform. Antivirus covers a single endpoint and only detects and blocks malicious files.

Application Control vs Anti-Virus

Application Control Antivirus

= Protects complete network and all its endpoints. Security = Protects individual devices: Security

solution for the entire organization. solution for each workstation.

= Threat identification and protection: Includes endpoint = Threat identification: Detects different
protection capabilities such as anti-malware, firewalls. types of malwares including viruses.

= Dashboards, reports, and alert warnings to help = Alerts
continuous monitoring.

= |ncident investigations and Response. = Scheduled scans

= |dentifies and blocks lateral movement across networks.
= Provides post-breach visibility.

2 Application Control in the Netsurion Open XDR platform v9.x

The Netsurion Open XDR platform v9.x has integrated Application Control interface that works in strengthening
your network security. Application Control was introduced in the Open XDR platform to solve post-breach
visibility problems and prevention. Over the period it was observed that the attackers were targeting the
endpoints, which the traditional antivirus was not capable of detecting. So, to protect the endpoints in the
network, Application Control was introduced.

Application Control includes the following services:

e Application safe listing

e Forensic data gathering

e Host system visibility

e Threat intelligence sharing
e Low resource consumption

e Rich management console

2.1 What’s New in version 9.4?

From the Netsurion Open XDR platform Release 9.4 onwards, whenever a new process is detected the Hash
lookup will first take place in the Netsurion Threat Center.

IMPORTANT:

If the Hash is not found in the Netsurion Threat Center or the lookup is not possible due to other
circumstances, then the Hash will be looked up in the Virus Total.

© Copyright Netsurion. All Rights Reserved. 5
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2.2 Accessing the Application Control

Perform the following process to go to the Application Control in the Netsurion Open XDR platform.

1. Loginto the Open XDR platform with the username and password.

Netsurion. L ndmine  Toose  (@Netswion~

L Home & / Dashboard / Home
Q

0 O 0 Solution brief document
] PCI DSS v3.2 Solution brief document
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Catch of the Day: Trojan Hunted at a Medical Center
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L 4 The Network: A medical care organization operating with
more than 6,000 endpoint devices._.

O <

oo News: Netsurion Secures Top Honors for Managed

‘.‘X; Detection and Response and Threat Hunting in 2023
Cybersecurity Excellence Awards

No data found in this widget.
Netsurion, a leading provider of Managed XDR, has been
named a winner in three categories in the 2023
Cybersecurity...
Mar 19 05:37 AM - Mar 20 05:38 AM Mar 20 05:38 AM

2. Inthe left of the Home interface, hover over the Dashboard E icon and click Application Control from
the drop-down menu.

Netsuion a Admin~ Tools ~ . Netsurion +

Home & / Dashboard / Home

My Dashboard

0 Solution brief document
PCI DSS v3.2 Solution brief document

Threats

(=i Indicators of Compromise ial Insider Threats Bookmarks
USB activities, New services or softw... promoted to admin, a... References

MITRE ATT&CK®

Machine Learning

Cybersecurity Advisory: FortiOS Remote Code
Execution Vulnerability

Change Audit

Compliance

Security Summary Catch of the Day: Trojan Hunted at a Medical Center
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Application Control more than 6,000 endpoint devices...

& <O <O
News: Netsurion Secures Top Honors for Managed
Detection and Response and Threat Hunting in 2023
Cybersecurity Excellence Awards

No data found in this widget.
Netsurion, a leading provider of Managed XDR, has been
named a winner in three categories in the 2023
Cybersecurity...

Mar 19 05:39 AM - Mar 20 05:40 AM Mar 20 05:40 AM
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The Open XDR console navigates to the Application Control Dashboard.

Dashboard 4/ Eventiackss / Apphcation Control/ Dashbosr
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3 Application Control Dashboard

Application Control sensors are installed on the endpoints and are configured on the networks that monitor
and record all system-level activities. The Dashboard displays sensor activities across all integrated devices.
The Application Control dashboard consists of three panes and displays Overview panels on the right.

The following are the three panes along with Overview panels available in the Application Control Dashboard:

Groups

e  Groups pane: The Groups pane lists all the available group details. By default, all the groups are
displayed in a row.

e  Groups Overview: The Overview pane located next to the Groups pane displays the sensor/ system
activity status of the Group that you select.

Dashboard #&/ EventTracker / Application Control / Dashboa

Total Sensors: 4

Qverview
Groups
Sensors
Search aoup v Q | @
ALERTING []
1 1Total 4
1 1Total
NON REPORTING (]

1 Total

1 Total

1 Total

1 Total

0 Total

0 Total

PageSize 25 v ¢ 1 of 1 Go || »
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Pending Analyst Review

e  Pending Analyst Review: The Pending Analyst Review displays the information of tracking processes,
file system and registry modifications like .exe and .dll, that are to be either Allowed or Denied or
Researched.

e  Pending Analyst Overview: The Overview section located next to the Pending Analyst Review pane
provides the details of the number of pending review processes.

i Overview
Pending Analyst Review:143 Search File Name v Q
143 Pending Pr

o File Found Time File Name Location Name Sensor AssetValue  Opinion Places TERMINATED °
o ® 0 minutes ago Low UNKNOWN 1
0O ® 0 minutes ago Low UNKNOWN 1

= NOT TERMINATED (i}
0o E 0 minutes ago Low UNKNOWN 1 143
O B  2minutesago Low UNKNOWN 1

DORMANT o
O B  2minutesago Low UNKNOWN 1 =
0O ® 2 minutes ago Low UNKNOWN 1
0O @ 2 minutes ago Low SAFE 1 BULK ACTION X
0o ® 2 minutes ago Low UNKNOWN 1 s Allow All [
0o ® 2 minutes ago Low UNKNOWN 1 H Deny All
0O E 4 minutes ago Low UNKNOWN 2 i
O ®  6&minutesago Low UNKNOWN 1
O B  &minutesago Low SAFE 1
0o ® 6 minutes ago Low UNKNOWN 1
0o ® 6 minutes ago Low UNKNOWN 1
0o ® 6 minutes ago Low UNKNOWN 1
0O & 6 minutes ago Low SAFE 2
0 E 6 minutes ago Low UNKNOWN 1
O @  sminutesago Low UNKNOWN 2
O ©  sminutesago Low UNKNOWN 1
O B  10minutesago Low UNKNOWN 1
(= ] 10 minutes ago Low UNKNOWN 1
0 ® 10 minutes ago Low SAFE 1
0o ® 10 minutes ago Low UNKNOWN 1
B @ 10 minutes ago Low UNKNOWN 1
0o & 12 minutes ago Low UNKNOWN 1
PageSize| 25 v| ¢« |1 of| & Go | >
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Action Taken Processes

e  Action Taken Processes pane: The Action Taken Processes pane displays the corrective action to be
taken (response) such as Allowed, Denied or Researched against the findings.

e  Action Taken Processes Overview: The Overview pane located next to the Action Taken Processes
pane shows the acknowledgment of all response/corrective actions taken.

Overview
Action Taken Processes: 1,147 Search. File Name v Q
1217 Action Taken Processes
(=] Action Taken Time File Name Location Name Sensor Asset Value Opinion Places (
— } Acknowledge All

[m] e 6 minutes ago Low SAFE 2 H =
(w] Aug 30 05:28:21 PM Serious UNKNOWN 3
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0 & Aug 30 05:06:22 PM Low UNKNOWN 2

0O ® Aug 30 05:06:22 PM Low UNKNOWN

0O @  Aug30050622PM Low UNKNOWN 1

O @  Aug30050622PM Serious UNKNOWN 1

D @ Aug 30 04:48:43 PM Low UNKNOWN 1

(m] Aug 30 04:42:22 PM Low UNKNOWN 1

(m] ® Aug 30 04:40:15 PM Low UNKNOWN 1

0O @  Aug30042832PM Serious UNKNOWN 1

0O ® Aug 30 04:02:10 PM Serious UNKNOWN 1
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0O ©  Aug30084609 AM Low UNKNOWN 2

O @  Aug30084609 AM Low UNKNOWN 2

0O @  Aug30081217AM High UNKNOWN 1
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3.1 Groups Pane

In this pane, by default all the Groups are listed in a row. You can view events and activities of the systems/
sensors through search function.

o Click the Search drop-down list and select either Group or Sensor to filter and view the status.

e Inthe Search field, type in the name of a Group or a Sensor to perform an individual search.

I [— n

Eﬁ A <
Defauit - D) 4 Total
Event

£ 1 Total
) 1 Total
RISM (111 BRI
e  Each color indicates a Group status.
: n -
115t @ 1 2Total
el
e  The status and its description are shown in the following table.
Color Status Description
This status indicates all the locations or systems where a
vellow ! ALERTING Y
new process has appeared.
Thi indi h ‘k live’ isn
o NON-REPORTING is _status indicates that a ‘keep a .|ve status is not
Gray received from the systems or locations.

e To view a specific group status, click the individual Group and it expands to display the sensors, and
the process status of the sensors.

PRISMSYS Group © 1 2ol
CONTACT NAME CONTACT PHONE CONTACT EMAIL

R 34-\ M3~Pri 1sys - Win 8.1 Process status of the
—
™= Sensors sensors
N PLD | LR30- ris sys- Win 10 o m
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e  The status and the description are shown in the following table.

Color Status Description
DORMANT Indicates the number of files detected before execution.
Orange
ﬁ TERMINATED Indicates the Terminated process by the Netsurion
Red

Application Control.

NOT TERMINATED Indicates the process that ran during the maintenance

Fountain Blue mode and is now running without disposition.

e When you click the color icons, it filters the Application Control database and displays all the events
of that status in the Pending Analyst Review pane.

For example, when you click the orange icon, the details of all the dormant processes in the Pending
Analyst Review pane will be displayed.

PRISMSYS © 1 2Total

CONTACT NAME CONTACT PHONE CONTACT EMAIL

3.1.1 Groups Overview

The Overview of sensors provides the overall visibility of sensors in Application Control deployment. It shows
the status, and its count of incidents and events (processes).

Dashboard &/ EventTracker / Application Control / Dashboa
Total Sensors: 4
Overview
Groups Semsors
search- o | Q| @ ALERTING o
1 1Total 4
1)1 Toual NON REPORTING L]
1 1Total
1 1Total
1 1Total
1 Total
0 Total
0 Total
Color Status Description

This status shows all the locations or systems where a new process has

1 LE
Yellow ALERTING appeared.

o NON-REPORTING This sta'Fus shows not received a ‘keep alive’ status from the systems
Gray or locations.
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e  ALERTING: Click Alerting, to view all the groups with Alert status in the Groups pane. It filters the
Application Control database and displays all the events of that status.

lotal Sensors: 5

Overview
Sensors
Groups ALERTING [:]
Search Gop v Q@ 5
1)1 Total INON REPORTING [i]
1 1Total
1 1Total
11 Total
11 Total

o NON-REPORTING: Click non-reporting, to view all groups with non-reporting status in the Groups
pane. It filters the Application Control database and displays all the events of that status.

Dashboard A/ EventTracker / Application Cantrol / Dashboard
Total Sensors: 5 Overview
Groups ALERTING o
Search Gop v Q @ 5
1 1Total NON REPORTING 0

3.2 Pending Analyst Pane

Pending Analyst Review pane contains information about File Found Time, File Name, Location Name, Sensor,
Asset Value, Opinion, and Places.

e  The search can be performed by File Name, Sensor Name, Hash, Location, Opinion, Product Name,
Signed By, File Path, and Parent Process Path.

e  Based on the search results, the status of the sensors will be displayed.

Pending Analyst Review:10,687
Sensor Name
Hash

] File Found Time File Name Location Name Sensor Asset Value Location

Opinion
O a minute ago dosve.dll Al 3H NOLL B R24~4 IMES 4 Low Product Name

Signed By
] a minute ago d o il A SH N 2L B 24~F IMES § Low 1aned By

File Path
[m] 2 minutes ago mod sys A H N L B R24~F IIMES 4 Low Parent Process Path
] 2 minutes ago w oc i A 3H N OLL B 24~F IMES § Low UNKNOWN 1
i 4 minutes ago ui bt i A SH N OB 24~F IMES § Low UNKNOWN 2
O 6 minutes ago A 2 b_ca2sk2eidll M H ET VA 3L 22012 3~my nil High UNKNOWN 1

e You can select either Allow, or Deny, or Research action to achieve the appropriate endpoint
policies.

e Select the required process and click the tools

Research.

© Copyright Netsurion. All Rights Reserved.
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Note

Events/ Incidents pending in the Analyst pane for 3 days without any action will be automatically
moved to Research. Action taken Events/Incidents will be moved to the Action Taken processes
pane.

Pending Analyst Review:10,688 Search. File Name viQ |l |

File Found Time File Name Location Name Sensor AssetValue  Opinion
@ 0minutes ago dosvedll ! EDN7SDAY M PLDT™ R30~Vedni day Low UNKNOWN E

[E2] 6 minutes ago NTL \ANMA .DLL + AIME SH M PLDT R24~ZNIMI H Low UNKNOWN i

O

[m]

O

O &  6minutesago drp v.dll o IME H M PLDT R24~ NIMI H Low UNKNOWN 1
O ©  7minutesago mx lav.sye o AIME H M PLDT R24~£NIMI H Low UNKNOWN 1
O &  7minutesago wet intl o AIME H M PLDT R24~£NIMI H Low UNKNOWN 1
O &  9minutesago uirit bon.d o AIMEH M PLDT R24~£NIMI H Low UNKNOWN 2
O @ 11 minutesago App Web_ 125k2eidll I ¥THI 1 E [VME 2201Z 3~n thili High UNKNOWN 1
O @ 11 minutesago App Web_ ykmigh.dil I YTHI 1 E [VME 2201 3~n thili High UNKNOWN 1
O @ 11 minutesago msj toledt 0.dil I YTHI 1 E [VME 2201Z 3~n thili High UNKNOWN 3
O & 11 minutesago Qui v.DU o AIMEH M PLDT R24~ZNIMI H Low SAFE 2
O & 12minutesago App Web_ jpuoZetdil LYTHI 1 E [VME Q201; 3=n thili High UNKNOWN 1

Allowing the process

1. If you click Allow, the Allow Process window pops-up.

File Mame: dosvedll

Signed by N/A G UNKNOWHN

Global & Select Group W

C] l: o

2. Select either Global or Select Group option to select the environment and click Allow.

= Selecting the Global option selects all the groups in the environment.

File Mame: doswc.dil

Signed by WA Opinion: UNENCWN

I Global & I slect Group ¥

Close
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= Selecting the Select Group option allows to select the required groups from the Available

Groups list.

O Allow Procs
File Mame: dosvedll
Signed by: HIA

Global &
Available Groups

Win T and Server 2008 Above
Win XP and Server 2003
Damain Centrollers
Firewall Devices
Metwork Devices
Yem'Ware

AlE

After Dark

Mitlines

Allensalty
ArmericanExpress
Arrmani

Arsenal
BangaloreCentral
Barcelona

add comments here.,

Opinicr: UNKHOWN

Select Group @

Selected Groups

l Allow I Close

Denying the process

1. If you click Deny the Deny Process window pops-up.

File Name: dosvc.dll

Signed by: N/A

Global &

© Copyright Netsurion. All Rights Reserved.
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2. Select either Global or Select Group option to deny the environment and click Deny.

= Selecting the Global option selects all the groups in the environment to deny.

File Name: dosve.dil

Signed by: N/A Opinion: UNKNOWN

1 Global & 1 Select Group 9

m CIC:E

=  Selecting the Select Group option allows to deny only the selected groups from the Available
Groups list.

@ Dery Procass

File Name: dosvec.dll

Signed by: N/A Opinion: UNKNOWN

Global & Select Group @
.f_a\illla“l?!g Groups Selected Groups
Allensolly "
AmericanExpress
Armani
Arsenal o
BangaloreCentral
Barcelona g
BeingHuman
BigBazar “
Blackberry
Blenders Pride
BrandFactory
Burberry
Carvir-ESP
Carvir-UK
Carvir-USA v

=
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Detailed View of Pending Analyst Review Pane

All the processes requiring review are displayed in the Pending Analyst Review Pane. Perform the following
to view a process detail,

e |n the Pending Analyst Review pane, go to the required process in the list and click the expand
button located before the process in the list.

Pending Analyst Review:10,688 | search.. File Mame
O File Found Time File Name Location Name Sensor Asset Value Opinion
o = 0 minutes ago dosve.dll ' EDNSDAY M PLDT R30~V edn day Low UNKNOWI
o = & minutes ago NTL ANMA DLL o AIME 3H M PLDT R24~/ NIMI H Low UNKNOWI
o = 6 minutes ago drpi av.dll o AIME H M PLDT R24~/ NIMI H Low UNKNOWI
O (&3] 7 minutes ago mrx lav.sys 4 AIME SH M PLDT R24~Z \IMI H Low UNKNOWI
(] 63} 7 minutes ago wet :Int.dll 4 AIME iH M PLDT R24~£ NIMI H Low UNKNOWI
(] [E3] 9 minutes ago uirit bon.d o dIME iH M PLDT R24~£ NIMI H Low UNKNOWI
o = 11 minutes ago App Web_ 125k2eidll | YTHI E TVME 32201z 3~n thili High UNKNOWI
| 11 minutes ago App Web_ ykmigh.dil | YTHI ) E TVME 2201z 3~n thili High UNKNOWI
o @ 11 minutes ago msj toledt 0.dIl | YTHI E TVME 22012 3~n thili High UNKNOWI
| —EE] 11 minutes ago QuI R¥.DU J AIME 3H N PLDT R24~2 NIMI H Low SAFE
O = 12 minutes ago App Web_ jpucetdll LYTHI E TVME 22012 3~n thili High UNKNOWI

e The tab expands to provide a detailed view of that particular process.

Pending Analyst Review:21,401 Searich File Name :i Q @  Overview
21,401 Pending Frocesses
O = 6 hours age dstokenclean.exe NTPL ETIVMBLRIWID-2 Low SAFE 2
TERMINATED Li]
1 Fie Nammes Detected on sersors 2
Thane, 400606
Fie Venson 10.0.17763.1 MELRZWI0- Sl
e 172.209.164 ¥ . ETTVMELR2ZW10-2 € haurs ago
Product Nama Microsoft® Windows® Operating System U
Log Time Compurnr ETTVMEBLR22019-dbug 17 062344
Sep 01 OT:5T1EAM  ETTVMELR2W10-2 o
Cormer N/A
=)
Launched by: Sep 01 OT:57:18 AM i
Daman User Naera Par 7 M svchost.exe — |
NTAUTHORITY SYSTEM Atow |[Deny] CJ) |

Observation Baran Brocess Jam CAWIndows\System3Qusvehost.exe Deny All

Process does not match the allowed
process criteria.

Parent Process Mash 23e4Tce30cf c4560aBe24b 500233050

Fie P CAWind tar 1 detekenclean s e

Hash GaTd3561bcbadledtelbefdsiTe10cal

Allow | Den
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The process in the Pending Analyst Review pane can also be allowed or denied using the following filters.

Pending Analyst Review:21,401 Search File Name :i Q @  Overview

21,401 perding Processes

‘ m] | 6hours ago dstokenclean.exe NTPL ETTVMBLRIW10-2 Low SAFE z
TERMINATED 0

Thane, 400606
File venan 10.0.17763.1 ETTVMELRZW10-2 Ehoun age

172.288.164 r

Broduct Narme Microseh® Windows® Operating System ]
Lo Time gl ETTVMBLR22019-dhug 17 062344
Sep 0107:5718 AM  ETTVMELR2W10-2 LY

Corma WA
[n-}
Launched by: Sep 0107:57:18 AM LK ACTION
Doman User Narme Panre wihame  gvehostexe
NT AUTHORITY SYSTEM atiow | [Deny ][]
Observation Baers Process S CAWiIndows\System32isvchost.exe
Process does not match the allowed (0w | [Deny ] )

process criteria,

ocess vash  23e4Tce30cl c436E0sBe24b 50023350

CAWindows'system32\dstokenclean.exe

ow || Deny JLY|
Hash 6470356 Thcba33ed6deIbefd6Te10ca0

1. Parent Process Name - Click either Allow or Deny if you require to allow or deny the process by Parent
Process name.
For example,
If the w3wp.exe process is allowed along with the parent process name and whenever w3wp.exe
process is detected with the same parent process name, it will be automatically considered as safe.

2. Parent Process Path - Click either Allow or Deny if you require to allow or deny the process by parent
process path.

3. Parent Process Hash — Every Parent Process Name includes a Parent Process Hash value.

For example,

If the w3wp.exe process was ALLOWED with a Parent Process name along with the particular Parent
Process Hash value (for example, abc) but instead, detected with a different Parent Process Hash
value (for example, xyz), then it will not be considered SAFE.

In this case, it is required to select the appropriate action (Allow or Deny) again.

= |f you require to allow the Parent Process Name with the different Parent Process Hash value,
click Allow to fetch the Parent Process Hash value.

Pending Analyst Review:12,589 Senrch.. Fide Name Ll a @ | Overview
v _ 12,589 Peraing Proceszzs
O © thous  App Webjihwiddl EventTracker  ETTVMBLR22019-4 Seicus  UNKNOWN 1 , 389 Perding Processes
age

TERMINATED

SEMSOrS 1 93

-]

1 Fie Names Date:

H
g

Fia Veron 0.0.00 ETTVMELRI2015-4 1 hours age.

B Adcress 172.28.5.47 HOT TERMINATED [i]
Proa ame -
Sep 04 10:30:54 AM ETTVMELR22019-4 Sigred By
Cont Couren Sgrad By NiA DORMANT [
B speeon
Lounched by: FaMocted Tme  Sep 04 10:30:54 AM BULK ACTION

Doman User Mama sent Process tame winpaee Allaw All
NTAUTHORITY  NETWORK SERVICE [F=Te= ) Allow A

Pracess loaded a binary that does nat Allgw || Dery L_I
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®= |nthe Add rule window, specify the appropriate details, and click Add to include the Hash to the
process.

[ Allow child process

Global & Select Group @

Close

= |f the user removes the Parent Process Hash value, process with the same name is considered
safe.

4. File path - Click either Allow or Deny if you require to allow or deny the process by file path.

5. Hash - Click either Allow or Deny if you require to allow or deny the process by hash. Click Research if
you require to analyze the particular Hash.

@] = 1 hours ago NTC7.exe EventTracker ETTVMBLR22019-1 Serious UNSAFE 1
1 File Names Detected on sensors 1
Gurgaon, 122002 File Version 0.7
IP Address 1722894 ETTVMBLR22019-1 1 haurs ago
Praduct Name SLEEP
Log Time Computer L_'—J
Feb 0108:10:56 PM  ETTVMBLR22019-1 Signed 8y
Contact
Counter Signed By N/A
1=}
Signed On
Launched by:
File Modified Time Feb 01 08:10:56 PM
Domain User Name
NTPL praTh\kg Parent Process Name EXD‘UTET.GXE
W
Observation
Process does not match the allowed process Parent Process Path CA\Windows\explorer.exe
aei, (5] (oeny 1
Parent Process Hash cbcd12bf63e9b9h4478e6f975e7c293d
File Path C:\Users\prathik.g\Desktop\NTC7 .exe

() o) 3

Hash 2fc019e71a9817296430bd24ce360ah2 ]

Hash Opinion Opinien Reference Opinion Ratio Risk Threshald
UNSAFE Netsurion Threat Center 2/39 2
Opinion Link

Threat Engine: |1BM XFE Team Cymru

Threat Center Feed

© Copyright Netsurion. All Rights Reserved. 19
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= Hash Opinion - The Netsurion Threat Center provides opinion for Hash, that is, whenever a
process is detected, the corresponding Hash lookup will first take place from the Netsurion
Threat Centre.

=  Opinion Reference: Displays the name of the service provider that performed the hash lookup,
such as Netsurion Threat Center or any other service provider like Virus Total, and more.

Note:

The Netsurion Threat Center Platform is an alternate Hash reputation provider that determines
the badness/reputation of the Hash. It accumulates a series of different threat feeds, gathers
information about the Hash details, scans the detected Hash value with multiple other Hash
details to find the security threats.

= Opinion Ratio: The number of feeds that have flagged the hash as unsafe is provided by Opinion
Ratio.

=  Risk Threshold: The limit value that, when met or exceeded, is regarded as unsafe.

The Netsurion Threat Center provides the following Opinions.

If the Hash is found unsafe in the Netsurion Threat Center, then the Hash opinion
is provided as UNSAFE.

ours ago exe ventTracker - erious
O B 1 NTCZ, EventTrack ETTVMBLR22019-1 S UNSAFE 1
1 File Names Detected on sensors 1
Gurgaon, 122002 — 07
1P Address 1722894 ETTVMBLR22019-1 1hours ago
Product Name SLEEP O
Log Time Computer =
Feb 0108:10:56 PM  ETTVMBLR22019-1 Signedy
Contact
Counter Signed By N/A
(=}
Signed On
Launched by: -
File Modified Time Feb 01.08:10:56 PM
Hash 0pinion Domain User Name }
NTPL prathik.g Parent Process Name explorer.exe
0
UNSAFE Observation
Process does not match the allowed process Parent Process Path C\Windows\explorer.exe
iy (o] (o)
Parent Process Hash €6cd12bf63e9b9b4478e6f975e7c293d
File Path CAUsers\prathik g\Desktop\NTC7.exe
o
Hash 21019671298 17a96430bl24ce360ab2 0
Hash Opinion Qpinion Reference Opinion Ratio Risk Threshold
UNSAFE Netsurion Threat Center 2/39 2
‘Opinion Link Threat Engine: 1BM XFE Team Cymru
Threat Center Feed

Hash Opinion The Hash opinion is specified as UNKNOWN if the Hash is not available in the
UNKNOWN Netsurion Threat Center, is neither found to be UNSAFE nor below the Threshold
value, and a lookup from Virus Total is not possible.
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O E  aminuteago NTC18.exe EventTracker ETTVMBLR22019-1 Serious UNKNOWN 1 :
1 File Names Detected on senscrs 1
Gurgaon, 122002 File Version 18
P Address 1722804 ETTVMBLR22019-1 aminute ago
Product Name SLEEPIA O
Log Time Computer =
Feb0106:07:50PM  ETTVMBLR22019-1 Signed gy
Contact
Counter Signed By N/A
11}
Signed On
Launched by:
File Modified Time Feb 01 06:07:50 PM
Domain User Name
NTPL prathikg Parent Process Name explorer.exe
Observation
Process does not match the allowed process Parent Process Path C:\Windows\explorer.exe
criteria.
Parent Process Hash «c6cd 12bf63e9b9b4478e6f375e7c293d
File Path Ci\Users\prathik g\Desktop\NTC18.exe

Hash baccAcbedff0173d0fafda27d09680a 0

Opinion Reference Opirion Ratio Rick Threshold Opinion Link
Netsurion Threat Center 0/0 1

IBM XFE Team Cymru

=  Opinion Link: In the Opinion Link, click the Threat Center Feed button to see the feed source

details.
m] B 1 hours ago NTC7.exe EventTracker ETTVMBLR22019-1 Serious UNSAFE 1 H
1 File Names Detected on sensors 1
Gurgaon, 122002 File Version 07
IP Address 172.289.4 ETTYMBLR22019-1 1 hours ago
Product Name SLeeP O
Log Time Computer =
Feb 0108:10:56 PM  ETTVMBLR22019-1 Signed gy
Contact
Counter Signed By N/A
mm
Signed On
Launched by:
File Modified Time Feb 01 08:10:56 PM
Domain User Name
NTPL prathikg Parent Process Name explorer.exe

QObservation

Process does not match the allowed process Parent Process Path CA\Windows\explorer.exe

criteria.
Parent Process Hash cbed12bfo3e9b9b4478e6f975e7¢293d
File Path C:\Users\prathik.g\Desktop\NTC7.exe

Hash 2fc019e71a9817a96430bd24ce360ab2 ]

Hash Opinion Opinion Reference Opinion Ratic Risk Threshold
UNSAFE Netsurion Threat Center 2/39 2

Opinion Link Threat Engine: |BM XFE Team Cymmu

Threat Center Feed

Threat Center Feed Source Details

© Threat Center Feed

Hash Events

Hash Unsafe Events

Close
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=  Threat Engine: Click the respective Threat Engine Lookup Service provider hyperlink to look for
more information on the Hash.

] S 1 hours ago NTCT.exe EventTracker ETTVMBLR22019-1 Serious UNSAFE 1
1 File Names Detected on sensors 1
Gurgaon, 122002 File version 07
1P Address 172.289.4 ETTVMBLR22019-1 1 hours ago
Product Name SLEEP O
Log Time Computer =
Feb 0108:10:56 PM  ETTVMBLR22019-1 Signed By
Contact
Counter Signed By N/A
1=}
Signed an
Launched by: N
File Modified Time Feb 01 08:10:56 PM
Domain User Name
NTPL prathik.g Parent Process Name explorer.exe
Observation
Process does not match the allowed process Parent Process Path C\Windows\explorer.exe
criteria.
Parent Process Hash cbed 12bfe3e9bIb4478e6f975e7c293d
File Path C\Users\prathik.g\Desktop\NTC7.exe

Hash 2fc019e71a9817a96430bd24ce360ab2 O

Hash Cpinion Opinion Reference Opinion Ratio Risk Threshold
UNSAFE Netsurion Threat Center 2/39 2
Opinion Link

IThreat Engine: |BM XFE Team Cymgl

Threat Center Feed

When the respective Hash is not found in the Netsurion Threat Center then the lookup will happen
from Virus Total which provides the following Opinions.

Hash found unsafe from Virus Total.

I O ©  25minutesago  Vaccine3.exe EventTracker ETTVMBLR22019-1 Serious UNSAFE 1
1 File Names Detected on sensors 1

Gurgaon, 122002 p—— 06
1P Address 1722894 ETTVMBLR22019-1 25 minutes ago

Product Name SLPOT
Log Time Computer DJ
Feb 0106:19:51 PM  ETTVMBLR22019-1 Signed By
Contact

Counter Signed By N/A

(-]

Signed On
Launched by: )

File Modified Time Feb 010611951 PM
Domain User Name
NS5 PGS Parent Process Name explorerexe

HaSh Observation
o pi nion Process does not match the allowed process || | Porent Process Path C\Windows\explorer.exe
aiteria,
UNSAFE Parent Process Hash f070bScf25febbYa88a168efd87cs112

File Path CAUsers\prathik.¢\Desktop\Vaccine3.exe

Hash b15631567dd192212717d0b300c27d2b 0O

Hash Opinion Opinion Referenc: Opinion Ratio

UNSAFE sTotal 42/56

Opinion Link

hittps:/Awww.virustotal.com/gui/file/4fab9dfe6ib0b a7 117d 1e3e705106252¢ 18d7d33fd6bci61

8cbdbS6e611c/detection/f-

4fab0dfe6ibE0baT 17 1e36T05106252¢18d7d33fd6b7cf618cbdbS6e611¢-1475535283

Threat Engine: 1M XFE Team Cymru

Opinion
SAFE
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o B 14 minutes ago NETA.EXE EventTracker ETTVMBLR22019-1 Serious SAFE 1 H
1 File Names Detected on sensors 1
Gurgaon, 122002
1 asaress raomas | EvesoD 10.0.17763.1 ETTVMELR22019-1 14 minutes ago
Proguct Name Microsoft® Windows ® Operating System (]}
Log Time Computer
Feb 20 12:55:47 PM ETTVMBLR22019-1 Signea gy
Contact Counter Signed By N/A
E Signed On
Launched by: File Modifid Time Feb 20 12:5547 PM
Domain User Name Parent Process Name netexe
NT AUTHORITY SYSTEM
Observation Parent Process Path CAWindows\SysWOW64\net.exe

Process does not match the allowed process
criteria,

Parent Process Hash cb07442a7ach8b8a060fcce32597392c

File Path CAWindows\SysWOW64\net 1.exe

Hash 28124d101ca79fd93r3b7ca8decdacO ]

SAFE VirusTotal 0/69
hitps:/fwwwairustotal.com/quiffile/383ecc! f1 cFf88dcF12da2cdab:
70/detecti f1cff88dcf 0-
Threat Engine: 1BM XFE Team Cymru
Hash found unknown from Virus Total.
[|] a minute ago NTC17 exe EventTracker ETTVMBLR22019-1 Serious UNKNOWN 1 H
1 File Names Detected on sensors 1
Gurgaon, 122002 File Version 17
1P Address 1722894 ETTVMBLR22019-1 aminute ago
Product Name SLEEPIA |
Log Time Computer
Feb 0104:46:58 PM  ETTVMBLR22019-1 Signedey
Contact
‘Counter Signed By N/A
n-}
Signed On
Launched by:
File Modified Time Feb 01 04:46:58 PM

Hash Domain User Name

NTPL prathikg Parent Process Name explorerexe

Opinlon Observation
U N K N OWN Process does not match the allowed process Parent Process Path C:\Windowshexplorer.exe
criteria.

Parent Process Hash «c6ed 12bf63e3b3b4478e6975e7c293d

File Path CAUsers\prathik.g\Desktop\NTCT7.exe

Hash d7e188f16biBb66H4238a120301b2 ]

IHash Opinion Opinion Reference ] Opinion Ratio Opinion Link
UNKNOWN VirusTotal

Threat Engine: |BM XFE Team Cymru

0/0 www.virustotal.com
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3.2.1 Pending Analyst Overview

The Overview panel provides the overall visibility of processes in Application Control deployment that are
Terminated, Non-terminated, and Dormant.

Pending Analyst Review:840 e Name

e  The status and the description are shown in the following table.

Color Status Description

Indicates the Terminated process by the Netsurion

TERMINATED
Red ﬂ Application Control.

Indicates the process that ran during the

Blue
NOT - TERMINATED = maintenance mode and is now running without
disposition.
Indicates th ber of files detected bef
0 DORMANT ndicates the number of files detected before
range execution.

e  TERMINATE: Click the TERMINATE tab, to view all the terminated processes in the Analyst Review
pane. It filters the Application Control database and displays all the events of that status.

Pending Analyst Review: 0 e v | Q| @
TS S
m—— FOTE—— [ o
IR T
o
BULK ACTIO
Action Taken Processes: 0 FiaMams ) | @ |

e  NOT TERMINATED: Click the NON-TERMINATED tab, to view all the non-terminated processes in the
Analyst Review pane. It filters the Application Control database and displays all the events of that
status.

b

OO0O0O0Oo0oooaoan
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e  DORMANT: Click the DORMANT tab, to view all the dormant processes in the Analyst Review pane. It
filters the Application Control database and displays all the events of that status.
2D
BULK ACTION
[ ]

In the Bulk Action, click either Allow All or Deny All button to allow or deny all the processes.

N Ta

m

LILR AL T

e To select the individual process, click the check box as shown in the following figure.

In the Bulk Action, click Allow Selected to allow or click Deny selected to deny the selected process.

saFE
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3.3 Action Taken Processes Pane

This pane displays all the processes for which the necessary actions were taken.

Netsurion.

Perform the search by File Name, Sensor Name, Hash, Location, Opinion, Product Name, Signed By, File
Path, Parent Process Path, Parent Process Name, and Parent Process Hash.

Overvi
Action Taken Processes: 3,888 File Name ‘v Q| Q
;
O Action Taken Time  File Name Location Name  Sensor A Sensor Name ke
O 21 hours ago MSSPH.DLL CHETHAN NTPLDTBLR30~Chethan i] Hash ] | Acknowledge Al
Location
O 21 hours ago ShellCommonCommonProxyStub.dil  CHETHAN NTPLDTBLR30~Chethan L ]
Opinion
O 21 hours ago NOTEPAD.EXE MONDAY R1S3VM2~MONDAY H bradactitins ]
O 22 hours ago inputswitch.dll NTPL NTPLOTBLRS! L| Signed By |
File Pat
O 22 hours ago schtasks.exe ANIMESH NTPLOTBLR24.ntpllocal~ANiMesH | 1 File Path )
Parent Process Path
O Aug 22 06:32 dinput8.dil CHETHAN NTPLDTBLR30~Chethan L |
Parent Process Name
O CRYPTULDLL CHETHAN NTPLDTBLR30~Chethan 1] BorentProcesstissh ]
O WS2HELP.DLL CHETHAN NTPLDTBLR30~Chethan e T T
O AM  comres.dil CHETHAN NTPLDTBLR30~Chethan Low SAFE 1
O DEFRAG.EXE EventTracker  ETTVMBLR22019-4 Serious SAFE 1
O Aug 22 04:23:44 AM  defragsve.dll EventTracker  ETTVMBLR22019-4 Serious SAFE 1

Click the expand button to expand the tab and view the File Names and the corrective action

taken.

Action Taken Processes: 1 Flehame ~ | @ | @
Action Taken Time File Name Location Name Sensor Asset Value Opinion Places
I D Apr 03 04:07:34 PM Widap32.dll Default R153-WM3 Low SAFE 1
Action Taken Time File Name Location Name Sensor Asset Value Opinion Places
| D Apr 03 04:07:34 PM Widap32.dil Default R155-VM3 Low SAFE 1
1 FILE NAMES Det 1
10.0.171341 155-WMg 18 Min ago

Microsoft® Windows® Operating System

, 560049
1P ADDRESS 17228953 | SIGNED® g Acknontedge [EEY Deny [ Research |
LOGTIME /A

Apr 03 04:07:34 PM

CONTACT

Apr 03 0407:34 PM

Chwindows\System32yWidap32.dil

Launched by:
svchost.exe
DOMAIN

NT AUTHORITY

ChWindows\System32\svchost.exe

MD5 CHECKSUM

5da293fe9bbabdefsb3874a137badecd

HASH CPINICN
SAFE

OPINION REFERENCE
VirusTotal

VIRUSTCT,

065

TAL LINE

261 afbod 260d24:

d974ac5ddi18ebd660460 13dc6172

Threat Engine: 1BM XFE MalcOde Team Cymru

2. Click Deny or Research in the Action Taken processes window to deny or to further investigate.
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3. Click View Now to display Action taken history of the user and the provided comments.

Action Taken

U Time File Name
@] Dec 20 05:01:05  firefox.exe
PM
N/A, O
P Address 172.289.5
Log Time Computer

Dec 20 05:01:05 PM

Contact

Launched by:

Domain User Name
NTPL prathik.g

Time Action Taken Group(s) User Comments

Mar 13 06:20:24 PM s ktim p

3.3.1 Action Taken Processes Overview
The Overview panel provides the overall visibility of Action Taken Process.

e Click Acknowledge All, to acknowledge all the processes in the Action Taken Process tab.

Lhverview

Acknowledge All
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our XDR platform with your existing
security investments and technology stack, easily scaling to fit your business needs. Netsurion's managed offering
includes our 24x7 SOC that operates as your trusted cybersecurity partner, working closely with your IT team to
strengthen your cybersecurity posture. Our solution delivers Managed Threat Protection so you can confidently
focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is a leader in
Managed Detection and Response (MDR) and a Top 25 Global MSSP. Learn more at www.netsurion.com.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

Direct Enterprise SOC@Netsurion.com 1(877) 333-1433 Option 1, Option 1
MSP Enterprise SOC-MSP@Netsurion.com 1(877) 333-1433 Option 1, Option 2
Essentials Essentials-Support@Netsurion.com 1(877) 333-1433 Option 1, Option 3
Self-Serve EventTracker-Support@Netsurion.com 1 (877) 333-1433 Option 1, Option 4

https://www.netsurion.com/eventtracker-support
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