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Device ID/Name and Device Type extraction

This document provides details about enhancements related to syslog receiver in terms of extracting the
device id/name from the event descirption and assigning the device type.

This guide is intended for use by all the EventTracker users responsible for investigating and managing
network security. This guide assumes that you have EventTracker access and understanding of the
networking technology.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Device ID/Name extraction

EventTracker supports regular expressions for extracting the device ID/Name from syslog device.

An enhancement is provided for extracting the device id/name from syslog device messages. It can
extract multiple device ids or device names which are reporting to the same VCP by using
single/multiple regular expressions.

1. Login to the EventTracker web console. Navigate to Admin ->Manager.
2. Click on syslog/Virtual Collection Point tab. You can view the gear icon for each VCP port.

Manager A& / Admin / Manager
Configuration syslog / Virtual Collection Paint Direct Log Archiver Agent Settings Ema Elasticsearch
syslog
Enable syslog receiver [ | Do not resolve sender’s IP address to host name Total available: Unlimited

Port number Description Cache path Purge frequency (days) Archive path 2

514 All Syslog Systems (UDP) Ci\Program Files (x&6)\Prism Microsystems'\EventTracker\Cache a CA\Program Files (x86)\Prism Microsystems\EventTracke\Archives E

515 Ci\Program Files (x&6)\Prism Microsystems'\EventTracker\Cache a C\Program Files (x86)\Prism Microsystems\EventTracke\Archives Q

516 Ci\Program Files (x&6)\Prism Microsystems'EventTracker\Cache a Ch\Program Files (x86)\Prism Microsystems\EventTracker\Archives Q

517 Ci\Program Files (x&6)\Prism Microsystems\EventTracker\Cache a C\Program Files (x86)\Prism Microsystems\EventTracker\Archives Q

Remove

Figure 1

3. To extract device id/name, click the gear icon.
4. Click Extract device id. ‘Extract device Id from syslog devices’ dialog box opens.

Manager .3 ] Manager
syslog
(A Enabie sysiog recemer ] Do not resoive sender s IP address to host name Total available: Uniimited
PN
Portnumber  Dewcription Cache path Purge frequency (days)  Archive path
514 All $y1900 Systems (UDR Program Files (6] \Prism Microsystems' EventrackenCache Program Fikes (XB6]\Prisem Microsystems Eventiacker Arenf 1 o

515 ket Cache ¢ C\Program Fibes (x86}\Pri

C/\Program Files (x86]\Prism Microsystems\EventTracker\ Cache 0 C:\Program Fikes (x86]\Prism Microsyst

Figure 2
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5. Provide the Regular expression and a Token name and check the Active option.
Note: The token name must be same as Named Capture Group.
Example 1: For this regular expression,
Xdevid=(?P<Computer>[\w\-]+).*

The token name is “Computer”.

Extract device id from syslog devices

Port number: 514
Note: Adding multiple Regular Expression for extracting device id or name may cause the EventTracker Receiver performance degradation.

Regular expression Token name VCP port Active

Delete

Regular expression (1)

Sdevid=(?P<Computer> [wh-]+).”

Token name (D)

| Activ ore syslog mess regular
Computer Active Ignore syslog message if regular

expression doss not match

Add Clear Close

Figure 3

Example 2: For this regular expression,

X*dhost=(?P<computer>["\s]+).*?cs\d +=(?P <MSPName > [\w\s] +)\scs\d+Label=MSPName.*?cs\d+=(

?P<Tenant>.*?)cs\d+Label=TenantName.*

Extract device id from syslog devices

Port number: 514 ~
Mote: Adding multiple regular expression for extracting device id or name may cause the EventTracker receiver performance degradation
Regular expression Token name Active
#dhost=(7P<computers [4s]=).*Tcshd+ =[P« MSPMames>[... computer~hSPMName-Tenant

Delete

Regular expression (1)

Token name @
[ active [] lgnore syslog message if regular

expression does not match
[ . [ Clase ~

Figure 4
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The token name is “computer*MSPName-Tenant.

Note: The computer name and group name should be separated by ~ (tilda) and multiple tokens in
computer/group name should be separated by - (hyphen) characters.

Example: “Computer~MspName-TenantName"

6. Click Add. Regular expression and the token name are added as shown in below figure.

Extract device id from syslog devices

Port number: 514
Note: Adding multiple Regular Expression for extracting device id ar name may cause the EventTracker Receiver performance degradation.

Regular expression Token name VCP port Active

Sdevid=(?P<Computer>[wi-]+).* Computer 514 Ed

Delete

Regular expression (L)

Token name (1)

Active Ignore syslog message if regular
expression does not match

Add Clear Close

Figure 5

7. Click Save in the manager page.

You can configure multiple regular expressions for a single/multiple VCP ports.
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Extract device id from syslog devices

ultiple Regular Expression for extracting device id or name may cause the EventTracker Receiver performance degradation,

Regular expression Token name

VCP port Active
~devid =(FP<Computers[\w]+)." Computer 514 o
"devname=(TP<System > [uw-]+)." System 514 v
“logid=(?P<Computers [uw]+)" Computer 514 v
Delete
Regular expression (O]

Tokan name @

Active

Figure 6

In case the device id could not be extracted from multiple regular expressions, you can select the

checkbox “Ignore syslog message if regular expression does not match”, which will ignore the events.
You will not see the device id/name entry in the “System Manager’ module.

Extract device id from syslog devices
Port number: 514
Note: Adding multiple Regular Expression for extracting device id or name may cause the EventTracker Receiver performance degradation.
Regular expression Token name VCP port Active
Fdevid=(?P<System > [iwd-]+).* System 514 L4
Celete
Regular expression (D)
Fdevid=(?P=System > [\wi-]+).*
A
Token name @
| Activ rd ore sy's s if re; g
System Active Ignore sy log message if regular
expression does not match
Clear Close

Figure 7

NOTE: Enabling “Ignore syslog message if regular expression does not match” will consider all the regular
expressions configured for that given VCP port.
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2. Device type extraction and assighment

The EventTracker application will extract the device type as per the regular expression provided and will
assign it to the extracted system or reporting system.

An enhancement is provided for device type assignment to the extracted device names or reporting
system. It can extract the device type as per the regular expression provided and will assign it to the
extracted system or reporting system which are reporting to the VCP port.

1. Login to the EventTracker web console. Navigate to Admin -> Manager.
2. Click syslog/Virtual Collection Point tab. You can view the gear icon for each VCP port.

Manager LR h
syslog / Virtual Collection Point | Direct tSetting 3 Elas
syslog
@ Enable syslog D ! < IP address to host name Total available: Unlimited
Port number Cache path Purge frequency (days) Archive path
514 CAProgram Files (x86)\Prism Microsystems\EventTracker\Cache 0 CAProgram Files (x86)\Prism Microsystems\EventTracker\Archives E
515 Custom syslog port CiAPragram Files (x86)\Prism Microsystems\EventTracker\Cache 1 Ci\Pragram Files (+86)\Prism Microsystems\EventTracker\Archives o3

Figure 8

3. Click Assign device type. ‘Assign device type for syslog devices’ dialog box opens.

Manager A/ Ad Manager
yel ual Colle
syslog
[ €navie systog receiver [] Do not resolve sender’s IP address to host name Total available: Unlimited
~
Port number Description Cache path Purge frequency (days)  Archive path
514 All Systog Systems (UDF} Co\Program Files (x36]\Prism Microsystems\EventTracken Cache C:\Program Files (x86]\Prisem Microsystems\EventTracker\Archflles 3
C:\Program Files (x36]\Prism Microsystems\EventTracken Cache C:\Program Files (x86]\Prism Microsystems\EventTracker\Arch b
C\Program Files [x m Microsystems\EventTracker\Cache C\Program Files (xB6]\Prism M <\EventTracker\Archives e
517 C:\Program Files (x m Microsystems\EventTracker\Cache C:\Program Files (x86]\Prism Micro 5\EventTracker\Archives o
v

Figure 9

4. Provide the regular expression and select the device type from the drop-down box, check the Active
option.
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Example:.*dhost=(?P<computer>[*\s]+).*?cs\d+=(?P<MSPName> [\w\s] +)\scs\d + Label=MSPName.*?cs\d
+=(?P<Tenant>.*?)cs\d+Label=TenantName.*

Assign device type for syslog devices

Fort number: 514

il E52

Duevice rpe Acttive

| *dihott (TP computers[4 6] <) Teshd = m (PP MSPHame= | Deep Instinct I

Dedete
Reguiar expression (L)

Diewice bype

Select device type D ] Active

n Clear Clete

Figure 10

5. Click Add. Regular expression and the token name are added as shown in above figure.
6. Click Save in the manager page.

Once the device id and device types are extracted, they will be displayed in the system manager module.

Systems # / Admin / Systems
0 0 5 eiged I 3 53-Bes I
Men Reporting Systems. Reguest Status Managed vs Unmanaged EventTracker Sensor Version
Symmm ncs reporsng nce the lan 24 houn ‘o028 ol varics pamace recma Marages/Unmunages e courn eryion by court
n Systems
Request Status | Mon Reporting Systems || Search Computers | SystemReport | Auto Discover | Sourcetype | O
Al Domain Computers @ | wanagea: 5
Page size Sort by column;
Q 2 ~] | computer -
< 1 AN o |
Computes Type Port EventTrackes vession Change audit version Asset vabue
ETTVMBLR22016-2 206 14505 9.3-BuildS 9.3 - Buila 5 Serious o
ETTVMBLRZ2016-2-DLA 2016 14505 Serious f=d
NTPLDTELR35 -Local Win 10 14505 0.3-Builds - Low ko
NTPLDTBLRIS~Local DLA Win 10 14505 Low e
I-.wu.ssmrs!:m_:mnrm.n.kn.m Group 1-syilog Deep Instint 514 5.3 -Build § Low [+ |

Figure 11
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