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Endpoint Detection and Response (EDR)

This document gives a brief overview of what Endpoint Detection and Response (EDR) is, what are the uses of
Endpoint Detection and Response and why you should use it in the EventTracker version 9.x.

EDR is an advanced technology of IT/network security to address the need for detection and prevention of
attacks through endpoints in the network.

EventTracker EDR platform is an integrated security solution providing an additional layer of security and
visibility for your enterprise across your IT network.

EventTracker’s EDR capabilities mainly include:

e Endpoint data collection
e Detection of anomalies
e Alerts

e Datarecording

e Response

This guide is for all EventTracker users responsible for investigating and managing network security. This
guide assumes that you have the knowledge of your entire enterprise networking.

EventTracker v9.x users who want to know about the Endpoint Detection and Response.
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The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2021 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Endpoint Detection and Response

Endpoints serve as gateways to an enterprise network and create points of entry which can be used for
malicious attack. Therefore, it is crucial to secure endpoints and this can be done efficiently using Endpoint
security software like EventTracker EDR.

EDR tool is an adaptive, superior and thorough technology of protecting the endpoints in your network.
Endpoint Detection and Response Solutions are exclusively designed for monitoring and responding to the
Advanced Internet Threats.

The EDRs is installed as agents or sensors for the endpoints, from where security data are collected and sent
to a centralized location for further analysis.

EDR solutions help in analyzing and identifying the patterns and detecting malware, which can be notified as
alerts for remedial actions or any investigation.

2. Uses of EDR

To safeguard the network/ Endpoints in your network, you must use Endpoint Detection and Response tool
as an advanced security solution.

You should install Endpoint Detection and Response for the following reasons:

e To check if the adversaries have already installed malware and moved laterally in the networks.
e To detect risky behavior on the network.

e To have complete visibility across the network and endpoints 24/7.

e To access any damages from the malware on the business.

e To check if the legacy devices are putting the network at risk.

e To protect the network from vulnerabilities before patching occurs.

e To reduce false positives using threat intelligence and to prioritize finite resources.

e Toidentify and investigate the advanced threat.

3. EDR vs Anti-virus

EDR solutions have many advantages which are not offered by traditional antivirus software. EDR provides
next level of protection over antivirus.

An EDR security solution is centrally managed and remotely controlled security operations. EDR has a wider
range of advanced features and automated tools to protect against different types of security attacks. It
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covers your entire network. Antivirus provides just one aspect of endpoint
protection platforms. Antivirus covers a single endpoint and only detects and blocks malicious files.

Protects complete networks and all their endpoints. | Protects individual devices: Security solution for

Security solution for the entire organization. each workstation.
Threat identification and protection: Includes Threat identification: Detects different types of
endpoint protection capabilities such as anti- malware including viruses.

malware, firewalls

Dashboards, reports and alert warnings to help Alerts
continuous monitoring.

Incident investigations and Response. Scheduled scans

Identifies and blocks lateral movement across
networks.
It provides post-breach visibility.

4. Introducing EDR in EventTracker v9.x

EventTracker v9.x has integrated EDR into its platform and these works together in strengthening your network
security. EDR was introduced in EventTracker to solve post-breach visibility problems and prevention.

Over the period it was observed that the attackers were targeting the endpoints, which the traditional antivirus
was not capable of detecting. So, to protect the endpoints in the network the Endpoint Detection and Response
was introduced.

Endpoint Detection and Response services include the following:

e Application safe listing

e Forensic data gathering

e Host system visibility

e Threat intelligence sharing
e Low resource consumption

e Rich management console
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5. Accessing the EDR from EventTracker

1. Once you log into the EventTracker console with the username and password, Home page opens.

EventTracker:

LIl Home
Q
L3
indicators of Compromise Potentisl Insider Threats
V30 acsainen Maw MG O ST s Ceaed prrmed 0 adrer sy eumie
Artacker News
G Cateh of the Day: EDR catchas 3t MSP's Healthcare Customer
The Netwark: & Manages Service Provider (MSP) matalied EvertTracker Essentals wis EDR 1o
f::' Netsunce Fist 1o Deliver Both DR and SIEM Technologies as & Single Managed Security
. Service
Netiunco, 8 leacdag provider of MAsS0ed Detwork CONRSITVY SECurty. 300 COMPARCE S0Rt0NS
] $00uy areirerried
1 )\ SiEMpocalypse?
D9 156 know Bat MCrossh 15 3 secusty vandsr? No, £'s s 96 paars. The company was hammeesd
by

v Tip of the Day

Figure 1

2. On the left Ribbon, click the Dashboard m icon in the upper left corner and select EDR from the

dropdown menu.

At Admin—

4 / Dashboard / Home

(0]

My Dashboard
Threats
oo Indicators of Compromise. Potential Insider Threats Non Reporting Systems

USB activties, New sarvices ar software install Users created, pramated ta admin, affinity, excessive login. Systems nat reporting since the last 24 hours

Miachine Leaming
- News

Change Audit
m Catch of the Day: EDR catches Emotet at MSP's Healthcare Customer

Compliance:
o The Network: A Managed Service Provider (MSP) installed EvenfTracker Essentials with EDR to...
S ‘ﬂ Netsurion First to Deliver Both EDR and SIEM Technologies as a Single Managed Security Service
EDR Netsurion, a leading provider of managed network connectivity, security, and compliance solutions, today
announced.
S\ SIEMpocalypse?
Did you know that Microsoftis a security vendor? No, it's frue. For years, the company was hammered by

) Tip of the Day
Do you knowi that from the search resull in Elastic Logsearch, only the top 10,000 records can be exported.

@ Critical @ Serious High
Apr 03 01:01 PM

G- Unknown Process G- Targets ee -

Incident Trend
AssetValue

IPAddress System Name

Figure 2

EventTracker EDR Dashboard opens (Figure 3).
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6. Dashboard

EDR sensors are installed on endpoints and configured to networks. These sensors monitor and record all
system-level activities. The Dashboard displays sensor activities across all integrated devices.

The EventTracker EDR dashboard consists of three panes and Overview panels on the right.
The three panes are the following:

e Groups pane: In the Groups pane, by default, all the groups will be displayed in a row.

e Pending Analyst Review pane: This pane consists information of tracking processes, file system and
registry modifications like .exe and .dll, that are to be Allowed or Denied or to be Researched.

e Action Taken Processes pane: This pane displays the corrective action taken (response) such as
Allowed, Denied or Researched against the findings.

The three Overview panels are the following:

e The Overview panel in the Group pane: Shows the sensors/system activity status of the Group that
you select.

e The Overview panel in the Pending Analyst pane: Shows the number of processes that are pending
for review.

e The Overview panel in the Action Taken Processes pane: Shows the acknowledgment of all
response/corrective actions taken.

Netsurion.  EventTracker




Endpoint Detection and Response (EDR)
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Figure 4

In this pane, you will see all the Groups listed in a row, by default.

You can view events and activities of the systems/sensors through search function. The Search box lets
you to choose Group or Sensor for viewing the status.
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You can type in the name of a Group or a sensor manually in the search box to perform an individual

search.
& = =

Detault ) 4 Total
EventTracker ) 1 Total
NTPL € 1 Total
RIS [ 1 11 RRCE

Figure 5

e Each colorindicates a Group status.
Groups Sensors
aop v | Q@ ALERTING ]
2 1

PlIS! 5YS @ 1 2Total
Evani cacl o = Groups Status sl 1 1Total NON REPORTING [i]
WD ESC WY 1 1Total

Figure 6

e The status and the description are shown in the following table.

Description ‘

Yellow ALERTING This status shows all the locations or
systems where a new process has
appeared.

G .o. NON-REPORTING This status shows that we have not

ray

received a ‘keep alive’ status from there
systems or locations.

e C(lick on the individual Group and it expands to display the sensors, and the process status of the

sensors.
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PRISMSYS Group € 1 2Total
CONTACT NAME ~ CONTACTPHONE ~ CONTACT EMAIL
R 34-\VM3~Pri 1sys - Win 8.1
Process status of the
j— Cansors sensors
N PLD | LR30- ris sys- Win 10 (oL o] nr]
Figure 7

e The status and the description are shown in the following table.

Description ‘

DORMANT Indicates the number of files detected

Orange before execution.
a TERMINATED Indicates the Terminated process by the

Red EventTracker EDR.
Fountain Blue @ NOT TERMINATED Indicates the process that ran during the

maintenance mode and is now running
without disposition.

When you click on the color icons, it filters the EDR database and displays all the events of that status in
the Pending Analyst Review pane.

For example: When you click on the orange color icon, you will see all the details of the dormant
processes in the Pending Analyst Review pane.

PRISMSYS © 1 2Total
CONTACT NAME ~ CONTACTPHONE  CONTACT EMAIL
RID4=VIVIZ~FTISIISYS = ¥V O | o
TOLDTOLNIDY Pozmon i T o m
Figure 8

The Overview of sensors provides the overall visibility of sensors in EDR deployment. It shows the status
and count of incidents and events (processes).
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Figure 9
Description ‘
vellow ALERTING This status shows all the locations or
systems where a new process has
appeared.
G o NON-REPORTING This status shows that we have not
ray

received a ‘keep alive’ status from there
systems or locations.

e ALERTING: When you click on the Alerting tab, you will see all the groups with Alert status listed in the
Groups pane. It filters the EDR database and displays all the events of that status.

Figure 10

e NON-REPORTING: When you click on the non-reporting tab, you will see all groups with non- reporting
status listed in the Groups pane. It filters the EDR database and displays all the events of that status.
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Figure 11

Pending Analyst Review pane consists of information about File Found Time, File Name, Location Name,
Sensor, Asset Value, Opinion, and Places.

There are multiple ways to perform search from the list in the search box. The search can be done by File
Name, Sensor Name, Hash, Location, Opinion, Product Name, Signed By, File Path, Parent Process Path.

Pending Analyst Review:10,687 I Q
Sensor Name
Hash
O File Found Time File Name Location Name Sensor Location
Opinion
O a minute ago dosve.dll Al 3H N L B 244 IIMES 4 Product Name
N | i Signed By
L 3 - <
. [ a minute ago d re il Al sH N 2LL B 24~¢ IIMES { File Path
O 2 minutes ago mod sys Al H N OLL B w24~F NMES 1 Parent Process Path
C 2 minutes ago w oc il Al 3H N 2L B 24~/ NME: 1{ Low UNKNOWN 1
O 4 minutes ago u bk adil Al sH N 2L B 24~¢ IIMES 1 Low UNKNOWN 2
O 6 minutes ago A o :b_oa2Sk2eidll M H ET Vb 3L 22012 3~my hili High UNKNOWMN 1
Figure 12

e You can analyze data and based on status significance you can take actions to achieve endpoint policies
ranging from allow to research.
o Data present in the Analyst pane for 3 days, without any action moves to the research pane.
Action taken data moves to the action pane.

e You can do this by selecting file name in the list or by clicking the tools : option and choosing Allow,

Deny or Research.
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Pending Analyst Review:10,688 Search... File Name v Q Q
O File Found Time File Name Location Name Sensor Asset Value Opinion ‘ 1
O 0 minutes ago dosve.dll ' EDNTSDAY I PLDT  R30~V edn day Low UNKNOWN ?I:I
O 6 minutes ago NTL ANMA  DLL + AIME H b PLDT R24~/NIMI H Low UNKNOWN H
O 6 minutes ago drpi swdll o AIME H N PLDT R24~fNIMI H Low UNKNOWN 1 H
O 7 minutes ago mrx lav.sys + AIME H P PLDT R24~/NIMI H Low UNKNOWN 1
O 7 minutes ago wet ‘Intdl + NIME SH M PLDT R24~/NIMI H Low UNKNOWN 1
O 9 minutes ago uirit son.d + NIME iH M PLDT R24~/NIMI H Low UNKNOWN 2
O 11 minutes ago Apr Web_ 125k2ei.dll | YTHI | E TWVME 2201z 3~n thili High UNKNOWN 1
O 11 minutes ago Apr Web_ ykmigh.dll | YTHI | E TWVME 2201z 3~n thili High UNKNOWN 1
(] 11 minutes ago msj toledt 0.dll | YTHI | E TWVME 2201z 3~n thili High UNKNOWN 3
O 11 minutes age QuI Y.DL + AIME H P PLDT R24~/NIMI H Low SAFE 2
[l 12 minutes ago Apr Web_ jpuoZetdll L.YTHI | E "WVME 2201z 3~n thili High UNKNOWN 1

Figure 13

Allowing the process

1. Click Allow, Allow Process dialog box opens.

File Mame: dosvc.dil
Signed by N/A Oipinion: UNKNOWN

Global & Select Group ¥

m CIDSE

Figure 14

2. When Global option is selected, clicking Allow, selects all the groups in the environment.

File Mame: doswc.dil

Signed by: N/A Opinion: UNKMOWN

| Global & | Select Group ¥

CI:'SE

Figure 15
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3. When Select Group option is selected, clicking Allow, allows you to select from the Available Groups.

o

File Mame: dotwcdill

Signed by N/A Opinicn: UNKNOWN

Global & | Select Group @ |
Available Groups Selected Groups

Domain Cor
Firewall Devices
Metwork Devices
VmWare »

After Dark a

Airhres

Allenzally -

ArmericanExpress

Arrnani

Arsenal

BangaloreCentral

Barcelona W w

m cloe

Figure 16

Denying the process

1. Click Deny, to open the Deny Process dialog box.

@ Dery Process
File Name: dosvedll
Signed by: N/A Opinion: UNKNOWN

Global @ Select Group @

Figure 17

2. When Global option is selected, clicking Deny will deny all the groups in the environment.
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3. When Select Group option is selected, clicking Deny will deny only the selected group from the available.

File Name: dosvedll

Signed by: N/A Opinion: UNKNOWN

Global & Select Group @
Available Groups Selected Groups

Allensolly
AmericanExpress
Armnani
Arsenal
BangaloreCentral
Barcelona >
BeingHuman
BigBazar 4
Blackberry
Blenders Pride “
BrandFactory
Burberry
Carvir-ESP
Carvir-UK
Carvir-USA v

Figure 18

e Depending on the options chosen (Allow, Deny or Research), the respective process is displayed under
the Allowed, Denied or research Category, under the Processes tab.
The Process tab is discussed in detail in the Processes Section.
Note: You can also search for the processes from the Threat engines provided by IBM XFE, MalcOde,
Team Cymru.

e Click to know more about the process details.

Action Taken Processes: 29 Search Fiename v | Q| @ | Overview
29 Action Taken Processes
Action Taken Time File Name Location Name Sensor Asset Value Opinion Places
| D Mar 20 04:14:10 PM sppsvc.exe WEDNESDAY NTPLDTBLR20~Wednesday Low SAFE 1 H l Acknowledge All
| Mar 20 04:14:09 PM App_Web_unSgxqr.dll Test_EDR NTPLDTBLRS9~DEEPAK Low UNKNOWN 1
| Mar 20 04:14:08 PM App_Web_vzilcdh dil Test_EDR NTPLDTBLR50~DEEPAK Low UNKNOWN 1
Figure 19

The Pending Analyst Review screen opens. If you want to allow, deny, or research the process, choose the
appropriate option.
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g A t Review:21,401 File Name vl Q Q
D 6 hours age dstokenclean exe NTPL ETTVMBLR2W10-2 Low SAFE
0
Thane, 400606 = 115
o4 100.17763.1 TTVA
i Microsoft® Windows® Operating System = 2 q
Sep 01 07:57:18 AM  ETTVMBLR2W10-2 o
NIA o
n-}
Launched by Sep 01 07:57: AM
NTAUTHORITY SYSTEM. N
Windows\System32\svchost.exe
Process does not match the allowed
process critena
Figure 20
User can allow/deny a process through four different approaches.
1. Parent process name — used when you want to allow/deny by parent process name.
2. Parent process path — used when you want to allow/deny by parent process path.
3. File path —used when you want to allow/deny by file path.
4. Hash —used when you want to allow/deny by hash.
Pending Analyst Review:21,401 eame B Q | Q
D 6 hours ago dstokenclean exe NTPL ETTVMBLR2W10-2 Low SAFE
o
Thane, 400606 15
389104 10.0.17763.1 T R2
) Microsoft® Windows® Operating System 0
ETTVMBLR
Sep 01 07:57:18 AM  ETTVMBLR2W10-2
N/A RM o
Launched by ep 010 AM
NT AUTHORITY G‘-’QT?:‘.‘!I FEes
ndows\System32\svchost.exe
Process does not match the allowed
6e24b500283b50
:.-'c}im'bx:}yl:d:—igltdd:‘('Z;b.‘

Figure 21
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NOTE:

If w3wp.exe process is allowed along with the parent process name, then in future if w3wp.exe process is
detected with the same parent process name, it will be automatically considered as safe.

In the latest version of EventTracker v9.3, we have introduced the option to allow/deny a process name by

including parent process hash.

If w3wp.exe process is allowed along with the parent process name and parent process hash value (E.g. abc),
then in future if w3wp.exe process is detected with a different parent process hash value (E.g. xyz) it will not
be considered as safe. User needs to take appropriate action (allow/deny) again.

Pending Analyst Review:12,589 File Name «| @ @ | Overview
O Theurs  App Web_jzhSwid.dll EventTracker  ETTVMBLR22019-4 Senicus  UNKNOWN
ago
TERMINATED Li]
Thane, 400606
00,00 ETTVMBLEZ2019-4 1 hours age
172.28.5.147 ETTVMELRZZ0TE ! NOT TERMINATED o
Sep 04 13034 AM  ETTVMELRZ2015-4 L )
NAA D 0 o

n=

Launched by Sep (4 10:30:54 AM

i wiwpoexe
NTAUTHORITY  METWORK SERVICE

CAWindows\ Sys WIOWER inetsnAwdwpuexe

Process loaded a binary that does not
match the allewed criteria

I L 3e43a02TEXbe 55051 8566507202 cAdda

CiWindows\Microsoft. NETFramewerki v 0. 30319 Ternporar
¢ ASPNET Filesh eventtracken,29¢ a1 2\ balddibb\app_Web

hSeid.dll

f42b34bibe28 18 Thd del3d 1blbede 1e
: v

o ol

Figure 22

Clicking Allow on Parent process name will fetch Parent process hash value in the Add rule window.
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Pending Analyst Review:12,589 Eile Name « @ @ | Overview
O 1 hours App_Web_jzhSwid.dll EveniTracker ETTVMELRZ2019-4 Sencus  UNENOWH
o
TERMIMATED [i ]
Thane, 400606
[ 0.0.0.0 VMBLEZ2015-4 1 hours #go

B Ada 172.20.5.147 ETTMELRz - NOT TERMINATED i ]

Sep 04 10:30:34 AM ETTVMELR22015-4 Sgrad B o J
MeA o o

ne

Launched by Moafad T Sep 0 10:30:54 AM

Do User M ¢ Pencass N winwp.exe

NT AUTHORITY  NETWORK SERVICE D Deny

—
bsarvat Praseres P E ChWindows\Sys WOWERinetsnAwlwp.exe

Process loaded a binary that does not

match the allewed critera
I T2 be SRS 1056652 T202cAdda
C\Windows\Micrasoft. NET\ Frameworkwd 0.303 190 Temparar
y ASP.MET Files\eventtracker 20¢ 5a128\ balddibb\App_Web j
thivaid.dil
{92b34blbe 28108 Thd 3cidIblbede e

= el bor

Figure 23

Add rule window

34492762 be 35051 B3665aT202c4dda

[ allow child process

Global @ Select Group 9

Figure 24

If the user removes the Parent Process Hash value, then any process with the same process name is
considered safe.
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The Overview panel provides the overall visibility of processes in EDR deployment that are Terminated,
Non-terminated and Dormant.

Qverview

Pending Analyst Review:840 Search File Name v

840 Pending Frocesse
m] File Found Time File Name Location Name Sensor Asset Value Opinion Places [ p— °
m] 11 minutes age sppcdll EventTracker R1S5-VME Serious saFe 1
O 12 minutes ago sican EventTracker R155-UMé Seri sare 1

NOT TERMINATED [}
O 13 minutes ago winital EventTracker R1S5-VM6 seri SAFE 1 ‘ |
O 13 minutes ago kbdusdil EventTracker R1S5-VME Serious saFe 1

DORMANT o
O 13 minutes ago SXSDLL EventTracker R1S5-VME Ser saFE 1
O 17 minutes ago ploptinll WEDNESDAY NTPLDTBLR30~Wednesday Low SAFE 1
m] 17 minutes ago Apexalluserstora.dil WEDNESDAY NTPLDTBLR30-Wednesday Low SAFE 1 BULK ACTION
] 34 minutes ago wofutigll WEDNESDAY NTPLDTBLR30~Wednesday Low sAFE 1 ‘ Al |
m] 35 minutes ago LanguageOveriayServer gl WEDNESDAY NTPLDTSLR30~Wednesday Low safe 1 [ ]
m 7 mintac 200 crveTnET I wEnNFSnaY NITEI TR B3N Warinactas 1

Figure 25

e The status and the description are shown in the following table.

o Indicates the Terminated
Red TERMINATED process by the EventTracker
EDR.

Fountain Blue @ Indicates the process that
ran during the maintenance
mode and is now running
without disposition.

NOT-TERMINATED

Indicates the number of files

Orange DORMANT detected before execution.

e TERMINATE: When you click on the TERMINATE tab, you will see all the terminated process listed in
the Analyst Review pane. It filters the EDR database and displays all the events of that status.
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Pending Analyst Review: 0 o RS .
: . R L a ERMINATED ]
T TERRCTEATE L]
o
Pag
BULK ACT)

Action Taken Processes: 0 Fename v Q| @ | - |

Action Taken Time File Name Location Name Sensor Asset Value Opinion Places

Figure 26

o NOT TERMINATED: When you click on the NON-TERMINATED tab, you will see all the non-terminated
processes listed in the Analyst Review pane. It filters the EDR database and displays all the events of
that status.

Qverview
Not Terminated %

840 Pending Processes

Pending Analyst Review:810 searen fle Name vaja TERMINATED ]
(] File Found Time File Name Location Name. Sensor Asset Value Opinion Places
[m] 4 minut go NOTEPAD.EXE EventTr R1S5-VM6E Serious. SAFE 1 [NOT TERMINATED [
[m] 41 minutes ago System Runtime.ni.dll EventTracker R1S5-VM6E Serious. SAFE 1 ‘
m] 1 hours ago sppcdl Eventiracker RISS-YMG Serious saFE 1 DORMANT °
a 1 hours ago SsLCdi EventTracker R1S5-VME Serious SAFE 1
o 1 ours 3go wxinital Eventiracker 215506 Serious sare B T
o OfEeD Kpusdl Eventr - e o 2 ‘ S — !

our A

O 1 hours ago SxsoLL EventTracker R155-YM6 Serious sare B
[m] 1 hours ago ploptindll 'WEDNESDAY NTPLDTBLR30~Wednesday Low SAFE 1 l per A ‘

Figure 27

e DORMANT: When you click on the DORMANT tab, you will see all the dormant processes listed in the
Analyst Review pane. It filters the EDR database and displays all the events of that status.
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Voo Lo Tanee  Fie Marve | acation Name  Seavar Aot Wlue Opimion  Maces

11

Figure 28

Clicking on Allow All button under the Bulk Action will let all the processes to be allowed, which can
be viewed in the Allowed Process option in the Process tab.

Similarly, clicking on Deny All button under the Bulk Action will deny all the processes and it can be
viewed in the Denied Process option in the Process tab.

| Deny A |

Figure 29

To select the induvidual process, click the check box as shown in the following figure

In the Bulk Action window, click Allow Selected to allow the process and click Deny selected to deny
the selected process.
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Overview
Pending Analyst Review:863 Search File Name v Q

8 ing
m] File Found Time File Name Location Name Sensor Asset Value Opinion Places J— °
2 hours ago App_Web_h54rvghw gl EventTracker R1S5-VME Serious UNKNOWN 1
m] 2 hours ago pawum.dll EventTracker R155-¥M6 Serious sare 1

NOT TERMINATED o
[} 2 hours age thumbcache.dll EventTracker R1S5-VME serious SAFE 1 i ‘ ‘
m] 2 hours ago twinapidll EventTracker R1S5-YME Serious saFE 1

DORMANT o
O 2 hours ago CREDULDLL EventTracker R1S5-VME Serious s 1
m] 2 hours ago atithunicl EventTracker R155.vM6 Serious sare 1
] 2 hours ago 43d10warpll EventTracker RIS5YME Serious saFE 1
O 2 hours ago prptsdl EventTracker R1S5-YME Serious saFE 1 ‘
O 2 hours ago d2d1dll EventTracker R1S5.VME Serious saF 1 ‘

Figure 30

There are multiple ways to perform search from the list in the search box. The search is done by File
Name, Sensor Name, Hash, Location, Opinion, Product Name, Signed By, File Path, Parent Process Path,
Parent Process Name, Parent Process Hash.

e Overview
Action Taken Processes: 3,888 e File Name v R | Q
O Action Taken Time File Name Location Name Sensor A Sensor Name ced
O 21 hours ago MSSPH.DLL CHETHAN NTPLDTBLR30~Chethan | Hash | : l Acknowledge All
Location
O 21 hours ago SheliCommonCommonProxyStub.dil  CHETHAN NTPLDTBLR30~Chethan L 5 |
pinion
O 21 hours ago NOTEPAD.EXE MONDAY R1S3VM2~MONDAY H Product Name I
| 22 hours ago inputswitch.dll NTPL NTPLDTBLRS1 L| Signed By |
F
O 22 hours ago schtasks.exe ANIMESH NTPLOTBLR24.ntpllocal~ANIMEsH | | File Path |
Parent Process Path
O Aug 22 06:32:49 AM  dinput8.dil CHETHAN NTPLDTBLR30~Chethan L |
Parent Process Name
O Aug 22 06:32:48 AM  CRYPTUI.DLL CHETHAN NTPLDTBLR30~Chethan L| parent Process Hash I
O Aug 22 06:32:47 AM  WS2HELP.DLL CHETHAN NTPLDTBLR30~Chethan Cow SAFE 1
O Aug 22 06:32:46 AM  comres.dlil CHETHAN NTPLDTBLR30~Chethan Low SAFE 1
O Aug 22 04:23:44 AM  DEFRAG.EXE EventTracker ETTVMBLR22019-4 Serious SAFE 1
O Aug 22 04:23:44 AM  defragsve.dil EventTracker ETTVMBLR22019-4 Serious SAFE 1

Figure 31

1. Clickonthe ' " icon to expand the tab. You will see the detailed information about the File Names and
the corrective action taken.

Action Taken Processes: 1

Flename ~ & | @

Action Taken Time File Name Location Name Sensor Asset Value Opinion Places

| D Apr 03 04:07:34 PM Widap32.dil Default R155-VM3 Low SAFE 1 :

Figure 32

Netsurion.  EventTracker




Endpoint Detection and Response (EDR)

Action Taken Time File Name Location Name Sensor Asset Value Opinion Places
| D Apr 03 04:07:34 PM Widap32.dil Default R155-VM3 Low SAFE 1
1 FILE NAMES Detected on sensors 1
FILEVERSION 100471344 R1S5-VMS 18 Min ago
, 5B0043 PRODUCT NAME Microsoft® Windows® Operating System
P ADDRESS 172289153 SIGNED &Y LR Acknowledge o | Research
LOGTIME COMPUTER COUMNTER SIGNED BY N/A
r 03 04:07:34 P -
Apr 03 04:07:34 PM R155-WM3 SIGNED ON
conTacr FILE MODIFIED TIME Apr 03 04:07:34 PM
= FILE PATH CAWindows\System32\Widap32.dil
Launched by:
PARENT PROCESS NAME  svchostexe
DOMAIN USERNAME
NT AUTHORITY SYSTEM PARENT PROCESS PATH CAWindows\System32\svchost.exe
Actions Taken History 1
MDS CHECKSUM HASHOPINION  OPINION REFERENCE  VIRUSTOTAL RATIO
5da293fedobabdef503874a13TbaBbcd  SAFE VirusTotal /65
VIRUSTOTAL LINK

virustotal.com/file/4a261afbcd280d2457dd974ac5ddf18eb866046015391a513dc172
fysis/ 1554157960/

Threat Engine: |BM XFE MalcOde Team Cymru

Figure 33

2. You can do a further investigation and can choose to Deny or Research the process from the Action

Taken processes window, by clicking on the : settings icon in the upper-right corner.

Click View Now will show the Action taken history of the user and the comments, if provided by the

users.

Action Taken Processes: 1

Action Taken Time File Name

Apr 11 05:35:28 PM System/Runtim

bangalors bangalore
Bengaluru, 560049

1P ADDRESS 1659.254.181.202
LOGTIME COMPUTER
Apr 11 05:39:23 P WTPLDTELR31 ~SECURITY
CONTACT
mazhash GE
Launched by

DORAIN LISER RAME

NT AUTHORITY METWORK SERWICE

Actions Taken History 1
Time

Figure 34
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Time Action Taken Group(s) User Comments
Mar 13 06:20:24 PM Allowed s ktim p
Figure 35

Click Acknowledge All, to acknowledge all the processes in the Action Taken Process tab. The
acknowledged processes can be viewed on the Process page, under the allowed process or denied
process, based on the action.

Overview

2 Action Taken Processes

Acknowledge All

Figure 36

/. Processes page

In process page you can check process vendor and rule of an sensors

On the left Ribbon, click Processes Icon E to navigate to the Processes page.

= Netsurion. Eventlracker

Pracesses A/ EventTrackerEDR / Process
&
Vendors: 66,270 & Collections 4 @ Approved Vendors 34 CrEriey
a
Rules v Allowed Rules 0 % Denied Rules 0 Processes
ALLOWED
Allowed Process: 2,097,495
2,097,495
Denied Process: 2
DENIED
Research Process 2

RESEARCH

Figure 37
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The processes page will have the following:

e Vendors

e Rules

e Allowed Process
e Denied Process

o Research Process

The Overview of the processes is displayed in the right pane.

Processes A/ EventTrackerEDR / Processes

Vendors: 66,270 & Collections 4 @ Approved Vendors 34 Overview

Rules: v Allowed Rules 0 X Denied Rules 0 Processes
ALLOWED

2,097,495

Allowed Process: 2,097,495

Denied Process: 2
DENIED

Research Process: 2

RESEARCH

Figure 38

In the Overview panel you can view the number of processes that are ALLOWED, DENIED AND RESEARCHED.

Processes

Green ALLOWED The number of processes
that were Allowed.

Red DENIED The number of pr(?cesses
that were Denied.

Blue RESEARCH The number of processes
that were Researched.

e Click icon on the vendor’s tab.
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Netsurion. EventTracker

i Processes & / EventTrackerEDR / Processes
(-]
D Vendors: 2,270 & Collection? @© Approved Vendors 30 Overview
a
COLLECTION APPROVED VENDORS APPROVED COLLECTION IMPORT EXPORT Processes
r Name Q Q @ Show Signer @ Show Product + Create New Signer Collection pLOWED

Oracle America, Inc. SAP AG Dassault Systemes SolidWorks Corp. 2’097’459
18,512

R DENIED
SIGNER 16220 SIGNER 15873 SIGNER
Apple Inc. Autodesk Development Sarl Symantec Corporation
14974 gignER 14947 gianeR 11654 giGNER RESEARCH

@ DASSAULT SYSTEMES SA Cisco WebEx LLC Cyberlink Corp.

131 siGNER 10843 SiGNER 10400 siGNEr
Figure 39

The Vendors page opens with the following tabs
e OBSERVED VENDORS

e COLLECTION

e APPROVED VENDORS

e APPROVED COLLECTION
e [IMPORT

e EXPORT

Netstrion. Eventlracker

L Processes A/ EventTrackerEDR / Processes
-}
Vendors: 2,270 & Collection2 @ Approved Vendors 30 Overview
a
COLLECTION  APPROVED VENDORS ~ APPROVED COLLECTION IMPORT ~ EXPORT Processes
Search Vendor Name Q Q @ Show Signer @ Show Product + Create New Signer Collection ALOWED

Oracle America, Inc. SAP AG Dassault Systemes SolidWorks Corp 2'097'

- DENIED
18512 SIGNER 16220 SIGNER 15973 SIGNER
Apple Inc. Autodesk Development Sarl Symantec Corporation
14974 gigneR 14947 ganeR 11654 5GNER RESEARCH

@ DASSAULT SYSTEMES SA Cisco WebEx LLC CyberLink Corp

1131 SiGNER 10648 SiGNER 10400 siGNER

Figure 40
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e It displays all the vendors present in the environment.

= Netsurion. EventTracker

LIl Processes

Vendors: 2,270

& Collection 2

ERVED VENDOR! COLLECTION

me | Q| @Q

Oracle America, Inc.

18512 5IGNER

Apple Inc.

14,974

SIGNER

DASSAULT SYSTEMES SA

11131 siGNER

16,220

14,947

10,648

® Approved Vendors 30

APPROVED VENDORS APPROVED COLLECTION

@ Show Signer ¥ Show Product
SAP AG

SIGNER

Autodesk Development Sarl

SIGNER 11,654

Cisco WebkEx LLC

SIGNER

Figure 41

Signer, you can view only the Signer Vendors.

= Neétsuion. Eventracker

15,973

10,400

IMPORT EXPORT

A / EventTrackerEDR / Processes

Overview

Proc

ALLOWED

+ Create New Signer Collection

Dassault Systemes SolidWorks Corp

SIGNER

Symantec Corporation

SIGNER

CyberLink Corp

SIGNER

RESEARCH

You can view or search vendors based on Signer or Product Vendors. When you select Show

LI Processes

Vendors: 2,239

Q| Q

Oracle America, Inc

18,512

SIGNER

Apple Inc.

14974 siGNER

DASSAULT SYSTEMES SA

SIGNER

& Collection 2

COLLECTION

16,220

14,947

® Approved Vendors 30

APPROVED VENDORS APPROVED COLLECTION

[£J Show Product

SAP AG

SIGNER

Autodesk Development Sarl

SIGNER

Cisco WebEx LLC

SIGNER

Figure 42

IMPORT EXPORT

+ Create New Signer Collection
Dassault Systemes SolidWorks Corp
SIGNER
Symantec Corporation

SIGNER

CyberLink Corp

SIGNER

Netsurion.

M/ EventTrackerEDR / Processes

Overview

ALLOWED

2,0

DENIED

RESEARCH

EventTracker
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e  When you select Show Product, you can view only the Product Vendors.

Netstrion. EventTracker

LI Processes

Vendors: 31

Google Chrome

PRODUCT

FortiClient Customized Resource

PRODUCT

HashMyFiles

PRODUCT

& Collection 2 @ Approved Vendors 30

SERVED VENDORS COLLECTION

APPROVED VENDORS APPROVED COLLECTION

[ Show Signer | ¥ Show Product

FortiClient support library

PRODUCT

Microsoft® Speech Recognizer 11.1

PRODUCT

Microsoft Edge Web Platform

PRODUCT

Figure 43

A / EventTrackerEDR / Processes

Overview
IMPORT ~ EXPORT Proc
ALLOWED
+ Create New Signer Collection
FortiClient FDS protocol engine U
DENIED
PRODUCT
Internet Explorer
PRODUCT RESEARCH

Windows Installer - Unicode

PRODUCT

e  When you select both the options, you can view both Signer and Product vendors.

Netsurion. Eventlracker

Processes

Vendors: 2,270

Q| Qa

Oracle America, Inc.

18512 siGNER

Apple Inc

14,974

SIGNER

DASSAULT SYSTEMES SA

SIGNER

& Collection2 ® Approved Vendors 30

OBSERVED VENDORS COLLECTION

APPROVED VENDORS

I|7 Show Signer @ Show Product I

SAP AG

SIGNER 15,973

Autodesk Development Sarl .

SIGNER 11,655

Cisco WebEx LLC

SIGNER 10,400
Figure 44

APPROVED COLLECTION IMPORT EXPORT

A/ EventTrackerEDR / Processes

Overview

ALLOWED
+ Create New Signer Collection

Dassault Systemes SolidWorks Corp

SIGNER

Symantec Corporation

SoNER RESEARCH

CyberLink Corp. 1

SIGNER
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e Click + Create New Signer Collection tab to create new vendors and edit vendor groups.

= Nétsurion, Eventfracker

LI Processes

A/ EventTrackerEDR / Processes

L]l
Vendors: 2,270 & Collection2 © Approved Vendors 30 QOverview
a
(oS =oRYaNolo il COLLECTION ~ APPROVED VENDORS ~ APPROVED COLLECTION  IMPORT  EXPORT Processes
. ALLOWED
Search Vendor Name Q Q ] Show Signer ¥/ Show Product I + Create New Signer Collection I -
IEI Oracle America, Inc. SAP AG Dassault Systemes SolidWorks Corp. 4 4
- DENIED
18512 SiGNER 16220 5iGNER 15973 SIGNER

I

IEI Apple Inc. Autodesk Development Sarl Symantec Corporation

14974 ganR 14947 gneR 11655 giGNER RESEARCH

I

DASSAULT SYSTEMES SA Cisco WebEx LLC Cyberlink Corp

1131 SIGNER 10648 5iGNER 10400 siGNER

Figure 45
To create or edit vendor group:
1. Click + Create New Signer Collection tab and Add Vendor Collection window opens.

2. Type the vendor name in the Vendor Collection Name box.
3. Click Save.

You can also create or add vendors from Available Vendor list.

@ Add Vendor Collection

e ol s

Tes1|

fwailable Yendor Sebected Vendor

Antlrd Runtime i
Bepond Compare -
Chp

EventTrackes

Ll
FartiClient Auto-update A
FortiClient Customized Re

FortiClient FD5 protocol

FartiClient support libra

S

Figure 46
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1. Select the vendors from the available list and then click icon.
The selected vendors will be added to the Selected Vendor list.

L2
3. Select icon to select multiple vendors at a time.
Click Save.

@ Add Vendor Collection

Wendor Collection Name

Test

Auwailable Yendor Sebected Vendor

EventTrackes

Clip

FartiClient Auto-update &

FortiClient Customized Re

FartiClient support libra

FortiClient FDS protacol

Beyond Compare E Ayt |r3. Rundi me
.
a4

Gracenote SDK

Grammarly for Microsoft @

Intemet Explorer , e

-

Figure 47

e You can also manually search for the vendors from the available list by typing in the search box.

© Add Vendor Collection

Vendor Collection Mame

e " Selected Vendor
EventTracker I | | 1

EwentTracker » Antird Runtime
. Chp
. FartiClient FOS protocol
-
~
n S
Figure 48

Netsurion.  EventTracker




Endpoint Detection and Response (EDR)

1. To unselect the vendors from collection, click icon in the Selected Vendor list.

2. To unselect multiple vendors, click * licon.
3. Click Save.

© Add Vendor Collection

vendor Callection Mame

avvailable Yendor Selected Vendor

Antir: Runtime Ll

Beyond Compare

. .
Chp E FortiClient FOS protocol
EventTracker E

FortiClient Auto-update Agent

FortiClient Customized Resource
FortiCliznt FI'S protocol engine

FortiClient support library "

| -

Figure 49

7.1.2 Collection

1. Click the COLLECTION tab, to view the vendor groups.

Processes ﬁ/ EventTrackerEDR / Processes
Vendors: 2,270 & Collection2 ® Approved Vendors 30 Overview
OBSERVED VENDORS COLLECTION APPROVED VENDORS APPROVED COLLECTION IMPORT EXPORT Processes
ALLOWED
Search Collection Nar Q Q + Create New Signer Collection
2,097,459
Testing Collection @i Testing Collection?2 @i DENIED
Process Count Process Count @
RESEARCH
Vendor Count o Vendor Count o
Page Size| 25 v < 1 of| 1 GO >

Figure 50
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2. Click Edit @ to edit the Vendor Collection, in the Edit Vendor Collection Window.

3. In the Selected Vendor section, three vendors are listed, as a result, number 3 is displayed in the
Vendor Count in the above figure.

4. The Process Count displays the total number of processes in the Test group.

B Edit Vendor Collection

Vendor Collection Name

Testing Collection1+

Available Vendor Selected Vendor
Intel(R) Software Development Products 3Dconnexion Inc .
IPMorgan Chase Bank, N.A ”» 3Dconnexion Inc.
NET Foundation R 3Dconnexion SAM

{E4TBO00D-10F3-4A03-081A-73B8360F243A}

“
16 Software
-
20-20 Technologies Inc.
2BrightSparks Pte Ltd
360.cn ~
Figure 51

5. If any modifications are done to the Vendor Collection Name or Selected Vendor, you may select
Update or click Close.

e Click the APPROVED VENDORS tab to view the list of Approved Vendors.

Processes
Vendors: 2,265 & Collection2 @ Approved Vendors 30
OBSERVED VENDORS ~ COLLECTION  [RIONNNENC I  APPROVED COLLECTION  IMPORT  EXPORT
Name Q @
25308 Adobe Systems Incorporated @ 1099 Microsoft Windows Hardware Compatibility Publ.. (@ 9839 Hewlett-Packard Company @ 248 Intel Corporation-Mobile Wireless Group [}
SIGNER SIGNER SIGNER SIGNER
7318 Microsoft Windows Kits Publisher @ 971 Microsoft Windows @ | 3% Microsoft Corporation @ 1 Microsoft Windows Publisher [}
SIGNER SIGNER SIGNER SIGNER
237 Micrasoft Windows Third Party Application Com... @ 155 Microsoft Windows Component Publisher @ 7t Microsoft 3rd Party Application Componant @ % Microsoft Windows 3rd party Component @
SIGNER SIGNER SIGNER SIGNER
47 Microsoft Dynamic Code Publisher @ 27 Microsoft Corporation (Europe) @ 19 Microsoft [C} 17 Microsoft Windows Hardware Abstraction Layer .. (&
SIGNER SIGNER SIGNER SIGNER
9 Microsoft Update @ ® Micosoft Corporation MSN @ | 7 EventTracker Security LIC @ & Microsoft Azure Code Sign @
SIGNER SIGMNER SIGMER SIGNER
5 Microsoft LIVE Gaming for Windows & 5 Microsoft Open Technologies Inc & 5 Microsoft Windows PE 3 & 3 Microsoft Product 2 PE Signing 1 @
SIGNER SIGNER SIGNER SIGNER

Figure 52
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Click the APPROVED COLLECTION tab to view the list of Approved Vendors Collection.

Netsurion. EventTracker
& / EventTrackerEDR / Processes

Ll Processes

P
Vendors: 2,270 & Collection2 @ Approved Vendors 30 Overview
a
OBSERVED VENDORS COLLECTION APPROVED VENDORS APPROVED COLLECTION IMPORT EXPORT
Q Q ALLOWED
@ 2,097,459
Testing DENIED
1
Process Count €&ED
o RESFARCH
Vender Count
1
G Disallow
Page Size| 5 v 1 of 1 GO >
Rules: 3 v Allowed2  x Denied
Allowed Proce: 097,459
Denied Pro 1
Research Process: 1
Figure 53
e As the Create New Signer Collection from the collection tab is approved, the collection is displayed
in the Approved Collection tab.
¢ In the following figure, Testing Collectionl is a Vendor Group.
PV’OC@SSES ﬂ/ EventTrackerEDR / Processes
Vendors: 2,270 & Collection2 ® Approved Vendors 30 CvERiEwY
OBSERVED VENDORS APPROVED VENDORS APPROVED COLLECTION IMPORT EXPORT Processes
Search Collection Nar Q Q + Create New Signer Collection psii
2,097,459
Testing Collection @ i Testing Collection2 @i DENIED

Process Count @
RESEARCH

Process Count

Vendor Count a Vendor Count

a

Page Size 25 v < 1

Figure 54
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el . o
1. Click'=— 1 icon present on the respective vendors to open the Allow Vendor Collection dialog

box.
oA = :
Global & Select Group @
Figure 55
2. If you select Global and click Approve, it will enable the vendors in all the groups.
3. If you select Selected Group and click Approve, it will enable the vendors only from selected
groups.
You can select the selected Groups from the Available Groups list.
o2 - -
Global & Select Group @
Awvailable Groups Selected Groups
NTPL .
Win 7 and Server 2008 Above "
Win XP and Server 2003
Domain Controllers *
Firewall Devices
Metwork Devices .
YrmWare
EventTracker a
Default
AZE
After Dark
Airlines
Allensolly
AmericanExpress
Armani "
Figure 56
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4. The approved vendor group is seen in the APPROVED VENDOR GROUPS tab.

Processes

Vendors: 2,265

Testing

Process Count

Vendor Count

& Collection 2 (@ Approved Vendors 30

OBSERVED VENDORS COLLECTION APPROVED VENDORS APPROVED COLLECTION IMPORT EXPORT

@

G

Dizallow

Figure 57

5.  You can click Disallow to disallow the vendor.

e The user can click the Import Vendors option to import vendors based on Signer or Product.

—
& Import Vendors

Test vendor file. o

salect file of type * ik
(w Signer ) Product

Figure 58

e You can click the Export Vendors option, to Export Vendors based on Signer or Product.

LS

I

ndars

M

® Signer Product

Export Vendors Clase

Figure 59
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1. Click — icon to expand the Rules tab.

Processes

EI Rudes: 4 v Allgwed Ruls 0 X Deviebd Rubts 0

Figure 60

Rules are used to approve or deny any processes that are running in any given path.

Rules: 4 v Allowed Rules2 % Denied Rules 2

DEMIED RULES

Figure 61

2. To allow the rules, click the ALLOWED RULES tab, choose the New Allowed Rule tab.

Rules: 4 « Allowed Rules2 % Denied Rules 2

DEMIED RULES

Figure 62

3. Inthe Add Rule window, type in the path or navigate to the process location and click Add to allow the
rule. You may also check the option “Allow Child process” to allow the child processes.

© Add Rule

Rule
CAWINDDWE\System 32 vwups.di|
[ Allow Chid pracess

Mote: Rule will be allowed at global level,. for more setting please visit process dashboard

m -

Figure 63
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4. Similarly, to deny the rules click the DENIED RULES tab and choose the New Denied Rule tab.

Processes
‘endors: 5 &g Collections 2 (@ Approved Vendors 0
Rules: 4 + Allowed Rules 2 % Denied Rules 2

aoweo auies | EETES

Jo)
8
=
2

Figure 64

5. Inthe Add Rule window, type in the path or navigate to the process location and click Add to deny the
rule. You may also check the option Allow Child process to allow the child processes.

@ Acd Rule

Rule

CAWINDOWSSystem 32 wups.dil

D Allow Child process

Mote: Rule will be denied at global kevel, for mose setting please visit process dashboard

m L-Iqr"

Figure 65
1. Click the Expand icon next to the Allowed Process.
Processes
Vendors: 66,270 & Collections 4 & Approved Vendors 34
Rules: + Allowed Rules0 % Denied Rules 0
D Allowed Process: 2,097,495
Denied Process: 2
Research Process:
Figure 66

2. Allowed Process appears where the user can view the processes that are allowed.
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Allowed Process: 2,097,459

Se Hash' or 'File Q Q
File Name Opinion Places
wuaueng.dll UNKNOWN 2
appraiser.dll UNKNOWN 2
microsoft.sqlserver.configuration.rsextension.resources.dll SAFE 0
microsoft.sglserver.configuration.resources.dll SAFE 0
microsoft.sglserver.configuration.repl_configextension.resources.dll SAFE 0

Figure 67
3. Click the Expand icon next to the individual file name

Allowed Process: 2,097,459

Search 'Hash' or 'File Q Q
File Name Opinion Places
D wuaueng.dll UNKNOWN 2
appraiser.dll UNKNOWN 2
microsoft.sqlserver.configuration.rsextension.resources.dll SAFE 0
microsoft.sqlserver.configuration.resources.dll SAFE 0
microsoft.sqlserver.configuration.repl_configextension.resources.dll SAFE 0

Figure 68

Here, you can get an insight into the Allowed process that is chosen. Information like FILE PATH, FILE
MODIFIED TIME, SIGNED BY, COUNTER SIGNED BY, File names found, Detected on sensors, Actions
Taken is found.
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Allowed Process: 2,097,459

Search 'Hash' or 'File Q Q

File Name Opinion Places
wuaueng.dll UNKNOWN 2 :
File Name File names found 1
wuaueng.dll
wuaueng.dll
File Version 10.0.171341
Product Name Microsoft® Windows® Operating System
Signed By N/A
Counter Signed By N/A
Signed On
File Modified Time Jul 18 09:16:39 AM
File Path CA\Windows\System32\wuaueng.dll
MDS5 Checksum Hash Opinion Opinion Reference VirusTotal Ratio
1deadd396ed7c1c895e5cd13f60ed10d UNKNOWN 0/0

VirusTotal Link

Threat Engine: 1BM XFE MalcOde Team Cymru
www.virustotal.com

Figure 69

4. The user can click on the Setting icon, to Allow or Deny the process from the Allowed processes.

Allowed Process: 2,097,459
h' or ‘File Q Q

wuaueng.di UNKNOWN [ =0 A

i
@
]

Ra

0

b
File Name File names found 1
wuaueng.dll
wuaueng.dll

File Version 10.0.17134.1

Product Name Microsoft® Windows ® Operating System

Signed By N/A

Counter Signed By N/A

Signed Cn

File Modified Time Jul 18 09:16:39 AM

File Path CA\Windows\System32\wuaueng.d|l

MD5 Checksum Hash Opinion Opinion Reference VirusTotal Ratio

1deadd396ed7c1c895e5¢d 13f60ed 10d UNKNOWN 0/0

Riisolaltn Threat Engine: IBM XFE MalcOde Team Cymru

www.virustotal.com

Figure 70
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1. Click the Expand icon next to the Denied Process.
Processes
Vendors: 66,270 4 Collections 4 @ Approved Vendors 34
Rules: v Allowed Rules 0 X Denied Rules 0

Allowsd Process: 2,097,495
D Denied Process: 2

Research Process:

Figure 71

2. Denied Process appears, where you can view the processes that are denied.

Denied Process: 1

Search 'Hash' or "File I Q Q
File Name Opinion Places
HashMyFiles.exe UNKNOWN 1
Page Size| 25 v ¢ 1 of| 1 GO »
Figure 72
3. Click the Expand icon next to the individual file name.
Denied Process: 1
Search 'Hash' or "File Q Q
File Name Opinion Places
& HashMyFiles.exe UNKNOWN 1
Page Size 25 v < 1 of | 1 GO >
Figure 73

Information about FILE PATH, FILE MODIFIED TIME, SIGNED BY, COUNTER SIGNED BY, File names
found, Detected on sensors, Actions Taken is found when the denied process is chosen.
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Denied Process: 1

earch 'Hash' or 'File Q Q

v

File Name Opinion Places
HashMyFiles.exe UNKNOWN 1
File Name File names found 1

HashMyFiles.exe
HashMyFiles.exe

File Version 1.70

Product Name HashMyFiles

Signed By N/A

Counter Signed By N/A

Signed On

File Modified Time Jul 18 11:00:35 AM

File Path C\Users\chethan\Desktop\HashMyFiles.exe

MD5 Checksum Hash Opinion Opinion Reference VirusTotal Ratio
661fc98da38450df0068495965a3326b UNKNOWN 0/0

TR i UL Threat Engine: 1BM XFE MalcOde Team Cymru

www.virustotal.com

Figure 74

4. The user can click on the Setting icon, to Allow or Deny the process from the Denied processes.

Denied Process: 1

Search 'Hash' or 'File Q Q

File Name Opinion Places
HashMyFiles.exe UNKNOWN 1 E
File Name File names found 1

HashMyFiles.exe

HashMyFiles.exe

File Version 1.70

Product Name HashMyFiles

Signed By N/A

Counter Signed By N/A

Signed On

File Modified Time Jul 18 11:00:35 AM

File Path CA\Users\chethan\Desktop\HashMyFiles.exe

MD5 Checksum Hash Opinion Opinion Reference VirusTotal Ratio
661fc98da38450df0068495965a3326b UNKNOWN 0/0

e ! Ll Threat Engine: 1BM XFE MalcOde Team Cymru

www.virustotal.com

Figure 75
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1. Click the Expand icon next to the Research Process
Processes
Vendors: 66,270 & Collections 2 @ Approved Vendors 34
Rules: v Allowed Rules 0 % Denied Rules 0

Allowed Process: 2,097,495
Denied Process: 2

D Research Process: 3

Figure 76

2. The Research Process appears, where you can view the processes that are been researched.

Research Process: 1

Search 'Hash' or "File I Q Q
File Name Opinion Places
softokn3.dll UNKNOWN 1
Page Size| 25 v < 1 of | 1 GO >
Figure 77
3. Click the Expand icon next to the individual file name
Research Process: 1
earch 'Hash' or 'File Q QL
File Name Opinion Places
& softokn3.dl UNKNOWN 1
Page Size 25 v < 1 of | 1 GO >
Figure 78

FILE PATH, FILE MODIFIED TIME, SIGNED BY, COUNTER SIGNED BY, File names found, Detected on
sensors, Actions Taken is found, by expanding the Researched individual file name.
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Research Process: 1

Search 'Hash' or ‘File Q Q

File Name Opinion Places
softokn3.dll UNKNOWN 1
File Name File names found 1
softokn3.dll
softokn3.dll
File Version 68.0
Product Name Firefox
Signed By Mozilla Corporation
Counter Signed By Symantec Time Stamping Services Signer - G4
Signed Cn
File Modified Time Jul 18 07:12:36 AM
File Path C:\Program Files\Mozilla Firefox\softokn3.dll
MD5 Checksum Hash Opinion Opinion Reference VirusTotal Ratio
d1ebdaalfda0Ocf28d482be29b5dbbd67 UNKNOWN 0/0
Ris=retalbink Threat Engine: 1BM XFE MalcOde Team Cymru

www.virustotal.com

Figure 79

4. The user can click on the Setting ~ icon, to Allow or Deny the process from the Denied processes.

Research Process: 1

Search 'Hash' or 'File Q Q

File Name Opinion Places

softoknd.dl UNKNOWN 1 |
File Name File names found 1
softokn3.dll

softokn3.dll

File Version 68.0
Product Name Firefox
Signed By Mozilla Corporation
Counter Signed By Symantec Time Stamping Services Signer - G4
Signed On
File Modified Time Jul 18 07:12:36 AM
File Path C\Program Files\Mozilla Firefox\softokn3.dll
MD5 Checksum Hash Opinion Opinion Reference VirusTotal Ratio
d1e6daalfda0cf28d482be29b5dbbd67 UNKNOWN 0/0

VirusTotal Link
www.virustotal.com

Threat Engine: |BM XFE MalcOde Team Cymru

Figure 80
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8. Sensors page

1. On the left Ribbon, click Sensor E to navigate to the sensor page.
2. The page contains information like the overview of the sensors in the dashboard.

Nﬂsu‘mrl Evenflracker

Sensors 4 EveniTrackerDR / Seasors

Boew ||

Sensors: 5 &% Greupe 147 o

Group Sensors an Location State Mode

Viin 7 and Server 2008 o + 00 00w
Véin XF and Serves 2003 o (W oo 00
Domain Control) 0 + 00 006

@ ° 00 Q0@

o 00 006
imWare a (W oo 00
EventTrack 1 o]} 00
Default 4 100 [a12 B
NTRL “ 100 00:
Test Group 0 (W oo 00
o 100 00
e o 100 00
0 100 00
e . 100 00
Alensally a 00 00
Americansg o ' 00 00
; o ©00 00
P o 00 006

Figure 81

Each color represents the sensor’s Mode and the sensor’s State.

Red Lockdown
Orange Critical
Yellow High

Blue Guarded
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Yellow Alerting
Black Non-Reporting
Blue Audit

Teal Terminate

3. The color and count imply the state and the mode of the process and their respective count.

Sensors
Sensors: 6 o croupe 147 d Qe
Sensors on Location Stare Mod
bove o * 00 006
a Lo 1o ] 00®
a * 00 006
Firewall Devices a 00 00®
Network Daices 0 00 006
Vrmars u © 00 00@
EventTracker 1 100 00
Default 5 90 00:
PTPL 4 * 90 00:

Figure 82

4. Click the tools option : , to change the Group Mode and the action.

Sensors
Sensors: 5 ol Groups: 147 Search Group hame Q| Q
Group Sensors on Location State Mode Made
Win 7 and Server 2008 Abave 0 00 006 tockboun  [F]
Win XP and Server 2003 0 100 0D0W Critical :
Domain Controllers 0 ' 00 006 L]
Guarded
Firewsll Devices 0 00 00 e
Action
Network Devices o 000 00w
Audit
W, 0
TEE 00 Q0@ E—
EventTracker 1 00 00d Contact Info
Diefautt 4 : 00 00 Edit Group Info
i Primary Contar Primary Ema Primary Phone Sec f Conta Secondary Emas Secondary Phane
Computer IP Address Date Installed Last Check In Mode Action
NTPLOTELR33 192.168.188.1 Apr 04121035 BM High Audit
| R1S5-VIMD 172.289.153 Jun 03 10:09:23 AM Mar 02 11:50:18 AM Critical Audit
NTPLOTELRET 172.28.100.24 Apr 04 08:35:28 AM Apr 04 111307 AM High it
| R1S5-VM1T 172239144 Mar 04 11:23-33 AM Apr 04 120747 PM Critical Audit

Figure 83
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Edit Group Info option is used to edit the group information.

Click Edit Group Info to open the Edit Group window.

Mode
LockDown
Critical
High
Guarded
Action

Audit

Terminate

Contact Info

Edit Group Info

Figure 84

Once the required information is filled, click Update Group to update the Group ldentification.

Netsurion.  EventTracker




Endpoint Detection and Response (EDR)

GROUP IDENTIFICATION
Group Mams

Win 7 and Server 2008 Abowe

LOCATION f ADDRESS
Addrass]

Address2

City

Zip

State

Country

CONTACT INFO
Primary Contact Mame

Secondary Contact Mame

Primary Contact

Secondary Contact

Primary Email

Secondary Email

Close Update Group

Figure 85
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1. Click Expand ' icon next to the Group, to access more information about the selected group.

Sensars

Sensors: 5 o Groes: 147 conreh Group Hame Q Q

Group Sensors on Location State Mode
Win 7 and Server 2008 Above o 1 Q00 00«
Win XP and Server 2003 0 0 00 [0 Lo B
Domain Controllers 0 0 Q0O 00©
Firewall Devices o 00 000
Netwark Devices 0 0 00 000
VmWare 0 00 00«
EventTracker 1 100 000
Default 4 1960 002

D NTPL 2 100 00
A6 0 [0 o] 00®©

Figure 86

2. The selected group expands to provide information on the individual system present in the group. Here
you can see information about the Computer, IP Address, Date Installed, Last Check in, Mode, and

.
Action.
MTRL 4 1 oo oo 2
ddress  Primary Contact Primary Ema Primary Phone s S E
o Name Qla
Computer IP Address Date Installed Last Check In Mode Action
NTPLDTBLR33 192.168.198.1 Apr 04 02:28:54 PM High Audit
| R155-VMG 172289153 Jun 03 10:09:23 AM Mar 02 11:5018 AM Critical Audit
NTPLDTBLRE1 172.28.100.24 Apr 04 02:35:28 AM Apr 04 11:12:07 AM High Audit
| R155-VM1 172.285.144 Mar 04 11:23:33 AM Apr 04 02:27:00 PM Critical Audit
Figure 87
3. The user can click tools option * , to change the Sensor Mode and Action.
100C 060
Compute Diate irnbalbed ek Mo L)
TECTER RS g Badiy ekl
| RYEE-VASG OO MO0 A Criskoal At Pt
ST TR Pl e 3ad. (R F5CTH AR e Bagdin igh
| LA i 5 V2333 A e 08 X L el Bkl s
Action
Hagt
S ererate
iy b
[ Saracy o
Figure 88
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Charge Sensor Mode

Systern Mame

NTPLDTBLR301

SENSOR MODE
2 Lockdown O Critical ® High ) Guarded

SENSOR ACTION
@) audit O Terminate
[T Allorwr AN Signed Process

Close Update Sensor Mode

Figure 89

Edit Sensor Info option is used to edit the sensor information.

1. Click Edit Sensor Info to open the Edit Sensor window.

Mode

LockDowm
Critical
High
Guarded
Action
Audit

Terminate

Contact Info
Edit Sensar Info

Figure 90

2. Enter the information required and click Update Sensor to update the Sensor Identification.
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SO AR LTI o A

System Mame
NTPLDTBLR31 ~SECURITY

Addressl
bangalore

AddressZ

bangalore

G ity

Bengalury

Secondary Contact Name

Primary Contact

1321345456

Secondary Contact

121231213

F‘rirr:r:,- Errigl

Pet.com

Secondary Email

bet.com

Figure 91
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9. Agent Resource Utilization

EDR update on remote agent machine utilizes additional resources. This resource utilization varies depending
on maintained safe and unsafe files.

Agent CPU usage: 15% to 20%.

Agent Memory usage: 430MB to 450MB.

Note: The above resource utilization will vary for other settings in the agent configuration. Example: Agent
LFM.
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