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Enhancement in Agent syslog collector to resolve sender IP Address.

Update: ET82U16-031/ET82UA16-031
Abstract: This update will help the user to change the FQDN related configurations.
Who should read this document?

Customers who use v 8.2 Build 14.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
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Enhancement in Agent syslog collector to resolve sender IP Address.

Process to be followed after applying the
Update

e Open the EventTracker Control Panel.

e Double-click EventTracker Agent Configuration.

b EventTracker Control Panel = b “

EventTracker Control Panel 8 ’
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Figure 1

EventTracker Agent Configuration window displays.
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— EventTracker Agent Configuration
File | Help

Select Spstems

Agent bazed spstem

-

Manager destinations:
|ES><\A-"IN2K1 ZRAVZ, ESHWINZEER M1, ESHWINTVIT, PRI-SVR1EVMOT, PRI

Log Backup ] Performance ] Metwiork Connections ]
Laogfile Manitor ] File Transfer ] Config Azzessment ] zyslog FTP zerver ]
Managers l Event Filters ] Syztem Monitor ] tonitor Processes ] Services ]

Windows Manager(s]

Manager Mame | Fart | Mode | Encrypt |
ESHWINZKT 2R M2 14505  UDP Mo
ESHWIN 2K BR 21 14505  UDP Ma
E SN Py 1 14805  UCDP Ma
PRI-SYR1EAM0T 14805  UCDP Ma
PRI-SWR1EAMO2 14805  UCDP Ma

Add | Edit | Bemove ‘

spzlog Manager(s)

Manager Mame | Fart | Mode | Encrypt |

Agdd | Edit | Eemwe‘ Meszage Options

Figure 2

e (lick the File option and select Systems from the dropdown list.

— EventTracker Agent Configuration
File | Help

Load Template

UnLoad Termplate D ~| Agent based spstem
Save

Save A
Security

R2WM1, ES:WIN MY, PRI-SSYRTE-MOT, PRI
Systern
License Server mance ] Metwork Connechions l
Exit ] Config Aszessment ] zpzlog FTR server l

PIEMEGEE [ Event Filters | Spstemn M aonitor ] Maritar Processes ] Services ]

Figure 3
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The System window gets displayed.

_— System n

[ Repaort System Marme az FODN

[ Append below string ko sustem name.

-

(] Cancel

Figure 4

To Report System Name as FQDN

e (Check the 'Report System Name as FQDN".

Ed System >

[v Feport Systern Mame as FODM

[ Append below string to system name.

I
.

k. Cancel

Figure 5
e Click OK and Save the configuration changes.

NOTE:

» The reporting manager will display the NetBIOS system name along with the FQDN name,
when the FQDN is enabled.

» The user should select the NetBIOS system name if he/she wants to perform a
search/report for older period.

To view the system name as FQDN, login to EventTracker web-> Admin->Systems.
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ALL GROUPS TOONS - Enterprise Domain
Managed: 7
Default
Domain Controllers Q Sortby  Name Pagesize 25
EventTracker
Firewall Devices
MNetwork Device:
Fhert Bevicss COMPUTER TvE  port  CVENTTRACKER CHANGEAUDIT - pccervaLue
TOOMS
VmWare ESXWINZKIZRZVM2 2016 14505 82-Build14 - High T
Win 7 and Server 2008 Above
_ . ) ESXWINZKERZWM1 2012R2 14505 82-Build 14 8.2 - Build 14 High X
Win XP and Server 2003
ESKWINZKERZVM1-DLA 2012RZ 14505 - -- Serious e ]
ESXWINZKERIVM1To... 2012RZ 14505 82-Build14 - High X
[ESswINzKBRZYM1, Toons. local|
ESXWINTVM1 Win 8.1 14505 82-Build 14  -- Low fe3
PRI-SWR16-VMO1 2016 14505 82-Build14 - High £x
PRI-SVR16-VMO2 2016 14505 81 - Build 9 - High o ]
Figure 6

Syslog System with FQDN enabled:

L | L A @]
ALL GROUPS TOONS5.LOCAL - TOONS.LOCAL Group _
Managed: 3

Default

EventTracker Q Sortby  pame ~| Pagesize 35 |

PRISM

TOONS

OONS.LOCAL EVENTTRACKER CHANGE AUDIT

- COMPUTER TYPE PORT VERSION VERSION ASSET VALUE
pnpl-2-testToons.loc... Syslog 514 Managed -MA- Low ﬂ
R1s3w1.1'oa| pnpl-2-test.Toonslocal-syslog | 52 Build14 - High o
R153VM1Toons local-.. 2008R2 14540 = = High T3

Figure 7

To Assign suffix or string to a System Name,
e Check the ‘Append below string to system name” option.

e Add the suffix, for example: ‘EventTracker".

NOTE: The Allowed Special Characters are: “.", " _", "-"and <%Mac%> for system MAC address.

EventTracker *j
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Ed Systemn

[~ Report Svstern Mame az FODMN

[v Append below string to system name.

|E wenttracker
[ Append anly if zystem does not belong to a domain

] Cancel

Figure 8

e Click OK and Save the configuration changes.

To view the System name with suffix 'EventTracker”, login to EventTracker web-> Admin-
>Systems.

GROUPS SYSTEMS
ALL GROUPS All Domain Computers
Managed: 6
in Controlle Q Sortby = Name Pagesize 25
EVENTTRACKER CHAMNGE AUDIT

COMPUTER TYPE PORT VERSION VERSION ASSET VALUE
192.168.1.241 -syslog Syslog 515 Managed -MA- Low n
192.168.1.242-syslog Syslog 514 Managed -MA- Low n
ESXWINZKBR2VML 2012 R2 - Serious n
ESXWINZKBRZVMLTO... 2012 R2 14505 8.2 - Build 14 High Q
ESXWINZKBRZVM1~Ev... 2012 R2 14505 8.2 - Build 14 High n
ESiwIN2KaR 2V IMESHWINZKBR VM1 ~Everttracker | _ Undefined £

Figure 9
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Syslog System with String enabled:

ALL GROUPS All Domain Computers
Managed: 18
Domain Controllers Q Sortby Name Pagesize 25
ESXWINFVM1-DLA  Unknown 14505 = = Undefined o N
PRI-SVR16-VIMO1 2016 14505 8.1-Build9 - High 13
| Erve 108 Abowve
PRI-SVR16-VMO1-DLA Unknown 14505 = = Undefined L3
XP and Server 200!
PRI-SVR16-VMOZ 2016 14505 8.2-Build14 - Serious L3
PRI-SVR16-VMOZ-DLA 2016 14505 - - Serious L3
PRI-SVR16-VMOZ.To... 2016 14505 8.2-Build 14 - High n
PRI-SVR16-VMDZ~E.. 2016 14505 8.2-Build14 - High o
PRI-SVR16-VMOZ~E.. 2016 14505 - - High 3
[PRI-5YR 1E6-WMO2~Event Tracker -syslog|
WIN-IEEONFUILNA  Unknown 14505 8.2-Build14 - Undefined o
Figure 10

For MAC Systems with string enabled:

e Enter the string '<%MAC%>" as shown below. Click OK and Save the changes.

_— system H

[ Feport System Mame as FODM ;

[v Append below string to zpstern name.

|<%MAC:
[ Append anly if system does not belong to a domain

] Cancel

Figure 11

e View the changes in System Manager.
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ALL GROUPS

All Domain Computers

Managed: 18

To assign system name as FQDN and add string to it,

e Check both the options 'Report System Name as FQDN" and ‘Append

system name”.

e Add the string name.

Ed Systemn

Iv Fepart Spstern Name as FODM.

Iv Append below sting to spstem name.

|Eventirackes

[~ #ppend only if system does not belong to a domairé

(1] Cancel

Figure 13

e C(lick OK and Save the configuration changes.

Q Sortby Mame Page size 25
EVENTTRACKER CHANGE AUDIT
COMPUTER TYPE PORT VERSION VERSION ASSET VALUE ™
192.168.1.241-syslog Syslog 515 Managed -MA- Low Q
0o
192.168.1 242-syslog  Syslog 514 Managed -MA- Low t:l
03
ESXWIN2K12R2VM2 2016 14505 8.2-Buid 14 - High X
ESXWINZKBRZVM1.... 2012 R2 14505 8.2 - Build 14 High t:l
ESXWINZKBRZVM1.... Unknown 14505 - Undefined Q
ESXWINZKBRZVM 1~ 2012 R2 14505 8.2 -Build 14 High t:l
|ESXWIN2K8R2\I‘M1NDD-DC-ZQ-CP\-AA-Q?
ESXWINZKBRZVM 1~... 2012 R2 14505 - High
ESXWINTVIVT Win 10 14505 8.2 - Build 14 Low t:l
Figure 12

below string to

To view the changes in System Manager, login to EventTracker web-> Admin->Systems.

The system name appears with the FQDN ‘Toons.local” and Suffix ‘Eventtracker”.
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GROUPS SYSTEMS

Create Group Delete Group Interface Manager Installation Status Mon Reporting Systems 5Search Computers System Report A

ALL GROUPS All Domain Computers

Default

Domain Controllers Q
EventTracker

Firewall Devices

Network Devices

Sortby  Name

EVENTTRACKER CHANGE AUDIT

Page size

25

COMPUTER TYPE PORT VERSION VERSION ASSET VALUE

TOONS

VmWare 192.168.1.241-syslog Syslog 515 Managed -MA- Low Q

Win 7 and Server 2008 Above Q
192.168.1.242-syslo Syslo 514 Managed -MA- Low

Win XP and Server 2003 yeioa vsied ¢
ESXWINZKERZVML 2012R2 - - - Serious Q
ESXWIMZKERZVMLTO.. 2012 R2 14505 8.2 - Build 14 - High Q
ESXWINZKBRZVM1.To... 2012 R2 14505 8.2 - Build 14 - High
EsxwINZKER 2V ESOWINZKBR2YML Toons Jacal~Eventtracksr | . Undefined Q
ESXWIMZKER2ZVM1~Ev... 2012 R2 14505 8.2 - Build 14 - High Q
ESXWIMZKERZVM1~Ev... Unknown 14505 - - Undefined Q

Figure 14

For Syslog System with FQDN and String enabled, it will appear as below:

ALL GROUPS All Domain Computers

Default

Domain Controllers Q
EventTracker

Firewall Devices

Metwork Devices

Sortby MName

Page size

EVENTTRACKER CHANGE AUDIT
COMPUTER TYPE PORT VERSION VERSION ASSET VALUE
TOOMNS
VmWare 192.168.1.241-syslog  Syslog 515 Managed -MA- Low a
Win 7 and Server 2008 Above
192.168.1 242-syslog  Syslog 514 Managed -NA- Low ﬂ
Win XP and Server 2003
PRI-SVR16-VMO02 Toons.local~Eventtracker-syslog | - Build 14 _ High Q
PRI-SVRT6-VIOZ 2016 14505 8.2 - Build 14 - Serious ﬁ
PRI-SWR16-VMOZ-DLA 2016 14505 - - Serious n
PRI-SVR16-VMOZ.To... 2016 14505 8.2 - Build 14 - High a
WIN-ISE0MFUSLMA ~ Unknown 14505 B8.2-Build 14 - Undefined n
WIN-SROJQILUQGU  Unknown 14505 8.2-Build 14 - Undefined Q
ESXWINTVM1-DLA Unknown 14505 - - Undefined ﬁ

Figure 15
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If the user wants to assign or add string to a system belonging to an unknown domain or work
group,

e Check the option ‘Append only if system does not belong to a domain”.

e Click OK and Save the changes.

[+5]
File Help
Select Systems
|PNPL-2-TEST~Eventiracker | #gent based spstem
- |
Manager destinations:
|PNPL-2-TEST
Log Backup ] Performance Metwork Connections ]
Lagfile Mnr'litor ] File Transfer ] Cnnfig.&_ﬂesment ] zyslog !_-'TF' sErver ]
Manage K System W EIvices
Wwing =
Ma [ Report System Mame az FODM. I

FHE W &ppend below string to system name.

|Eventtrackel

v Append only if spstern does not belong o a domair

& QK ‘ Cancel |

apzlog b anagerz)]

Manager Mame | Piart | Maode | Encrypt

Add | Edit ‘ Bemn\-’e| Mezzage Options

Figure 16

The system can be viewed in the System Manager with the mentioned suffix 'EventTracker”.
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ALL GROUPS Default - Default Group
peroute | eree=e 2

Domain Controllers Q Sortby | pame w| Pagesize 35 |w

EventTracker

EVENTTRACKER CHANGE AUDIT
COMPUTER TYPE PORT VERSION VERSION ASSET VALUE
TOONS
VmWare EXCHTEST Unknown 14505 8.2-Buid14 - Undefined Q
Win 7 and Server 2008 Above
- o PMPL-2-TEST~Eventtr.. Unknown 14505 8.2 -Build 14 - Undefined Q
Win XP and Server 2003

| PNPL-2-TEST-Eventtracker

Figure 17
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