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Enhancement in LFM to consider the date and time mentioned in the log file

Update: ET82U16-022/ ET82UA16-022

Abstract: This update will offer Enhancement in LFM to consider the date and time mentioned in the
log file.

Who should read this document?

Customers who use v 8.2 Build 14.

Why to use this Update?

The earlier Agent LFM configuration always considered current system date and time after parsing
the records. To overcome this, we have provided standard and custom date and time formats to
configure Agent LFM.

Now the configured files in the Agent LFM will be parsed as per the selected date and time formats.

The information contained in this document represents the current view of Prism Microsystems
Inc. on the issues discussed as of the date of publication. Because Prism Microsystems must
respond to changing market conditions, it should not be interpreted to be a commitment on the
part of Prism Microsystems, and Prism Microsystems cannot guarantee the accuracy of any
information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Prism, as
long as its content is unaltered, nothing is added to the content and credit to Prism is provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product person or event is intended or
should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Enhancement in LFM to consider the date and time mentioned in the log file

Process to be followed after applying the
Update

**Important Note:

Before configuring a file in agent LFM, please open the file and check which date and time format
(Standard or Custom) will apply.

1. New Enhancement in LFM, date and time formats are not applicable for below mentioned log
files.

Check Point

VMware

syslog

EVT

[ISMSID (Current date-time applicable)
TEXTWORD (Current date-time applicable)

YVVVVVYY

2. New Enhancement in LFM, Custom and Current date-time formats are applicable only for below
mentioned log files (Standard date-time formats are not applicable).

[ISW3C
NCSA

BIN
URLSCAN
HTTPERR
W3C

1S

VVVYVYYVYVY

3. New Enhancement in LFM, Standard, Custom and Current date-time formats are applicable for
below mentioned the log files.

TEXTLINE
MULTILINE
csv

XML
LOG4XML
JSON

YVVVVVYYVY
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Enhancement in LFM to consider the date and time mentioned in the log file

e Open EventTracker Control Panel.

e Double-click EventTracker Agent Configuration.
e Click LogFile Monitor tab.

°

Check the Logfile Monitor option and click Add File Name.

[*¥ EventTracker Agent Configuration |

File Help

Select Systems

I. SimSeRgeir j Agent bazed spstem

[l Zpply the following settings to specified &gents |

tanager destinations:

Log Backup I Ferformance I Metwork Connections
Managers | Ewent Filkers I System Manitar I taritor Processes I Services
Logfile kMoritar File Transfer I Canfig Azzessment I syslog FTP zerver

=F

Search log files [various formats supported)] for matching patterns specified
here. Both individual files az well as folders can be monitored far matching
entries. Matches cause an event to be generated.

Lagfile M ame | File Type |

Add File Mame || Yiew File Details | Delete File Mame Search Stings

cee|

Figure: 1

The Enter File Name window displays.

e Select the file type from the drop down option.
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Enhancement in LFM to consider the date and time mentioned in the log file

For Standard Date & Time format

The below example will provide details of how to configure standard date and time formats for CSV
type. For other types also the same standard date and time format will apply.

e We have selected File Type as CSV.

™ Enter File name
'ou can configure the complete path of the log file or folder that needs to be monitored
along with the strings that need to be searched.

[T Get 2l Ezisting Log Files

Select Log File Type |05y j

This iz the C5Y Extends MULTILIME -

header line number is dif CHECKPOINT

avalable on line numbed 'W3ac

Erter File name vy
WiAwARE
Erter Header Line Murm l_lfggrjXML =
Ok, Cancel
Figure: 2

e Browse the file path by clicking and click the OK button.

¥ celect Folder/File Mame

Select Drive Mame:
I = j

Select Folder Mame: [~ Show all the file

logs1 L5
ProcessHaszh, caw

3 Program Files [=86]
5 Prism Microsystems
(L2 Common

[C EventTracker |
[ EventTracketweh

I;| StatuzTracker j

(] % Cancel

Figure:3

The selected file path gets displayed. Click OK.
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Enhancement in LFM to consider the date and time mentioned in the log file

™ Enter File name |

Y'ou can configure the complete path of the log file or folder that needs to be monitored
along with the ztings that need to be searched.

¥ Get &l Egisting Log Files

Select Log File Type |5y j

Thiz iz the C5% Extended Log File Farmat. Different twpes of C5 files exist, inwhich,
header line number iz different. The header line will start with "BField' qualifier and mostly
available on line number one by default.

E nter File name

lc:w.:gﬂ 5y

Enter Header Line Mumber of the above file: |-| 'I

O, | Cancel |

Figure: 4
The below message gets displayed. Click Yes.

EventTracker Agent Configuration

B If older log files where monitored, old log entries will be
! unearthed,
= Do you want to enable this option,

Figure:5
e In the Search String window, click the Add String option.

Search String B

Search Strings for : C:h\\logs1.C5Y
Uze a'*"in any column to match eveny entry in the file

Coalurmn Mame | Search Sting |

Edit String | [elete String |

] 8 | Cancel |

Figure: 6

EventTracker j

Secure. Comply. Succeed.



Enhancement in LFM to consider the date and time mentioned in the log file

The Enter Search String window displays.

NOTE: Check the Current Date Time option, if you want to parse the records with the present system'’s
date and time.

"™ Enter Search String |
au can configure the stings that need to be searched in the selected log file(z). [F any
record matching the search sting iz found, an event will be generated.

Select Field M ame; File M ame j

Thiz iz a genenc CSY file, where the test value iz any separate word [separated by
commal i the test file.

Enter Search Sting

Ix

Y'ou can zelect date and time from the parsing file by Dezelecting this checkbox,

Mo af Fields |-| j
[rate Field IFi|E Mame j
Time Field IF"E Marme j
Select Date and Time farmat value
Formnat salue I j
0k, Cancel
Figure: 7

OR,

e Select the No. of fields 1 or 2 based on the log file.
e Enter the Date Field and Time Field from the dropdown list.
e Select the Format Value from the available options which matches the configured file date and

time format.
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Enhancement in LFM to consider the date and time mentioned in the log file

™ Enter Search String

Y'ou can configure the strings that need to be searched in the selected log file(z). IF any
record matching the search zting iz found, an event will be generated.

Select Field Mame: Alert Time Stamp j

Thiz iz a generic C5Y file, where the text value iz any separate word [zeparated by
commal in the test file.

Enter Search String

You can zelect date and time from the parsing file by Dezelecting thiz checkbox,

[~ Current DateTime

Mo of Figlds [1 |

Date Field I.-‘-‘-.Iert Tirne Stamp j

Time Field I.-‘-‘-.Iert Tirme Stamp j

Select Date and Time farmat value

Fomat value MDD T hbomm 4
- -0D T b rm -
Y -MM-DD T kb +,- U TC

Y -bb-DD T b 22

Y -MM-DD T b rm: 2527 4 Cancel

Y -bb -0 D T kb 2+ - JUTC

YD DT hhimm

YD DT bk -
Figure:8

e C(lick OK.

Search String B I

Search Strings far : C:h\ogs]. C5W
ezea' ™" inany column to match every entry in the file

Add String Edit String | [Melete Sking |

Ok Cancel |

Figure:9
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Enhancement in LFM to consider the date and time mentioned in the log file

The log file gets added and is displayed.

™ EventTracker Agent Configuration x

File Help

Select Syztems
I PHPL-TEST4 j Agent bazed system

[T &pplythe following settings to specified Agents |

Manager destinations:

|'Z CIIIUILLPMPL-TEST4
Log Backup I Perfarmance I M etwark. Connections
tanagers | Ewent Filkers I Syzterm b anitar | Moaritar Processes I Services
Logfile Moritar I File Transfer | Config Aszeszment | zyzlog FTP zerver

v Logile Monitar

Search log files [wanous formats supported] for matching patterns specified
here. Both individual files az well az folders can be monitared far matching
entries. Matches cause an event to be generated.

Logfile Mame | File Type |
| A dhsmltesv2 CSY CSy
C:\hlogsl CSY C5Y

Add File Name | i 1= Dells | Delete File Name

Save | Cloze |

Figure: 10

e To save the changes click Save and then close the EventTracker Agent configuration window.
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Enhancement in LFM to consider the date and time mentioned in the log file

For Custom Date & Time format

The below example will provide details of how to configure custom date and time formats for IIS type.
For log types IISW3C, NCSA, BIN, URLSCAN, HTTPERR, W3C also the same custom date and time

format will apply.

e Select the IIS option from the dropdown list.

™ Enter File name |

"'ou can configure the complete path of the log file or folder that needs to be monitored
along with the ztings that need to be searched.

¥ Get &l Egisting Log Files

Select Log File Type |15 j

15K SID
MHCSA

- BIM L.
Enter File name LRLSCAM

HTTFERR

EWT

TEATWORD w7

| T I T TS

Figure: 11
e Browse the file path, select the file and click OK.

¥ select Folder/File Name

Select Dirive Mame:

Igc: j

Select Folder Mame: v Show all the files,

I :
£ inetpub
3 logs

Lu_ex150217 lag
u_ex150219.log
u_ex150220 log
u_ex1A0223 log
u_ex150224 log
u_ex150226 log
L_ex150227 log =l

k. Cancel

Figure: 12

e The file path gets displayed. Click OK.
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Enhancement in LFM to consider the date and time mentioned in the log file

"™ Enter File name

Y'ou can configure the complete path of the log file or folder that needs to be monitored
along with the strings that need to be searched.

[w Get 2l Egisting Log Files

Select Log File Tupe |15 j
Thig iz the Microzoft 115 log file format generated by (15,

Enter File name
C:hinetpubhlogziLogFileshw35W 0240 _ex150216. log

Ok, | Cancel |

Figure: 13
EventTracker Agent configuration displays the below message. Click Yes.

EventTracker Agent Configuration

S8 IF older log Files where monitored, old log entries will be
| unearthed,
= Do wou wank ko enable this option,

Figure: 14
The search string window displays. Click Add String button.

Search String E

Search Stings for
C:hinetpubhlogsiLogFilestw 35V C2W_ex] 50216 log
Uze a' ="' in any column to match everny entiy in the file

Colurnn M ame | Search String |

Edit String | [elete Stringl

1] ;4 | Cancel |

Figure: 15
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Enhancement in LFM to consider the date and time mentioned in the log file

The Enter Search String window gets displayed.
e Select the number of fields.

e Select the Format Value ‘Custom ‘from the available options and enter the custom format
value which matches the configured file date and time format.

[*¥ Enter Search String I

ou canh configure the strings that need to be searched in the selected log file(z). If any
record matching the gearch string iz found, an event will be generated.

Select Field Mame: Date j
Thiz 1z the Microsaft 115 log file format generated by 1S,

Enter Search String

You can select date and time from the parsing file by Deselecting this checkbox.
[~ Curent DateTime

Mo of Fields |2 j
[ate Field IDate j
Time Field ITime j

Select Date and Time format value

Formnat walue IELISTEIM vl

|WW-MM-DD [

0. I Cancel |

Figure: 16

e C(lick OK.
e Select the search string and click the OK button.

Search String ]

Search Stings for
C:hinetpubhlogsiLogFiles\WwW3SWC2a_ex130216.log
dze a' ™ "inany column to match even entry in the file

Date

Add Sting | Edit Sting | e |
Ok Il Cancel |
Figure: 17
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Enhancement in LFM to consider the date and time mentioned in the log file

e The logfil

e gets added and is displayed.

¥ EyentTracker Agent Configuration

File Help

— Select Spztems
IF'NF'L-TESN j Agent bazed systemn
[l &pplythe following settings to speciiied Agents I

Manager destinationz:

I‘.TZ.‘. JIOUTS PHPL-TESTA

Log Backup I Perfarmarnce I M etwork, Connections

 anagers | Ewvent Filters I Syztem Manitar | Manitar Proceszes I Services
Lagfile Monitar File Transfer I Config Azzeszment | ayzlog FTP server

W Logfile Monitar

Search log files [various formats supported] for matching patterns specified
here. Both individual files as well as folders can be monitared far matching
entries. Matches cause an event to be generated.

Lodgfile Marme | File Type |
d:hemlhoey2 CSY C5v
I C:hinetpubblogshl ogFiles _ex]150216. lag S

Add File Mame | “iew File Detailz | Delete File Mame | Search Stringz |

Save Cloze |

Figure: 18

Save the changes and Close the EventTracker Configuration window.
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Enhancement in LFM to consider the date and time mentioned in the log file

For EPOCH Date & Time format

The below example will provide details of how to configure EPOCH date and time formats for XML
type. The EPOCH format will apply only for CSV, XML, LOG4XML, JSON logfile type.

e Select the XML option from the dropdown list.

¥ Enter File name

Y'ou can configure the complete path of the log file or folder that needs to be monitored
along with the strings that need to be zearched.

¥ Get &l Egisting Log Files

ML

MULTILIME -
CHECKPOIMT

W3t

C5Y
bl
YiwARE
LOG4=ML
JS0N bl

T T

Select Log File Type

Thiz i the #ML Log File
nurmeric value iz stared
anly.

Enter File name

Figure: 19

e Browse the file path, select the file and click OK.

¥ Select Folder,/File Name | x|

Select Dnve Mame:
Er |

Select Folder Mame:

[ race? -
[ Te=T

[ vas
CAWMESH34M 320151 229-0000

[ wic
[ yuvaraj

Ok

[ Show all the files.

bk il
book1.xml
boak1-epoch, wml
logd. =mil
SampleLog_logdy.«ml

Caricel

Figure: 20

e The file path gets displayed. Click OK.
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Enhancement in LFM to consider the date and time mentioned in the log file

™ Enter File name
'ou can configure the complete path of the log file or folder that needs to be monitared

along with the strings that need to be zearched.

¥ Get &l Exizting Log Files

Select Log File Tepe  [HpL
Thiz iz the =ML Log File Format, The field tppes are striongly wped in =ML parzing, ie.. a
numernc value iz stored as numernc and an albhabetic walue iz stored as albhabetic

anly.

Enter File name

d:sernlhbaak, =l

k. Caricel

Figure: 21

EventTracker Agent configuration displays the below message. Click Yes.

EventTracker Agent Configuration E

S8 I older log files where monitored, old log entries will be

! | unearthed.
= Do you wank to enable this option,

Figure: 22

The search string window displays. Click Add String button.

Search String E

Search Strings faor : d:h=mihbook. =ml
dze a'* " in any column to match every entry in the file

Colurnt Mame | Search String

Edit String | [elete Stringl

1];4 | Cancel |

Figure: 23
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Enhancement in LFM to consider the date and time mentioned in the log file

The Enter Search String window gets displayed.
e Select the number of fields.
e Select the Format Value ‘EPOCH ‘format from the available options.

™ Enter Search String

ou can configure the ztings that need to be searched in the selected log file(z). [f any
record matching the search sting iz found, an event will be generated.

Select Field Mame: publish_date j
Thiz iz a genernic: =ML file.

Enter Search String

Y'ou can zelect date and time fram the parzing file by Deselecting this checkbox.

[T Current DateTime

Mo of Fields I i j

D ate Field Ipul:ulish_l:late j

Time Field [ie <]

Select Date and Time format value

Farmat walue I j
MDD T kb —
- -0 DT Rheme

T -MM-DD Thbcmm(+-JUTC |
Y -MM-O DT b 22 Cancel
-0 D T b 222

Y -MM-DDT bk ss(+,-UTC
Y MMDD Thhmm |

Figure: 24

e Click OK.
e Select the search string.
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Enhancement in LFM to consider the date and time mentioned in the log file

Search String ]

Search Strings for ; dhsml\book. sml
Uze a'*"in any calumi ta match ever enty in the file

Colurmn Mame | Search String

Add String | BT S | el S |

k. | Cancel |

Figure: 25

e To'Edit' the search string, click the Edit String button.
e To'Delete’ the search string, click the Delete String button.
e (lick the OK button.

The logfile gets added and is displayed.
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Enhancement in LFM to consider the date and time mentioned in the log file

™ EventTracker Agent Configuration Ed
File Help

Select Syztems
|PNPL-TEST4

-

j Agent bazed zpstem
Spply the following settings to specified Sgents |

Manager destinations:

|.__. (DI PMPL-TESTH

Log Backup I Perfarmance I Metwork, Connections

Managerz I Ewvent Filterz I Syzter Monitar | Monitor Proceszes I Services
Logfile Mornitar I File Transfer | Config Aszeszment | syslog FTP server

¥ Logfile Monitar

Search log files [wanous formats supported] for matching patterns specified
here. Both individual files as well as folders can be monitared far matching
entrigz. Matches cause an event to be generated.

Logfile M ame | File Type |
d:hamlhesv2 CSY CSW
d: sl book, sl

L I

Wiew File Detailz | Delete File Mame | Search Stringz |

Save | Cloze |

Figure: 26

e Save the changes and Close the EventTracker Configuration window.

To view the file details, click the View File Details button.
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Enhancement in LFM to consider the date and time mentioned in the log file

NOTE:

"™ Enter File name I

ou can configure the complete path of the log file ar folder that needs to be monitored
lalong with the strings that need to be zearched.

¥ | Get &)l Egizting Log Files

Select Log File Tupe  [5p41 j

Thig iz the #ML Log File Format. The feld types are strongly typed in =ML parsing, ie., a
nurmeric: walue iz stored as numenc and an albhabetic value is stored as albhabetic

anly,

Enter File name
d:Sernlhboak. =l __I

Y'ou can zelect date and time from the parsing file by Dezelecting this checkbox,

[T Curent DateTime

Mo of Fields E =]
Date Field [publish_date =
Time Field | =l

Select Date and Time farmat value

Farmat value I EPOCH j

Figure: 27

Please apply the Update ET82UA16-022 in the agent machine.
IISMSID will always consider current date and time format.
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