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This guide provides you with the information for configuring Change Audit and the associated protocols in
EventTracker. Change Audit is the important element of security. With Change Audit feature, you get
complete auditing, in-depth security monitoring, and detailed tracking for user activity, authentications via
system snap shots. Change Auditor tracks changes covering; file servers, folders, registry items and other key
services to enhance threat detection and threat prevention across your enterprise.

This guide is intended for Administrators and Operations personnel who are responsible for managing and
investigating network security.
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The information contained in this document represents the current view of Netsurion on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Getting Started

EventTracker - Change Audit is a diagnostic tool that targets a broad area of Change Management. Change
Management is a concept by which all system changes are tracked periodically, intelligently and reported on
demand for the user to analyze, understand and if needed recover from change.

The advantage of change management is, it provides the user information regarding the changes that could
be harmful. During the day, there are thousands of changes happening on the Windows system. Using an
effective change management solution, changes can be viewed with only the critical changes being
highlighted, besides having the non-critical folders and registry hives filtered out. In short, change
management is a process by which the user can monitor, analyze, understand and recover from change.

e Result Summary Console

e Result Analysis Console

e Policy Comparison Results Console
e Search Audit Details

e Track File Checksum

e Change Classification Rules

e Configuring Change Audit to log Snapshot results, as Change Audit events locally (Windows
Application logs).

e Configuring Configuration Policies (Configuration Policy Editor).

e Comparing systems based on Configuration Policies. Compare systems can be used to generate a
report if there are discrepancies between the existing configuration and the actual configuration of
the systems.

e Exporting / Importing Configuration Policies.

e Scheduling Policy comparison.

e Identify and cure the systems of new viruses before the Anti-Virus provider comes up with a cure.

e Capture and store system snapshots. Snapshots contain detailed information about the file system,
registry, and system configuration.

e Track registry changes and restores “last known good configuration’ registry settings.

e Schedule or take Snapshots on demand.
e Edit Snapshots.
e Reinitialize Snapshots.
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Compare Snapshots. Unlike first-generation products, only differences are stored to maximize speed
and minimize disk space usage.

Configure Filters to filter out non-critical directories and registry hives. Filters can be turned off at any
time.

Create, edit, and delete Logical Computer Groups.

Create, edit, and delete Configuration Policies.

Set and apply Global configuration settings.

Set and apply System configuration settings.

Change Audit provides an organization more control in managing the Windows systems in their
enterprise. The key benefits are:

Minimize downtime, Increase availability: System downtime causes significant losses in customer
retention, brand reliability and most importantly “revenue.”
Reduce fault diagnostic time.

o Reduce Total Cost of Ownership (TCO): TCO reduces drastically when system downtime is
reduced. Reducing system downtime means higher availability of help desk staff for other
tasks, better utilization of technical staff that uses these systems besides enabling higher
system availability.

Improve control of critical systems/applications.

o Enhance security: Change Audit provides detailed change reports that help identify breaches
in security.

Have insurance against change: With Change Audit installed a user is confident about installing new
software or making major configuration changes as he has information available that helps in
reverting to a good configuration if any problem occurs.

EventTracker - Change Audit architecture is completely centralized and provides control to manage all the
systems on the network from one console.

EventTracker - Change Audit is constituted of two main modules, namely the Manager and the Client. The
Manager, in turn, is constituted of 3 components: Service, Console GUI, and a backend database that
stores enterprise change data.

A typical deployment of EventTracker - Change Audit can include one console and multiple clients installed
on each client machine.
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EventTracker - Change Audit uses two TCP ports to communicate between EventTracker - Change Audit
Client and Server.

Port — 14502 (TCP bi-directional) is used for snapshot transfer between client and Server.

Port — 14508 (TCP bi-directional) is used for real-time comparing any system with a golden snapshot
located at the server.

NOTE: Enabling firewall on the EventTracker - Change Audit Manager computer adds the ports 14502 and
14508 to the firewall exceptions list.

Cause of Event

After taking the system

snapshot if Change Audit . .
3400 detects that any new file is ;Z:zcizgrfhzr;at: action for the

added then this event is ge-

generated.

After taking the system C.heck If. the changes made to

. . file are intentional and then

snapshot if Change Audit . .
3401 L - take appropriate action for the

detects that any file is modified

. ; detected change.

then this event is generated.

After taking the system

snapshot if Change Audit Take appropriate action for the
3402 .

detects that any file is deleted detected change.

then this event is generated

After taking the system

snapshot Change Audit Take appropriate action for the
3403 generates this event to detected change.

summarize all the detected file

changes.

After taking the system

snapshot if Change AUdIt. Take appropriate action for the
3404 detects that any new registry detected chanee

key is added then this event is ge-

generated.
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Cause of Event

3405

After taking the system
snapshot if Change Audit
detects that any registry key is
modified then this event is
generated.

EventTracker v9.x Change Audit

Take appropriate action for the
detected change.

3406

After taking the system
snapshot if Change Audit
detects that any registry key is
deleted then this event is
generated.

Take appropriate action for the
detected change.

3407

After taking the system
snapshot Change Audit
generates this event to
summarize all the detected
registry changes.

Take appropriate action for the
detected change.

3408

If Change Audit detects any file
changes (Addition, modification
and deletion) after comparing a
configuration policy with the
system it generates this event
for each file change detected.

Take appropriate action for the
detected change.

3409

If Change Audit detects any
registry changes (Addition,
modification and deletion) after
comparing a configuration
policy with the system it
generates this event for each
registry change detected.

Take appropriate action for the
detected change.

3410

When Change Audit evaluates a
category and its result is true
then this event is generated.

Take appropriate action.
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Cause of Event

When the change type of an
3411 object is modified then this Take appropriate action.
event is generated.

When the Change Audit engine

3412 takes a snapshot. Take appropriate action.
When the Change Audit engine

3413 sends snapshot files to Take appropriate action.
manager.
When the Change Audit engine Take apbropriate action

3414 performs a scheduled policy pprop ’
comparison.

3415 When the Change Audit engine | Take appropriate action.

performs inventory updation.

When the Change Audit engine
3416 executes the policy comparison
request from manager.

Take appropriate action.

This option helps to start EventTracker — Change Browser from the Manager and the Client computers.

To start Change Browser follow the below steps :
1. Select EventTracker Control Panel, select Change Audit, and then select the Change Browser.
(OR)

1. Double-click Change Audit on the desktop EventTracker Control Panel.

2. EventTracker displays the Results Summary Console.

3. Click Change Browser on the toolbar.

4. EventTracker - Change Audit displays the Change Browser console indicating that the Baseline

snapshot is in progress.
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EventTracker - Change Browser

i Baseline snapshat is in progress for system: WEEBDOC1
' Please try again after sometime,

Figure 1
5. EventTracker - Change Audit displays the Change Browser console indicating that

the Automated snapshot is in progress.

EventTracker, - Change Browser

i Automated snapshot is in progress For: WEEDOCL
’ Please kv after sometime,

Figure 2

6. After successful installation, EventTracker - Change Audit takes a baseline Snapshot at 2 A.M.
7. If the Baseline and Automated snapshots are over, EventTracker - Change Audit loads the system,
compares the two snapshots and displays the Change View.

& EventTracker - Change Browser,
Fle Edit View Options Reports Help
Groups 5 Change View - @New Snap | 4 @ Show Next Change | S| Change Report

=] .
= Compare  f45; 8/5/2010 20203 &M v| with  [as: 842010 35310 PM ~|
WEBDOC2 = =
[Tracking only selected file tpes EEDOCZ
=N - Processor ‘ Page Size ‘ ‘indows Version ‘ Total Physical M emary
=& Drives E‘;EEBX1 4096 Bytes 5.1 Service Pack 3 991 MB
+- Y C
Qo
act
ar
oG
= f&’ Registry

+- W HKEY_LOCAL_MACHINE
£y HKEY_UISERS
£y HKEY_CURRENT_COMFIG

Syster: WEBDOC2 Type: System Mame Wihanged: .. Widded: . Wieleted: ..

Figure 3
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This option helps to start the Results Summary Console from the Manager computer.
To start Results Summary Console follow the below steps :

1. Double-click Change Audit Results on the desktop Control Panel.
EventTracker - Change Audit displays the Results Summary console with empty panes if the snapshot
is in progress.
EventTracker - Change Audit displays the graph view of the manager and the EventTracker - Change
Audit managed computers.

Results Summary Console [_ [ ][]

Ele ‘“iew ChangePolicy Configuration Policy Tools Help

S Change Browser Refresh ? About

Change Policy Dashboard System Groug IAH 'l Wigw Type IGraph - g By IChange Type -
ESHWERDOC (2) WEBDOC2 (2)

W Authorized

B Unauthorized

W Configurstion

1 Business Knowledgs

. q A ) .
Configuration Palicy Dashboard Analyze
FPolicy Name | FPolicy Description | System Name Integrity Yiolations | Comparison Time | Schedule Frequﬂﬂ_
|§]Sample Critical File Policy This policy is designed to demonstrate File Integrity Monitor, ..  ESXWEBDOC 11 8/5/2010 2:01:04 AM Diaily
Ready UM
Figure 4

This drop-down list displays all the system groups discovered by the
Client Manager.

System Group

View Type Select an option to view chart or data on the console.
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Field Description

View By
Change Type Authorized Detected changes that can be matched with an
approved change request.

Unauthorized Detected changes that cannot be matched to an
approved change request.

Configuration Configuration audit helps to track all changes that is
made to the computer configuration, or able to
restore the configuration of that computer back to
a known valid restore point.

Business The concept in which an enterprise consciously and

Knowledge comprehensively gathers, organizes, shares, and
analyzes its knowledge in terms of resources,
documents, and people skills.

Object Type Files Added

Files Deleted

Files Modified

Registry Added Registry keys added

Registry Deleted Registry keys deleted
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Description

Registry Modified | Registry keys modified

NOTE:

e By default, data is not populated for Change Type: Authorized, configuration and Business Knowledge,
as the default file types contain only the unauthorized file extensions.

e From v9.0 onwards, for Object Type, we are not monitoring Registry Added/Registry
Deleted/Registry Modified by default.

Change Browser is the first component of EventTracker - Change Audit. This section helps understand the
Change Browser user interface. To work with EventTracker - Change Audit effectively, a thorough
understanding of its user interface is very important.

Groups | &28° Change Yiew v| @ Mew Snap | [ 5] | @Shnw Mext Change | =l change Repnrt|

= .
= Compare  a5: 8/5/2010 2:01:42 AM | with Jas: 8201035327 PM =]
ESXWEEDOC
Tracking only sel ESwEEDOC
5 ¥ Proceszol | Page Size | “windows Wersion | T otal Phyzical kMemary |
- EETR 4056 Bytes 5.2 Service Pack 2 1023 MB
WEBDOC2
- W HKEY_LOCAL_MACHINE
& HKEY_USERS
% HKEY_CURRENT_CONFIG
¥_ System Bar Ll.i\.forlcspac:e
IP Address: 192.168.1.24 Type: System Name [Wehanged: . [Wadded: . [WDekted: .
¥ Status Bar
Figure 1
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Title Bar

The strip at the top of the Change Browser is the Title Bar. Title Bar displays the name of the application.
You cannot customize, move, or drag the Title Bar.

Menu Bar

The strip next to Title Bar is the Menu Bar. Menu Bar contains menus. Each Menu contains a list of
commands and shortcut keys to carry out a specific task. You cannot customize, move, or drag the Menu
Bar.

System Bar
System pane displays the monitored systems.
Toolbar

The third strip is the Toolbar. The Toolbar contains command buttons with images. Frequently used
options are provided on the Toolbar. You cannot customize, move, or drag the Toolbar.

To ‘
51 Groups Switch to Groups view.
52 Change tiew - Toggle between Full View and Change View.
M Take new Snapshots of the selected system.
ﬂ Search strings in File System or Registry.
@ Show Next Change View consecutive changes in File System and
Registry.
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=] change Report View change reports based on Snapshots and change
reports based on policies.

Hover the mouse on the ToolTip to know the function of the buttons.
Workspace

The Workspace consists of the left pane, right pane and a strip below the toolbar. The strip contains two
drop-down lists that list out Snapshots available for comparison. The right drop-down list contains all the
available Snapshots and the left one contains only the latest one.

By default, EventTracker - Change Audit selects the Manager system, Displays Drives, and Registry trees on
the left pane and hardware details on the right pane.

Expand and select items under Drives or Registry tree, EventTracker — Change Audit compares the
Snapshots, the Baseline Snapshot with the first Snapshot taken after a specific interval following the
Baseline Snapshot and displays the comparison details on the left pane.

EventTracker - Change Audit displays the change details that include Addition, deletion, and modification
of files, folders, in this Change View. EventTracker - Change Audit displays mouse over ToolTip for all the
items on both the panes.

Status Bar

EventTracker - Change Audit displays IP address of the selected system in the first section, type and filter
status of the item clicked on both the panes in the second section, total count of items modified in the
third section, total count of items added in the fourth section, total count of items deleted in the fifth
section, and total count of nodes in the sixth section.

EventTracker - Change Audit Icons represent EventTracker - Change Audit objects.

h 4 Total count of all items added to the File System or Registry.

k4 Total count of all items modified in the File System or Registry.
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Represents

k Total count of all items deleted from the File System or Registry.
O An item added to the File System or Registry.

Cu An item modified in the File System or Registry.
x An item deleted from the File System or Registry.
Ei Unaltered item.

= Folders.

= Files.

. Registry.

(3 File system folders and Registry keys.

= Computer Groups.

] Snapshot in progress.

= File changes found.

e Registry changes found.

5 File and registry changes found.

& No changes found.
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? Fresh item.
¢ Items accepted.
3] Items ignored.
FE Items rejected.

The Change Browser is an information-rich browser that displays a comparison of current versus previous
snapshots.

The Change Browser is very similar to Microsoft Windows Explorer which is the most used utility to
diagnose problems. The color-coded presentation of useful information about system changes helps in
resolving the problems quickly.

In the Result Summary Console window, click the Configuration Policy tab in the menu bar and select
Configuration Policy Editor option to open Configuration Policy Editor dialog box.

Configuration Policy Editor helps in setting Configuration Policies for the enterprise environment. Policies
are grouping of registry hives and directories of a specific application. Once a Policy is created, then
changes to any file or registry item belonging to that policy is indicated as a change to the Policy. It is easy
to monitor changes through Policies rather than run through the entire file system and registry.
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E Configuration Policy Editor |_ [T x]
File Policy
This interface allows you ta create and manage "configuration contral” policy. Each poliey containe entries for files, folders and registies. This policy can be viewed as a master configuration
which can be compared against multiple spstems
- — File Detail
g::ﬁ:;?i?cal Fiim ol File | D escription | Size | Wersion | Checksum =
P & O C:iwINDOWS vsystem32yfind. exe Found integrity ... 9216 5.1.2600.0 2329F2C682
O C:AwINDOWS haystem 32 ftp.exe Found integrity ... 42496 5.1.2600.5512 12840101
O C:ywANDOWS vsypstem 32t notepad. exe Found integrity ES120 51,2600 5512 F&90FBB0OS1
O CiwAND WS Seystem32inslookup.exe Found integrity ... 7800 5.1.2600.5512 D3ESR5E1 30
O CiwAND WS Ssystem32hprint. exe Found integrity ... 9218 5.1.2600.0 2F2AD01 7264
O CvwINDOW S haystem324reqedt32. exe Found integrity ... 3584 5.1.2600.0 DEBOOEZDE
O CvwINDOW S vapstem32hroute. exe Found integrity ... 13968 5.1.2600.0 H2828039F
Ll | 3
I Select Al Remove Add ltern | E dit Description |
— Registry Detail
Registry Key | Yalue | D eseription | Data |
R Add [t Edit Descripti
« | _’I [~ Select All Emove | Add ltem | it Description
Add Policy Edit Description Bemaove Policy Compare Spstems
Figure 2
Add Policy Create a new Policy.
Edit Description Edit description of the Policy.
Remove Policy Delete the selected Policy.

Compare the monitored computers against the

Compare Systems
P v selected policy.

File Details pane

Remove Remove the selected item from the Policy.
Add Item Add an item to the Policy.

Edit Description Edit description of the selected item.
Select All Select this check box to select all files.

Registry Details pane
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Remove Remove the selected item from the Policy.
Add Item Add an item to the Policy.

Edit Description Edit description of the selected item.
Select All Select this check box to select all keys.

Policies pane: Displays the list of configuration policies configured.

File Details pane: Displays the list of files and folders associated with the policy selected in the policies
pane.

Registry Details pane: Displays the list of registry keys associated with the policy selected in the policies
pane.
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2. Results Summary Console

Change Policy Dashboard displays the summary of snapshot results.

Configuration Policy Dashboard displays the most recent results of on-demand policy comparison done
through Compare Systems console and scheduled policy comparison done through Policy Comparison
Scheduler.

NOTE: You can access the Results Summary Console from the EventTracker - Change Audit manager
computer alone and not from the EventTracker - Change Audit managed computers.

This option helps to set preferences to view change details. Preferences set are reflected on the desktop
Results Summary Console and the Web interface (Change Audit -> Change Policy Dashboard) as well.

To set dashboard preferences follow the below steps :

1. Click the Tools menu and then select the Dashboard Preferences option.

Reports Summary Console displays the Dashboard Preferences window.

Dashboard Preferences

Dashboard Preferences I

Auto Refresh Interval [in seconds) |1D j

— Change Surrmary D ashbaoard
v Make "View by Change Type" as the default option
Select the segments to view in graph for | Yiew By Chande Type j
P
=) Authorized
g Unauthorized
=] Canfiguration
= O
> Syztem
E Buziness Knowledge
E
=
=
w
n
=
a ™ Make data view as the default view
U
o [+ Show equal sized graphs
")ﬂ 0K I Cancel

Figure 3
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Description ‘

Enable Auto Refresh | Select this check box if you prefer EventTracker — Change Audit to
refresh the Results Summary Console automatically. EventTracker -
Change Audit enables the “Auto Refresh Interval [in seconds]” drop-
down list. Set the interval for EventTracker - Change Audit to refresh
the console.

Change Summary Dashboard

Make “View by EventTracker - Change Audit selects this check box by default. Clear
Change Type” as the | this check box if you prefer to view Object Type as default view.
default option

Select the segments | EventTracker - Change Audit selects the “View By Change Type”

to view in graph for | option by default and displays the related segments with respective
color codes. You can select or clear the check boxes against the
respective segments.

Dashboard Preferences E3

Dashboard Preferences I

™ Enable &uto Fefresh

Auto Refresh Interval [in seconds] |1D LI

— Change Summary D azhboard

W Make iew by Change Type' az the default optior

Select the segments to view in graph for IViEW By Object Tvpe LI

Files &dded

Files Deleted
Files Modified

] Registy &dded
1 Registy Deleted
] Registry Maodified

I Make data view as the default view

Results Summary Console

IV Show equal sized araphs

(u].4 I Cancel I

m

Figure 8

Make data view as Select this check box if you prefer to view “Data View” by default.
the default view Otherwise, EventTracker - Change Audit displays the “Graph View”
as default view.
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Description
Show equal sized EventTracker - Change Audit selects this check box by default. Clear
graphs this check box if preferred to view unequal sized graphs.

NOTE: To get data for authorized, configuration and Business Knowledge, the user must add it manually by:

¢ Navigating to EventTracker Change Browser-> Options->Global Configuration->File Type
e Adding the file types.

2. Set the preferences and then click OK.
3. To change the color of the preferred segment, click the color strip.
EventTracker - Change Audit displays the browse button.

Dashboard Preferences E2

Dashboard Preferences |

[ Enable Auto Refresh

Auto Refresh Interval [in seconds] I'IEI j

— Change Summary Dashboard
¥ Make "View by Change Type" as the default option

Select the segments to view in graph for “iew By Change Type j

Authorized
Unauthaorized
Configuration

] Sypstem

Buzinezs Enowledge

[ Make data view as the default view

Results Summary Console

¥ Show equal sized graphs

ok I Cancel

m

Figure 9

4. Click the browse button.
EventTracker - Change Audit displays the color palette.
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Color
B asic colors:
. ==
m = (|
T . . .
. . .
NN . .
LCustom colors:
| W N | ¥ |
| W N | ¥ |
Define Custom Colaors = I
ak I Cancel |
Figure 10

5. Select the color and then click OK.

This option helps you to export the details about the files that are present on the system. The exported
data is further utilized to monitor the files/processes as discussed in EventTracker User Guide -> Active
Watch List. Later this list can be generated to track irrelevant files/processes.

To export Change Data follow the below steps :

1. Click the Tools menu and then select Export Change Data.

Change Data Export Utility window displays.

E Change Data Export Ukility
— Output Columns
I Select &l
I File: Marne I Fil= Path I File Attributes
[ File Size I File Creation Time ™ File Last write Time
™ File Last Access Time I File version ™ File Checksum
— Swskemi=)
MCLOON e |
[=]
=<
<< |

—Files Typei<)
[ AllFiles

%ou can enter multiple file extensions separated by a commar, ).
Example: exe,dl,sys etc

— Output Settings

s File Path | |

™ File Header [~ write Log File
[T Create separate file for each system

Expark I Cancel |

Figure 11

Netsurion. EventTracker



http://www.eventtracker.com/support/online-help/eventtracker-v8.x/EventTracker-v8.x-Online-Help.htm
http://www.eventtracker.com/support/online-help/eventtracker-v8.x/EventTracker-v8.x-Online-Help.htm

EventTracker v9.x Change Audit

2. Select the required Output Columns or the Select All option.
In System(s) pane, select the required systems.
In File Type(s) pane, select All Files option or enter the required file extensions separated by a
comma.

5. In Output Settings pane, browse the CSV File Path.

6. If required select File Header, Write Log File, Create a separate file for each system option.

ﬁ Change Data Export Utility [ <]
 Output Colurmns
¥ select all
I+ File Mame I+ Fil Path ¥ File Attributes
V' File Size W File Creation Time W File Last write Time
[+ File Last Access Time ¥ Fils Yersion [+ File Checksum
— Systemis)
B
=]
<< |

—Files Typels)
I+ &l Files

‘fou can enter multiple file extensions separated by a comma, ).
Example: exe,dll,sys etc

—Oukput Setkings
SV File Path IC:\,Users\,sunanda\,Desktop |

IV File Header W write Log File
I create separate file For each system

Export I Cancel |

Figure 4
7. Select the Export button.
A successful message displays.

I_.f" & Change data exported successfully.,

L ! 4 Exparted change data of 1 system{s) from a total of 1,

Figure 13

Data can be viewed regarding the files in the respective CSV file. List can be imported as discussed in
in the Active Watch List.
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2.3 Viewing the summary of the Change Details

By default, EventTracker displays chart view summary of Authorized Change Types for all managed
systems irrespective of the system groups.

Results Summary Console M=

File Wew Change Policy Configuration Policy  Tools Help

* Change Browser Refresh  ‘F about

Change Folicy Dashboard Systerm Group |All 'l Wiew Type |Graph 'I Wiew By IChange Type 'l

ESHWEBDOC (222 WEBDOC2 (50) WEBDOC (16)
B sutharized
B Unauthorized
W configuration
1 sSystem
. Buziness Knowledge
Configuration Palicy Dashboard s
Palicy Marne | Palicy Description | Syskem Name | Inteqrity Yiolations | Comparison Time | Scheduls Frequency: |
@ésample Critical File Policy This policy is designed to demonstrate File Integrity Monitor...  ESXWEBDOC i1 &/5f2010 2:01:04 AM Daily
Ready UM
Figure 14

NOTE: Depending on the Configuration settings, the graph varies.
To view statistical data of Change Type, follow the below steps :

1. Select the Data option from the View Type drop-down list.
(OR)
Double-click the pie chart to view data.
EventTracker displays the statistical data of Change Type.

Netsurion. EventTracker




EventTracker v9.x Change Audit

Results Summary Console

=]
File Wiew Change Policy Configuration Policy  Tools  Help
S Change Browser Refresh ? About
Change Policy Dashboard System Group IAH 'l Wiew Type IData 'l View By IChange Type =
System Mame | Current Snapshot Time | Previous Snapshot Time | Authorized | Unauthorized | Configuration | System | Business Knowledge I
ESRWEBDOC §/5/2010 12:36:09 PM §/5/2010 2:01:42 AM [u] 1] a ZEE a
WEBDOC2 8/5/2010 12:35:02 PM 8/5/2010 2:02:03 AM o o o S0 o
WEBDDC1 /52010 1:10:42 PM /52010 12:39:54 PM o o o 16 o
X . ™ .
Configuration Policy Dashboard o
Policy Mame | Policy Description System Name Integrity Yiolations | Comparison Time | Schedule Frequency:
|§]Sample Critical File Palicy This policy is designed to demonstrate File Integrity Monitor. .. ESXWEEDOC 11 &/5/2010 2:01:04 AM Daily
Ready M
Figure 15

To view chart view summary of Object Type, follow the below steps :

1. Select the Object Type option from the View By drop-down list.

EventTracker displays the chart view summary of Object Type.
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Results Summary Console 5]

Eile Wiew <Change Policy Configuration Policyy Tools Help

o Change Browser Refresh ‘? Abouk

Change Policy Dashboard System Group IAII j View Type IGraph 'l Yiew By |8l i

ESHWEBDOC (222 WEBDOC2 (50) WWEBDOCT (16)

W Files Added

M Files Deleted

M Files Maditied
| Registry Added
B Registry Deleted
1 Registry Modified

=
Configuration Policy Dashboard s ey
Palicy Name | Falicy Description | Swskem Mame | Integrity Violations | Comparison Time | Schedule Frequency |
IEI Sample Critical File Paolicy This palicy is designed to demonskrate File Integrity Maonitor,,,  ESHWEBDOC 11 8/5/2010 2:01:04 AM Daily
Ready MU
Figurel6

NOTE: Depending on the Configuration settings, the graph varies.

2.4 Viewing the Change Details — Change Details Console

To view change details in the Change Details console, follow the below steps :

1. Click the hyperlink under the System Name column to view change details of that system in the
Change browser.
2. Click the hyperlink under the respective columns of Change Type/Object Type entities.
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M=l E3

Results Summary Console

Fi Wiew Change Policy Configuration Policy  Tools  Help
S« Change Browser Refresh R about
Change Policy Dashboard Systern Group IAII j Wiew Type IData VI Wiew By IChange Type VI
Systern Mame | Current Snapshot Time | Previous Snapshok Time Authorized | Unauthorized | Configuration | Syskem | Business Knowledge
ES=WEBDOC SYS/2010 12:36:09 PM SI5/2010 2:01:42 AM a a a 22z a
WEBD D2 8i5/2010 12:35:02 PM 8/5/2010 2:02:03 AM [u] [u] [u] S0 [u]
WEBDOC1 SIS/2010 1:10:42 PM /52010 12:39:54 PM o o o 16 o
Configuration Policy Dashboard o o
Palicy Mame | Policy Description | Syskem Mame | Inkegrity YWiolakions | Comparison Time | Schedule Frequency |
IEI Sample Critical File Policy This policy is designed to demonstrate File Integrity Monitor, .,  ESXWEBDOC 11 SI5/2010 2:01:04 AM Craily
Ready MM
Figure 17

Results Summary Console displays the Change Details console.
Change Detailz I

Object Status:
R I YT

HEEY_LOCAL_MMACHINENS OFT'WwWAREAWMicrosoftsCryptographys RN G

DObject Type: Change Type

[

System Mame:

=l

ISyslem

Item Location:

Registiy value was Modified.

Itern M

Sm Hame I Change Type: Spstem
ﬁ'oSeed

S5V

ﬁ’oLastTaskHun

I Previous Snapshat
=3 3d bE b3 83 o7 33 27 dB8
REG_BIMARY

| Current Snapshat
cfd8 3c5c 83659 cB B 4.
REG_EIMARY

Group by Path |
Brevious |

# Applnit_DLLs
ﬁeLaleheckTime
ﬁ'LastEhecleme

Data
Data Type

£ ﬁ?LastCheckTime
8 ﬁoLastEheckTime Mext |
g ﬁ'LastCheckTime
o 5 LastCheckTime Filter |
%‘ ﬁ'LastEhecleme
= & LastTheckTime Butharize |
= 5 LastCheck Time
5 ﬁ‘o Court Access Histary |
m ﬁ?Nextlnstance
= Fore Infa |
o
=
™ Select 4 Unselect A1 unauthorized iems Lhange Browser | < | _’I
7 ok | Clese |

Figure 18
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NOTE:

Results Summary Console enables the “Authorize” button when changes to “Unauthorized” items (*.exe,
*.0cx, *.dll, *.sys, *.drv, *.msc, *.cpl, and *.vxd) are detected. Results Summary Console enables the
“More Info” button when new/modified/deleted DLLs and EXEs are detected.

3. Select an item and then click Filter to add a new filter to System or Global Configuration.
Results Summary Console displays the Add Filters console.

Add Filters E3 |
Add Filters |
Filter sting

HEEY LOCAL MACHINENSOFTWARE \WicrozofthCryptographwt AMG WS eed

— Filter the objects by uzing the filker string to match

{* Exact registy value name and its path
" Exact registry path [Filker all the children of the path as well]

Az substring in the registry walue o registy path [&pplies on all systems)

—&pply thiz filker on
&+ Thiz system

Results Summary Console

Al epstems

T

ol

Figure 5

Select an appropriate option under “Filter the objects by using the filter string to match”.

5. Select “All systems” option under “Apply this filter on” to add this filter to Global Configuration. Click
OK on the Change Details console.
Results Summary Console displays the confirmation message box.

Results Summary Console

2 ‘¥ou have made changes to some configurations that need to be applied on remote systems, Do wou want to apply
\:I’) the changes before exiting?

Figure 20

6. Click Yes.
Results Summary Console displays the Applying Configuration dialog box with the appropriate

message.
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Applying configuration

Configuration saved successfully. .

Firizh

Figure 21

7. Click Finish on the Applying Configuration dialog box.
8. Open the Change Browser. (From the Result Summary Console refer fig 17)
9. Click the Options menu and select the Global Configuration option.
10. Click the Filters tab.
EventTracker - Change Audit displays the newly added Global Filter.

. ™ Global Configuration oy
Change Type |  FleChangeType |  RegishyChangeType |  Checksum | ChecksumPues |
Genetal | FleTypes | MonkorSpeciicRegisy | MomborSpecific Folder [ Flles |
m [ Abschae Pah al
(D Contraamr Flogniy\HEEY_ LOCAL MACHIRE\SYSTE MNCanboll

w [P Freguay\FY_LOCAL MACHINE ST TEMNCumerd
[ } e Lo AR

£ ¥

Check and chick Remove’ to UnFilter cheched nodes.
Tio Flbes nighdt chek on & foldar of ragising key i the changs biowser and selact the oplion.

e |

oK. Cancal

Figure 22

11. Select “This system’ option under “Apply this filter on’ to add this filter to the System Configuration.
(In the results summary console, refer fig 17)

12. Open the Change Browser.

13. Load the system that you want to view the newly added filter.

14. Click the Options menu and select the System Configuration option.
15. Click the Filters tab.
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[ Systemn Configuration - NTPLDTBLRIED

X
Change Type | Regatyy Change Type | Chechmum |

Mondor Speciic Regisng |

Fibe Chisngs Type | Checkoum e |
Sxbem Configuestion | Fiber |

Moribo Specific Folderfs) |

Check andl cick Femove’ to UinFites checked nodes
T bler nght chok on a folder o iagritry key i the changs browser and selisct B ophon

=

. I

Figure 23

To authorize unauthorized changes, follow the below steps :

1. Click the hyperlink in the Unauthorized column.

Results Summary Console

File View Change Policy Corfiguration Policy Tooks  Help

[_[=]
S Change Browser Refresh @ About
Change Policy Dashboard Swstem Group IAH -l “iew Type |Data ~ i By Ichange Type =
Syskern Marne | current snapshat Tirne | Previous snapshat Tire |_autharized [ Unauthorized [ corfiguration [ system [ Busiress knowledge |
ESHWEBDOC 8/5/2010 12:36:09 PM 8/5/2010 2:01:42 AM o o o 222 o
WEBDOC1 8/5j2010 2:26:30 PM 8/5/2010 1:10:42 Pr4 o o o 44 o
WEBDOCZ 8/Si2010 2:25:28 PM 8/5[2010 2:23:17 PM [ [ 17

o

Configuration Policy Dashboard

Policy Name

[ Palicy Description
{|=hiampie Critical File Policy

=l -

Analyze

[ System Name [ Integrity violations _| Comparison Time Schedule Frequency
ESXWEBDOC 11 8/S/2010 2:01:04 AM i

This policy is desianed to demonstrate File Integrity Monitor ...

Daily

Ready

[
Figure 24

2. Results Summary Console displays the Change Details console.
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Chhargs Dot |

Lriiem Mame [hhpmct Ty LU R T T harpn 1 yppee

[T -] [ = [a = [ [T =]

lom Locaison  © el | amgiger Al T seg! /ool shoy wemsr sue

] ¥ i wvan Dmbetod
aw“ o Change |ppo Uinssthonsed
n w .-:.-.:r’---.r | | Cumerd Srupabai [ Prorsmsn Sougritas
l:ll-'l P farm b b we
wex 1t ol ol Wl

E [w U B Hyew -

O™ =icil @ Fepch

E il e e
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i _tovwss |
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Figure 25

3. Select the Select / Unselect All unauthorized items checkbox to select all unauthorized items if not
selected.
You can also select/unselect individual items by selecting or clearing the respective checkbox.
(OR)
Click Group by Path to view all unauthorized changes based on the location.
Results Summary Console displays the Group by Path window.

Group by Path E3
Group by Fath I
O C:awcaiT emphagent'al Tempt 4

X

(=]

7))

=

=]

L)

=

i

m

=

=

=i

Y5

un

=

=

mn

&

[T Select / Unzelect Al iterns Authaorize |

'?: LCloze |

Figure 26

4. Select the items and then click Authorize.
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Results Summary Console displays the Authorization Comment window.
Note: Each path selected, Results Summary Console displays a separate Authorization Comment

window.
Authorization Comment E
Authorization Comment I
10 itern(s) under the following path:
C:homcAiT emphtigent’, ;I
=1
g
= -
& [
% Comment
@ [ =y
=
=
=
73]
0]
=
7 (2l
i}
=4 .
™ Apply zame comment for all items.
ZE ok | Ciese |
Figure 27

5. Type an appropriate comment.

6. Select the Apply same comment for all items check box if you wish to apply the comment for all
items.

7. Click OK.
If you leave the comment field empty, Results Summary Console displays the confirmation message
box.

Results Summary Console

\?/ Da waou wank to Authorize the change item with blank comment?

Figure 28

8. Click Close on the Group by Path window.
9. Click OK on the Change Details window.
Results Summary Console displays the confirmation message box.

Results Summary Console E

:;:/ ¥ou have made changes to one or more items, Do wou wank bo save the changes before exiting?

Figure 29
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10. Click Yes to save the changes.
EventTracker - Change Audit authorizes the unauthorized changes.

Results Summary Console [_ =] <]

Filz Wiew Change Policy Configuration Policy  Tools Help

™ Change Browser Refresh B about

Change Policy Dashboard System Group IAII j wiaw Type IData VI “Wian By IChange Typa 'l

Current Snapshot Time
0 g/ 9 PM
WEEBDOC1 8/5/2010 2:26:30 PM

WEBDOCZ 8/5/2010 2:25:28 PM

Configuration Policy Dashboard L -

Analyze
Palicy Marme | Policy Description | Svstern Marme | Inkeqrity Yiolations | Compatison Time: | Schedule Frequency: |
|§] Sample Critical File Policy This policy is designed to demonstrate File Integrity Monitor... | ESRWEBDOC 11 &I5/2010 2:01:04 AM Draily
Ready LR
Figure 30

To view change details in the Change Browser, follow the below steps :

1. Click a hyperlink under the System Name column.

EventTracker - Change Audit loads the system in the Change Browser and displays the changes.
(OR) Click the Change Policy menu and select the Change Browser option.

EventTracker - Change Audit displays the Change Browser window.

Double-click the system that you want to view change details.

(OR)

Press M holding CTRL on your keyboard.

EventTracker - Change Audit displays the Change Browser window.
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Double-click the system that you want to view change details.

2.7 Viewing Change Report

To view change report, follow the below steps :

1. Select a system (In the Change Policy Dashboard)
2. Click the Change Policy menu and select the View Report option.

Results Summary Console displays the report in the Notepad.

2.8 Configuration Policy Dashboard

Configuration Policy Dashboard displays the most recent results of on-demand policy comparison done
through Compare Systems console and scheduled policy comparison done through Policy Comparison
Scheduler.

Results Summary Console
Eil= Wiew Change Policy Configuration Policy Tools Help

% Change Browser Refresh ‘B About

Change Palicy Dashboard System Group IAII - Wiew Type IGraph - View By IChange Tvpe 'l
ESXWEBDOC (222) WEBDOCT (44) WEBDOC2 (313

B Urathaorized

W <onfigurstion

0 System

W Business Knowlsdge

Y

Configuration Policy Dashboard ArerED ©
Policy Name | Policy Description | System Mame [ intearity ¥iolations | Comparison Time | Schedule Frequency
{121 52mple critical File Policy This policy is designed to demanstrats Fils Integrity Monitor. .. ESXWEBDOC 11 8/5/2010 2i01:04 AM Daily
Ready filiNUM ’,
Figure 31

NOTE: Depending on the Configuration settings, the graph varies.

Netsurion. EventTracker




EventTracker v9.x Change Audit

Snapshot in progress.

®

No changes found.

File changes found.

Registry changes found.

L2

File and registry changes found.

-]}

1. Click the name of the policy in the Policy Name column to view and edit policy details in the
Configuration Policy Editor.
(OR)
Click the Analyze drop-down button.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Edit Policy.
(OR)
Right-click a record.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Edit Policy.

£ Configuration Policy Editor [ [ =]

File  Policy

Thiz interface alloves you to create and manage "configuration control” policy. Each policy containg entries for files. folders and registies. This policy can be viewed az a master configuration

which can be compared against multiple spstems

- — File Details
g‘:rt\q;:;rr?ti:al File Pl File I D escription I Size I ersion I Checksum =
& + [ CawiIMD 0w Shay stem32hfind. exe Found integrity ... 9216 5.1.2600.0 2329F2CE82
[ G N D DS hepstem32hiip. ene Found integrity ... 424396 5.1.2600.5512 4771 2840701
[ CwIND 0w Shaystem 32 notepad. exe Found integrity ... 9120 5.1.2600.5512 FA90FSEOST
[ G AN D DS hapstem32hnslookup. exe Found integrity ... FE200 5.1.2600.5512 D3E35581 30
[ CawIND O Shey stem 324 print. exe Found integrity ... 9216 5.1.2600.0 2F2a01 726
[ G IND DS haystem 324 renedt3Z exe Found integrity ... 3584 5.1.2600.0 DEBOOEBZDE
[ CewIND O Shaystem32hroute. exe Found integrity ... 19968 5.1.2600.0 3128280 39F -
| | »
I Select 2l Femoxe Add Item I Edit Diescription |
— Registry D etails
Registy Key I Walue I Diescription I Data I
5 I I _’I I~ Select Al Remowve | Add Ibem I Edit Description
2dd Policy Edit Description HBemove Policy | Compare Systems |
Figure 32
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2. Click the name of the system in the System Name column to view compare system details. You can
also compare policies on systems on demand.
(OR)
Click the Analyze drop-down button.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Run.
(OR)
Right-click a record.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Run.

E EventTracker - Compare Systems !EI
File:

Configuration Policies ~ Systems I

4LL COMPUTERS |

WEBDOCT ESHKWEBDOC
WEBDOCZ

Add Al

BRemove

11

Remove Al

Select the systems to be compared

Previous

p_” | QK — - |

Figure 33

3. Click the frequency of the schedule in the Schedule Frequency column to view and schedule policy
comparison.
(OR)
Click the Analyze drop-down button.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Schedule.
(OR)
Right-click a record.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Schedule.
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£8 Policy Comparison Scheduler

Falicy Marme

¢ Diefault Schedule for Sample Critical Fil... | S ample Critical File S5 20 0 D0 O] 2

Mew Schedule Edit Delete Cloze |

Figure 34

To analyze policy comparison results, follow the below steps :
1. Click an item in the Integrity Violations column. (Present in the Configuration Policy Dashboard)
(OR)
Select an item.
Click the Analyze button.
Results Summary Console displays the shortcut menu.
From the shortcut menu, choose Analyze.

Results Summary Console displays the Policy Comparison Results window.
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Change Azzessment Results |

EventTracker - Result Analysis Console
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Spztem Name: ESXWEBDOC Policy Hame:  Sample Critical File Policy
Total Violations: 11 Compared On:  8/5/2010 2:01:04 Ak

This policy iz designed to demonstrate File [ntegrity Monitoring uzing EventTracker Change Management. It has been configured to generate Policy &
“iolations for the included entries to illustrate how Policies can be used to detect changes or problems in both files and registiy values.

Thiz sample policy contains properties of some critical operating systems files. These files are supplied by Microsaft sa they should not be changed.
“wihien wou run this policy, it will compare properties of the file within the master policy (in this case our demo policy] with the actual properties files LI

Item Location: C:\WwIMDIDW S epstem324find. exe

Item Mame Mext | | Palicy Walues | Actual Yalues |
? Size[inb... 9216 10240
? Erevious “Wergion 5.1.2600.0 5.2.3790.3959
ftp.exe I
? notenad Created &t 5/4/2004 £:30:00 P 3/25/2003 2:20:00 P
- pr— Checksum  2320F2C682FBCTE96350F5... | SEDFDESASZZ4004A1ECT...
P nalookup. exe ECSR
? prirt exe :
P regedidZ exe Beiect |
? loute.exe |
? funas.eve —l_gnore
Pondi3Z ene Cave | Found integrity wiolation. =
P services.exe = ‘f'ou have four options:
1. Thiz iz a true violation or patential intruzgion - Please repart it to appropriate
T setupese Save fis | personnel.
2. Reject the vialation - Thiz generally means that this vislation iz not impartant
E to pou. Rejecting it means it iz deleted from the master policy.
= 3. Accept the difference - the master policy iz wrong and vou know that pou
have a corect file on your system. Update the master policy with the new file
Report | properties.
4. |gnore the wiolation for now.
4| | _;I More Infa | ;I

Finish |

Figure 35

Description ‘

Top pane

System Name

Name of the target system where the policy is compared.

Policy Name

Name of the policy compared on the target system.

Total Violations | Total number of violations detected.

Compared on

Date and time when the policy was compared.

Policy Description of the policy.
Description

Left pane

Item Name Name of the policy item.

Right pane

Policy Values

Values of the policy item selected in the left pane when the policy was configured.
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Description
Actual Values of the policy item selected in the left pane after the policy comparison
is done. This reflects any change in the value of the policy item.

Item Description

Description of the item selected in the left pane is displayed at the bottom of the
right pane.

Field Description

Tool tips are provided to understand the purpose of buttons. Move the mouse cursor on the buttons.

Next Move to the next item.

Previous Move to the previous item.

Accept If changes are found for the selected item, you can update the master policy with
the new value.

Reject If you find an item to be irrelevant to the present context, you can select and
remove that item from the master policy.

Ignore When you generate a report, ignored items is not considered for report generation.
Note: These items are not removed from the master policy.

Save Save the policy with the same name.

Save As Save the policy with a different name.

Run Manually run the policy again on the same system. This opens the Compare Systems
window. The result displays as Manual Comparison in the Results Summary Console
-> Configuration Policy Dashboard.

Report Generate report. Note: Ignored items are not included in the report.

More Info Click to view additional information on the selected process.

Finish To close the Policy Comparison Results window.

Icon ‘ Represents

L No changes found.

2 Fresh item.
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J ltems accepted.

@ | ltems ignored.

X Items rejected.

This option helps you compare policies on demand against managed systems.
To compare policies on demand, follow the below steps :

1. Select a record.
2. Click the Configuration Policy tab in the menu bar and select the Compare Systems option.
Results Summary Console displays the Compare Systems window.

EventTracker - Compare Systems !E E
Eile:

Configuration Policies I Systems I

Policy Mame |
Sample Critical File Palicy

Only one policy can be compared with one or more ‘EventTracker - Change Audit’ Agents. Please select a policy and click Mest to select systems.

Previous | Mext | Einish | Cancel

Figure 36

3. Select the policy that you want to compare and then click Next.
4. Select the domains/systems and then click OK.

Results Summary Console displays the result in the Policy Comparison Results window.
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Chahge Azzeszment Results |

System Mame: “EBDOCZ Policy Mame:  Sample Critical File Policy
Total Yiolations: 10 Compared On:  8/5/2010 4:08:36 PH

Thig policy is designed to demonstrate File Integrity Maonitoring using EventTracker Change Management. [t has been configured to generate Policy  «
Violations for the included entnes to llustrate how Policies can be used to detect changes or problems in both files and registry values.

Thiz zample policy contains properties of some critical operating spstems filez. These files are supplied by Microzaft 20 they should not be changed.
When you un this policy, it will compare properties of the file within the master policy (in this caze our demo policy] with the actual properties files LI

Item Location: C:\WwINDOWShepstem32hitp.exe

v |tem Mame Mext | | Puolicy ' alues | Actual W alues |
_8 ? Size (inb.. 42495 42496
c 2 temad, Previous | Yerzion 5.1.2600.5512 5.1.2600.5512
5 3 ”°| epka i Created At 5/4/2004 5:30.00 PM 8/4/2004 5:30:00 PM
o e po— Checksum | 4112840101 484FEFSATIEA... | 41128401 C1484FEFS47184,.,
i P print.exe CoEp
?. ? regediiZ.ese :
[ ? route exe Beject |
c
= ? (unas.exe |
—‘; P undl32 exe —l_gnore
o ? services.exe ave | Found integnty violation. ;I
& ? setupexe — ¥ou hawe four options:
: 1. Thiz iz a true violation or potential intruzsion - Please report it to appropriate
n Save fs | perzonnel.
i’ 2. Feject the violation - Thiz generally meansz that this violation is not important
=] En | to vou, Rejecting it means it iz deleted from the master policy.
E = 3. Accept the difference - the master policy is wrong and pou know that you
= have a correct file an your system. Update the master policy with the new file
= Report | properties.
g 4. Ignore the violation for row.
w 4| | _;I More Info | LI
2. Einigh |

Figure 37

To schedule policy comparison, follow the below steps :
1. Right-click a record.
Results Summary Console displays the shortcut menu.
From the shortcut menu, choose Schedule.
(OR)
Click the Analyze button.
Results Summary Console displays the shortcut menu.
From the shortcut menu, choose Schedule.
(OR)

Click the Configuration Policy menu and select the Schedule Policy Comparison option.
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Results Summary Console displays the Policy Comparison Scheduler.

E Policy Comparison Scheduler M=l e

Palicy Mame Scheduled At
£ 0 20000 AR

 Defaulk S chedule for Sample Critieal Fil.. | Sample Critical File

MNew Schedule Edit Delete LCloge |

Figure 38

2. Set the schedule and then click Close.

A red icon indicates policies that are scheduled for comparison.
NOTE:

A red icon precedes the policy that is scheduled for comparison. The red icon appears only when the policy
is scheduled for the first time. For the second and the consecutive executions, only the recent changes
found are displayed with appropriate icons.

For example, three computers namely WEBDOC1, BALOO, and ALICE-Il are compared against Sample
Critical File Policy. A red icon is displayed against computers BALOO and ALICE-Il, which means Sample
Critical File Policy is executed for the first time against these computers and a File changes found icon is
displayed against WEBDOC1, which means Sample Critical File Policy was executed earlier against this
computer.

To access Result Analysis Console, follow the below steps :

1. Select arecord.
2. Click the Configuration Policy menu and then select the Result Analysis Console option.

(OR)

Double-click anywhere inside the Configuration Policy Dashboard. EventTracker - Change Audit
displays the Result Analysis Console.
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EventTra(kEr - Result Analysis Console [_[=]x]

File “iew Tools Help

E|?- Scheduled Policies System Mame | Compatison Time | Integrity Yiolations | FPolicy Mame |

g Default Schedule for Sample CY IR &/5/2010 2:01:04 AM 11 Sample Critical File Policy
2 On Demand Comparison |§] ESXWEBDOC 8/4/2010 3:40:54 PM 11 Sarnple Critical File Policy
4 | ]
Ready LM
Figure 39

Policies that are scheduled and run on-demand are displayed on the left pane. Details of the item
selected in the left pane are displayed on the right pane.
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3. Change Browser

This option helps you switch to the Groups view.
Follow the below steps, to Switch to the Groups view

1. Open the Change Browser.

Note:

When the Change Browser is open for the first time after installation, EventTracker - Change Audit
displays the File System and Hardware details of monitored computers. However, when you open the
Change Browser after installing clients in remote computers, EventTracker - Change Audit displays the
Groups view.

2. Click the View menu and select the Groups option.
(OR)

Press G holding Ctrl key on the keyboard.

EventTracker - Change Audit displays the Groups view.
(OR)
Click Groups on the toolbar.
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EventTracker - Change Browser

= E3
File Edit Wiew ©Options Reporks Tools Help
Groups | %= Change View v| @ Mew Snap | i ‘ @ Show Mext Change | = change Report| |
Compare I LI with I LI
Computer Groups tembers of group: TOOMS
g Systern | Type | Desciiption |
Bl ESxwEBDOC windows 2003 - Server -none-
%WEBDDET “windows *P - Professional -nione-
:-;LW'EBDDCZ “windows #P - Professional -none-
Change Audit managed systems Change Audit managed systems
[ Wchanged: [Wadded: [Woektea:

Figure 40

1. To view Groups, expand the Computers node on the left pane.
2. Click a Group.

EventTracker - Change Audit displays the members of that Group alone on the Right pane.

A tick mark appears before the Groups command in the View menu when EventTracker - Change
Audit displays the Groups view.

I'-._-'i? Cpkions  Reports T
v Groups Ckrl+a
Swskems Bar - Chrl+5

Full Wi
Change View

Restare Log

Fefresh FS

Figure 41

If you try to clear the tick mark, EventTracker - Change Audit displays the Change Browser message
box.
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EventTracker - Change Browser Ed |

L] E ‘Groups' view will close once you load a syskem,
Coe

Figure 42
3. To access the System Bar, click the View menu and select the System Bar option.
(OR)
Press S holding Ctrl key on your keyboard.

EventTracker - Change Audit displays the System Bar.

{8 EventTracker - Change Browser

51 ]
File Edit ‘ew Options Reports Tools Help
%Grnups| 2% Change Yiew v‘ @New Sniap | i ] | @Shnw Mext Change | %Changa Repnrt| |
1
g:!- Compare - with -
ESXwWEBDOC I J I J
Computer Groups b embers of group: TOOMS
5 [+ System | Type | Diescription |
= SVESXWEBDOC Windows 2003 - Server -none-
] &QWEEDDCW ‘wfindows xP - Professional -niore-
%WEEDDEZ Ywindows %P - Professional -none-
=
WwEBDOCZ
| Wihanged: .. [Wadded . . | Woeksted: .
Figure 43

4. Double-click a system on the System Bar or on the right pane to view change details.

EventTracker - Change Audit loads the system and displays the change details.
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{8 EventTracker - Change Browser HE R
File Edit Wew Options Reports Toaols Help

%Grouns‘ 2% Change View - @New Snap | ] | @Shaw Mext Change ‘ Elchange Report‘

=
= Compare /65,2010 12:36:09 PM x| with [as 82010 2014280 =l
ESHWEBDOC
Tracking only selected file types ES-WEBDOC
- ER- /EBDOC Processar | Page Size | windouws Version | Total Physical Memary |
= S, 586 31 4096 Bytes 5.2 Service Pack 2 1023 MEB
WEBDOCT i
= ﬂaj Registry
2 - W HKEY_LOCAL_MACHINE
= -y HKEY_USERS
WD " & HKEY_CURRENT_CONFIG
|P Addhess: 192.168.1.24 Type: System Name [ Wthanged [Wadded: [Woekted
Figure 44

This option helps you view Hardware Information, Operating System Information and Memory Status of
the selected system.

To view system details, follow the below steps :

1. Select a system on the System Bar.

2. Click the File menu and select the System Details option.
(OR)

Right-click a system on the System Bar.

EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Details.

EventTracker - Change Audit displays the System Details window.
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{8 System Details [ x|

Computer Mame: ES:wWERDOLC
Froceszor Type: 58E

Murnber of Processors: 1

FPage Size: 4036 Bytes

Windows bajor Version:

Windows kinor Version:

— Dperating System Information

5
2

Latest Service Pack: Service Pack 2

Roat Drive: C:

Windowms Path: ChwdNDOWS

Syztem Path: LMD WS spstem32
—Memory Status

Tatal Phyzical Mermon: 1023 ME

Total Yirtual Memaory: 2047 ME

Paging File Size: 2469 B

Figure 45

3. If there is no Snapshot for the selected system, then EventTracker — Change the

Audit displays the error message.

This option helps you to view File System change details alone of the selected system.
To Viewing the File System Changes, follow the below steps :

1. Select a system on the System Bar.

2. Click the File menu and select the File System option.
(OR)
Right-click a system on the System Bar.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose File System.

EventTracker - Change Audit loads and displays the File System details of the selected computer.
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{8 EventTracker - Change Browser
File Edit Wiew Options Reports Tools Help

Groups| &% Change Yiew v| @New Snap | i ] | @Show Mext Change | = change Report| |

-] .

= Eompare  [5,5/2010 12:36:09 PM =] with s 8/5/2010 201:42 M |

ESXWERDOC i -
Tracking only selected file types |ES><W'EBDDEI

E!l . Frocessor | Fage Size | ‘windows Verzion | Total Physical Memary |

- EE33 4096 Bytes 5.2 Service Pack 2 1023 MB
WEBDOCT

L
WEEDOC2

IP Address: 192.168.1.24 Type: System Name [ Wchanged: ... [Wadded: .. | Woeleted: ..
Figure 46

This option helps you view Registry change details alone of the selected system.
To View the Registry Changes, follow the below steps :

1. Select a system on the System Bar.

2. Click the File menu and select the Registry option.
(OR)
Right-click a system on the System Bar.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Registry.

EventTracker - Change Audit loads and displays the registry details of the selected computer.
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E EventTracker - Change Browser HEER
File Edit Yiew Options Reports Tools Help

Groups‘ &= Change View v‘ @New Snap | i 5] | @Show Mext Change | [%Change Report| |

|
) Compare  8/5/201012:36:09 PH | with Jas 8/5/0010 201:42 A4 |
ES¥wEEDOC
ted file types ES:wWEBDOLC
5 Processar | Page Size | ‘windows Yersion | T otal Phyzical Memary |
- EEEE 4096 Bytes 5.2 Service Pack 2 1023 MB
WERDOC
-}
WEBDOC2
IF Address: 192.168.1.24 Type: System Name [ WChangec: . [Wadded: . [Woekteq: ...
Figure 47

This option helps you fully/completely View the monitored computers. In Full View, EventTracker - Change
Audit compares two latest Snapshots and displays the difference in Snapshots that includes Addition,
Deletion or Modification of files, folders and registry keys, filtered items and all other unaltered items. You
can also select Snapshots for comparison from the drop-down lists.

To view the Full View of the monitored computers, follow the below steps :
1. Double-click a system on the System Bar.
NOTE:

If you click the toggle button when EventTracker - Change Audit displays the Groups view, then
EventTracker - Change Audit displays the EventTracker - Change Audit message box to load the system
as shown in the following figure.
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EventTracker - Change Browser

i Plzase load a syskem to view changes,
ey To load a system press enter or double click on it

Figure 48
2. Click the View menu and select the Full View option.
(OR)
Click the toggle button on the toolbar.
EventTracker - Change Audit displays the shortcut menu.

525 Change Yiew |_v|

Full Wigw
Change Yiew

Figure 49
From the shortcut menu, choose Full View.

3. Expand the Drives or Registry trees and click an item.

EventTracker - Change Audit displays the Full View.
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{ EventTracker - Change Browser

- [=]x]
File Edit Wiew Options Reports Tools Help
Groups | 152 Full Yiew ~ | @ New Snap | i ] ‘ @Show Next Change | [%Change Report| |
-] .
= Compare A5, 8/11/2010 204:53 A x| with[a10/2101227:30 PM |
ESHWwEBDOC
ES:wWEBDOC
Es Processor | Page Size | ‘windows Yersion | Total Physical Memary |
= 25861 4095 Bytes 5.2 Service Pack 2 1023 MB
WEEDOC ;
E‘fl}? Reqistry
E& v HKEY_LOCAL_MACHINE
= - HKEY_USERS
WEBDOL2 g HKEY_CURRENT_CONFIG
IP Addhess 192 1681 24 o Sishem Mame [ Wehanged: [Wadded: [ Woeketed:

Figure 50
4. Move the mouse pointer over the items on the left and right panes.

EventTracker - Change Audit displays the mouse over tooltip about the status of

the item.

This option helps you view Compare Details of folders and files.

To view compare details of File system items, follow the below steps :

1. Expand the File system tree.
2. Click a folder on the left pane.

EventTracker - Change Audit displays the immediate sub-folder or files on the right pane.

If EventTracker - Change Audit displays the folder on the right pane, double-click it to traverse down
the tree. You can also traverse down by double-clicking the folder on the right pane.
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If EventTracker - Change Audit displays the file on the right pane, double-click it to view Compare
Details.

3. Double-click a file on the right pane.
(OR)
Right-click a folder on the left pane or a folder/file on the right pane.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Compare details.

EventTracker - Change Audit displays the comparison details.

{8 Compare details of: ESXWEBDOC",Drives',C:'Program Files'Microsoft SQL ServeriMSSQL.1%MSSQLLOG,ERRORLOG

C:AProgram Files\Microsoft SHL Server\MSSOL 1AMSSOLMLOGAERRORLOG d
[

Snapshot Label: AS: 8/11/2010 2:04:53 A 8/10/201012:27: 30 P

Snapshat Time: 8/11/2010 2:04:53 AM 8/10/201012:27:30 PM

Size: 10 KE (9038 Bytes) 15 KB [14762 Bytes]

Creation Tirne: 7422742010 1:33:56 PM 742242010 1:35:56 P

Access Time: 2/10/2010 17:46:25 PM 81042010 12:27:04 PM

Last WWiite Tirne: 8102010 17:46:25 PM 81042010 12:27:04 PM

Wersion: -none- -nane-

Checksum: -niot hracked- -riot tracked-

Attribubes:

Archive: Ird i~

Cormpressed: ' '

Directony: ' '

Encrypted: ' '

Hidden: ' '

Dffline: ' '

Read Only: ' '

System: ' '

Temporary: ' '

Figure 51
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E Compare details of: PNPL-TEST4"Drives',C:\ WcWindows.exe
LA cwindows. exe ;I
hd
Shapshot Label 12/5/2016 2:39:08 P 12/5/2016 2:38: 22 PM
Shapshot Time: 12/5/2016 2:39:08 FM 12/5/2016 2:38:22 PM
Size: 2930 KB (2993033 Eytez) 2969 KB (3039036 Eytes)
Creatian Time: 12/5/2018 2:35:56 P 12/5/2018 2:35:56 P
Access Time: 12/5/2018 2:35:56 P 12/5/201E 2:35:56 Pk
Last ‘Wiite Time: B/2/2076 7:49:48 Ak 11/29/2016 9 46:30 Phd
File “erzion; 8205 8205
Checksum [SHAT):  38C7D0172957ABADE 7CA4TTICAFOET102ABBFEETEE 31231 JEEEY3BCABCT 562D ADBACIESEB4CARARRDT
Checksum [MDE): 48E0EE 7264950 9CC44F9962 284 747096 A0BE37VEFA6292EC439449C1 03ETES194
Dezcription: EwventTracker - Change Browszer EventTracker - Change Browser
Product Mame: EventTracker EwentTracker
Product Wersioh: 8205 8205
Signer: Prizm Microzpstems, Inc. Frizm Microzystems, Inc.
Counter Signer: Symantec Time Stamping Services Signer - G4 COMODO SHA-T Time Sktamping Signer
Sigrer Or B42/2016 5:21:01 P 114292006 32215 PM
Attributes:
Archive: Ird I~
Compressed: [ ol
Directony: [ ol
Encrppted: [ ol
Hidder: [ [
Offlire: [ [
Read Only: [ [
Suztem: [ [
Temporany: I 'l

Figure 52

e MDS5 Checksum
e File Description
e Product Name
e Product Version
e Signer

e Counter Signer
e Signed On

This option helps you Compare Details of the Registry items.

To view compare details of the Registry items, follow the below steps :

1. Expand the Registry tree.
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2. Double-click a hive on the left pane to traverse down the tree.
3. Double-click an item on the right pane.

(OR)

Right-click an item on the right pane.

EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Compare details.
EventTracker - Change Audit displays the comparison details.

E Compare details of: ESXWEBDOC Registry HKEY_LOCAL_MACHINE'SAM:SAM: Domains’ Account’Users,000003... E3 |

HEEY_LOCAL _MACHIMEASAMNSAMYDomainsidccountiU sersh000003EBAF ;I

[

todified Time OF Parent key: 870420010 7:41:43 P

—A5: 8A1/2010 2:04:53 AM
Snapshat time: 8/411/2001 0 2:04:53 Ak
Twpe: REG_BINARY [Free form binar)

Data: 02 0007 00 0000 000058 34 80 f5 95 35 cb 01 00 00 00 00 00 00 0000 0z 17 41 A1
24 B3 za 07 00 00 0000 00 00000000 0000 0000 00 00 00 eb 03 00 00071 02 00 00
14 02 00 00 00 00 00 0000 0034 07 00 0000 0000 00 82 ¥z Oc 2e b7 4a

[ ata Size: 80 Bytez

—810/201012:27:30 PM
Snapzhot tirme: 8/10/2010 122730 Phd
Type: REG_BIMARY [Free form binary]

Diata: 0200071 00 00 000000 4d 0 f0 30 b3 37 cb 01 0000 00 00 00 00 00 00 0c 17 41 71
24 b3 ca 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 eb 03 00 00 01 02 00 00
14 0200 00 00 00 00 00 00 00 86 01 00 0000 00 00 00 82 7o 0c 2e b7 4a

[ ata Size: 80 Bytez

Figure 53

In Change View, EventTracker - Change Audit compares two latest Snapshots and displays the difference in
Snapshots that includes Addition, Deletion or Modification of files, folders and registry keys. You can also
select Snapshots for comparison from the drop-down lists.
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This option helps you find addition, deletion, and modification of folders, files, and values both in Full and

Change Views.

1. Click the Edit menu and select the Find Change option.

(OR)

Press N holding Ctrl key on the keyboard.

EventTracker - Change Audit displays the Next (From Selected Node) dialog box.

E Mext (From Selected Node) |

Find:
Look at

v Mest sdded
¥ Mext Deleted

Find I Cancel |

Figure 54

Description ‘

Next Changed

EventTracker - Change Audit selects this check box by default. This option
enables you to view modified items. Clear this check box if you do not
want to view the modified items.

Next Added

EventTracker - Change Audit selects this check box by default. This option
enables you to view Added items. Clear this check box if you do not want
to view the Added items.

Next Deleted

EventTracker - Change Audit selects this check box by default. This option
enables you to view Deleted items. Clear this check box if you do not want
to view the Deleted items.

Netsurion. EventTracker



EventTracker v9.x Change Audit

Select the option appropriately and then click Find.

EventTracker - Change Audit displays the Change Browser with the change details.

{8 EventTracker - Change Browser

[_[=]x=]
File Edit Wiew Options Reparts Tools Help
Groups ‘ £52° Change View + | @ MNew Snap | i ] | @Show Mext Change | [%Change Report| |
-1
o mﬁemc Compate  [45: £/11/2010 2.04:53 AM | withJs/0/20101227:30 PM Jd|
Tracking only selected file bypes E S EBDOCADrives\C:\Program Files\Microsoft SOL Server\MSSOL1MSSALMLOG
P =2 ESHwERDOC File Marnie | A% 212000 220452 . | 810/20101227:30 P | Last Modified Time |
= 2 Diives C4 ERRORLOG 10KE (3038 Bytes) 15KE (14762 Bytes] /1072010 11:46:25 PM
WEBDOC! L A°
E|v Frogram Files
= =W Microsoft SOL Server
= - W MSSaL
WEBDOC2 £ W wssiL
= ﬂe” Registry
W HKEY_LOCAL_MACHINE
- HKEY_USERS
"% HKEY_CURRENT_CONFIG
IF Address: 192.168.1.24 Type: Folder [4] [Wchanged: 1 [Wadded: 0 [Woelet=d: 0 Total Unauthorized: 0
Figure 55

Click & ShowNext change  on the toolbar. This option is equivalent to selecting all the check boxes in
the Next (From Selected Node) dialog box.

To view the next change, click the Edit menu and select the Next Change option.
(OR)

Press F3 holding the Shift key on the keyboard.

EventTracker - Change Audit displays the next change.

If there is no change in the File System to display, the EventTracker — Change Audit displays the dialog
box with the appropriate message.
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EventTracker - Change Browser E
\?/ Mo match found in 'File System',

Do you wank ko search in 'Reqiskey'?

Figure 56

5. If there is no change in Registry to display, then EventTracker - Change Audit displays the dialog box
with the appropriate message.

EventTracker - Change Browser E

\“:’/ Mo match Found in ‘Rediskry’,

Do vou wank to search in 'File System'?

Figure 57

This option helps you search strings both in Full and Change Views.
To Search Strings in File System, follow the below steps :

Open the Change Browser.
2. Click the Edit menu and select the Find option.

(OR)

Press F holding Ctrl key on the keyboard.
(OR)

Click on the toolbar.

EventTracker - Change Audit displays the Find (From Selected Node) dialog box.

£ Find {From Selected Node)

Find Wwhat: | Find Nest |
Look, at Eatifee] |
' File System -

" Registy
¥ Keyialus Names
[T Data

Figure 58
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3. Enter the string in Find What field.
Example: Windows.
4. Click Find Next.

EventTracker - Change Audit displays the search result.

£l EventTracker - Change Browser HEE
File Edit View Options Reports Tools Help

Groups| ull Wiew + | @New Snap | i ] | @ Show Mext Change | [%Change Raport| |
|
ESXWEE!:B oo Compare  {as: 6/11/2010 20453 AM x| vt fan0s201012:27:30 M =]
Tracking only selected file types ES=WEBDOC Drives\C:\Program Files\Microsoft SOL Server\904Toals"Binn''SShell\Cammon?sI DELT033
- ESHWEBDOC | [ File Name [ 45 811201020453 . | 810/201012 2730 P | Last Modified Time
E& Drives B emddefui.di 461 KB [471552 Bytes) 461 KB [471552 Bjtes) 4421/2008 7:56:20 PM
EEEE C ) B Microsoft VisualStudi Design.. 3 KB (3072 Bytes] 3KB (3072 Bytes) 4/21/2008 5:32:05 PM
2y Documerts and Settings [ Microsoft VisualStudio Export... 5 KB (3584 Bytes) 5 KB (3554 Bytes) 4/21/2008 6:45:10 PM
= [ Microsoft VisualStudio\windo... 5 KE (5120 Bytes] 5 KB [5120 Byteg| 4427/2008 5:32:12 PM
WEBDOCZ B Microsoft VisualStudiolldi 3KB [3072 Butes) 3KB [3072 Butes) 4/21/2008 5:32:00 P
Bl mservidl 1127 KB 1162512 Bytes] 1127 KB (1152512 Bytes]  4/21/2008 B:46:42 PM
. & vemsoui di 1373 KB (1405952 Bytes] 1373 KB (1405552 Bytes]  4/21/2008 7:553:56 PM
=W Program Files N
(1 Add Remave Pro B veshwidl 9 KB [9216 Bytes) S KB (9216 Bytes) 4421/2008 6:47:04 PM
{_7 Business Objscts
{1 cmak
{Z1 Comman Filez
{Z] ComPlus Applications
{_1 Intemet Explorer
(1 coM
- EULA
=-] SDK e
-] Setup Bootstrap
[ Shared
=1 Tooks
=17 Einn
4. Resoun
{2 schema
i {1 Setup
B WSShel
N
IP Address: 192.168.1.24 |T5Jpe: Folder (4] Wchanged: 1] WAdded: 1} |VDeIetad ] Tatal Unautharized: 8
Figure 59

If there are no matches found, then EventTracker - Change Audit displays the message box with the
appropriate message.

EventTracker - ge Browser ﬂ

“12 Mo match Found.

Figure 60
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5. To find the consecutive occurrence of the string searched for, click the Edit menu and select the Find
Next option.

(OR)

Press F3 on your keyboard.

Open the Change Browser.
2. Click the Edit menu and select the Find option.

(OR)

Press F holding Ctrl key on your keyboard.

(OR)

Click on the toolbar.

EventTracker - Change Audit displays the Find (From Selected Node) dialog box.

3. Select the Registry option.

£ Find {From Selected Node) B
Find What: | Eind Mest |
Look at Bl |
" File System —
" Fegisin
v Key i Yalue Mames
[~ Data
Figure 61

4. Type the string in Find What field.
Example: Prism.
5. Click Find Next.

EventTracker - Change Audit displays the search result.
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E EventTracker - Change Browser | _ 2] x]
File Edit “iew Options Reports Tools Help

Full Wiew - | @New Snap | i ] | @Show Mext Change | [%Change Report| |

|
o mﬁemc Compate  [A5: £/11/2010 2.04:53 AM | withJs/0.20101227.30 PM Jd|
Tracking anly selected file types ES:w/EBDOC Registr\ HKEY_LOCAL_MACHIMENSOFTWARE Classes\Prizm.Comman. CodeCaompilerLibrary. CodeCannpiler

-] PNGFiker. CoPNGFiL4 | [ alue Name [ Tups [ 45: 8/11/2010 2:04:53 &AM [ 2110/201012:27:30 PM I
-] PalyHub S0.4ltemat i} REG_5Z Prizm. Comman. CodeCompilerLib...  Prism.Common. CodeCompilerLib...

=)

WEBDOC]

5 D PalyHub.Alternates:

-~ -] Postaltddress
WEBDOC2 3 ppDSApp.pRDSApE
-7 prDSapp.prD AR
&1 ppD5Clip.ppDSClp
- ppDSClip.ppDSCip.
-] ppDSDetl.ppDSDet
-] ppDSDet ppDSDet
- ppDSFile.ppDSFile
-1 ppDSFile.ppDSFile.
D ppDShowiet.ppDs
D ppDShowNet.ppDs
CI pp0ShowPlay. ppD:
(0 ppDShawPlay. ppDs
--[:I ppDSMeta ppDShe
D ppDSMeta ppDSHe
#-1 ppDS0Ady.ppDS0;
-] ppDS0dy.ppli50;
[:I ppDSPropddy ppDt
#-_] ppDSPropady.ppD!
B- ppDSView ppD5Vie
- ppDSWiew ppDSvie_it
-] ppifile
-] PPServer PPServer
(1 PPServer PPServer
[0 Preview Preview
D Preview Preview.1
-1 pffile
D Frinters
[:l FrintSys CoFilterFipe
- PiiniSys. CoFiterPipt

ress: 192.168.1. vpe: Registry Key anged : ed : Deleted : otal Unautharized:
IP Addh 192.168.1.24 Type: Registy Key [3) Wihanged: 0 Wedded: 0 1] Tatal Unautharized: 0

Figure 62

6. To find the consecutive occurrence of the string searched for, click the Edit menu and select the Find
Next option.

(OR)

Press F3 on your keyboard.

This option helps in viewing the reports generated by EventTracker - Change Audit based on Snapshots
and Policies. Reports can be viewed based on Snapshots either in a text file or in the Excel file.

To Generate Change report, follow the steps below:

1.
2.
3.
4.

Open the Change Browser.

On the System Bar, double-click the system for which you want to generate a change report.
Select the Snapshots from the drop-down lists.

Click the Reports menu and select the View Reports option.
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(OR)
Click =lchangeReport on the toolbar.

EventTracker - Change Audit displays the Select Format window.

{8 Select Format

Yiew Change Repart Inp————————

= Excel [Tab delimited)

0OE. LCancel |

Figure 63

5. Select the Notepad (Text) option to view the report in text format.
(OR)
Select the Excel (Tab delimited) option to view the report in the Excel format.

6. Click OK.

EventTracker - Change Audit generates and displays the change report.

This feature helps to check if the files are tampered. By default, Track File Checksum is enabled for
SYSTEM32 (C:\WINDOWS\system32) folder for all monitored systems. When this feature is enabled,
EventTracker - Change Audit tracks file checksum for all files and sub-folders associated with the chosen
folder, in this case for the system32 folder.

Netsurion. EventTracker




EventTracker v9.x Change Audit

P Dvont Trac
e (R B O [T
Gogn 15 Cunnview + e sone PR Tt Cangr B8 Ounge Sagont
5 Creee AS SNV 2n M .| VIR 1SLIT P -
. Jas 12000 20t S - {e020m0 1 5017F -
r;L"i'._i_‘,_:_'__'_'_“,'A;"— 5L 77" it P P T S —
3 | gL (A SN0 [ SN0 1 51T P | Lot Mot Tove I
2 Owem 201010 16 B AN
WERDOC! v
s V Pogen i
5 ';uy
WERo0C2 A\ A Compare Details
4 ""':‘ LOOAL Assign Change Type
Wi W
g e e Filter
Filter (All Systems)
Customize Filter
Track File Checksum
I Track File Checksum {All Systems) I
P Addesr Y2 A1 99 Tyom Foktm (1 Vouwont 2 \ oK Vowent 0 T ot Unastarond O

Figure 64

To view the file checksum, follow the steps below:

PwNPR

Open the Change Browser.

Double-click a system to load.

Select Full View or Change View.

Expand the Drives tree and click system32.

EventTracker - Change Audit displays the sub-folders and the files associated with the selected folder.
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£8 EventTracker - Change Browser M= E
File Edit Yiew Options Reports Tools Help
% Groups | e=- Change Wisw - ‘ @ MNew Snap ‘ [ ] | @Shﬂw MNext Change | [%Change Repnrt| ‘
| .
ESW%}DDE Bempare — [5/11/2010 1251:09 PM = vt [e0/2000 1:5417 PM |
Tracking only selected file types EEDOCT4Dirives\C:WWwIND OwS hspstem32\ CatR oot 24F 7E0EEC3-38E E-1101-85E 5-00C04FC255EE |
EL File: M ame | 8/11/201012.51:09 P4 | 8/10/2010 1:54:17 PM___| Last Modified Time
= 4 catdb FI7E KB [7348224 Bytes] 7176 KB [F348224 Bytes]  8/11/201012:04:26 PM
WEBDOCT 5
; (- W Progam Files
= =W wINDOWS
= =M tem32
WEEDOC2 EW syster
3 o
-4 Registy
| |
IP Address: 192.168.1.88 |Type' Folder (4] |thanged' 1 WAddad' o |vDeIeted 1] Taotal Unautharized: 0

Figure 65

5. Double-click an item in the right pane.

EventTracker - Change Audit displays the Compare Details window with checksum details.

{8l Compare details of: WEBDD

C:WwINDOW S spstem32yCatRoot24{F750E 6C3-38EE-1101-85E 5-00CO4FC295EE Meatdh ;I

Snhapshat Label:
Shapshat Time:
Size:

Creation Tine:
Access Time:
Last ‘Wirite Time:
Yersion:
Checksum:

Attributes:
Archive:
Compressed:
Diirectory:
Encrypted:
Hidder:
Offlire:
Fead Only:
System:
Temparary:

8/11/201092:51:09 Pt

841142010 1.2:51:09 PM

7176 KB [7348224 Butes]

111542008 5:50:45 P

8/11/2010 1.2:04:26 P

8/11/20101.2:04:26 P
-hione-

51BB24435E 3FBDEFFE1FE232F00B5S7DFIZ2956E 4

o o o o 3

8/10/20101:54:17 P
841042010 1:54:17 P
7176 KB (7348224 Bytes)
11/15/2008 5:50: 46 PM
8102010 1:04:37 P
8/10/20101:04:37 P
-rione-

D944F0FA3AB5E07EFE435BBE SR 0ATREDEEDEET 7

o o o 53

Figure 66
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Open the Change Browser.
Double-click a system to load.
Select Full View or Change View.

P w N

Expand the Drives tree and right-click a folder.

EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Track File Checksum to track file checksum for the local system.
(OR)

Choose Track File Checksum (All Systems) to track file checksum for all monitored systems.

1. Right-click the folder you want to enable auditing.

Example: \\<systemname>\Program Files\Prism Microsystems\EventTracker\Cache
2. From the shortcut menu, choose Properties.

Click the Security tab on the Properties window.

Cache Propetties

Generall Sharing  Security IWeb Sharingl Eustomizel

!ﬁ MNETwWORK SERVICE
ﬂ Mirrnal [mirmal@T oons. local)

[33 Power Users [(ESHWEBDOCYPower Users) hd
1 |

Add... | Bemaove |
Pemisgions for Administrators Alloy Deny
Full Cantral -
I adify

Read & Execute
Lizt Falder Contents
Read

ke

|
Crmmisl Darraianimene

For zpecial permizzions of for adwvanced settings, A |
click Advanced. —

0K I Cancel | Apply |

Figure 67

plajsiaiaiaial
ljooooog

4. Click Advanced.
5. Click the Auditing tab on the Advanced Security Settings window.
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Advanced Security Settings for Cache

Permizsions  Auditing | Dwnerl Effective Permissionsl

To wiew mare information about special auditing entries, select an auditing entry, and then click, Edit.

Auditing entries:

Type I Mame I Accezs I Inhented From I Apply To I

Add... Edit... Bemayve

Allaw inheritable auditing entries from the parent to propagate to this object and all child objects. Include
I~ ] : T :
these with entries explicitly defined here,

[~ Replace auditing entries on all child objects with entrigs shown here that apply to child objects

Learm mare about auditing.

QK I Cancel Spply

Figure 68

6. Click Add.
Select User, Computer, or Group window is displayed.

Select User, Computer, or Group ﬂ E

Select thiz object tppe:

ILlser, Group, or Built-in gecurity principal Object Types...

From thiz lacation:

ITDDHS.lDCEIl Locations. ..

Enter the object name to select [examples):

Check Hamez

| Bh

Advanced... | [k I Cancel

Figure 69

7. Click Locations, to select the location from where you want to pick users.
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Locations

Select the location you want to zearch.

Location:
= ESxW/EBDOC
=-&5 Entire Directory
=

celebrate, test
PMPL.TEST
phplvista. test

oonz. local

(1] I Cancel

A

Figure 70

8. Select the Location from the Locations window and then click OK.

9. Enter the user name in the Enter the object name to select field.
Example: ETAdmin

10. Click Check Names.
If the user name is valid, the user name is displayed in the Enter the object name to select field.
Otherwise, an error message is displayed.

Select User, Computer, or Group ﬂ

Select thiz object lype:

IUser, Group, or Built-in security principal Object Types. .. |

Frorn thig location;

IT oonz.local Locations... |

Enter the object name to select [examples):

E Tadmin [etadmin@T oons. local Check Mames

Advanced... | Ok | Cancel |

P

Figure 71

Select User, Computer, or Group E

An object (User, Group. or Built-in security principal] with the Fallowing name

@ cannot be found: "'etadming”. Check the zelected object typesz and locations for
accuracy and ensure that you have typed the object name correctly, or remaove
thiz object from the selectian.

Figure 72

11. Click OK.
Auditing Entry for... the window is displayed.
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Auditing Entry for Cache

Object |

(LT E T A dmin [t

Apply onba: IThis falder, subfolders and files j

Arooess Successful  Failed

Full Control

Traverse Folder / Execute File
List Folder / Read Data

Fiead Attributes

Fead Extended Attributes
Create Files / Wiite Data
Create Folders / Append Data
Wirite Attributes

Wwirite Extended Attibutes
Delete Subfolders and Files
Delete

Fiead Permizsions

e [ Y e

r Apply these auditing entries to abjects Clear Al |

anddor containers within thiz container only

QK. I Cahcel I

Figure 73

1000000000004
1000000000004

-

12. Select Full Control under Successful and Failed.
All other check boxes are also selected automatically when you select Full Control check box.

Obiect |
Mame: IETAdmin [etadmin@ T oons. local] LChange... |
Apply onka: IThis folder, subfolders and files LI
Access: Successful Failed
Full Cantral =1

Traverse Folder / Execute File
List Folder / Read Data

Fead &ttributes

Read Extended Attibutes
Create Files / 'wite Data
Create Folders / Append Data
Wwirite Attributes

wirite Extended Attribubes
Delete Subfolders and Files

[l
u Apply these auditing entries to objects Clear All |

and/or containers within this container only

ak. I Cancel I

Delete

IHEEEEEEEEEE

[ |

Fead Permizsions

P RPN - SRS PR T

Figure 74

NOTE: You don’t need to select the Full Control check box. Select the options as per the requirement.
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13. Click OK.

Advanced Security Settings window is displayed with the newly added user.

Advanced Security Settings for Cache

[ 21
Permissions  Auditing I Dwnerl Effective Permizsions I
To view mare information about special auditing entries, select an auditing entry, and then click Edit.
Auditing enfries:
Type | M arme | Access | Inherited From | Apply To
All E T dmin [stadmina... Full Contral <nat inherited:> Thisz folder. subfald...

Edit... Remove

Allow inheritable auditing entries from the parent to propagate ko thiz object and all child objects. Include
v i - e -
thesze with entries explicitly defined here.

I Replace auditing entries on all child objects with enties shown here that apply to child objects

Learn more about auditing.

ak Cancel Apply I

Figure 75

14. Click Apply and then click OK.
15. Click OK on the Properties window.

NOTE: Similarly, enable auditing for file or registry keys.

To enable O/S audit on registry keys, follow the steps below:

1. Open the Registry Editor.
2. Right-click the key that you want to audit.
3. From the shortcut menu, choose Permissions.
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Permissions for Prism Microsystems

Security |

Group or uzer names:

' i

€7 CREATOR OWNER
ﬁi Power Uzers [ESHWEBDOCWPower Users)
€ SYSTEM

lTTEE!MIMI\I CEEAER I IEFR | _lj
1 >

Add... | Bemove |

Permizsions for &dministrators Allow Deny
Full Contral |
FRead O
Special Pemissions O O

For special permizsions or for advanced settings, Advahced |
click Advanced. =
Ok I Cancel | Spply |

Figure 76

4. Click Advanced.
5. Click the Auditing tab on the Advanced Security Settings window.

Advanced Security Settings for Prism Microsystems [ 2 [ <]
Permissions  Auditing | Dwnerl Effective Permissinnsl

To wiew more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:

Type I Mame | Aocess | |nherited Fram | Apply Ta I

Add... Edit.... Eemowe

Allows inheritable auditing entries from the parent to propagate to this object and all child objects. Include
2 g ; e =
theze with entriez explicitly defined here.

[~ Replace auditing entries on all child abjects with entriez shown here that apply to child objects

Learn more about auditing.

Ok I Cancel Apply

Figure 77

6. Add users as explained in the previous section.
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This option helps to modify the Change Type a folder/ file/registry key.

To modify Change Type, follow the steps below:

P w N

Open the Change Browser.

Select Full View or Change View.

Expand the File System node or Registry node.

Right-click an item (folder / file / registry key) on the left or right pane.
EventTracker - Change Audit displays the shortcut menu.

From the shortcut menu, select the Assign Change Type.
EventTracker - Change Audit displays the Assign Change Type window.

E Assign Change Type

Mode Mame: ES#wWEBDOCADrivesiC:%Program FileshMicrozaft SOL Serverttd S50 ‘

Abzolute Path: DriveshC: \Program FileshMicrosoft SOL Server'\MSSQL.‘I'\MSSQL\L‘

I System LI

™ Feplace change tupe on all child objects

Azzign I Lancel |

Figure 78

Select a Change Type from the drop-down list.

Select the Apply on all systems check box if you wish to apply the settings to all monitored
computers.

Click Assign.

EventTracker - Change Audit refreshes the Change Browser.

Right-click the key that you have modified the Change Type.

Assign Change Type

Mode Mame: ES#WwEBDOCADrivessC: \Program Filez\Microsoft SOL ServerstS50

Abzolute Path: CriveshC:\Program Files\Microzoft SOL ServersMSSEL TWMSSOLNL

I Configuration Ll

I~ Eeplace change type on all child objects

Aszzign I LCancel

Figure 79
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10. Load a monitored system.
11. Right-click a key and choose Assign Change Type from the shortcut menu.

EventTracker - Change Audit displays the confirmation message box.

EventTracker - Change Browser B2

This configuration change will be saved lacally.
\Q) To propagate it to the remote system please seleck [Options | Apply Configuration].
Do vou wankt ko apply locally?

Figure 80
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4. Snapshots

Snapshot is a read-only copy of File System structure, Registry structure, and System configuration.

After successful installation, EventTracker - Change Audit takes a baseline Snapshot. EventTracker -
Change Audit takes one or more Snapshot immediately following the baseline Snapshot after a specific
time interval. By default, EventTracker — Change Audit automatically takes Snapshots Daily at 2 A.M.
EventTracker - Change Audit preserves up to 64 Snapshots for comparison. When the maximum limit
exceeds, EventTracker - Change Audit deletes the earliest one and adds the newest one to the Snapshot
pool.

You can modify the Snapshot schedule and the maximum number to preserve through System
Configuration settings. By default, EventTracker - Change Audit preserves the baseline and the latest
Snapshots forever. You can also modify these settings through Edit Snapshot settings.

Suppose you have configured maximum number as 30 and have chosen to retain all the 30 Snapshots and
trying to take a new Snapshot, in this scenario, EventTracker - Change Audit is not deleted in any of the
earlier Snapshots and will not attempt to take the new Snapshot.

This option helps you take new Snapshots of the selected system.
To take Snapshots on demand, follow the steps below:

1. Open the Change Browser.
2. On the System Bar, double-click the computer for which you want to take Snapshot.

If you try to take Snapshots in Groups view, EventTracker - Change Audit displays the message box
asking you to load the system before taking the Snapshots.

EventTracker - Change Browser |

i Flease lnad a system before taking a snap shat,
Ry To load a system press enter or double click on it

Figure 81
EventTracker - Change Audit loads the details of the selected system.

3. Click the Options menu and select the Take Snapshot option.

(OR)
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Click #nNewsnap  op the toolbar.

EventTracker - Change Audit displays Snapshot progress.

_ Shapshot of ESXWEBDOC
RegistrysHEEY _LOCAL_MACHIMEASOFTWAREAClassesh. .
o

Figure 82
After completion of taking the Snapshot, EventTracker - Change Audit displays the

Snapshot Details dialog box.

{8 snapshot Details Ed |

Snapzhot taken successfully.

Time of snap: J310/2010 10:27:18 Abd

Sl /1 0/2010 10:27:18 AM

[~ Keep Snap Forewver

Start Compare

Figure 83

Description ‘

Time of snap Display box displays the date and time when the Snapshot was
taken.

Text box displays the EventTracker - Change Audit name of the

Snap label Snapshot. You can edit and rename the Snapshot.

Keep Snap Forever Select this check box, if you want to preserve the Snapshot
forever.

Start Compare Click this button for the EventTracker - Change Audit to start
comparing with the immediate previous Snapshot.

4. Type an appropriate name for the new Snapshot in the Snap label field.

5. Select Keep Snap Forever check box, if you want to preserve the Snapshot for future comparison.
6. Click Start Compare.
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EventTracker - Change Audit compares the new Snapshot with the immediate previous Snapshot and
displays the changes in the Change Browser.

E EventTracker - Change Browser [_[&]x]
File Edit Wiew Options Reparts Tools Help

Groups ‘ £52° Change View + | @ MNew Snap | i ] | @Show Mext Change | =l change Report| |

-1 .
= Compate  [8,10,/2010 10:27:18 &M | withas: 81042010 2:00:48 A Jd|
ES¥wWEBDOC
Tracking anly selected file types ESw/EBDOC
5 ' Processar | Page Size | ‘windows Wersion | T otal Phyzical Memory |
= Diives EETE 409 Bytes 5.2 Service Pack 2 1023 MB
WEBDOC! L A°
Fieqistry
= HKEY_LOCAL_MACHINE
= HKEY_USERS
B HKEY_CURRENT_COMFIG
IF Address: 192.168.1.24 Type: System Name [Wchanged: . [Wadded: .. [Woeleted: .
Figure 84

This option helps you edit Snapshot settings.
To edit Snapshot settings, follow the steps below:

Open the Change Browser.
Double-click a computer on the System Bar.
Click the Options menu and select the Edit Snapshots option.

EventTracker - Change Audit displays the Snap Editor.
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Description ‘

List of snapshots for Displays the list of Snapshots taken for the selected Computer.
current system

Time of snap Display box displays the date and time when the Snapshot was
taken.

Snap label Displays the name of the selected Snapshot.

Keep Snap Forever EventTracker - Change Audit selects this check box for the

Snapshots that are configured not to be deleted. The names of
the Snapshots that are marked to keep forever are preceded
by an asterisk mark. Select and clear for all the Snapshots,
whenever needed.

Update After making appropriate changes, click this button for the
EventTracker - Change Audit to update the changes.

Close Click this button to close Snap Editor.

4. Make appropriate changes and then click Update.

EventTracker - Change Audit displays the message box.

EventTracker - Change Browser [E4

Update Successful,

Figure 85

5. Click OK, and then Click Close on Snap Editor.

EventTracker - Change Audit displays the message box, if the update is done for the remote system.

EventTracker - Change Browser Eq

i vou have edited snapshok details of a remote system,
Tl This change needs to be propagated to the remoke system,

Figure 86
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6. Click OK.

EventTracker - Change Audit displays the message box.

EventTracker - Change Browser

-
\l‘) Changes applied successfully.

Figure 87

This option helps you delete all the previous Snapshots for the selected Computer. After deleting all the
Snapshots, EventTracker - Change Audit takes a new baseline Snapshot.

To re-initialize Snapshots, follow the steps below:

Open the Change Browser.
Double-click a computer on the System Bar.
3. Click the Options menu and select the Re-initialize Snaps option.

EventTracker - Change Audit displays the confirmation message box.
EventTracker - Change Browser %]

i This will delete all previous snaps For this swstem and initialize it with a new baseline snap,
\\/ Do wou wank ko proceeds?

Figure 88

4. Click Yes to proceed.

EventTracker - Change Audit displays the re-initialization process progress.

_ Re-initializing snap: WEBDOCZ2
'_-l_ Fleaze Wai...
Gl

Figure 89

After successfully re-initializing the Snapshots, EventTracker - Change Audit displays the message box.
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EventTracker - Change Browser Ei

-
1 Successfully re-initialized the syskem: WEBDQCZ
Sy

Figure 90

5. Click OK.

EventTracker - Change Audit displays the Change Browser.

E EventTracker - Change Browser | _ 2] x]
File Edit Yew Options Reports Tools Help

Groups ‘ ull Yiew - | @ Mew Snap | i ] | @Shuw Mext Change | [%Change Repurt| |
=
2 Compare  |E azeline Snay - with  [Boeline Sng i
ES<wWEBDOC L £ -1 I £ J
lected file types EECOCZ
5 E Processor | Page Size | ‘windows Yersion | T otal Physical Memory |
= & =l BaE 1 4095 Bytes 5.1 Service Pack 3 991 ME
WEBDOCT C:
D
E—!’ E:
= F
WEBDOCZ .
Registy
{1 HKEY_LOCAL_MACHINE
g HKEY_USERS
-5 HKEY_CURRENT_CONFIG
IP Address: 192 168,174 Type: System Name [ Wthanged: [Wadded: [ Woeletea:
Figure 91

EventTracker - Change Audit has deleted all the previous Snapshots including baseline and has created
a new baseline Snapshot. Since no other Snapshots exist, EventTracker - Change Audit compares the
Baseline Snapshot with the Baseline Snapshot.
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This option helps you back up Snapshots.
To back up Snapshot, follow the steps below:

1. Open the Change Browser.
Click the Options menu and select the Backup / Recovery (Snapshots) option.

Have you loaded a computer, EventTracker - Change Audit displays the confirmation message box.

3. Click Yes to proceed.

EventTracker - Change Audit displays the Backup / Recovery Tool.

E Backup / Recovery Tool For Snapshot Files E2 |
Label Date & Time Fath

Backup | Becoyver | Femowve | E xit |

Figure 92

Backup Back up the Snapshots of the current system.

[ Select the backup file from the list and then click to recover the
Snapshots.
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Select the backup file from the list and then click to delete the file

Remove

i

Exi Exit Backup / Recovery Tool.

4. Click Backup.

EventTracker - Change Audit displays the Browse for Folder window.

Browse for Folder E3

Select vour backup Folder.
A sub - directory will be created under this Folder.

B2 D Drive (D1
N\-J My Metwork Places

(6]4 Cancel

Figure 93

5. Select the appropriate folder and then click OK.

EventTracker - Change Audit displays the Label window.

Label Ed |

Enter a unigue label far this backup: oK.
[Lezz than 30 characters and no special character] -
Cancel
fi
Figure 94

Netsurion. EventTracker




EventTracker v9.x Change Audit

6. Type a unique label in the text box and then click OK.

After successfully backing up the Snapshots, EventTracker - Change Audit displays the Success
message box.

-
\“12 5nap files backed up successfully.

Figure 95

7. Click OK.

EventTracker - Change Audit displays the Backup / Recovery Tool with the backup.

Backup / Recovery Tool For Snapshot Files E

Backup | Becower | Remowve | E it |

Figure 96

8. Click Exit.

This option helps you recover Snapshots.
To recover Snapshots, follow the steps below:

1. Openthe Change Browser.
2. Click the Options menu and select the Backup / Recovery (Snapshots) option.

Have you loaded a computer, EventTracker - Change Audit displays the confirmation message box.
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EventTracker - Change Browser B

2 To permit Backup | Restore of snapshot files the curent system will be dosed,
\Q/ Do you want to proceed?

Figure 97

3. Click Yes to proceed.

EventTracker - Change Audit displays the Backup / Recovery Tool.

Backup | Recover | Remove | E xit |

Figure 98

4. Select the file from the list and then click Recover.

EventTracker - Change Audit displays the Confirm restore message box.

Comfirm restore |

\?/ Are wou sure you wank ko restare backop: WEBDOC] SHAPS

Figure 99

5. Click Yes to proceed.

After a successful recovery, EventTracker - Change Audit displays the Restore Status.
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T |

— Restore Succeeded Partially

WERDOCT
WEBDOC?

Restore failed on:

Figure 100

Click OK.
Click Exit on Backup / Recovery Tool.

If the recovery is partially successful, then EventTracker - Change Audit displays the Restore Status
dialog with the appropriate message.

E Restore Status
— Restare Succeeded Partially
Festore succeeded on:

ECEROOC

Flestore failed on:

WEBDOC
WEBDOCZ

ak.

Figure 101
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5. Configuration

The administrator can configure any Client through the Change Audit Manager console. This configuration
can be customized for each system or can be global for all systems on the network. The idea is to create a
configuration setting on the server and apply it to any or all Clients.

The following can be configured:

e Time and frequency of the automated Snapshot.

e Filter Drives and Registry Hives. This feature enables the user to filter out track of drives and
directories that are not critical.

e File types to Track. This feature enables the tracking of only specific file types. This feature is aimed at
performance and efficiency enhancement.

This option helps to set the Global Configuration.

Global Configuration option helps you apply configuration settings to all monitored computers from a
centralized location.

To set up Global Configuration, follow the steps below:

1. Openthe Change Browser.
2. Click the Options menu and select the Global Configuration option.

Change Audit displays the Global Configuration window.
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™ Global Configuration *
Change Tupe I File Change Type I Reqizstry Change Type I Checksum I Checkzum Rules I
General File Typez I tonitor Specific Registy I Manitor Specific: Folder I Filters

Working Directory: | C:\Program Files [+86]\Prism Microspstemsthw/Cla/indows

gﬁ';atrzfage |I2:'\F'n:|gram Files [#BEPrizm Microspstamsiiw Cwlindows\SnapShats
License Server: [WMESRIWM1|

License Server Part: |-| 4R03

Below configuration are moved to "System Configuration’.
Server Mame, Port Mumber
SnapShot Results . EventTracker Server Port

Ok LCancel |

Figure 102

Description
General General Change Audit selects this tab by default and displays
information about the Working Directory path, Data Store
directory path.

3. Click the File Types tab.

EventTracker - Change Audit displays the File Types tab.
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™ Global Configuration >

Change Type ] File Change Type ] Regiztry Change Type ] Check.zum ] Checkszum Rulesz ]

General ........... FI|ET.'r'F'ESl Manitor Specific Fegiztmy ] b onitor Specific Falder ] Filters ]
File types:
cpl ocH
dll SPE Add
dr v -
exe
msc Delete

Select to track only these file types, unselecting will track all files.

[v Track Only Files OF The Above Topes
[v DoMOT consider a file changed if anly file attibutes are changed

v For files with checksum tracking enabled, Do MOT consider a file changed if its checksum has

not changed.

ok Cancel

Figure 103

File Types

Click this tab to view the Files Types being tracked by
EventTracker - Change Audit.

By default, EventTracker - Change Audit tracks the file
types listed in File Types list. You can add or remove file
types for tacking of your choice from the list.

EventTracker - Change Audit selects the Track Only files
of the above Types check box by default. Clear this
check box, if you want to track all file types.

Track Only Files of The Above Types

Clear this check box if you wish to track all file types.

Do not consider a file changed if
only file attributes are changed

Clear this check box to exclude files if only the
attributes of those files are changed.

For files with checksum tracking
enabled, do not consider a file
changed if its checksum has not

Clear this check box to exclude checksum tracking
enabled files, if the checksum has not changed.
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Description

changed

4. Click Add to add a new file type.

EventTracker - Change Audit displays the Include New File Type window.

E Include Mew File Type
Enter a filename extenzion: ak
|| LCancel
Figure 104

5. Type the filename extension and then click OK.

£8 Include New File Type
Enter a filename extension: ak
bt LCancel
Figure 105

EventTracker - Change Audit includes the file type and displays the File Types tab.
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™ Global Configuration *
Change Tupe ] File Change Type ] Regiztry Change Type ] Checkszum ] Checkzum Rules l
General i F ||ET.'r'IJESl Moanitar Specific: Registry ] Moanitar S pecific: Faolder ] Filters ]
File types:
cpl ocK
dil Wz
dry é

Add
Exe wid
IS Delete
Select to track only theze file types. unselecting will track. all files.

I¥ Track Orly Files Of The Above Types

[v DoMOT consider a file changed if anly file atiibutes are changed

Far files with checksum tracking enabled, Do MOT conzider a file changed if it checksum haz
not changed.

]9 LCancel

Figure 106

6. To delete a certain file type, select it from the list and then click Delete.

EventTracker - Change Audit removes the selected file type from tracking.

7. Click the Filters tab.

EventTracker - Change Audit displays the Filters tab with the preset filter items.
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% Global Configuration >
Change Type ] File Change Type ] Registry Change Type ] Checksum Checkzum Rules ]
General ] File Types ] Monitar Specific Fegistny ] Monitar S pecific Faolder i Filters
Marne | Abzolute Path ~
[ My Documents DriveshHROOT_DRIVE WMy Documents
_D_ My Dowrload Files Drives " $RO0OT_DRMNE My Dowrload Files
_D_ My Inztallations Drives'\$ROOT_DRINME My Installations
g by b usic Drives\$BO0OT_DRIME My Muszsic
| P e A HIOOOT LDN TN mre-bl- w7
< >

Check and click 'Remove’ to UnFilter checked nodes.
To filker right click on a folder ar reqisty key in the change browser and select the option.

N

ok LCancel

Figure 107

Filters Click this tab to view files, folders, registry hives and keys filtered by
EventTracker - Change Audit. Select the check box against items in the
list and click Remove to exclude it from the Filters list. To learn more
about Filters, refer the Filters chapter.

8. Select the check box against the item that you wish to remove from the filter list and then click

Remove.
EventTracker - Change Audit removes the selected item from the filter list.

9. Click the Change Type tab.

EventTracker - Change Audit displays the Change Type tab.
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™ Global Configuration e
General | File Types | Monitar S pecific Beagisty I t onitar Specific Falder | Filters I
Change Type | File Chahge Type I Fegiztry Change Type I Checksum I Checksum Rules
M ame | Ahbzolute Path | Change Tupe | Recurzive

Currently no subtrees are azsigned global change type.
To start tracking right click on a folder in the change browser and select the option,

Remove |

(1] Cancel |

Figure 108

Description

Change Type

Authorized: Detected changes that can be matched with an approved
change request.

Unauthorized: Detected changes that cannot be matched to an approved
change request.

Configuration: Configuration audit helps to track all changes that is made
to the computer configuration or to be able to restore the configuration of
that computer back to a known valid restore point.

Business Knowledge: It is the concept in which an enterprise consciously
and comprehensively gathers, organizes, shares, and analyzes its
knowledge in terms of resources, documents, and people skills.
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To configure Change Type

1. Right-click a folder, file, registry hive, or registry key.

EventTracker - Change Audit displays the shortcut menu.

He LA dew Opbers Gwerts Dok e
Gopt Prdves = Prescen B S Tom et Cange [ Cunge Ragent

[-1 Compos  [aroonn 07 18 & w] = L @n0200 200 6 A =
EPWEROC | R J'.[ TR =
g iy et e g =% 5 i’ A AL el vema
= [ B (ooetion v [ T [ snozmo 1037 1w [ voezoew |
L i Lial -.'I'
iy —
- + W RN
- 3:1 ":=i.!-,- | Compare Details
I Fasign Change Type I
Filter
Filter (Al Systems)
Custonnize Filter
Fyvre ey LF ] T Fgersy S [ m L] 'A.Hd o ': s [ "

Figure 109

2. From the shortcut menu, choose Assign Change Type.

EventTracker - Change Audit displays the Assign Change Type window.
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E Assign Change Type

Node Mame: MCLOONYR egistiph HEEY_LOCAL_MACHINE

Abzolute Path: Registp HEEY _LOCAL MACHIME

I Syztem j

[~ Replace change tpe on all child objects

[~ Apply on all spstems

Assign I LCancel |

Figure 110

Change Type But for the following classification of Change Type,

EventTracker - Change Audit considers all else as
System Change Type.

Unauthorized - *.exe, *.ocx, *.dll, *.sys, *.drv, *.msc,
*.cpl, *.vxd

Configuration - *.ini, *.cfg, *.inf, *.nt

Business Knowledge - *.xlIs, *.doc, *.xlsx, *.docx,
*.ppt, *.pptx, *.pdf, *.pps, *.ppsx, *.dotx, *.dot,
*.odt

Select an appropriate change type from this drop-
down list.

Replace change type on all child Select this check box to apply the change type on all
objects child objects.

Apply on all systems Select this check box to set it as global. i.e. apply the
same settings on all monitored computers.

3. Select appropriate options and then click Assign.

If Apply is selected on all the systems check box, EventTracker - Change Audit displays the
confirmation message box.
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EventTracker - Change Browser

i You need ko propagate this change ko all managed (EventTracker - Change Audit) systems, You can do this From
-, [Dptions | Apply Configuration | &pply global configuration to all systems],

Figure 111

4. Click OK to continue.

5.

6.

7.

EventTracker - Change Audit applies the change to the local system alone. To apply globally to all
monitored computers, do as advised on the message box.

Open the Global Configuration window and then click the Change Type tab.

EventTracker - Change Audit displays the objects that have modified Change Type.

¥ Global Configuration x
File Types ] konitor Specific Registry ] tonitor Specific Folder ] Filters ]
File Change Type ] Fieqistry Change Tupe ] Checkszunn ] Checksum Rules ]
Hame | Abzolute Path | Change Type | Fecursive
O MCLOONRegist.. RegistHKEY LOCAL MACH.. Unauthorized Ye: '

Currently no subtrees are assigned global change type.
To start tracking night click on a folder in the change browser and select the option.

[eeerr]|

ok LCancel

Figure 112

Select an object and then click Remove.

EventTracker - Change Audit removes the selected object and propagates the changes to all systems.

Click the File Change Type tab.

EventTracker - Change Audit displays the File change Type tab with the preconfigured

FileName strings.
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™ Global Configuration et
General ] File Types ] Monitor Specific Registry ] tanitor Specific Folder ] Filters ]

Change Type {  File Change Type l Reqiztry Change Tope ] Checkzum ] Checkzum Rules ]

Fath String | Fath Operation | Filet ame String | FileMame Oper... | Change Type |

O *ewe | *ocu|*...  Cazelngenzitv.. Unauthorized

O *imi | *cfgl=inf...  Caze lngenzitiv..  Configuration

O *ule | *doc |6l Cazelngenzitv..  Businesz Knowl..

Check and click 'Remove' to delete the rule.

add | |
(1] LCancel
Figure 113
Description ‘
File Change Type But for the following classification of Change Type,

EventTracker - Change Audit considers all else as
System Change Type.

Unauthorized - *.exe, *.ocx, *.dll, *.sys, *.drv, *.msc,
*.cpl, *.vxd
Configuration - *.ini, *.cfg, *.inf, *.nt

Business Knowledge - *.xlIs, *.doc, *.xlsx, *.docx,
*.ppt, *.pptx, *.pdf, *.pps, *.ppsx, *.dotx, *.dot,
*.odt

8. Select an item and then click Remove.

EventTracker - Change Audit removes the selected item.

To add/edit File Change Type, follow the steps below:
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1. Click Add/Edit to add a new File Name String.

EventTracker - Change Audit displays the File Change Type window.

{8 File Change Type
[~ Search for matching Fle patke
File Path String

File Path Operator

IEquaI ;I

I~ Search for matching file name

File Mame Sting

File Mame Operator

IEquaI LI
Change Type
ISystem ;I
Sawve I LCancel |
Figure 114

Search for matching | Select this check box. EventTracker - Change Audit enables File Path

file path String and File Path Operator fields.
File Path String Type the location of the file.
File Path Operator Select an operator from this drop-down list.

Search for matching | Select this check box. EventTracker - Change Audit enables File Name
file name String and File Name Operator fields.

File Name String Type the name of the file.

File Name Operator | Select an operator from this drop-down list.
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Description
Change Type Select a change type from this drop-down list.

2. Enter/select appropriate options.
3. Click Save to save changes.

EventTracker - Change Audit displays the message box.
EventTracker - Change Browser

i ou need to propagate this rule to all managed (EventTracker - Change Audit) systems. You can do this From
e, [Dptions | Apply Configuration | Apply global configuration to all systems].

Figure 115

4. Click OK and follow the message on the message box to propagate the changes to all monitored
computers.

5. Click the Registry Change Type tab.

EventTracker - Change Audit displays the Registry Change Type tab.

™ Global Configuration >
aeneral ] File Tupes ] M anitar 5 pecific B egizty ] M anitar Specific Folder l Filters ]
Change Type ] File Change Type i Registry Change Type l Checkzum ] Checkzum Rules ]
F.ey String | F.ey Operation | Y alue String | Walue Operation | D ata Sting | [ ata Operation
£ >
Currently no global rules for extended change tppe azgignment for registiy objects.
ad | |

ok LCancel

Figure 116
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Description ‘

But for the following classification of Change Type,
EventTracker - Change Audit considers all else as
System Change Type.

Registry Change Type
Unauthorized - *.exe, *.ocx, *.dll, *.sys, *.drv, *.msc,
*.cpl, *.vxd

Configuration - *.ini, *.cfg, *.inf, *.nt

Business Knowledge - *.xlIs, *.doc, *.xlsx, *.docx,
*.ppt, *.pptx, *.pdf, *.pps, *.ppsx, *.dotx, *.dot,
*.odt

6. Click Add/Edit to add new registry keys or update existing registry keys.

EventTracker - Change Audit displays the Registry Change Type window.

Registry Change Type E

[~ Search far matching registy key pathé

Fieqistry ey Path String

Fieqistry Key Path Operator

IEquaI j

[~ Search for matching registry value name

Walue Mame String

Walue Mame Operatar

IEquaI j

[~ Search for matching registry data

[rata String
Drata Operator
IEquaI j
Change Type
IS_l,lslem j
Save I LCancel
Figure 117
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Description ‘

Search for matching registry key Select this check box. EventTracker - Change Audit
path enables Registry Key Path String and Registry Key
Path Operator fields.

Registry Key Path String Select an operator from this drop-down list.

Search for matching registry value | Select this check box. EventTracker - Change Audit
name enables Value Name String and Value Name
Operator fields.

Value Name String Type the key value.

Value Name Operator Select an operator from this drop-down list.

Search for matching registry data | Select this check box. EventTracker - Change Audit
enables Data String and Data Operator fields.

Data String Type the data string.
Data Operator Select an operator from this drop-down list.
Change Type Select a change type from this drop-down list.

7. Enter/select appropriate options.

8. Click Save to save changes.

EventTracker - Change Audit displays the message box.

EventTracker - Change Browser Ei

i You need ko propagate this rule ko all managed (EventTracker - Change Audit) systems, ¥ou can do this From
T [Dptions | Apply Configuration | &pply global configuration ko all swskems].

Figure 118

9. Click OK and follow the message on the message box to propagate the changes to all monitored
systems.

EventTracker - Change Audit displays the confirmation message box.
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EventTracker - Change Browser 1]

. P You have changed the enterprise wide configuration.
\{'r) Do vou wank to save and apply to all systems?

Figure 119

10. Click Yes to apply to all the systems.

EventTracker - Change Audit applies the settings and displays the Configuration Status window.

For the Checksum tab,
x

Filkers ]

™ Global Configuration
Monitor Specific Registry Monitor Specific Folder ]

General ] File Types ]
Change Type ] File Change Type ] Reqistry Change Type Checksurm Rules ]
Mame | Absolute Path |
[ system32 Drives\$[SYST...

Check. and click 'Remove’ to delete the rule.
To start tracking right click on a folder in the change browser and select the option.

[Eerr |

ak LCancel

Figure 120

1. Right-click a folder, file.

EventTracker - Change Audit displays the shortcut menu.
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W tvont Teacker
e O Wew Cgtore Seports Tosk telo

Bgoven Wraver v | Dt ) G Dowtet Cage | S Ourge oot

= 52802 A :’]‘ . vj."_. SIS 2 24 A =
Fim Nane A S2r00s 2 e x 146 Ao 2 X | Lawt Modted Tee |
- PECLE BN VXA
v ) % ¢ bachip 1
: Ei‘- Ihetue
v 5 Compare Details
g Assign Change Type
Filter

Filter (All Systems)

Customize Filter

Track File Checksum
I Track File Checksum (All Systems) I
-
® randnis oee 206605 1D CEIS0N000 Bynes 206605 1R E2S0T00 By
| Addwe v22 1080 19 Typm Do M} Viwged © Wiswe 0 \ [y T ol Unasthoncedt 0
L R YRR TN SERREEG wow e
Figure 121

2. From the shortcut menu, choose Track File Checksum (All Systems).

EventTracker - Change Audit displays a message box window.

EventTracker - Change Browser

& Fil= Checksum tracking For this folder will be applied to all managed
Il (EventTracker - Change Audit) systems in the enterprise, To
propagate this setting to all systems, please select [Options |
Apply Configuration | Apply global configuration to all syskems],

Do you wank to keep this setking?

Yes i

Figure 122

3. Click Yes to apply the configuration.
OR, click No to close the window.
4. Inthe checksum tab, select the system by clicking the checkbox.
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™ Glebal Configuration .
General ] File Typez ] Maonitor Specific Regiztry tonitor Specific Folder ] Filters ]
Change Type ] File Change Type ] Reqistiy Change Type i i Checksum Rules ]
Mame | Abzolute Path |
[ system32 Drivest[5VS5T .
miG._____ Dives\G. |
Check and click 'Remove' to delete the rule.
To start tracking right click on a folder in the change browser and zelect the optian.
ok LCancel
Figure 123
5. To remove it, click the Remove button.
1. The Checksum tracking is enabled by default for all executable files (*.exe, *.dll etc.).
% Global Configuration >
hanitor Specific Folder ] Filterz ]

] File Tupes l bd onitor S pecific Registry ]

General
Change Type ] Filz Change Type ] Reqistry Change Type ] Checksum Checkzum Rules
Path String | Path Operation | FileM arne String | FileMame Oper.. |
O *exe | *ockl ... Caselnsensiiv...

Check and click 'Remove’ to delete the rule.

Add

]9 Cancel

Figure 124
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2. Click the Add button and the Checksum configuration page displays.

E Checksum Configuration E3 l

[~ Search for matching file path
File Path String

File Path Dperataor

IEquaI j

[~ Search for matching file name

File Mame String

File Mame Operator

IEquaI j
Save |

Figure 125

3. Enter the configuration details and click the Save button.

Similarly, for editing,

4. Click the Edit button and make changes in the existing configuration.

{8 Checksum Configuration |

[T Search for matching file path
File Fath String

File Path Operatar

I Equal j

v Search for matching file narne

File Mame String

I“.e:-:e | = oo [ =dll | =aps | “dre | “mzc | =cpl | %wvsd
File Mame Operatar
I Caze Inzensitive Wildcard j

Cancel |

Figure 126

5. After making the changes, click the Save button.
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This option helps you to apply the Global Configuration to all the monitored systems.
To apply Global Configuration, follow the steps below:

1. Openthe Change Browser.

2. Click the Options menu and select the Apply Configuration option.

If the selected Computer is a local system, then EventTracker - Change Audit displays the Select
Configuration window with the option to apply global configuration alone.

{8 select Configuration E2

& Hnple giobal confiquration to all systems
£ Apply system configuration bo curent system
" Apply system configuration to selective spztems

— Merge Configuration Options

{* | Dyenrite

Dwerwrite will remove the selected configuration section(s] completely
and add the configuration section(z] from the lnaded configuration.

" hemge

terge will NOT remove the zelected configuration section(z)
completely and add the configuration section(z) from the loaded
configuration,

— Configuration Selection

[~ Filters [~ File Change Type

[~ Chanae Type I~ FRegisty Changelvpe
[~ Checksum [~ Checksum Bules

[~ Senver [T Ewent Configuration

— Syztem Selection

| [~

R

<5

HEEIH

(] LCancel |

Figure 127
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If the selected Computer is a remote system, then EventTracker - Change Audit displays the Select
Configuration window with an additional option.

: 7= Select Configuration x|

& anply global confiquration to all sustems
" Apply spstem configuration to current systern
" Apply spstem configuration to selechive systems

terge Configuration Optiong
-

Owenarite will remove the zelected configuration section(z] completely
and add the configuration section(z] from the loaded configuration.

~

Merge will HOT remove the selected configuration section(z)
completely and add the configuration section(z] from the loaded
configuration.

Configuration Selection

u [
u [
u [
u [
Syztem Selection

BB

ok LCancel

Figure 128

3. Select the Apply global configuration to all systems option and then click OK. If you select the Apply
system configuration to the current system option, then EventTracker - Change Audit is applied to
the system configuration to the current system.

4. Apply system configuration to selected systems allows the user to apply selected configuration on a

group of systems. The ‘Merge Configuration Options' provides the user to overwrite the existing
configuration or merge a new configuration with existing configurations. In the ‘Configuration
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Selections' pane, select different sections to be applied to the systems. System Selection group
provides system groups and system list that user can select and apply the configuration.

EventTracker - Change Audit applies the global configuration to all the monitored systems.

This option helps you set the System Configuration.

System Configuration is exclusive to the selected system. You can configure automated Snapshot time,
Snapshot limit and Filters through system configuration. You can also apply the Snapshot time and
Snapshot limit for a specific system to all the monitored systems.

Once the filter is set either through System Configuration or Global Configuration, EventTracker - Change
Audit will not consider the filtered items for Snapshots.

To set up System Configuration, follow the steps below:

1. Openthe Browser Console.

On the System Bar, double-click the computer for which you want to set configuration.

EventTracker - Change Audit loads the system details.

3. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

™~
Change Type ] File Change Type ] Registry Change Type ] Checksum ] Checkzum Rules ]
System Configuration l Filters ] Waritar 5 pecific: Fiegisty ] W aonitar 5 pecific Folders) ]
Schedule Snapzhot
Stat Time: (g2 | @ [on Freguency: Daily ~| Snapshotlimit (g4 -
[ Apply configuration to all systems
Server Information
[v Send shapshat to manager.
Server: [NTFLDTELR 163
Part: 14502
Ewent Configuration
Snapshot Results: " Loginto local event log
i Send directly to EventTracker az Traps
EventTracker Server |12?.D.D.‘I Part: |-| AR5

ak. LCancel

Figure 129
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Description

System Configuration

Start Time By default, EventTracker - Change Audit selects 2
A.M. You can modify the time by selecting from the
drop-down list.

Frequency By default, EventTracker - Change Audit selects Daily
as the frequency. You can modify the frequency by
selecting from the drop-down list.

Snapshot Limit By default, EventTracker - Change Audit select the
maximum limit as 30. You can modify this limit by
selecting from the drop-down list.

Apply configuration to all systems | Select this check box and then click OK to propagate
the Snapshot automation settings to all the systems
in your enterprise.

Send Snapshot to manager Select this checkbox to take back up of snapshot on a
manager system.

Server Provide the server name on which back up of
snapshots should be taken.

Snapshot Result EventTracker - Change Audit client logs the Snapshot
Results as events with source set to “Change Audit’
to local log (Windows Application logs) or forward
Snapshot Results as Traps to EventTracker with
source set to “Change Audit’.

Log into local event log Select this option if

1. EventTracker Manager and Change Audit are
installed on different systems. EventTracker
Manager can fetch those events through Agent-less
monitoring available in EventTracker System
Manager

2. EventTracker Agent and Change Audit are installed
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Description ‘

on same system.

3. You need guaranteed delivery of events. The
transport mode can be set to TCP via EventTracker
Agent.

4. You need permanent entries in event log.

5. You wish to make Change Audit events available to
third party tools.

Send directly to EventTracker as Select this option if Change Audit and EventTracker
Traps Manager are installed on same system. Delivery of
Traps is not guaranteed since the transport mode is
UDP.

Type the IP address of the EventTracker Server.

Type the port number if you wish to send Traps
through a different port.

4. To set Filters, refer Filters.

This option helps you apply Snapshot and Filter settings to the current system.
To apply System Configuration to the current system, follow the steps below:

1. Open the Change Browser.

2. On the System Bar, double-click the local computer.

3. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

4. Make appropriate changes under relevant tabs, for example, modify the Snapshot Automation
settings and then click OK.

EventTracker - Change Audit applies the changes and displays the EventTracker - Change Audit
message box.
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EventTracker - Change Browser | x|

L]
,\‘]:/] Zonfiguration settings applied successfully,

Figure 130

5. Click OK.

This option helps to apply Snapshot and Filter settings to remote systems.
To apply System Configuration to remote systems, follow the steps below:

1. Openthe Change Browser.

2. On the System Bar, double-click the remote computer for which you want to apply the configuration.

3. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

™ System Configuration - NTPLDTBLR163 *
Change Type ] File Change Type ] Registry Change Type ] Checksum Checksum Rules ]
System Configuration ] Filters ] tanitor Specific: B egistry l Monitor 5 pecific Folder(s] l

Scheduls Snapshot

Start Time: (o2 »| @ [op »| Freduency: [paiy | SnhapshotLimit gy »

[ Apply configuration to all systems

Server Information

[v Send snapzhat to manager.

Server: [NTPLDTBLR1EZ
Pait: 14502

Ewent Configuration

Shapshot Results: {* Loginto local event log
(" Send directly to EventTracker az Traps

EventTracker Server |-| 27.0.0.1 Part: |14505

ok Cancel

Figure 131
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4. Modify the Snapshot Automation settings and then click OK.

™ Systern Configuration - NTPLDTELR163 =
Change Type ] File Change Type ] Regizty Change Type ] Checksum Checksum Rules ]
System Conhguration l Filters ] Monitor Specific Regiztry ] tonitor Specific Folder[z) ]

Schedule Snapshot

Start Tirme: ’E' : ’E' Frequency: [ aily jISnapshnl Limit: 64 ] I

[~ Apply configuration to all systems

Server |nformation

v Send snapshat to manager.

Server. |NTPLDTELR163
Part: 14502

Event Configuration

Shapshat Results: i+ Loginto local event log
" Send directly to EventTracker az Traps

EwentTracker Server: |‘|2?.[|_|j_‘| Part: ‘145|:|5

oK Cancel

Figure 132

EventTracker - Change Audit displays the EventTracker - Change Audit message box.

EventTracker - Change Browser Eq

. P ¥ou have changed the configuration of a remate syskem.
\{/ Do wou want ko apply the changes?

Figure 133

5. Click Yes to proceed.

EventTracker - Change Audit applies changes to the selected computer. If the changes are applied
successfully on the remote systems, EventTracker - Change Audit applies the changes.

This option helps you apply Snapshot settings to all systems.

To apply System Configuration to all systems, follow the steps below:

Netsurion. EventTracker




EventTracker v9.x Change Audit

1. Open the Change Browser.
2. Double-click a computer on the System Bar.

3. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

4. Modify the Snapshot Automation settings.

5. Select the Apply configuration to all systems check box.

EventTracker - Change Audit displays the EventTracker - Change Audit message box.

EventTracker - Change Browser | x| |

L]
._!:) The above settings will be applied ko all systems.

Figure 134

6. Click OK.

7. Click OK on the System Configuration window.

EventTracker - Change Audit displays the Configuration Status window.

E Configuration Status Ed |

—Apply Canfiguration Succeeded
Configuration changes were successfully applied to:

B[
WEBDOC
WEBDOCZ

Configuration changes could not be applied to;

ok,

Figure 135

8. Click OK.
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You can configure EventTracker - Change Audit Manager to automatically log Snapshot results as
EventTracker - Change Audit events locally (Windows Application logs) or directly forward those events as
Traps to EventTracker.

1. Open the Change Browser.
2. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

™ Systern Configuration - MTPLOTELR163 *

Change Type ] File Change Type ] Registry Change Tupe ] Checkzum Checkzum Rules ]

System Lonhiguration Filters ] tanitor S pecific Reagistiy ] Manitor Specific Folder(z) ]
Schedule Snapshat

Start Tirne: ’E‘ : I@ Frequency: |DaiI_I.J ﬂ Shapshiot Lirnit: IE‘

[~ Apply configuration to all systems

Server Infarmation

[v Send znapzhot to manager.

Server: INTPLDTELFR1E3
Paort: 14502

Ewent Configuration

Snapshot A esults: {« Loginto local event log
" Send directly to EventTracker az Traps

EwentTracker Server: |-| 2700 Part: |-| 4R05

OF LCancel

Figure 136
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{8 System Configuration - MCLODN

System Configurstion |ram| Change Type | File Change Type | Registiy Changs Type | Checksum | Checksum Rules |

— Auwskomation

StaltT'mef.Iﬂ : Iﬂ Frequency: m Snapzhat Limit: Iﬂ

[~ Apply configuration to all systems

—Server Information
[ Send snapzhot to manager,
Server, |ES>(W’EBDEIE
Poit: 14502

- Ewent Configuration

Snapshot Results ¢ Log into local event log
+ [Send dectly to EventTracker a5 Traps

EventTracker Server: |12?_ 001 - |"'5nS

x| e |

Figure 137

Description ‘

Snapshot Results: Change Audit client logs the Snapshot Results as events with source
set to “Change Audit’ to local log (Windows Application logs) or forward Snapshot
Results as Traps to EventTracker with source set to “Change Audit’.

Select this option if

Log into local event log 1. EventTracker Manager and Change Audit are
installed on different systems. EventTracker
Manager can fetch those events through Agent-less
monitoring available in EventTracker System
Manager.

2. EventTracker Agent and Change Audit are installed
on same system.

3. You need guaranteed delivery of events. The
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Field ‘ Description
transport mode can be set to TCP via EventTracker
Agent.

4. You need permanent entries in event log.

5. You wish to make Change Audit events available to
third party tools.

Send directly to EventTracker as | Select this option if Change Audit and EventTracker
Traps Manager are installed on same system. Delivery of
Traps is not guaranteed since the transport mode is
UDP.

3. Select the Log into the local event log option to log snapshot results into the Application log.

4. Open the Event Viewer to view Change Audit events.
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B Event Viewer

File Action Yiew Help

=) | B ®
[ﬁ] Event Yiewer (Local) A

) Application T
4| Security .Type Date Time Source Category | Event | User Computer o,
4| System \}) Information  8/10/2010 2:06:54 PM  EventTracker Disk 3279 nirmal WEBDOC1 3

4| Internet Explorer @ Information  8{10{2010 EventTracker Disk 3279 nirmal WEBDOC1

@ Information  8{10{2010 EventTracker Disk 3279 nirmal WEBDOC1

@ Information  8{10/2010 EventTracker Disk 3279 nirmal WEBDOC1

@ Information  8{10/2010 EventTracker Disk 3279 nirmal WEBDOC1

@ Information  8{10/2010 EventTracker Disk 3279 nirmal WEBDOC1

@ Information /1072010 EventTracker Disk 3279 nirmal WEBDOC1

@ Information  8{10/2010 EventTracker Mone 3413 SYSTEM WEBDOC1

@ Information  8{10f2010 EventTracker Mone 3412 SYSTEM WEBDOC1

@

8{10/2010 t EventTracker MNone 3405 SYSTEM WEBDOC1

Warning §/10f2010 2:04:00PM  EventTracker MNone 3405 SYSTEM WEBDOC1

«3 Warning 8/10/2010 2:04:00 PM  EventTracker Mone 3405 SYSTEM WEBDOC1

(A Warning 8/10f2010 2:04:00 PM  EventTracker Mone 3405 SYSTEM WEBDOC1

&Warning 8/10/2010 2:04:00 PM  EventTracker MNone 3405 SYSTEM WEBDOC1

&Warning 8/10/2010 2:04:00 PM  EventTracker MNone 3404 SYSTEM WEBDOC1

& Warning §/10f2010 2:04:00PM  EventTracker Mone 3405 SYSTEM WEBDOC1

Warning 8/10j2010 2:04:00 PM  EventTracker Mone 3404 SYSTEM WEBDOC1

Warning 8/10/2010 2:04:00 PM  EventTracker MNone 3404 SYSTEM WEBDOC1

#\ Warning 8/10/2010 2: EventTracker None 3404 SYSTEM WEBDOC1

Warning 8/10f2010 2 EventTracker Mone 3405 SYSTEM WEBDOC1

Warning 8/10/2010 2: EventTracker None 3405 SYSTEM WEBDOC1

Warning §/10f2010 2 EventTracker Mone 3405 SYSTEM WEBDOC1

4\ Warning gf10f2010 2 EventTracker Mone 3405 SYSTEM WEBDOC1

;’A Warning 8/10/2010 2: EventTracker MNone 3405 SYSTEM WEBDOC1

/A Warning 8/10/2010 4 EventTracker MNone 3405 SYSTEM WEBDOC1

& Warning §/10f2010 2 EventTracker Mone 3405 SYSTEM WEBDOC1

8{10/2010 2: EventTracker MNone 3405 SYSTEM WEBDOC1

8{10/2010 2: EventTracker Mone 3405 SYSTEM WEBDOC1

& Warning 8/10f2010 2 EventTracker Mone 3405 SYSTEM WEBDOC1

/B Warning §/10f2010 2: EventTracker Mone 3405 SYSTEM WEBDOC1

8{10/2010 21 EventTracker Mone 3405 SYSTEM WEBDOC1

8{10/2010 2: EventTracker MNone 3405 SYSTEM WEBDOC1
8{10/2010 2:04:00PM  EventTracker MNone 3405 SYSTEM WEBDOC1 3

Figure 138

5. Double-click an event in the right pane to view event properties.

Event Properties

Ewent |

Date:

Source:  EwentTracker +

Tirme: 20400 PM  Categary: Mone
x : : +
Type: Infarmation  Ewvent [D: 3407

Uzer MT AUTHORITY4SY'STERM
Camputer: EBDOCT

Diescription:

Total registiy changes between snapshots taken on 8/10/2010 ~
2:04:55 &M and 8102010 1:54:17 PM: 53 B
Keps Added: 4

Feyz Modified: 49

Keps Deleted: 0

Authorized: 0
Unauthorized: 0 —
Configuration: O
System: 53

| £

[ Ok ] [ Cancel ]

Figure 139
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EventTracker v9.x Change Audit

Select the Send directly to EventTracker as Traps option and take new snapshots of the monitored

computers.

EventTracker - Change Audit forwards the snapshot results to EventTracker.

Log on to EventTracker.

Click the Tools drop-down list at the right-upper corner and select the Alphabetical Reports option.

Click “C” in the alphabetical list.

Select Change Audit Category.
Example: Change Audit: Summary of registry changes.

Select a Report Type, for example, On Demand.

Click Next.

EventTracker displays the Reports Wizard.

Select the systems.

Select the report generation interval.

Select the report options.

Set Refine and Filter criteria.

Type the Title, Description, Header, and Footer.
Crosscheck Report cost details.

Crosscheck Report details and then click Generate Report.

Netsurion.
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6. Filters

Filters are configured to avoid EventTracker - Change Audit taking snapshots of frequently changing non-
critical directories (such as the browser cache, temp directories) or registry entries. By default,
EventTracker - Change Audit uses its own knowledge base to filter out non-critical directories and registry
entries. You can modify and customize these default filters. In addition to global filters, you can add and
remove local filters.

Adding a normal filter does not remove the filtered node from the snapshots i.e. the changes detected so
far is retained; it only stops monitoring any changes in the object from the time it is filtered. When we
declare a normal filter, it means we do not want to monitor any future changes to the filtered object, until
we un-filter it again. Adding a normal filter does not delete the change history of the filtered object, it only
stops monitoring any new changes to the filtered object. When the filtered object is unfiltered again, then
the change list of this object contains the changes that were detected before it was filtered, and the
changes detected since it has been unfiltered.

When we declare a customized filter, it means we do not want to monitor any changes to the object, and
we do not want to retain any previous changes detected to the object also.

Customized Filter ‘

This can be applied at both the This can only be added at the global level.
levels system level as well as

global level.

This can only be added when This can be added even if a substring within the
the complete path of a file or path of file or registry system is known.

registry system object is known.

Adding a normal filter does not When we declare a customized filter, it
remove the filtered node from
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Customized Filter ‘

the snapshots i.e. the changes
detected so far is retained; it
only stops monitoring any
changes in the object from the
time it is filtered.

means we do not want to monitor any
changes to the object and we do not
want to retain any previous changes

detected to the object also.

Change history of the filtered
object is retained.

Change history of the filtered object is NOT
retained.

When the object is unfiltered
again, because change history is
retained, the object is reported
as modified.

When the object is unfiltered again, because
change history is not available, the object is
reported as added.

Adding a normal filter does not
decrease size of the snapshot
file.

Adding a customized filter may decrease size of
the snapshot file.

. Add a normal filter to filter the file “E:\WCWDB\ESXWIN2k832VM4\wcw.ini’.

. Add a customized filter to filter the file “E:\WCWDB\PNPLDEV6\wcw.ini’.

Note: Both the files are currently being monitored.

The following screenshots display the properties of 2 files “E:\WCWDB\PNPLDEV6\wcw.ini’ and
“E:\WCWDB\ESXWIN2k832VM4\wcw.ini’ before adding the filters.

Current Snapshot: 2010-01-06T02:01:48

Previous Snapshot: 2010-01-05T02:02:20
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4= Compare details of: PNPLDEVE\ Drives\E:\WCWDB\PNPLDEVE\ Wow.ini ﬂ
£ \WOWDB\PNPLDEVE\Wew i |-
|~
Snapshot Time: ‘Wed Jan 06 0201:48 2010 Tuedan 05020220 2010
Size: 2 KB (1195 Bytes) 2¥B (1195 Bytes)
Crestion Time: 1215/2008 (21:7:41) 12/15/2008 (21:7:.41)
Access Time: 1/6/2010(21:27) 17572010 {21:30)
Last Wiite Time: 1/6/2010 21:27) 1/5/2010 (2:1:30)
Verson ‘none- none:
Checksum: -not track: -not riacked-
Attnbutes:
Archive: v -
Comgpuessed: r r
Directory: & "
Enciypted - y |
Hidden r -
Offine: ' o
Read Only: I =
System: r r
Tempotary, = »
Figure 140
= Corpare detads o, PAPLDEVD s\ WWDO ESXWINZBIZVMU\ Womins——— X
E\WOWDB\E SKWINZKB3ZVMA\Wew ini =
Snapshot Time: \WedJan 06 0201:48 2010 Tue Jan 05 020220 2010
Size: 2KB (698 Bytes) 2 KB (698 Bytes)
Creation Time 12/15/2008 {21:12.18) 12/15/2009 (21:1218)
Access Time 1/6/2010 {25:38) 1/5/2010 (2511
Last Wiite Time 1/6/2010 (25:38) 1/45/2010(2511)
Verswon none- ‘none:
Checksum: -not iacked- -not tracks
Attnbutes:
Archive: v 2
Compressed: ) L]
Directony. I B
Encryptedt L n
Hidden B o
Oifine: r m
Read Only: 1 I
System: = »
Temporary. r ) |

Figure 141

The following screenshots display the properties (with respect to baseline snapshot) of 2 files
E:\WCWDB\PNPLDEV6\wcw.in” and “E:\WCWDB\ESXWIN2k832VM4\wcw.ini” before adding the
filters.
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Current Snapshot: 2010-01-06T02:01:48

Baseline Snapshot: 2009-12-24T02:04:42

4= Compare details of: PNPLDEVE\Drives\ E:\WCWDB\PNPLDEVE ) Wow.ini 5]
‘ r \WOWDB\PNPLDEVE\Wew i =
=]
Snapshot Time: ‘Wed Jan 06 0201:48 2010 Thw Dec 24 02.04:42 2009
| Size: 2 KB (1195 Bytes) 2¥B (1195 Bytes)
‘ Creation Time 1215/2008 (21:7:41) 12/15/2008 (21:7:41)
Access Time: 1/6/2010 (21:27) 12/724/2009 (24:12)
Last Wirite Time 1/6/2010 (21:27) 12/24/2009 (2412)
‘ Versor: mnone- none:
Checksum: -not track, -not racked-
Attnbutes:
Archive: v <)
Comguessed: = -
Directony: L -
Encrypted - =
Hidden: - § |
Offine: " "
Read Only: - =
System r~ -
| Temporary. - —
Figure 142
4= Compare details of: PNPLDEVE\Drives\E:\WCWDB\ESXWINZKS32VM4\ Wow.int x|
‘ ’E \WOWDB\ESXOWIN2KB3I2VMA\Wew i =
B2
Snapshot Time: ‘Wed Jan 06 0201:48 2010 Thwi Dec 24 0204:42 2009
| Size 2 KB (598 Bytes) 2 KB (697 Bytes)
Creation Time 12715/2008 (21:.12:18) 1271572008 (21:12118)
Access Time: 1/6/2010 (25:38) 12/724/2009 (24.11)
Last Wiite Time: 1/6/2010 25:38) 12/23/20083 (23 4:38)
‘ Verson none- none:
Checksum: -hot track: -not racked-
Archive: g -
Compuessed: ™~ -
Drectony — -
Encrypted - I
Hidden: r— -
Oifine: = -
Read Only: - =
Systenmc r -
Tempotary. = =

Figure 143

3. Add a customized filter to filter the folder “wcwdb\pnpldevé’.
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43 Customizing filters for files

Filter Mame ;I
O .en —
O .tmp

wowdbhpnpldeys -
Exizting Filters. Check and click ‘Remove’ to LaFilter
checked rules. FRemove

Enter the file/folder name to filker it. If all the 'exe’ files has to be filtered out enter
‘ewe’ and then click ‘Add’ button, [F all the temnp' folders haz to be filtered out enter
temp' and then click 'add' button, [F directonies has to be filkered out then enter
foldersub_folder name e.q. temphingtaller will filker out all the files in
wowtemphinztaller, ebwtemphinstallern, windowstemphinstaller, etc.

Add File or Folder ta Filter.

fidd

Figure 144

4. Add a Normal filter to filter the folder “E:\WCWDB\ESXWIN2k832VM4Y\’.

™ System Configuration - NTPLDTBLR163 *

Change Type ] File Change Type ] Fegistry Change Type ] Checksum ] Checksum Rules ]
tonitor S pecific Registy l Monitor Specific Folder(s) l

System Configuration

I ame: Absolute Path

0O

Check and click Femove' to UnFilker checked nodes.
Tao filter right click on a folder or registiy key in the change browser and select the option.

[aererer]

]S Cancel

Figure 145
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5. Make changes to the two files and take a new snapshot after adding the two filters.

Neither of the file is reported as changed.

Note The folder “E:\WCWDB\ESXWIN2K832VM4' is displayed as filtered, while the folder
“E:\WCWDB\PNPLDEV®’ is not at all displayed because it has been completely removed from
snapshots.
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Figure 146

6. Remove both the filters and take a new snapshot.

The following screenshots display the properties of both the files after taking the snapshot without
the filters.

Note The file “E:\WCWDB\PNPLDEV6\wcw.ini’ is displayed in green color which means it is reported
as a new file added to snapshot because no change history for this file is available.

The file “E:\WCWDB\ESXWIN2k832VM4\wcw.ini’ is reported in blue color that means it is modified.
Current Snapshot: 2010-01-06T16:56:12

Previous Snapshot: 2010-01-06T15:40:48
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3= Compare details of: PNPLDEVE\Drives\E:\WCWDB\PNPLDEVS\ Wow,ini

E-\WOWDB\PNPLDEVE\Wew, ini =

b
Snapshot Time: WedJan 06 16:56:12 2010 Wed Jan 06 15:40:48 2010
Size: 2 KB (1195 Bytes) + Not Present -
Creation Time: 121572009 (21:7:41) -Not Present -
Access Time: 1/6/2010 (16:56:6) + Not Present -
Last Wiite Time 1/6/2010 (16,56 6) -Not Present -
Version -none + Not Prasent -
Checksum -nhot tiacked- - Not Present -
At 5
Archeve: v r
Compressed: & r
Directaty | r
Enciypted o A\
Hidden 1 =
Offine: r r
Read Only: = i=
System: r r
Tempotary: I I

Figure 147
4= Compare details of: PNPLDEVE\Drives\E:\\WCWDB\ESXWINZKS832VM4\ Wow.dni ﬁ]
E:\WOWDB\ESXWIN2KBIZVM AW ew.ini =
-]
Snapshot Time: WedJan 06 16:56:12 2010 Wed Jan 06 15:40:48 2010
Size: 2 KB (B35 Bytes) 2 KB (B398 Bytes)
Creation Time 12/15/2008 {21:12:18) 12/15/2009 (21:12.18)
Access Time: 1/6/2010 [16:44:46) 1/6/2010 {2.5.38)
Last Wiite Time 14672010 1357.17) 1/6/2010 [25:38)
Version none- none:
Checksum: -not hacked- -not krack
Attnbutes:
Archive: v v
Compressed: B |
Directony. r r
Encryptedt m ) |
Hidden B o
Oifine: B r
Read Only: W ) |
System: [ r
Tempotaty: r |

Figure 148
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The following screenshots display the properties (with respect to baseline snapshot) of 2 files
“E:\WCWDB\PNPLDEV6\wcw.in” and “E:\WCWDB\ESXWIN2k832VM4\wcw.ini’ after removing both
the filters.

Note There is no information available for file “E:\WCWDB\PNPLDEV6\wcw.ini’ in the baseline
snapshot.

Current Snapshot: 2010-01-06T16:56:12

Baseline Snapshot: 2009-12-24T02:04:42

42 Compare details of: PNPLDEVS\Drives\E:\WCWDB\PNPLDEVE\ Wow.inl x|
E:\WOWDB\PNPLDEVE\Wew, in =
Snapshot Time: \Wed Jan 06 16:56:12 2010 Thu Dec 24 02.04:42 2003
Size: 2 KB (1195 Bytes) -Not Present -

Creation Time 12/15/2009 (21:7:41) -Not Present -
Access Time: 1/672010 (16:56:6) + Not Pragent -
Last Wiite Time: 1/6/2010(16:556) -Not Presant -
Version none- - Not Prazent -
Checksum: -not track, -Not Presant -
Attnbutes:

Archive: v =
Compressed: I~ @
Directoy. = I~
Encrypted m -
Hidden B o
Offine: " J=
Read Only: W u
System: = =
Tempotary: ™ -

Figure 149
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4= Compare details of: PNPLDEVS\ Drives\E:\WCWDB\ESXWINZKB32YM4\ Wow.ini
£ \WOWDBA\ESXWINZKBIZVMA\Wew.ini =
Snapshot Time: WedJan 06 16:56:12 2010 Thu Dec 24 0204:42 2003
Size: 2 KB (B95 Bytes) 2 KB (897 Bytes)
Creation Time 12/15/2008 (21:12.18) 121572009 (21:12.18)
Access Time 1/6/2010 [16:44:46) 12/24/2009 (2:4.11)
Last Wiite Time 14622010 1357,17) 1272372008 (23:4:38)
Version none- none:
Checksum: -not hacked- -not kack
Attnbutes:
Aschive: v v
Compressed: B 'l
Directoy. r~ r
Encrypted: n n
Hidden B r
Oifine: B »
Read Only: W ) |
System: = I
Temporaty. - J |

Figure 150

This option helps you customize filters.
To customize filters, follow the steps below:

1. Open the Change Browser.

2. Double-click any system on the System Bar.

3. Click the Options menu and select the Customize Filter option.
(OR)
Expand the Drives or Registry trees.
Right-click any item.
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Customize Filter.

EventTracker - Change Audit displays the Customizing filters for the files window.
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E Customizing filters for files E3

Exizting Filters. Check and click 'Remaove’ to UnFilter
checked rules. Remove

Enter the file/folder name to filker it [F all the ‘exe’ files has to be filtered out enter
‘eme’ and then click Add' button. If all the temp' folders has to be fikered out enter
‘ternp’ ahd then click ‘Add’ button.  If directories has to be fikered out then enter
foldervsub_folder name e.g. temphinztaller will filker out all the files in
womtemphinetaller, ebwtemphinztaller, windowstemphinztaller, stc.

Add File or Folder to Filker.

Add

Figure 151

EventTracker - Change Audit displays the files and folders that are filtered by default in the Filter
Name list.

Select the check box against the filter name that you want to include in the Snapshot and then click
Remove.

EventTracker - Change Audit removes the selected file.

Click OK.

To add file or folder to the filter, type the name of the file or folder in the Add File or Folder to Filter
field.

Click Add.

EventTracker - Change Audit adds the file to the Filter.

Click OK.
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EventTracker - Change Browser E=

I-'/. .'\'-I You have changed the enterprise wide configuration.
" Do you want to save and apply to all systems?

Figure 152

9. Click Yes.

This option helps you apply filters to the local system.
To apply filters to the local system, follow the steps below:

1. Openthe Change Browser.
2. Double-click the local computer on the System Bar.

3. Right-click any item under Drives or Registry trees, for example, C:

EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Filter.
EventTracker - Change Audit filters the selected drive.

4. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

5. Click the Filters tab.

EventTracker - Change Audit displays the Filters tab with the newly added filter.
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# System Configuration - NTPLDTBLR163 X

Change Type File Change Type ] Fegizstry Change Type ] Checksum Checksum Rules ]
System Configuration i

Monitor Specific R egistry ] Monitor Specific Folder(z] ]

M ame Absolute Path
Oc Deves\C

Check and click ‘Remove’ to UrFilker checked nodes.
T filter right click on a folder or registry key in the change browser and zelect the option.

[ |

0K LCancel

Figure 153

This option helps you apply filters to the remote system.
To apply filters to the remote system, follow the steps below:

1. Open the Change Browser.
2. On the System Bar, double-click the remote computer for which you want to apply filters.
3. Right-click any item under Drives or Registry trees.

For example, C:
EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Filter.

EventTracker - Change Audit displays the EventTracker - Change Audit confirmation window.

EventTracker - Change Browser E

This configuration change will be saved locally,
\:/ To propagate it to the remote system please select [Options | Apply Configuration].
Do you wank to apply locally?

Figure 154
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4. Click Yes.

EventTracker - Change Audit filters the selected drive.

5. Click the Options menu and select the Apply Configuration option.

EventTracker - Change Audit displays the Select Configuration window.

#4 Select Configuration ﬂ

(%" Apply systern configuration to curment system

" Apply system configuration to selective systems

terge Configuration Options

—

Owenarite will remove the selected configuration section(s) completely
and add the configuration sectionz] from the loaded configuration.

~

terge will MOT remove the zelected configuration section(z]
completely and add the configuration section(z) from the loaded
configuration.

Configuration Selection

[ -
[ I F
[ -
[ -
System Selection

Figure 155

6. Select the Apply system configuration to the current system option and then click OK.

EventTracker - Change Audit displays the EventTracker - Change Audit message box.

EventTracker - Change Browser Ed |

L]
“]:) Configuration changes applied successtully,

Figure 156
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7. Click OK.

8. Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

9. Click the Filters tab.

EventTracker - Change Audit displays the Filters tab with the newly added filter.

™ System Configuration - NTPLOTBLR163 X

Change Type File Change Type ] Reqistry Change Type ] Checksum ] Checksum Rules ]

Syztem Configuration ; | tomitor S pecific Registy ] b onitor Specific Folder(g] ]
Name | Absolute Path

Oc DirveaC

Check and click 'Remove’ to UnFilter checked nodes.
T filker right click on a folder or registy key in the change browser and gelect the option,

[eenwe |

ar LCancel

Figure 157

This option helps you apply filters to all systems.
To apply filters to all systems, follow the steps below:

1. Openthe Change Browser.
2. Double-click any Computer on the System Bar.

3. Right-click any item under Drives or Registry trees, for example, C:

EventTracker - Change Audit displays the shortcut menu.

From the shortcut menu, choose Filter (All Systems).
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EventTracker - Change Audit displays the EventTracker - Change Audit confirmation message box.

EventTracker - Change Browser E2 |

4 'Global Filker' is applied to all managed (EventTracker - Change Audit) swskems in the enterprise, To propagate this
\:/ setting to all systems, please select [Options | Apply Configuration | Apply global configuration to all syskems].

Do wou want ko keep this setting?

Figure 158

4. Click Yes to proceed.

5. Click the Options menu and select the Global Configuration option.

EventTracker - Change Audit displays the Global Configuration window.

6. Click the Filters tab.

EventTracker - Change Audit displays the Filters tab with the filtered drive.

™ Global Configuration

x

Change Type ] File Change Type I Reqistry Change Type I Checksum Checkzum Rules ]
General ] Filz Types I Monitor Specific Registiy I Monitor Specific Folder o kilkers
Marne | ASbzolute Path ~
"0 My Dowrrioad Fies Diives\$ROOT_DRIVE \My Downipad Fies
D My Instalsbons Denves\{RODOT_DRIVE My Instslstions
[ - Derves\HROOT_DRVE]
i v
£ >

Check and click 'Remove’ to UnFilker checked nodes.
Tuo filter right click on a folder or registry key in the change browser and zelact the option,

SR

or Cahcel

Figure 159

7. Click the Options menu and select the Apply Configuration option.

If the selected system is a local system, then EventTracker - Change Audit displays the Select
Configuration window.
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{8 select Configuration Eq

% ool alobal confiouration to all systems
" &pply system configuration to current system
™ Apply sustem configuration to selective sustems

— Merge Configuration Ophions

% Dvenurite

Ovenwrite will remove the selected configuration section(z] completely
and add the configuration sechion(z] from the loaded configuration.

= Menge

b erge will MOT remove the selected configuration section(z)
completely and add the confiquration section(z] from the loaded
canfiguration,

r— Configuration Selection

[~ Filters I~ File Change Type

[T Chanae Type [~ Fegisty Changelype
[~ Checksum I~ Checksum Bulzs

[~ Server [~ Event Configuration

— System Selection

| [-

3

<4

L

Ok Cancel |

Figure 160

If the selected system is a remote system, then EventTracker - Change Audit displays the Select

Configuration window.
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7 Select Canfiguration X

* Apply alobal conhiawation to all sustems
" Apply systerm configuration to current systerm
" Apply systerm configuration to selective systems

Merge Configuration Options
-

Owenarite will remove the selected configuration section(z) completely
and add the configuration zection(z) from the loaded configuration,

l.-h

terge will MOT remove the selected configuration section(z]
completely and add the configuration section(s] fron the lnaded
configuration,

Configuration S election
[ Fil

-

-

-

0l @ 3 [T

System Selection

J =

LLEE

0K Cancel

Figure 161

8. Select the Apply global configuration to all systems options and then click OK.

EventTracker - Change Audit applies the global configuration settings and displays the Configuration
Status window.

E Configuration Status B

—Apply Configuration Succeeded
Caonfi ion changes were successfully applied to:
L

WEBDOCT
WwEBDOC2

Configuration changes could not be applied to:

Figure 162
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9. Click OK.

If the application of global configuration fails, then EventTracker - Change Audit displays the
Configuration Status window with an appropriate message.

Configuration Status E3

— &pply Configuration Succeeded
Configuration changes were successfully applied to;
FEDOLC]

WEBDOCA

Canfiquration changes could not be applied to:

WEBDOCZ

ok

Figure 163

10. Double-click the remote system on the System Bar.

EventTracker - Change Audit displays the remote system with the filtered drive.

This option helps you remove filters from the local system.
To remove filters in the local system, follow the steps below:

1. Open the Change Browser.

2. Double-click the local computer on the System Bar.

3. Right-click the drive example C: in the Drives tree which was filtered earlier.

EventTracker - Change Audit displays the shortcut menu.

From the shortcut menu, choose Filter and clear the tick mark.
EventTracker - Change Audit un-filters the selected drive.

(OR)

Click the Options menu and select the System Configuration option.

EventTracker - Change Audit displays the System Configuration window.

Click the Filters tab.
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EventTracker - Change Audit displays the Filters tab with the filtered drive.
Select the check box against the drive and then click Remove.
Click OK.

EventTracker - Change Audit un-filters and displays the success message box.

EventTracker - Change Browser

-
“‘]\_) Configuration settings applied successFully,

Figure 164

Click OK.

This option helps you remove filters from remote systems.

To remove filters in remote systems, follow the steps below:

1.

Open the Change Browser.
Double-click the remote computer on the System Bar for which you want to remove filters.
Right-click the drive.

Example C: in the Drives tree, which was filtered earlier.
EventTracker - Change Audit displays the shortcut menu.

From the shortcut menu, choose Filter and clear the tick mark.
EventTracker - Change Audit displays the confirmation message box.

EventTracker - Change Browser

To propagate it to the remoke syskem please seleck [Opkions | Apply Configuration].

\:’/ This configuration change will be sawved locally,
-
Do wou wank ko apply lacallyy

Figure 165
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4. Click Yes.

5. Click the Options menu and select the Apply Configuration option.

EventTracker - Change Audit displays the Select Configuration window.

= Select Configuration X

" Epply 5
* A pstem
" Apply syshern configuration to selective spstems

Merge Configuration Options
e

Owenwrite will reraove the selected configuration section(s) completely
and add the configuration zection(z] from the loaded configuration.

[.-h

kerge will HOT remowve the selected configuration zection(z)
completely and add the configuration section(s] from the loaded
configuration.

Configuration Selection

= [=iFF
= =
B B
System Selection

Figure 166

6. Select the Apply system configuration to the current system option and then click OK.

EventTracker - Change Audit displays the message box.

EventTracker - Change Browser Ed

-
42 Configuration changes applied successfully,

Figure 167

7. Click OK.
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EventTracker - Change Audit un-filters the selected drive.

(OR)

Click the Options menu and select the System Configuration option.
EventTracker - Change Audit displays the System Configuration window.

8. Click the Filters tab.

EventTracker - Change Audit displays the Filters tab with the filtered drive.

™ System Configuration - NTPLDTBLR163 b4
Change Type Filz Change Tupe ] Regiztiy Change Tepe ] Checksum ] Checksum Rules I
Systemn Configuration Filters l Manitor 5 pecific Fegisty ] Maritor 5 pecific Foldar(z) ]
M ame | Ahbsolute Path
Oc Daves\C

Check and click Remowve' to UnFilter checked nodes.
Tofilker right click on a folder or registy key in the change browser and zelect the option,

[eswrr]

(1] LCancel

Figure 168

9. Select the check box against the drive and then click Remove.

10. Click OK.

EventTracker - Change Audit displays the confirmation message box.

EventTracker - Change Browser

. P You have changed the configuration of a remote systen,
\\/ Do wou wank ko apply the changes?

Figure 169
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11. Click Yes.

EventTracker - Change Audit displays the message box.
EventTracker - Change Browser E3

-
_‘l\) Configuration setkings applied successhully,

Figure 170

12. Click OK.

EventTracker - Change Audit un-filters the selected drive.

This option helps you remove filters in all systems.
To remove filters in all systems, follow the steps below:

1. Openthe Change Browser.

. Double-click any computer on the System Bar.
3. Right-click the drive
Example C: in the Drives tree, which was filtered earlier.

EventTracker - Change Audit displays the shortcut menu.
From the shortcut menu, choose Filter (All Systems) and then clear the tick mark.
EventTracker - Change Audit displays the confirmation message box.

EventTracker - Change Browser |

P This is a 'Global Filker', To propagate this setting ko all systems, please select [Options | Apply Configuration | apply
\:/ global configuration ko all systems].

Do wou want ko keep this setting?

Figure 171

4. Click Yes.

EventTracker - Change Audit un-filters the selected drive in all the local and remote

computers.
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This feature helps you select a previously taken Snapshot of your system and return your system to that
(registry) configuration. You can restore a selected registry key from the previous Snapshot. The key value
is restored to its previous contents. Only users with Admin privileges may perform this operation. This

feature should be used with care since it may potentially damage a working system. You can also Undo
registry restore.

To restore registry sub tree, follow the steps below:

1. Open the Change Browser.

2. On the System Bar, double-click the computer for which you want to restore the registry sub tree.

3. Select the Snapshots from the drop-down lists.

EventTracker - Change Audit displays the EventTracker - Change Audit message box, had you selected
system name or the drives and tried to restore the registry keys.

EventTracker - Change Browser E3 |

i This option allows you ko restore the regiskry From a selected Kevy,
. Flease select the Key in the reqgistry tree,

Figure 172

EventTracker - Change Audit displays the EventTracker - Change Audit message box, had you tried to
restore the entire registry.

EventTracker - Change Browser E3

-
H]:/] ‘fau can restare only a subtree at a kime, nok the entire reagistry,

Figure 173

4. Select the appropriate sub tree from the Registry tree.
5. Click the Options menu and select the Restore Registry sub tree option.

EventTracker - Change Audit displays the Restore confirmation message box.
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Restore reqistry subtree of spstem "WEBDOCT' starting from key
"WEBDOCT \RegistHKEY_LOCAL _MACHINE'.

arning: *hile reztoring to a particular znap will restore the keps
and values that were deleted £ modified, it will alzo delete the
keys that were created after the snap was taken. Thiz may cauze
zome programs ko stop working.

Reztare LCancel |

Figure 174

6. Click Restore.

EventTracker - Change Audit displays the EventTracker - Change Audit confirmation message box.

I EventTracker - Change Browser

\?/ Are you sure you want ko proceed with the restore operation?

Yes |

Figure 175
7. Click Yes to continue.
EventTracker - Change Audit displays the Restore status.

After successful restore operation, EventTracker - Change Audit displays the success message box.

This option helps you view the restore logs.
To view restore logs, follow the steps below:

Open the Change Browser.
Double-click the system on the System Bar.
3. Click the View menu and select the Restore Log option.

EventTracker - Change Audit displays the restore log file in the Notepad.

EventTracker - Change Audit displays an appropriate message if no log exists.
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This option helps you undo the registry key restore.

To undo the restore, follow the steps below:

1.

5.

Open the Change Browser.
Double-click the system for which you want to undo restore.
Select appropriate Snapshots from the drop-down lists.

Click the Options menu and select the Undo Restore option.

EventTracker - Change Audit displays the confirmation message box.
Il EventTracker - Change Browser E2

\?/ Are you sure you wank bo undo the previous restore operation?

e |

Figure 176

EventTracker - Change Audit displays the information message box if you are on the File system tree
and trying to undo restore.

EventTracker - Change Browser E3 |

i This option allows wou to undo the previous restore operation performed on the registry,
o To proceed wou must be in the reqistry tree,

Figure 177

Click Yes to continue.

EventTracker - Change Audit displays the success message box after successfully undoing the previous
restore.
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1. In Change Audit, Click the Change Browser option.
2. Click the Options dropdown and select System Configuration .

E System Configuration - R153¥M1
Change Type | File Ehange Type I Regzty Change Tepe | Checkzum I Checkzum Rulez
Systern Configuration | Filters | b anitar Specific Begizty I b aonitor 5 pecific Folder(z]

— Schedule Snapzhot

StartTime:|D2 j : IDD j Freguency: IDE'"}' j Shapshot Limnit: |54 vI

[T Apply configuration to all systems

— Server Infarmation

¥ Send snapshaot bo manager.

Server. [F1554k4
Fort: 14502

— Event Configuration

Shapshot Results: f+ Loginto local event lag
i~ Send directly to EvertTracker as Traps

EventTracker Server: |-| 27001 Port: |-| 4505

ok LCancel |

Figure 178

3. The new tab Monitor Specific Folder(s) is added.
Using this option, the user can monitor any specific folder(s) from a system.

4. Click the Monitor Specific Folder(s) and select the Add button to add folders.
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E System Configuration - R153¥M1 E |

Change Type I File Change Type I Reqgistny Change Type I Checksum I Checksum Rules I
System Configuration I Filterz I Maritor Specific Regizty Monitor 5pecific Folder(s]
Folder Pathiz]:
Add
Fdadify
Delete

Select to track only above configured folder(z] with subfalder(z], [t will frack all folder(=] if not zelected.
I¥ Track Only sbove Mentioned Folder Pathiz].

MOTE : Configured folder will not be monitared if any of the parent folder iz filtered in systemdalobal configuration.

ok Cancel

Figure 179
5. Browse the Folder path.
NOTE: Folders will not be monitored, if Global or System Filter is applied.

. Include Folder To Monitor M =]

Falder[z] will nat be ranitared, if they are in the Glabal/Spstern filker izt
Fleaze remowe it from filter lizt.

Abzolute Pathd Folder Mame & Absaolute Path ¢ Folder Mame

Folder Path: E:%wiruz total

Add Cancel

Figure 180

6. Click Add.
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It gets added.
ﬂ System Configuration - R153¥M1 I
Change Type I File Change Type I Regzty Change Tepe | Checkzum I Checkzum Rulez I
System Configuration I Filtkers I b anitar Specific Begizty Monitor Specific Foldsi(s]
Faolder Path[s]:
E:wirus botal

fl mddify

Lelete

Select to track only above configured folder(s] with zubfalder(z], [t will track all folder(=] if not zelected.

v Track Only sbove Mentioned Folder Pathiz].

MOTE : Configured folder will not be monitared if any of the parent folder iz filtered in system/global configuration.

k. LCancel |

Figure 181

7. Click the “Track Only Above Mentioned Folder Path(s)” check box and then click OK.
8. The user can now take a new snapshot and compare the changes.
9. Before taking new snapshot, user has to re-initialize the snapshot.

NOTE: The same option “Monitor Specific Folder(s)” has also been added in Global Configuration and it
functions in the similar way mentioned for System configuration. For this, the global configuration should be
applied to all other agents also through “Apply Configuration”.

Netsurion. EventTracker




EventTracker v9.x Change Audit

7. Configuration Policy Editor

Configuration Policies facilitate comparison of files, folders, registry items and registry keys in hives among
monitored systems. The advantage of configuring Configuration Policies is that, instantly you will get to
know the differences between the comparing and compared systems without initiating Snapshots. You are
permitted to elect only one Policy and any number of computers for comparison. Generating ad-hoc
reports like this saves you the resource, cost and time.

As an administrator of your enterprise network, the onus is on you to secure the network from the
vagaries of Internet and internal threats as well. Suppose you have applied Microsoft DST updates and
want to check if you have applied to all monitored systems. You can do it without moving from your work
desk. All you must do is to configure a Configuration Policy and compare the systems. The report
generated by

EventTracker - Change Audit helps you easily to figure out whether it is applied or not to the monitored
systems.

To create Configuration Policies, follow the steps below:

1. Openthe Change Browser.

Click the Tools menu and select the Configuration Policy Editor option.

EventTracker - Change Audit displays Configuration Policy Editor.
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E Configuration Policy Editor -]
File  Policy

Thiz interface allows you to create and manage "configuration contral” policy. Each policy containg entries for files, folders and registries. This policy can be viewed as a master configuration
which can be compared against multiple spstems

- —File Detailz

;:LE’;E aEI::tliacaI File Palicy File | Description | Size | Yerzioh | Checksum =
O CAwAND DWW S spstemd2Nind exe Found integrity ... 9218 5.1.2600.0 2329F2CE82
O CMwAND DS apstem3Nitp exe Found integrity ...~ 42498 5.1.2600.5512 4112840101
O CMwIND DS avstem3inotepad exe Found integrity ... E3120 5.1.2600.5512 TAJOF3EOST
O CwIND DS apstem3nzlookup. exe Found integrity ... 76800 5.1.26005512 D3E95581 30|
O C:uwIND 0w S system324print. exe Found integrity ... 9216 5.1.2600.0 ZF2a01726:
O C:AawINDOWShspstem32veged32 exe Found integrity ... 3584 R.1.2600.0 DEBOOBZDE
O CAwAND DWW S spstemdMoLte. exe Found integrity ...~ 19968 5.1.2600.0 N28280359F -
2l | r

I Select Al Remove Add ltem | Edit Description |

— Reaqisty Details

Registy Key | Walue | Description | [ata
5 | | _’I [~ Select Al Remave | Add [tem | E dit Description
Add Policy Edit Dezcription Femove Policy Compare Systems

Figure 182

2. Click Add Policy.

EventTracker - Change Audit displays the Policy Name tab.
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E EventTracker - Configuration Policy Editor (- [T =]

Paliey Mame I Palicy ltem Type I File/Falder Search I Registry Search I

Flease enter proper policy name and description of policy.
Palicy Mame
Palicy Dezcription ;I
=
Brevious Hext | Eirzh |
Figure 183

3. Type the name and description of the Policy in the Policy Name and Policy Description fields
respectively.

Example: ET, EventTracker.

4. Click Next.

EventTracker - Change Audit displays the Policy Item Type tab.
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E EventTracker - Configuration Policy Editor (- [T =]

Policy Mame  Policg ltemn Tope | File/Folder Search I Reqistry Search I

—Select Policy Type

Palicy Marme: IET

— Itern type
% Add file

Thiz option will allow you to select any file from the local system into policy. Policy will alzo capture file name. file size, file create date, file
verzion, file modify date and checksum for the selected file name.

¢ Add particular folder

Thiz option will allow you to select all the files within a particular directory. Policy will automatically capture all the files [file name, file size,
file create date, file version, file modify date and chacksun) within directany

" Add folder and sub-folder

This option will allow vou to select all the files within a particular directory and subdirectony. Policy will automatically capture all the filez
[file name, file size, fle create date, file wersion, file modify date and checksum) within directory and subdirectories

" Search for Registry Key in HIVE

This option will allow you to add any key into policy. Policy will capture all the sub level keys, values and data

Previous

Hext : Eirzh | LCancel |

Figure 184

Description ‘

Item Type

This option allows you to select any file from the local
system into policy. Policy captures the file name, file
create date, file version, file modify and checksum for the
selected file name.

Add file

This option allows you to select all the files within a
particular folder. Policy captures details of all the files
such as file name, file size, file create date, file version,
file modify date and checksum that reside in that folder.

Add particular folder

This option allows you to select all the files within a
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Field ‘ Description
Select folder and subfolder particular folder and sub-folder. Policy captures details of
all the files such as file name, file size, file create date, file
version, file modify date and checksum that reside in
folder and sub-folders.

Search for Registry key in Hive | This option allows you to add any key into the policy.

Policy captures all the sub-level keys, values and data.

7.1.2 Searching a File
To search a File, follow the steps below:

EventTracker - Change Audit selects the Add File option by default.
1. Click Next.

EventTracker - Change Audit displays the Select the file name window.

EventTracker - Select the file name n E
Look: jn: I = Local Digk () j - =

Documents and Settings
ET & PULSE Prerequisites
Inetpub

LGFILES

Lags

Program Files

WINDOWS

wmpub

Jrrid

_uninstall.log
ETRSSLog.bxt
GDIPFOMTCACHEYL.DAT
niekFlovsim, exe

by Documents

=

by Computer

File name: || j Open

Files of bype: Ifl'n.ll Files(*.*) j Cancel
[ Open as read-orly

i

Figure 185

2. Go to the appropriate folder and select the file.
Example: etagent.exe
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3. Select the Open as read-only check box, if you want to restrict the permission on the file and then
click Open.

EventTracker - Change Audit displays the File/Folder Search tab.

E EventTracker - Configuration Policy Editor M= B3

Policy Name I Policy ltem Type  File/Folder Search | Fegistry Search I

—File Search

*Y'ou have an option ta keep the file name zame along with existing drive letter and directories associated with it. *When pou compare this policy it will compare same drive and
directories.

Sometime file and directory may not be located the same drive - pou can remove the drive from beginning of the file so when it compare file in other spstem, it will check in all the
drive.

e.q. a. if you have entered cprogram files\SHLYabed. exe, when it will search "abed.exe” file into c:\program files\SOL
b. If you have entered \program filest5AL5abed. exe, when it will search "abed. exe” in all the drives and the it will search for \program files\S0L for "abed. exe”

c. |f you have entered abod.exe, it will search abed.exe in all the directores and dive

C:\FProgram Files\Prism MicrosystemsAEventTracker\Agenty

IE:\Program Filez\Prizm MicrospstemshEventTrackaruAgent',
Folder

Create Date IDB-Aug-2D1 0, 05:20:24 PH

File Ietagent.exe

Size{Biytes) |2on432

Wersion |?.0.0.103

Checksum IDSE1E84AD44D18321 £4201EGF4E131E 923054928

Previous Hest | Finizh | Cancel |

Figure 186
NOTE:

You have an option to keep the file name the same along with the existing drive letter and folders
associated with it. When you compare this Policy, EventTracker - Change Audit compares the same
drive and folders.

Sometimes files and folders may not be located on the same drive. In those circumstances, you can
remove the drive letter so that EventTracker - Change Audit searches in all the drives.

Example: Had you entered C:\Program Files\SQL\abcd.exe,
EventTracker - Change Audit searches the abcd.exe in C:\Program Files\SQL

Had you entered Program Files\SQL\abcd.exe, EventTracker - Change Audit searches the abcd.exe in
Program Files\SQL

Had you entered abcd.exe, EventTracker - Change Audit searches the abcd.exe in all drives and folder.
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4. Click Finish.

EventTracker - Change Audit adds the selected file and displays the Configuration Policy Editor.

{8 configuration Policy Editor H= E3
File Paolicy
Thiz interface allows you to create and manage "configuration control” policy. Each policy containg entries for files, folders and registries. Thiz policy can be viewed as a master configuration
which can be compared againzt multiple systems
— File Detail
PalicyM = — = =
E: e File | Diescription | Size | ergion | Checksum
Sample Ciitical Fils Policy [ C:\Program Filez\Prism MicrosystemshE ventTrackerida. . 200432 F.0.0103 DAC1ES4AD A4,
| | i
I™ Select Al Femove Add ltem | Edit Description |
— Registry Detail
Registry Key | Walue | Description | D ata |
Select Al Remove | Add ltem | Edit Description
0l | _’I | | !
Edit Description Femave Palicy Compare Systems LCloze |

Figure 187

5. Click Close.

Select the Add folder option as the item type.
Click Next.

EventTracker - Change Audit displays the Configuration Policy Editor window.
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{8 EventTracker - Configuration Policy Editor

Fleaze double click on the folder name for zelecting it
|c:\

@c ]
[_ Documents and Settings Cancel |
[CJET & PULSE Prerequisites
[ Inetpub
[ LOGFILES
[[JLogs
(22 Program Files
COWINDOWS
[ wmpub

Drives

IQC: j

Figure 188

3. Select the drive, select the folder and then click OK.
Example: EventTracker

EventTracker - Change Audit displays the File/Folder Search tab.

{8 EventTracker - Configuration Policy Editor (- [ X]

Palicy Mame I Policy ltem Type  File/Folder Search | Reqistry Search I

—File Search

Y'ou have an option to keep the file name zame along with existing drive letter and directories associated with it When wou compare this policy it will compare zame drive and
directories.

Sometime file and directory may not be located the zame drive - you can remove the drive from beginning of the file 20 when it compare file in other spstem, it will check in all the
dive.

e.q. a. if you have entered c\program files\SGLYabed. exe, when it will search "abed exe” file into c:\program files\SOL
b. If you have entered \program fileghS0LAabed. exe, when it will search "abed.exe” in all the drives and the it will search for Sprogram fileghSOL for "abed.exe”

c. If you have entered abed.exe, it will search abed.exe in all the directories and drive

C:\Program Filez\Prizm Microsystems\EventTracker\

IC:\F‘rogram Files"Prism MicrosystemsEventTracker Search |

File: Mame | Size | ‘Werzion | Check Sum | Created At |

Folder

¥ Select &)l

et | Finizh | LCancel |

Figure 189
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EventTracker - Change Audit saves the file information and displays the progress.

5. Select All check box is selected by default.

You can also remove files by clearing the check boxes against the items that you wish to remove.

ﬂ EventTracker - Configuration Policy Editor M= B3

Palicy Mame I Palicy ltem Type  File/Folder Search | Registry Search I

—File Search

directories.

drive.

c. If you have entered abed.exe, it will search abed.exe in all the directories and drive

Pleasze wait saving file info : C:\Program Files\Prism Microsystems\EventTracker'AlertMzg. exe

e.q. a. if you have entered chprogram files\SGLYabed. exe, when it will search "abed.exe” file into c:\program files\SOL

“Y'ou have an option to keep the file name same along with existing drive letter and directories associated with it. *when pou compare this policy it will compare same drive and

Sometime file and directory may not be located the same drive - you can remove the drive from beginning of the file so when it compare file in other spstem, it will check in all the

b. If you have entered \program fileshSQLAabcd. exe, when it will search "abcd.exe” in all the drives and the it will search for Sprogram files\SOL for "abcd exe”

C:\Pragram Files\Prizm MicrospstemshEventTrackers

Search |

Folder

File: Mame | Size | Wersion | Check Sum | Created At |;|
C:%Program FileshPrism MicrozystershEventT rackerwebChart.dl 165396 1114 B84ESCDACIZDESOEB20.. 5/22/2008 8:24:42 P |
WProgram FileshPrism MicrosystemshE ventT racker\l serdctivity. exe 447728 FOOD  DBE39714CZDAEBABEBCO.. 7F/28/20109:38:42 P
C:A\Pragram Files\Prism Microsysterns\EventTracker\Suspicious_Port... 574770 M- F192FATE2941B32379F08...  10A19/2006 7:13:20 ...
-Program Files4Prism Microzystems\EventTracker\SID-Translate.pdf 1807185 M- BZBAEC2CAFT1E28BCI14E..  2/22/2008 7.56:44 PM
C:\Program Files'Prism Microsystems\EventT racker\Reghsm.exe 55304 20580.. EE192449238C8AABEED..  4/4/2008 52412 PM
wProgram FileshPrizm MicrosystemshE ventT rackersReadme-stw. tat E313 M- TFDEFBCT3448001EF7ED...  6/25/2009 3:51:10 PM
C:AProgram FileshPrism MicrozystershEventTracker\PrismSNMPGet dl - 21232 FOOD  SIE1B452C30FCE18FEFA...  B/AZF/2010 4:31:50 P
WProgram FileghPrizm MicrosystemshE ventT racker\PrismCa. crt 1076 M- ZECYREEESF3ZADOFISES...  8/9/207011:10:48 Abd
C:APragram Files\Prism Microsysterns\EventTracker\Prism Reportz. 0. 139264 FOO0  BICET41AFFEIIBADAFTE...  8/4/2010 4:35:52 PM

[ ) WY o Dl Orinre b bermmh Coimanb T e mmle meh Dirtnre, 12 mmrim AA0F1 D Fonn roCc7C0N2701AIMaICic QM0N0 7. 47200 Dhd LI

I
Ereviouz E[=H | Finish | LCancel |
Figure 190

6. Click Finish.

EventTracker - Change Audit displays the Configuration Policy Editor with the File Details.
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E Configuration Policy Editor M=
File  Policy
Thiz interface allows you to create and manage "configuration contral” policy. Each policy containg entries for files, folders and registries. This policy can be viewed as a master configuration
which can be compared against multiple spstems
- —File Detailz
;?hcyName File | Description | Size | Yerzioh | Checksum = |
Sample Critical File Policy O :\Program FilesWPrizm MicrozpstemshE vert Trackerw, 165896 1114 ES4EBCDALC
O C:Program FilesPrizm MicrozpstemshE vert TrackersUs. . 447728 7000 DE39714C20
O C:“Program Files Prizm MicrozwstemshE vert TrackersSu... Br4770 M- F192FA7529
O C:Program Files'Prizm MicrozwstemshE vert Trackensl. . 180185 M- B2E4EC2C4F
O C:\Program Files'Prism MicrospstemshE ventTrackersRe... BE304 2080727 42 EE1924492¢
O C:\Program Files\Prism MicrospstemshE ventTrackersRe... E3149 M- 1FDEFECT 3:
O = \Program Files'Prizm MicrozpstemshE vert TrackersPri.. 21232 Fooo S1E1B452C: -
2l | r
I Select Al Remove Add ltem | Edit Description |
— Reaqisty Details
Registy Key | Walue | Description | [ata
5 | | _’I [~ Select Al Remave | Add [tem | E dit Description
Edit Dezcription Femove Policy Compare Systems LCloze |

Figure 191

To Search a Folder and Sub-folder

Select the Add folder and sub-folder option as the item type.
Click Next.

EventTracker - Change Audit displays the Configuration Policy Editor.

3. Select the drive, select the folder and then click OK. Example: EventTracker

EventTracker - Change Audit displays the File/Folder Search tab.

4. Click Search.

EventTracker - Change Audit saves the file information and displays the progress.

5. Select All check box is selected by default.
You can also remove files by clearing the check boxes against the items that you wish to remove.
6. Click Finish.
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EventTracker - Change Audit displays the Configuration Policy Editor with the File Details.

E Configuration Policy Editor
File  Palicy
Thiz interface allows wou to create and manage “configuration control” policy. E ach policy containg entries for files, folders and registries. This policy can be viewed as a master configuration
which can be compared against mulkiple systemns
- — File Details
I;?hc_l,lName File I Description I Size I Yersion I Checksum :I
Sample Critical File Policy O :Program FilesPrizm MicrozpstemshE vert Trackerda... 200432 7.0.0103 DECTES4A0—
O C:“Program FilesPrizm MicrospstemshE vertTrackersw,.. 165896 1114 BR4EBCDALC
O C:“Program Files'Prizm MicrozwstemshE vert TrackersUs. . 447728 7000 DE39714C20
O C:\Program Files'Prism MicrospstemshE ventTrackersSu... BP4TT0 Rt F192Fa7529
O C:\Pragram Files'Prism MicrospstershE ventTrackenSl... 180185 M- B2R4EC2C4F
O :\Program Files'Prizm MicrozpstemshE vert TrackerFe. . 55304 205072742 EE192A492%
O :\Program FilesWPrizm MicrozpstemshE vert TrackerPe. . B3NS M- 1FDEFBCT 3:
gl | r
I Select Al Remove E dit Description |
— Reaqistry Details
Registy Key | Walue | Description | [rata
5 I I _’I [~ Select &l Remove | Add ltem | E dit Description
Add Policy Edit Dezcription Femove Policy Compare Systemsz LCloze |
Figure 192

To Search Registry Key in Hive

1. Select the Search for Registry Key in the Hive as the item type.
2. Click Next.

EventTracker - Change Audit displays the Registry Search tab.
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E EventTracker - Configuration Policy Editor

= E3

Palicy Mame I Palicy Item Type I File/Falder Search  Registry Search |

—Reg KeySearch

Fleaze enter a Kep name to be zearched,

Key Marme |

Search |

Fegistry Key

[~ Select &)

Previous

Hest | Finizh | LCancel |

Figure 193

3. Type the name of the key in the Key Name field as shown in the following figure.
Example: EventTracker
4. Click Search.

EventTracker - Change Audit searches for the Key name and displays the progress of the search.

EventTracker - Change Audit displays the Registry Search tab with the list of hives.
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E EventTracker - Configuration Policy Editor (- [T =]

Palicy Mame I Palicy Item Type I File/Falder Search  Registry Search |

—Reg KeySearch

Fleaze enter a Kep name to be zearched,

KeyMame  |EyentTracker

HKEY_CURRENT_CONFIGASystem\CumentControlSet\SERVICESARDFPDDADEVICED Search |
Earc

| Fegistry Key -
HEEY_LOCAL MACHIMESSYS TEMACurentControlS et\S ervices\E ventT racker SchedulersE num

HEEY_LOCAL_MACHIMENSY'S TEMACurentControlS ethS ervices\E ventTracker SchedulersSecurity b
HEEY_LOCAL_MACHIMESSYS TEM\CurentControl’ et\Services\EventTracker Scheduler

HEEY_LOCAL_MACHINESSYS TEMMCurentControlS et\S ervices\E ventT racker ReportersE num

HEEY_LOCaL_MACHIMESSYS TEMACurentControlS et\S ervices\E ventT rack er ReportersS ecurity

HEEY_LOCAL MACHIMNESSYS TEMACurentControlS etvS ervices\E ventT racker Reporter

HEEY_LOCAL_MACHIMNESSYSTEMACurentControlS et\Services\EventT racker RematinghE nurm

HEEY_LOCAL_MACHIMENSYS TEMCurentControlS ethS ervices\E vent T racker Remoating!.Security

HEEY_LOCAL_MACHIMENSY'S TEM\CurentControl’ et\Services\EventTracker Remating

HEEY_LOCAL_MACHIMESSYS TEMMCurentControlS e\ S ervices\E ventT racker Receiver\Enum

HEEY_LOCaL MACHIMESSYS TEMACumentControlS et\Services\E ventT racker ReceiverhSecurity

HEEY_LOCAL MACHINESSYS TEMACurentControlS e\ S ervices\E ventT racker Receiver

HEEY_LOCAL_MACHIMESSYSTEMACurrentControlS et\Services\EventTracker Indaxer\E nurn

HEEY_LOCAL_MACHIMENSYS TEMACurentCaontrolS et\Services\EventTracker Indexer\Security

HEEY_LOCAL_MACHIMESSY'S TEM\CurentControl’ ethS ervices\EventTracker Indexer LI
v 1
Brevious Hest | Finizh | LCancel |
Figure 194

5. Select the keys and then Finish.

EventTracker - Change Audit displays the Configuration Policy Editor with the Registry Details.
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E Configuration Policy Editor M= B3
File  Policy
Thiz interface allows pou to create and manage "configuration control” policy. Each policy containg entries for files, folders and registries. This policy can be viewed az a mazter configuration
which can be compared againzt multiple systems
-  File Detail
:;hoyName File | Description | Size | W ersion | Checksum A|
Sample Critical File Policy O C:4Program Files\Prism MicrosystemshE ventTrackeriéd... 10080 - CABSEBEBE5(
O C:4Program FilesPrism Microsystems\E vent Trackeridd... 24576 F.000 0023BBCS5:
O C:4Program FilesPrism Microsystems\E vent Trackeridd... 149520 - FFDFE 1545(
O C:4Program FilesPrism Microsystems\E vent Trackeridd... 415760 F.000 9AC4R807CE
O C:4Program FilesPrism Microsystems\E vent Trackeridd... 18448 F.000 24484801547
O C:4Program FilesPrism Microsystems\E vent Trackeridd... 74256 F.000 AFEF39092E
O C:4Program FilesPrism Microsystems\E vent Trackeridd... 174152 2011260 CEEBZ2ZB44 &
q | v
I™ Select Al Femove Add ltem | Edit Description |
— Registry Detail
Registry Key | Walue | Diescription | [rata | ;I
O HEEY_LOCAL_MACHINESSOF Tw/ARE \Prism Microsps. . o
O HEEY_LOCAL_MACHINESSOF Tw/ARE \Prism Microsps. .
O HKEY_LOCAL_MACHIMENSOF TWARE \Prism Microsps... 1]
O HEEY_LOCAL_MACHINESSOF Tw/ARE \Prism Microsps. .
O HEEY_LOCAL_MACHINESSYSTEMAControlSet0014Se.. O RootLEGACY...
O HEEY_LOCAL_MACHINESSYSTEMAControlSet0014Se.. O RootLEGACY...
O HEEY_LOCAL_MACHINESSYSTEMAControlSet0014Se.. O RootLEGACY...
O HEEY_LOCAL_MACHINESSYSTEMAControlSet0014Se.. O RootLEGACY... LI
5 | | _’I [T Select Al Remove | Edit Description
Add Policy Edit Description Remaove Policy Compare Systems LClose |

Figure 195

To Edit Policy Description, follow the steps below:

1. Open the Configuration Policy Editor.
2. Select a Policy.
3. Click Edit Description.

EventTracker - Change Audit displays Item Description window.
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{8 Item Description =]
[ ventTracker :l
Save LCancel

Figure 196

4. Edit the description and then click Save.
5. Click Close.

To Edit file/Registry key, follow the steps below:

1. Open the Configuration Policy Editor.
Select an item on the File Details or Registry Details pane.
3. Click Edit Description.

EventTracker - Change Audit displays Item Description window.

4. Edit the description and then click Save.
5. Click Close.

This option helps you add file/folder and registry key details to a Policy.
To add policy items, follow the steps below:

1. To add file items, click Add Item on the File Details pane.

EventTracker displays the Configuration Policy Editor window.
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E EventTracker - Configuration Policy Editor (- [T =]

Policy Mame  Policg ltemn Tope | File/Folder Search I Reqistry Search I

—Select Policy Type

Palicy Marme: IET

— Itern type
% Add file

Thiz option will allow you to select any file from the local system into policy. Policy will alzo capture file name. file size, file create date, file
verzion, file modify date and checksum for the selected file name.

¢ Add particular folder

Thiz option will allow you to select all the files within a particular directory. Policy will automatically capture all the files [file name, file size,
file create date, file version, file modify date and chacksun) within directany

" Add folder and sub-folder

This option will allow vou to select all the files within a particular directory and subdirectony. Policy will automatically capture all the filez
[file name, file size, fle create date, file wersion, file modify date and checksum) within directory and subdirectories

1 Search for Begistn Key in HIVE

This option will allow you to add any key into policy. Policy will capture all the sub level keys, values and data

Previous Hext | Eirzh | LCancel |

Figure 197

2. Select an appropriate option and then add file items.
3. To add file items, click Add Item on the Registry Details pane.

EventTracker displays the Configuration Policy Editor window.
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E EventTracker - Configuration Policy Editor

Policy Mame  Policg ltemn Tope | File/Folder Search I Reqistry Search I

= E3

—Select Policy Type

Palicy Marme: IET

— Itern type

) fddfile

verzion, file modify date and checksum for the selected file name.

! &dd particulan folder

file create date, file version, file modify date and chacksun) within directany

A folder and sub-folder

[file name, file size, fle create date, file wersion, file modify date and checksum) within directory and subdirectories

' Search for Registry Key in HIVE

This option will allow you to add any key into policy. Policy will capture all the sub level keys, values and data

Thiz option will allow you to select any file from the local system into policy. Policy will alzo capture file name. file size, file create date, file

Thiz option will allow you to select all the files within a particular directory. Policy will automatically capture all the files [file name, file size,

This option will allow you to select all the files within a particular directory and subdirectony. Policy wil automatic_all}| capture all the files

Previous | Hext | Eirzh | LCancel |

Figure 198

This option helps you compare Policies between monitored computers.
To compare systems, follow the steps below:

Open the Change Browser.
2. Click the Tools menu and select the Compare Systems option.

(OR)
Open the Configuration Policy Editor and then click Compare Systems.

EventTracker - Change Audit displays the Compare Systems window.
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E EventTracker - Compare Systems !E
File:

Configuration Policies | Systemsl

Policy Hame
ET

Sample Critical File Policy

Only one policy can be compared with ane or mare 'EventTracker - Change Audit' Agents. Pleasze select a policy and click Mext to select spstems.

Frevious | Mext | Eirizh | Cancel

Figure 199

3. Select a Policy and then click Next.

NOTE: You can select only one Policy for comparison.

EventTracker - Change Audit displays the Systems tab.
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E EventTracker - Compare Systems !E
File:

Configuration Policies  Systems |

|ALL COMPUTERS E

ESHWEBDOC
WERBDOC
WEBDOCZ

Add

Add Al

Remove

Ul

Rernove All

Select the systems to be compared.

Previous | st |

Figure 200
NOTE:

Select the domain from the drop-down list. EventTracker — Change Audit displays all the monitored
computers members of that domain. By default, EventTracker - Change Audit displays all the
monitored computers irrespective of domains. You can select any number of systems for comparison.

Select the computers and then click Add.

(OR)

Click Add All to add all the computers.

EventTracker - Change Audit displays the Systems tab with the selected computers.

Click OK.

EventTracker - Change Audit displays the comparison progress.
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E EventTracker - Compare Systems

Policy Hame: ET

System | Palicy [tem | Search Status |
ES-WEE...  Policy ltem: C:A\Program Files'Prizm Mi...  Policy ltem: C:\Program FilessPrism MicrosystemsA\E ventT racker\AdvancedR eportshhainPage. .
WEBDOCT  Policy Item: C:%\Program FilesPrism Mi..  Policy ltem: C:\Program Files\Prism Microsystemsh\EventT racker\ddvancedR eportsiadvanced. .
WEBDOCZ  Paolicy ltem: C:\Program FilesPrizm Mi..  Policy ltem: C:\Program Files'Prizm Microsystems\Event T rackerbdvancedR eports'Prizm. Eve...

Compare Agent zystems with the b anager's Configuration

Wiew FHesults Wiew Status
Figure 201
m EventTracker - Compare Systems
Policy Hame: ET
| Sestem | Falicy [tem | Search Status |

ES*WEB... Policy [tem: C:\Frogram Files\Prism Mi..  Compare Systems Ok - Msg From Client,
WEBDOCT  Policy Item: C:%Program Files'Prism Mi... Compare Systems Ok - Mzg From Client
WEBDOCZ  Policy Item: C:%Program Files'Prism Mi... Compare Systems Ok - Msg From Client

Compare Agent systems with the M anager's Configuration

e EEEEEFE}E}R}RERERERE}R}R}RETETNSY

Yiew Fesults Yiew Status LCancel

Figure 202
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After comparing, EventTracker - Change Audit displays the result in the Policy Comparison Results

window.
Policy Comparison Results
Chahge Azzeszment Results |
System Name: ‘wWEBDOCZ Policy Mame: ET
Total ¥iolations: 1111 Compared On:  8/11/2010 10:15:43 AM
EwentTracker ;I
Item Location: HKEY_LOCAL_MACHIMEYNSYSTERMACunentControlSet\S erviceshE ventTracker Scheduler
o |tem Mame il Mext | Puolicy Yalues | Actual Yalues |
_8 ? W Used by EventTracker to initiate .. -Ma-
g ?  (Ohjecthame Previous |
(3 ? Digplayhame
» ?  EmarContral Agcept |
?. ? Start :
T ? Type Reject |
E ?  Description |—|
—‘; ?  Objectame e
2 : DizplayM ame Gave | [temn description nat available! |
ot ErmorControl
,I_ ? Stan Save b |
1] ? Tupe
= ? 0 ot
H escription B
I'__ ?  (ObjectMame
= ?  EnarControl Report |
g ? Start -
W v | - | _;I_I Mure (nfa | LI
;F e |
*

Figure 203

Open the Results Summary Console to view configuration policy comparison results.
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Results Summary Console | _ 2] x]

File ‘Wiew Change Policy Configuration Policy Tools Help
S Change Browser Refresh (? About

Change Policy Dashbaoard Systern Group - iew Type IGraph 'l Yiew By IChange Type 'l

ESHWEBDOC (326) WEBDOC2 (208) WEBDOC! (100)
B Authorized
M Unauthorized
B Configuration
1 System
1 Business Knowledge
. . . - .
Configuration Policy Dashboard e
Palicy Marme | Palicy Description Swstem Mame | Inkeqrity Violations | Comparisan Time | Schedule Frequenc
-FL_ — —— — —_— AR RELS
(EWET EventTracker WEBDOCL 1126 81112010 10:15:43 AM ©n Demand Comp. ..
—
(EWET EventTracker WEBDOCZ 1111 S/1112010 10:15:43 AM ©n Dermand Camp. ..
—
WET EventTracker ESXWEBDOC [ 81112010 10:15:43 AM ©n Demand Comp. ..
|=| Sample Critical File Policy This palicy is designed to demonstrate File Integrity Monitar... ESKMWEEBDOC 11 81112010 2:04:32 AM Daily
Ready RLIM
Figure 204

This option helps you schedule Policy comparison.
To schedule Policy comparison, follow the steps below:

Open the Change Browser.
Click the Tools menu and select the Schedule Policy Comparison option.

(OR)
Open the Results Summary Console.
Click the Configuration Policy menu and select the Schedule Policy Comparison option.

EventTracker - Change Audit displays the Policy Comparison Scheduler.
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{8 Policy Comparison Scheduler

Scheduled At

Palicy Mame
S ample Critical File

. Default Schedule for Sample Critical Fil..

Hew Schedule | Edit Delete Cloze |

Figure 205

3. Click New Schedule.

EventTracker - Change Audit displays the Policy Schedule window.

ﬁ} Policy Schedule <] I
Title: fl
Policy Mame: I2DDB Darmain Controllers D1Sa-Platinum ;I
ES:MW/EBDOC
Spztems: WEBDOC]
WEBDOCZ2
Add > |
<« Hemove |
Start From I 11-Aug-2010 10:30:52 Abd ﬁ
Frequency: ITwice D aily =
wieek D ay: IW’ednesda_-,- ;I Save Cancel
Figure 206

4. Type the name of the schedule in the Title field.

5. Select a policy from the Policy Name drop-down list, for example, ET.

6. Select Systems.
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7. Select the start date and time from the Start from the spin box.
8. Select how often you want the report to be generated from the Frequency drop-down list.

NOTE: EventTracker - Change Audit enables the Week Day drop-down list only when you select
Frequency as Weekly.

9. Click Save.

EventTracker - Change Audit displays the PolicyScheduler message box.

Policyscheduler

L3
.\‘l‘(] The schedule was saved successfully,

Figure 207

10. Click OK.

EventTracker - Change Audit displays the Policy Comparison Scheduler with the newly configured

schedule.
E Policy Comparison Scheduler M=l B3
Title | Palicy Mame | Frequency | Scheduled At
iti i iti i iy Dzl BA12200 0 200 00 Ak
EwventT racker ET Twize D aily 8112010 5:00:00 P |

Mew Schedule Edit Delete Cloge |

Figure 208

11. Select a schedule and then click Edit to change the settings.
12. Select a schedule and then click Delete to delete the schedule details.
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This option helps you export configuration Policies to the desired location.
To export configuration Policies, follow the steps below:

1. Open the Change Browser.
Click the Tools menu and select the Configuration Policy Editor option.

EventTracker - Change Audit displays the Configuration Policy Editor.

3. Click the Policy menu and select the Export option.

EventTracker - Change Audit displays the Export Configuration Policy window.

4. Select a Policy and then click Export.

EventTracker - Change Audit displays the Select Export File window.
5. Go to the appropriate folder, enter the name in the File name field and then click Save.
NOTE: Valid export file format is .ispol.

After exporting successfully, EventTracker - Change Audit displays the message box.

EventTracker - Configuration Policy Edi E3

N_!:/] successfully exported the selected policy.

Figure 209

This option helps you import configuration Policies to monitored computers.
To import configuration Policies, follow the steps below:

1. Openthe Change Browser.
2. Click the Tools menu and select the Configuration Policy Editor option.

EventTracker - Change Audit displays the Configuration Policy Editor.

3. Click the Policy menu and select the Import option.

EventTracker - Change Audit displays the Select Import File window.
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4. Go to the appropriate folder, select the file and then click Open.

After importing successfully, EventTracker - Change Audit displays the message box.

EventTracker - Configuration Policy Edi |

-
\‘]:) successfully updated palicy From file: CHET.ispaol.

Figure 210
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Glossary

Description ‘

Change Management The practice of administering changes with the help of tested
methods and techniques to avoid new errors and minimize
the impact of changes.

Change View EventTracker - Change Audit displays the items that are
added, modified and deleted in File System and Registry.

Client Tiny footprint installed in monitored systems to track changes.

Computer Logical Groups | User-defined groups. These groups are logical in the sense you
can group computers in different domains of your interest for
easy management.

Edit Snapshots It helps to keep the selected Snapshot forever or delete when
the Snapshot limit exceeds.

File System A system for organizing directories and files, generally in
terms of how it is implemented in the disk operating system.

Netsurion. EventTracker




EventTracker v9.x Change Audit

Description ‘

Filters Filters are set to exclude folders and files from tracking.

Full View EventTracker - Change Audit displays the items that are
added, modified and deleted in File System and Registry. Also,
displays the unaltered

items in File System and Registry.

Global Configuration Configure and apply folders/files to track and apply filters to
all the monitored computers from the Manager console.

Policy Helps to group and track registry hives and directories of an
application.
Reinitialize Snapshots EventTracker - Change Audit removes all the Snapshots

including the Snapshots selected to keep forever and takes a
new baseline Snapshot.

Removing Client Helps to clean-up database entries and other components

Components when clients are removed manually from the remote
computers.

Snapshot Snapshot is an image of the File System and Registry.
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EventTracker v9.x Change Audit

Description

System Configuration

Configure Snapshot automation, Snapshot limit and filters to
the current system. System Configuration can also be
propagated to all other the system in the network.
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