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Abstract

This document provides instructions for configuring Change Audit and the associated protocols in Netsurion Open
XDR. Change Audit tracks changes covering file servers, folders, registry items, and other key services to enhance
threat detection and threat prevention across your enterprise.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product Ul.

Scope

The configuration details in this guide are consistent with Netsurion Open XDR 9.x.

Audience

This guide is for the administrators and Operations personnel who are responsible for managing and investigating
network security.
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1 Overview

Change Audit is a diagnostic tool that targets a broad area of Change Management. Change Management is a
concept by which all the system changes are tracked periodically, intelligently, and reported on demand for
the user to analyze, understand, and if needed recover from change.

The advantage of Change Management is it provides the user with information regarding the changes that
could be harmful. During the day, there are thousands of changes happening on the Windows system. Using
an effective change management solution, changes can be viewed with only the critical changes being
highlighted, besides having the non-critical folders and registry hives filtered out. In short, change management
is a process by which the user can monitor, analyze, understand, and recover from change.

e Result Summary Console

e Result Analysis Console

e  Policy Comparison Results Console
e Search Audit Details

e Track File Checksum

e Change Classification Rules

1.1 Capabilities of Netsurion Open XDR — Change Audit

e Configuring Change Audit to log Snapshot results, as Change Audit logs the events locally (Windows
Application logs).

e Configuration Policies Management (Configuration Policy Editor).

e Comparing systems based on Configuration Policies. It can be used to generate a report if there are
discrepancies between the existing configuration and the actual configuration of the systems.

e Exporting / Importing Configuration Policies.

e Scheduling Policy comparison.

e |dentify and secure the systems of new viruses before the Anti-Virus provider comes up with a solution.

e Capture and store system snapshots. Snapshots contain detailed information about the file system, registry,
and system configuration.

e Track registry changes and restore “last known good configuration’ registry settings.

e Schedule or take Snapshots on demand.

e Edit Snapshots.

e Reinitialize Snapshots.

e Compare Snapshots. Unlike first-generation products, only differences are stored to maximize speed and
minimize disk space usage.

e Configure Filters to filter out non-critical directories and registry hives. Filters can be turned off at any time.

e (Create, edit, and delete Logical Computer Groups.

e C(Create, edit, and delete Configuration Policies.

e Set and apply Global configuration settings.

e Set and apply System configuration settings.

© Copyright Netsurion. All Rights Reserved. 6
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Change Audit provides an organization more control in managing the Windows systems in their enterprise.
The key benefits are:

¢  Minimize downtime and increase availability: System downtime causes significant losses in customer
retention, brand reliability, and most importantly “revenue.”

¢ Reduce fault diagnostic time.

e Reduce Total Cost of Ownership (TCO): TCO reduces drastically when system downtime is reduced.
Reducing system downtime means higher availability of help desk staff for other tasks, and better
utilization of technical staff that uses these systems besides enabling higher system availability.

¢ Improve control of critical systems/applications.

¢ Enhance security: Change Audit provides detailed change reports that help identify breaches in security.

¢ Insurance against change: With Change Audit installed a user is confident about installing a new software
or making major configuration changes as the user has information available that helps in reverting to a
good configuration if any problem occurs.

1.2 Change Audit Architecture

Change Audit architecture is completely centralized and provides control to manage all the systems on the
network from one console.

Change Audit consists of two main modules, namely the Manager and the Client. The Manager, in turn, include
three components: Service, Console GUI, and a backend database that stores enterprise change data.

A typical deployment of Change Audit can include one console and multiple clients installed on each client
machine.

1.3 Ports Used by Change Audit

Change Audit uses two TCP ports to communicate between Netsurion Open XDR - Change Audit Client and
Server.

Port — 14502 (TCP bi-directional) is used for snapshot transfer between client and server.

Port — 14508 (TCP bi-directional) is used for real-time comparing any system with a golden snapshot located
at the server.

Note
Enabling the firewall on the Change Audit Manager adds ports 14502 and 14508 to the firewall exceptions
list.

© Copyright Netsurion. All Rights Reserved. 7
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1.4 Change Audit Events

Name Description Resolution
After taking the system snapshot, if Change Audit detects Take appropriate action for the
3400 o . )
that any new file is added, then this event is generated. detected change.
Check if the changes made to the
After taking the system snapshot, if Change Audit detects file are intentional and then take
3401 o o . . . .
that any file is modified, then this event is generated. appropriate action for the
detected change.
After taking the system snapshot, if Change Audit detects Take appropriate action for the
3402 o . .
that any file is deleted, then this event is generated detected change.
After taking the system snapshot Change Audit generates Take appropriate action for the
3403 . . .
this event to summarize all the detected file changes. detected change.
After taking the system sn.apshot if Change‘Audlt dgtects Take appropriate action for the
3404 that any new registry key is added, then this event is
detected change.
generated.
After taking ‘the syste.m snaps.hot if Change Audlt‘detects Take appropriate action for the
3405 that any registry key is modified, then this event is
detected change.
generated.
3406 After taking the system snapshot if Change Audit detects Take appropriate action for the
that any registry key is deleted, then this event is generated. detected change.
3407 After taking the system snapshot Change Audit generates Take appropriate action for the
this event to summarize all the detected registry changes. detected change.
If Change Audit detects any file changes (Addition,
modification, and deletion) after comparing a configuration =~ Take appropriate action for the
3408 . . ) . .
policy with the system it generates this event for each file detected change.
change detected.
If Change Audit detects any registry changes (Addition,
3409 modification, and deletion) after comparing a configuration =~ Take appropriate action for the
policy with the system it generates this event for each detected change.
registry change detected.
When Change Audit evaluates a category, and its result is . .
41 Tak .
3410 true then this event is generated. ake appropriate action
3411 When‘the change type of an object is modified then this Take appropriate action.
event is generated.
3412 When the Change Audit engine takes a snapshot. Take appropriate action.
3413 When the Change Audit engine sends snapshot files to the Take appropriate action.
manager.
3414 When the Change Audit engine performs a scheduled policy Take appropriate action.
comparison.
3415 When.the Change Audit engine performs inventory Take appropriate action.
updating.
3416 When the Change Audit engine executes the policy Take appropriate action.

comparison request from the manager.

© Copyright Netsurion. All Rights Reserved.
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1.5 Starting Change Browser
This option helps to start Netsurion Open XDR— Change Browser from the Manager and the Client computers.
Perform the following steps:
1 Select Netsurion Open XDR Control Panel > Change Audit, and then select the Change Browser.
(OR) Double-click Change Audit on the desktop Netsurion Open XDR Control Panel.

2. Netsurion Open XDR displays the Results Summary Console.
Click Change Browser on the toolbar.
4. Change Audit displays the Change Browser console indicating that the Baseline snapshot is in progress.

Eventlracker - Change Browser

i Baseline snapshot is in progress for system: WEBDOC]
Please try again after sometime,

5. The following image indicates that the Automated snapshot is in progress.

EventTracker, - Change Browser

i Automated snapshot is in progress For: WEBDOC]
Please try after sometime,

6. After successful installation, Change Audit takes a baseline Snapshot at 2 A.M.
7. If the Baseline and Automated snapshots are over, Change Audit loads the system, compares the two
snapshots, and displays the Change View.

© Copyright Netsurion. All Rights Reserved. 9
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EventTracker - Change Browser, g@g‘
Fle Edt View Options Reports Help

S Groups | 3 Change view - | @ new Snap | @8 | @ Show Next Change | 5] change Report
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s e}

= #F Registry

+ W HKEY_LOCAL_MACHINE
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System: WEBDOLC2 Type: System Name

W Changed Widded Wheleted

1.6 Starting Results Summary Console

This option helps to start the Results Summary Console from the Manager system.
To start the Results Summary Console, follow the below steps:

1. Double-click Change Audit Results on the desktop Control Panel.

2. Change Audit displays the Results Summary console with empty panes if the snapshot is in progress.
3. Itisthe graph view of the manager and the Netsurion Open XDR - Change Audit managed computers.

Elo wew hinoapoicy Confiraton Pokcy Took D
Schangsorowser  [Drefresh B about

Change Policy Doshboard System Group [All ~| View Type [Geaph =l

ESINERCOS (1)

ViewBy [Chenge Type =]

WEB0OC2 (2)

W mtterized

I Business Knowiedge

Configurstion Policy Disshbosrd

andyee ©
Paicy Name T Pobecy Geserption. [ Srstem Nama [ Viclations | Comprison Tma [ 1
1] samele crvscal P pokey This pkcy i designed to demonstrath il INCEJRY Mntar...  ESKWEBDOC n BIS/2010 201:00. M oy
Resdy pm
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Field Description
System Group This dropdown list displays all the system groups discovered by the Client Manager.
View Type Select an option to view chart or data on the console.

Authorized Detected changes that can be matched to an approved

change request.
. Detected changes that cannot be matched to an approved
Unauthorized
change request.
Configuration audit helps to track all changes that are made
Change Type Configuration to the computer configuration or to restore the configuration
of that computer to a known valid restore point.

The concept in which an enterprise consciously and

Business comprehensively gathers, organizes, shares, and analyzes its
Knowledge knowledge in terms of resources, documents, and people
skills.
Files Added
Files Deleted
Files Modified
Object Type Registry Added Registry keys added

Registry Deleted Registry keys deleted

Registry Modified Registry keys modified

Note

e By default, data is not populated for Change Type: Authorized, Configuration, and Business
Knowledge, as the default file types contain only the unauthorized file extensions.

e From 9.0 onwards, for Object Type, we are not monitoring Registry Added/Registry Deleted/Registry
Modified by default.

1.7 Change Browser User Interface
Change Browser is the first component of Netsurion Open XDR - Change Audit. This section helps us understand

the Change Browser user interface. To work with Netsurion Open XDR - Change Audit effectively, a thorough
understanding of its user interface is very important.

© Copyright Netsurion. All Rights Reserved. 11
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Title Bar, Menu Bar Toolbar

§& EventTracker - C*iange Browser [_[=]x]
File  Edit dptions  Reports  Tools? Help
) Groups | EE Change View +| @ined snap | B8 | @5 shaw text Change | 5] change Report| |
=
= Compare — [as; 6/5/2010 2.01:42 4M x| wih [as:g/ar2010 35327 PM =
ESXWEBDOC
[Tracking orly selected fils types ESXWEEDOC
= - Processor [ Page Size [ wirdouws Version | Total Physical Memory |
= B3 Drives S5 1 4036 Bytes 5.2 Service Pack 2 1023 ME
WEBDOC2 C 2
Fegisty
+ W HKEY_LOCAL_MACHINE
- 5 HKEY_USERS
& HKEY_CURRENT_CONFIG
x— System Bar ¥Wnrkspane
1P adthess: 132.188.1.24 Type: System Name | Wihanged: . [Weaddea . [Woelsted: ..
¥ Status Bar

Title Bar

The strip at the top of the Change Browser is the Title Bar. The title Bar displays the name of the application.
You cannot customize, move, or drag the Title Bar.

Menu Bar
The strip next to the Title Bar is the Menu Bar. The Menu Bar contains menus. Each Menu contains a list of
commands and shortcut keys to carry out a specific task. You cannot customize, move, or drag the Menu Bar.

System Bar
The system pane displays the monitored systems.

Toolbar

The third strip is the Toolbar. The Toolbar contains command buttons with images. Frequently used options
are provided on the Toolbar. You cannot customize, move, or drag the Toolbar.

Click To
$5) Groups Switch to Groups view.
5% Change Yiew vl Toggle between Full View and Change View.
& Meww Sniap Take new Snapshots of the selected system.
ﬂ Search strings in the File System or Registry.
& Show Next Change | View consecutive changes in the File System and Registry.

© Copyright Netsurion. All Rights Reserved. 12
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View change reports based on Snapshots and change reports based on

[=] Change Report ..
policies.

Hover the mouse on the ToolTip to know the function of the buttons.

Workspace

The Workspace consists of the left pane, right pane, and a strip below the toolbar. The strip contains two
dropdown lists that list out Snapshots available for comparison. The right dropdown list contains all the
available Snapshots, and the left one contains only the latest one.

By default, Netsurion Open XDR - Change Audit selects the Manager system, Displays Drives, and Registry trees
on the left pane and hardware details on the right pane.

Expand and select items under Drives or Registry tree, Change Audit compares the Snapshots, the Baseline
Snapshot with the first Snapshot taken after a specific interval following the Baseline Snapshot and displays
the comparison details on the left pane.

Change Audit displays the change details that include Addition, deletion, and modification of files, and folders,
in this Change View. Change Audit displays mouse over ToolTip for all the items on both panes.

Status Bar

Change Audit displays the IP address of the selected system in the first section, the type and filter status of the
item clicked on both the panes in the second section, total count of items modified in the third section, total
count of items added in the fourth section, total count of items deleted in the fifth section, and total count of
nodes in the sixth section.

1.8 Netsurion Open XDR- Change Audit Icons

The description of the Change Audit icons is given below:

Icon Description
Total count of all items added to the File System or Registry.

Total count of all items modified in the File System or Registry.
Total count of all items deleted from the File System or Registry.
An item added to the File System or Registry.

An item modified in the File System or Registry.

An item deleted from the File System or Registry.

m X ¢ B o 4 4

Unaltered item

i

Folders

© Copyright Netsurion. All Rights Reserved. 13
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= Files

. Registry

(3 File system folders and Registry keys
=) Computer Groups

& Snapshot in progress

File changes found.

L2

Registry changes found.

¥

=5 File and registry changes found.
& No changes were found.

? Fresh item.

¢ Items accepted.

)] Items ighored.

b 4 ltems rejected.

1.9 Change Audit Components

1.9.1 Change Browser

The Change Browser is an information-rich browser that displays a comparison of current versus previous
snapshots. The Change Browser is very similar to Microsoft Windows Explorer which is the most used utility to
diagnose problems. The color-coded presentation of useful information about system changes helps in
resolving the problems quickly.

In the Result Summary Console window, click the Configuration Policy tab in the menu bar and select the
Configuration Policy Editor option to open the Configuration Policy Editor dialog box.

1.9.2 Configuration Policy Editor
Configuration Policy Editor helps in setting Configuration Policies for the enterprise environment. Policies are
the grouping of registry hives and directories of a specific application. Once a Policy is created, then changes

to any file or registry item belonging to that policy are indicated as a change to the Policy. It is easy to monitor
changes through Policies rather than run through the entire file system and registry.

© Copyright Netsurion. All Rights Reserved. 14
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{8 Configuration Policy Editor M= E
File  Policy
Thiz interface allows you to create and manage "configuration control” policy. Each policy containg enties for files, folders and registies. This policy can be viewed as a master configuration
which can be compared against multiple systemns
r File Detail
PaolicpM ame = — = =
= - = File | Deseription | Size |Ver3|0n | Checksum =
Samplelliicalkilkolic O CSWIND DwS bepstem32\find eve Found integrity .. 5216 5.1.2600.0 2329F 20662
O C:wINDOWS sapstem32vip exe Found integrity ... 42436 5.1.2600.5812 41128401017
O C:AwINDOWS Sepstem32inotepad. exe Found integrity ... 69120 5126005512 TAA0FEE0ST
O CawANDOWS Saystem32inslnokup. exe Found integrity ... 76800 5.1.2600.5512 [13E 9558130
O G INDOWS Saystem 32 print. exe Found integrity ...~ 9216 5.1.2600.0 2F2AD17 26
O C:NINDOWS aystem32iegedi32 exe Found inteqrity ...~ 3584 B.1.2600.0 DEBOOEZDE
O C:INDOWS saystem32yroute. e Found integrity 19968 F1.26000 3128240 39F
| | 3
I™ Select Al Remove Add ltem | Edithscriptionl
— Registry Detail
Registy Key | alue | Description | Data |
il | LI [~ Select 4l Remove | Add [tem | Edit Description
Add Policy Edit Description Bemove Policy Compare Systems
Click To
Add Policy Create a new policy.
Edit Description Edit the description of the Policy.
Remove Policy Delete the selected Policy.
Compare Systems Compare the monitored computers against the selected policy.
File Details pane
Remove Remove the selected item from the Policy.
Add Item Add an item to the Policy.
Edit Description Edit the description of the selected item.
Select All Select this check box to select all files.
Registry Details pane
Remove Remove the selected item from the Policy.
Add Item Add an item to the Policy.
Edit Description Edit the description of the selected item.
Select All Select this check box to select all keys.

Policies pane: Displays the list of configuration policies configured.
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File Details pane: Displays the list of files and folders associated with the policy selected in the policies pane.
Registry Details pane: Displays the list of registry keys associated with the policy selected in the policies pane.

2 Results Summary Console

The Change Policy Dashboard displays the summary of snapshot results.

The Configuration Policy Dashboard displays the most recent results of on-demand policy comparison done
through the Compare Systems console and scheduled policy comparison done through Policy Comparison
Scheduler.

Note

You can access the Results Summary Console from the Change Audit manager computer alone and not
from the Netsurion Open XDR - Change Audit managed computers.

2.1 Setting Dashboard Preferences

This option helps to set preferences to view the change details. Preferences sets are reflected on the desktop
Results Summary Console and the Web interface (Change Audit -> Change Policy Dashboard) as well.

To set dashboard preferences follow the below steps:

1. Click the Tools menu and then select the Dashboard Preferences option. The Results Summary Console
displays the Dashboard Preferences window as shown below:

Dashboard Preferences [ %]

D azhboard Preferences |

Auta Refrezh [nterval (in seconds) |1D j

— Change Summary Dashboard
v take "“iew by Change Type'' as the default option

Select the segments to view in graph for IViE'-"" By Change Type j

Authorized
Unautharized
Configuration

] System

Businessz Knowledge

[~ Make data view as the default view

Results Summary Console

¥ Show equal sized graphs

QK I Cancel

)
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Field Description

Select this check box if you prefer Change Audit to refresh the Results
Summary Console automatically. Change Audit enables the “Auto Refresh
Interval [in seconds]” dropdown list. Set the interval to refresh the console.

Enable Auto Refresh

Change Summary Dashboard

Make “View by Change

” lew by g Change Audit selects this check box by default. Clear this check box if you
Type” as the default , i '
option prefer to view Object Type as the default view.

Change Audit selects the “View By Change Type” option by default and
displays the related segments with respective color codes. You can select or
clear the check boxes against the respective segments.

Select the segments to
view in the graph for

Make the data view as Select this check box if you prefer to view “Data View” by default. Otherwise,
the default view. Change Audit displays the “Graph View” as the default view.

Show equal-sized graphs.  Change Audit selects this check box by default. Clear this check box if you
prefer to view unequal-sized graphs.

Note

To get data for Authorized, Configuration, and Business Knowledge, the user must add it manually by:
e Navigating to Netsurion Open XDR Change Browser-> Options->Global Configuration->File Type.
e Add the file types.
2. Set the preferences and then click OK.
3. Tochange the color of the preferred segment, click the color strip. Change Audit displays the browse button.
4. Click the browse button. Change Audit displays the color palette.

Color K E3
Basic colors:
TR
U iy |
[Nl jon |
gl 0 0 0§ |
EEEEENENEN
0B Bl (iemn A
LCugtom colaors:
I | |
I | |
Define Custom Colors = I
Ok I Cancell

5. Select the color and then click OK.

© Copyright Netsurion. All Rights Reserved. 17



Netsurion.

2.2 Export Change Data

This option helps you to export the details about the files that are present on the system. Later, this list can be
generated to track irrelevant files/processes.

To export Change Data, follow the below steps:

1. Click the Tools menu and then select Export Change Data. The Change Data Export Utility window will be
displayed as shown below:

Change Data Exporkt Utility E3
—Oukput Colurmnns
I select &l
™ File Mamne I” Filz Path ™ File Attributes
I File Size I Fil= Creation Time [ File Last Write Time
" File Last Access Time I File Version I File Checksum
i Swstemis)
MCLOON s |
=
=<
s |

—Files Type(s)
I all Files

You can enter multiple File extensions separated by a commar, ).
Example: exe,dl,sys etc

—Oukput Settings

5V File Path | |

I File Header [~ wrike Log File
I™ Create separate file For each system

[ ot | concel |

2. Select the required Output Columns or the Select All option.
In the System(s) pane, select the required systems.

4. Inthe File Type(s) pane, select the All Files option or enter the required file extensions separated by a
comma.

5. In the Output Settings pane, browse the CSV File Path.

6. If required select File Header, Write Log File, and Create a separate file for each system option.
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Change Data Export Utility E3

—Output Columns

v select all
I+ File Marne I+ File Path [+ File Attributes
¥ File Size IV File Creation Time [V Fils Last Write Time
[V File Last Access Time ¥ File Yersion I+ File Checksum
[ Swskem(s)

|

‘fou can enter mulkiple File extensions separated by a commar, ).
Example: exe,dll,svs etc

BBlEE

—Files Typeis)
IV allFiles

—Output Settings
CSY File Path I CriUsersisunanda)Deskiop |

[ File Header 7 write Log File
[~ Create separate file for each system

Export I Cancel |

7. Select the Export button. A success message will be displayed as shown below:

Information [ x|

f n 1 Change data exported successfully,
L ! 4 Exported change daka of 1 system(s) from a kotal of 1,

The Data can be viewed regarding the files in the respective CSV file. The list can be imported as discussed in
the Active Watch List.
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2.3 Viewing the Summary of Change Details

By default, Netsurion Open XDR displays a chart view summary of Authorized Change Types for all managed
systems irrespective of the system groups.

Results Summary Console [_[=]
Eile ¥iew Change Policy Configuration Policy Tools Help

b Change Browser Refresh ‘1? About
Change Palicy Dashboard System Group [All - ‘iew Type |Graph - Wiew By |Change Type ~

ESHWEBDOC (222) WEBDOC? (50) WEBDOCH (16)

W Autharized

[ Unauthorized

W configuration

[ System

. Business Knovelece

— B
Configuration Policy Dashboard Analyze
Policy Mame | Policy Ciescription | System Mame | Intearity Violstions | Comparison Time | Sehedule Frequency |
|Z}sampls Critical File Palicy This policy is designed to demonstrate File Integrity Monitor,,,  ESHWEBDOC 11 8/5/2010 2:01:04 AM Daily i
Ready hUM

Note
Depending on the Configuration settings, the graph varies.
To view statistical data of Change Type, follow the below steps:

1. Select the Data option from the View Type dropdown list.
(OR) Double-click the pie chart to view the data. The statistical data will be displayed as shown below:
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Eile ¥iew Change Policy Corfiguration Policy Tools Help

[_[51]

% Change Browser  [1]Refresh % About

Change Palicy Dashboard System Group Al - View Type [Data = viewsy [change Type -]
System Name [ Current Snapshot Time  Previous Snapshot Time | Authorized I [ [ System [ Business Knowledge |
ESRWEBDOC 8/512010 12:36:03 PM 852010 2101142 AM 0 0 [ 222 o
WEBDOCZ 8/5/2010 12:35:02 P 8/5/2010 Z:02:03 AM 0 0 0 50 0
WEBDOCT 8/5/2010 1:10:42 PM BIS[2010 12:39:54 PM 0 0 o 16 o
H -
Configuration Palicy Dashboard J o
Policy Name [ Policy Description [ System Name: [ Inkeqrity vislations | Comparison Time: [ Schedule Frequency |
ample Critcal File Policy This policy i designed to demonstrate File Inteqrity Moritor... ESXWEEDOC 1 BS{2010 2:01:04 AM Daily
Ready oy

To view the chart view summary of Object Type, follow the below steps:

1. Select the Object Type option from the View By dropdown list. The chart view summary of Object Type

will be displayed as shown below:

Results Summary Console

[_[=1>]
Fle Wew ChangeFolicy Configuration Policy Inols Help
™ Change Browser Refresh ‘@ About
Change Policy Dashboard System Group |4l - “iew Type |Graph ~ igw By
ESHWEBDOC (222) WEBDOC2 (50) WEBDOCH (16)
M Filzs Acdded

M Files Delsted

M Files Modified
1 Registry Added
M Registry Deleted
I Registry Mocified

Configuration Policy Dashboard

Policy Name

B B
Analyze

[ Policy Description [ System name [ Trteqricy vislations | Comparison Time

|=] 5ample Critical File Policy This policy is designed to demonstrate File Integrity Monitar, .. | ESXWEBDOC 11 852010 2:01:04 AM

Ready

Note

Depending on the Configuration settings, the graph varies.
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2.4

Viewing the Change Details Console

To view change details in the Change Details console, follow the below steps:

1. Click the hyperlink under the System Name column to view the change details of that system in the Change

browser.
2.

Results Summary Console
Flle View Change Policy Configuration

Policy Tools Help

Click the hyperlink under the respective columns of Change Type/Object Type entities.

[_[=1>]

= Change Broviser

Refrash

@ About

Change Palicy Dashboard

System Group IAII 'I

iew Tywpe |Data -

“ieww By IChange Type 'I

System Name [ Current Snapshot Time [ Previous Snapshat Time Authorized [ unauthorized | Configuration [ Sistem [ usiness knowledge [
ESHWEBDOT 8/5/2010 12:36:09 FM 8/5/2010 2:01:42 AM o a o ze2 0
WEEDOCZ 8(5/2010 12:35:02 PM B/5/2010 2:02:03 AM [ o [ E 0
WEBDOC1 S/5(2010 1:10:42 PM 8/5/2010 12:39:54 PM o o o 16 o

Configuration Policy Dashboard

&l -
Analyze

Palicy Name |

Policy Description |

System Name [ nteaqrity violations | Comparison Time [ Schedule Frequency |

|=] sample Critical File Policy

This policy is designed to demonstrate Fils Inkegrity Monitor ..

ESRWEBDOC

11

8/5/2010 2:01:04 AM Draily
Ready [ om [
3. The Results Summary Console displays the Change Details,

Change Details I

System Mame:

*AEBDOCT

Item Location:

DObject Type:

DObject Status: Change Type

[

=]

HEEY _LOCAL MACHIMELWSOFT'WAREMMicrosoft\Cruptographw BM G

| Iterm M ame

#5 LastT askRun
# Appinit_DLLs
35 LastCheckTime
ﬁ? LastCheckTime
35 LastCheckTime
ﬁ? LastCheckTime
¥ LastCheckTime
ﬁ? LastCheckTime
¥ LastCheckTime
ﬁ? LastCheckTime
¥ LastCheckTime
ﬁ? Count

B Mestinstance

Results Summary Console

T Select £ Unselect Sl unauthonzed items

Group bu Path |
Previous |
Mext |
Filter |
Authorize |
Access History |
Hare [nfo |

Changs Brawser |

[ =1

I System

Registry value was Modified.
Change Type: System

I Current Snapzhat

cf d8 3c 3c 89 5F 59 cB o8 4.
REG_EBINARY

I Prewviouz Snapshot

e9 3d bE b3 89 c7 33 27 dB ..
REG_BINARY

Data
Diata Type

N

© Copyright Netsurion. All Rights
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Note

The Results Summary Console enables the “Authorize” button when the changes to “Unauthorized” items
(*.exe, *.ocx, *.dll, *.sys, *.drv, *.msc, *.cpl, and *.vxd) are detected. The Results Summary Console enables
the “More Info” button when new/modified/deleted DLLs and EXEs are detected.

4. Select an item and then click Filter to add a new filter to System or Global Configuration.

Add Filters E3

Add Filters |

Filter string

HEEY LOCAL MACHINELS OFTiWWARE WM

— Filter the objectz by uging the filker zting o match

% Exact registy value name and itz path
" Exact registy path [Filter all the children of the path as well]

™ A substring in the registiy value or registy path [Applies on &l systems]

—Apply thiz filker on
¢ This system

Results Summary Console

Al spstems

5} 0K | Close |

5. Select an appropriate option under Filter the objects by using the filter string to match.
6. Select the All systems option under Apply this filter to add this filter to Global Configuration. Click OK on
the Change Details console. A confirmation window will be displayed as shown below:

Results Summary Console [ %]

‘g) ‘ou have made changes ko some configurations thak need ko be applied on remoke swstems, Do wou want to apply

the changes before exiting?

7. Click Yes. The Results Summary Console displays the Applying Configuration dialog box with the
appropriate message.

Applying configuration

Configuration saved successhully. .

Finizsh

8. Click Finish.
9. Open the Change Browser.
10. Click the Options menu and select the Global Configuration option.
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11. Click the Filters tab.

™ Glabal Cnnflgura!lcn -
Change Type |  FlaChange Type | Regily Changs Tipe | Checksum | Checksuem Fubss |
General | File Typez | Morstoe S pecis Flegisiny | Morsbor Specific Foldar Flters |
[ Haere [ Abzchae Pa ~
[ Frogriy EEY LOCAL MACHIRE VST TE M ionbiok

O CuperiComtmttnt Beguins DY LOCAL MACHRE ST TEECunerd

Check and chck Remave” to UnFltes checked rode:s
T Fibes night chek on & folder of ragistn key in the changs biowser and pelact the option

_Bemoe |

o | Cancsl

12. Select This system option under Apply this filter to add this filter to the System Configuration.
13. Open Change Browser.

14. Load the system that you want to view the newly added filter.
15. Click the Options menu and select the System Configuration option.
16. Click the Filters tab.

7 Systemn Configuration - NTPLDTBLR1E3 e
ChangeType | FleChargeType |  AeptyChangeTwpe | Checkmm | CheckumPule |
Syshern Corligushon Fiters | Moo Specic Regity | Mol Specic Foldesfs) |

Chescke are chick. Femove’ o UnFiber checked nodes
T e nght chck on b Folder o mgratng key i the changs browrer and select e ophon,

ax el
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2.5 Authorizing Unauthorized Changes

To authorize unauthorized changes, follow the below steps:

1. Click the hyperlink in the Unauthorized column.

&4 Results Summary Console
File Wiew Change Policy Configuration Policy  Tools  Help

[_[=1>]

% Change Browser Refresh % About

System Group [All - “iew Type |Data -

Change Policy Dashlboard

View By |Change Type =

Ready

2. The Results Summary Console displays the Change Details page.

w Chargys Diotais |

Tt M- Chbmpa i 1 e
[T -] [ =]

L B Ll R e

[T ] e s Daboiad
D"Iw”.l'quwmm- Uhange | ppe  Linssdborred
wF A
. ’
o Lapm o
I ] =
4
A et |
: |
Fiten |
J

Results Summary Console

e

7

=]

System Name [ Current Snapshot Time: [ Previous Snapshat Time |_Authorized [ Unauthorized [ Configuration [ System [ Business knowledge_|
ES¥WEBDOC /52010 12:36:03 PM 8/5/2010 2:01:42 AM o o o 222 0
WEBDOC1 8/5/2010 2:26:30 P 8/5/2010 1:10:42 P o o o 44 o
WEBDOCZ 8i5/2010 2:25:28 PM 8/5/2010 2:23:17 PM [ [ 17 0

E| -

Canfiguration Palicy Dashboard J P
Palicy Mame | Policy Description [ Swstem Mame [ Integrity Wiclations | Comparison Time Schedule Frequency
|1 =2)55mpie Criticai File Policy This policy s designed to demonstrate File Intedrity Monitor, .. | ES%AERDGE 11 i iy f
U

T harspe T ypen

AR e =)

3. Select the Select / Unselect All unauthorized items checkbox to select all unauthorized items if not
selected. You can also select/unselect individual items by selecting or clearing the respective checkbox.

(OR)

© Copyright Netsurion. All Rights Reserved.
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Click Group by Path to view all the unauthorized changes based on the location. The Results Summary
Console displays the Group by Path window as shown below:

by Path
Group by Fath I
Changes
[ CuwcaiTemphagent I Tempt 4
X
(=]
o
=
=]
L)
=
i
m
=
=
=i
Y5
un
=
=
]
&
[ Select / Unzelect Al itermns Authorize: |
?j = Cloze I

4. Select the items and then click Authorize.
Note
For the selected path, the Results Summary Console displays a separate Authorization Comment window.

Authorization Comment
Authorization Comment I
10 item(s] under the following path:
C:amcAiT empbgent’ ;I
[k}
E
= -
5 =]
‘!'_; Cornment
@ [ =
=
=
=
175
o
=
z [
sk}
=2
I Apply same comment for all ikerms.
5} ok | Ciose |

5. Type an appropriate comment.

6. Select the Apply same comment for all items check box if you wish to apply the comment for all items.

7. Click OK. If you leave the comment field empty, the Results Summary Console displays a confirmation
message as shown below:

Results Summary Console

‘?/ Do waou wank to Authorize the change item with blank comment?
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8. Click Close in the Group by Path window.
9. Click OK on the Change Details window.

Results Summary Console 1]

:{/ ou have made changes to one or mare ikems, Do yod wank o save the changes before exiting?

|

10. Click Yes to save the changes.

Results Summary Console
File Wiew Change Policy Configuration Policy Tools Help

J S Change Browser Refresh B about

[_[5]x]

| Change Policy Dashhoard System Group |All - Yiew Type [Data > “iew By |Change Type =
System HName Current Snapshot Time Previous Snapshot Time Authorized Unauthorized Configuration
i lzz ]
WEBDOC1 /52010 1:10:42 Pi o 0 o 44 o
WEBDOCZ 8/5/2010 2:25:28 PM 8/5/2010 2:23:17 PM 0 o 17 o
E B
Configuration Policy Dashboard e
Policy Name [ Policy Deseription [ System ame [ integrity violations | Comparison Time | Schedule Frequency |
|=] sample Critical File Palicy This policy is designed to demanstrate File Integrity Moritor, . ESKWEEDOC 11 8/5/2010 2:01:04 AM Daily
Ready

[ o [

2.6 Viewing the Change Details in the Change Browser

To view change details in the Change Browser, follow the below steps:

1. Click the hyperlink under the System Name column. The Change Audit loads the system in the Change
Browser and displays the changes. The following are the alternative ways.
a. Click the Change Policy menu and select the Change Browser option. Double-click the system that
you want to view change details.

b. Press M holding the CTRL key on your keyboard. Double-click the system that you want to view
change details.
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2.7 Viewing Change Report

To view the Change Report, follow the below steps:

1. Select a system (In the Change Policy Dashboard).
2. Click the Change Policy menu and select the View Report option. The Results Summary Console displays
the report.

2.8 Configuration Policy Dashboard

The Configuration Policy Dashboard displays the most recent results of on-demand policy comparison done
through the Compare Systems console and scheduled policy comparison done through Policy Comparison
Scheduler.

Results Summary Console = B
Eile View Change Policy Configurstion Policy Tools  Help

% Change Browser Refresh B about

Change Folicy Dashboard System Group IA” hd “Wiew Type |Graph = Wiew By |Change Type =
ESXWEBDOC (222) WEBDOGT (44) WEBDOC2 (31
M Authorized
M Unauthorized
W cenfiguration
I system
[ Business Knowledge
Configuration Policy Dashboard A:;%ZE -
Palicy Mame [ Policy Description [ Systern name [ Irkeqrity vislatiors | Comparison Time: [ schedule Frequency |
|2 sample critical File Palicy This policy is designed to demonstrate File Intearity Monitar...  ESXWEBDOC 11 85/2010 2:01:04 AM Daily
Ready UM
Icon Description
] Snapshot in progress.
& No changes were found.

File changes found.

&

Registry changes found.

File and registry changes found.

=
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1. Click the name of the policy in the Policy Name column to view and edit policy details in the Configuration
Policy Editor. The following are the alternative ways.
a. Click the Analyze dropdown button. The Change Audit displays the shortcut menu. From the
shortcut menu, choose Edit Policy.
b. Right-click a record. The Change Audit displays the shortcut menu. From the shortcut menu,
choose Edit Policy.

Configuration Policy Editor == B
Filz  Folicy

This interface allows pou to create and manage “configuration contral” policy. Each policy containg entries for files, folders and registries. This policy can be wiewed as a master configuration
wahich can be compared against multiple susterns

— File Detail
Folic: Ha".“.a = 5 File: |_Description [ Size [ ersion | Checksum =
S ample Critical File Policy -
[ C:wINDOW S Ssystern32h find exe Found integrity 9216 5.1.2600.0 2329F2CE82
[ C:wINDOW S hsysten32hitp. exe Found integrity 42436 5.1.2600 5512 4112840101
[ C:awINDOWS Sspstern32ynotepad. exe Found integrity ... E9120 5.1.2600.5512 FA90FSB051
[ C:owINDOWS Sapstern 32 nslookup. exe Found integrity ... FE800 5.1.2600.5512 D3E9S58130 |
[ C: oW INDOWS Sapstern 324 print. exe Found integrity ... 9216 5.1.2600.0 2F2aD1 726
[ C: oW INDOW S eystem 324 regedt32. exe Found integrity ... 3584 5.1.2600.0 DEBOOBZDE
[ C:wINDOW S hsystern32hroute. exe Found integrity 193968 5.1.2600.0 3128220 39F -
fil | ,
[ Select Al FRemove Add Item | Edit Description I
— Registry D etail

Registy Key [ value [ Description [ Data |

< I | I Select All FRemove | Add [tem Edit Description I

Add Policy | Edit Description Hemove Policy | Compare Susterns

2. Click the name of the system in the System Name column to view and compare the system details. You can
also compare policies on systems on demand. The following are the alternate ways.
a. Click the Analyze dropdown button. The Change Audit displays the shortcut menu. From the
shortcut menu, choose Run.

b. Right-click a record. The Change Audit displays the shortcut menu. From the shortcut menu,
choose Run.
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EventTracker - Compare Systems
ko [ [DIx]
File:

Configuration Policies  Systems I

[ALL COMPUTERS |

‘WEBDOCT ESXWEBDOC
‘WEBDOC2

Add Al

Remave

Remowve All

fil

Select the systems to be compared.

Previous | ezt Cancel |

3. Click the frequency of the schedule in the Schedule Frequency column to view and schedule policy
comparison. The following are the alternate ways.
a. Click the Analyze dropdown button. The Change Audit displays the shortcut menu. From the
shortcut menu, choose Schedule.
b. Right-click a record. The Change Audit displays the shortcut menu. From the shortcut menu,
choose Schedule.

£& Policy Comparison Scheduler =]

Policy Mame Scheduled &t

¢ Diefault Schedule for Sample Critical Fil.. | Sample Critical File i 2010 20000 Ahd

Mew Schedule | Edit | Delete | LCloze |

2.9 Analyzing the Policy Comparison Results
To analyze the policy comparison results, follow the below steps:

1. Click an item in the Integrity Violations column. (Configuration Policy Dashboard).

2. Select an item and click the Analyze button. The Results Summary Console displays the shortcut menu.
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From the shortcut menu, choose Analyze.
3. The Results Summary Console displays the Policy Comparison Results window.

nparison Results
Change Assessment Results |
System Mame: ES<WEBDOC Policy Name:  Sample Critical File Policy
Total Violations: 11 Compared On:  8/5/2010 2:071:04 AM
This policy is designed to demonstrate File Integrity Moritoring using EventT racker Change Management. It has been configured to generate Palicy  «
Wiolations for the included entries to ilustiate how Policies can be used to detect changes or problems in both files and registy values.
This sample policy contains properties of some critical operating systems files. These files are supplied by Microsoft so they should not be changed
“when pau run this palicy, it will compare properties of the file within the master palicy (in this case our demo policy] with the actual properties files ;l
Item Location:  C:\Ww/INDOWShspstem32\find.exe
o Itern Mame Hext | Palicy Y alues | Actual Walues |
_8 ER find exe Size [inb.. 9216 10240
2 Bievious | |Vesion 5128000 5237303959
5 5 :&::Z = Beese] Created At B/4/2004 5:30:00 PM 3/25/20003 530,00 P
Checksum  2329F2CE82FECTEIET20F0..  SEDFDESABZ2400AA1ECT4...
% ? relookup.ere Agcept
? prirt,
> print.exe =
f_:E ? regedt32 exe Beiect
= P oute.exe
i) P undI32 exe Found integrity wialation, -
é ? semvicesewe &I “ou have four options: _I
1. This is & true violation or patential intiusion - Please report it to appropriate
L ? setupens Saye fis personnel
&’ 2. Reject the wiolation - Thiz generally means that this violation is not impartant
[+ Eum ta you. Rejgcting it means it is deleted from the master policy.
® o 3. Accept the difference - the master policy is wiong and you know that you
= have a correct file on your system. Update the master policy with the new file
t Rieport properties.
g 4. lgnare the violation for now.
i a | ] Momiio | gl
7™ Finish
Field Description
Top pane
System Name Name of the target system where the policy is compared.
Policy Name Name of the policy compared to the target system.
Total Violations Total number of violations detected.
Compared on Date and time when the policy was compared.
Policy Description Description of the policy.
Left pane
Item Name Name of the policy item.
Right pane
Policy Values Values of the policy item selected in the left pane when the policy was configured.

Actual Values of the policy item are selected in the left pane after the policy

Actual Values
comparison is done. This reflects any change in the value of the policy item.

Description of the item selected in the left pane is displayed at the bottom of the right

Item Description
pane.
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Description

Tooltips are provided to understand the purpose of buttons. Hove the mouse on the buttons.

Next

Previous

Accept

Reject

Ignore

Save

Save As

Run

Report
More Info

Finish

Icon

Move to the next item.

Move to the previous item.

If changes are found for the selected item, you can update the master policy with the
new value.

If you find an item to be irrelevant to the present context, you can select and remove
that item from the master policy.

When you generate a report, ignored items are not considered for report generation.
Note: These items are not removed from the master policy.

Save the policy with the same name.

Save the policy with a different name.

Manually run the policy again on the same system. This opens the Compare Systems
window. The result displays as Manual Comparison in the Results Summary Console ->
Configuration Policy Dashboard.

Generate reports. Note: Ignored items are not included in the report.
Click to view additional information on the selected process.

To close the Policy Comparison Results window.

Represents
No changes were found.
Fresh item.
Iltems accepted.
Iltems ignored.

Items rejected.

© Copyright Netsurion. All Rights Reserved. 32



Netsurion.

2.10 Compare Policies

This option helps you compare policies on demand against managed systems.
To compare the policies on demand, follow the below steps:

1. Select a record.
2. Click the Configuration Policy tab in the menu bar and select the Compare Systems option. The Results
Summary Console displays the Compare Systems window.

£ EventTracker - Compare Systems [_ ]
File

Configuration Palicies | Systems |

Palicy Mame |
Sample Critical File Paolicy

Only one policy can be compared with one or more ‘EventTracker - Change Audit’ Agents. Pleass select a policy and click Mexst to selsct systems.

Frevious | Megt | Einish |

3. Select the policy that you want to compare and then click Next.
4. Select the domains/systems and then click OK. The Results Summary Console displays the result in the
Policy Comparison Results window.
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omparison Results

Change Assessment Results I

System Mame: ‘WEBDOCZ Policy Mame:  Sample Critical File Palicy
Total Violations: 10 Compared On:  8/5/2010 4:08:36 PM
This policy iz designed to demaonstrate File [ntegrity Monitaring using EventTracker Change Management. |t has been configured to generate Palicy  «
Yiolations for the included entries to illustrate how Policies can be used to detect changes or problems in both files and registry walues.
This sample policy contains properties of some critical operating systems files. These files are supplied by Microsoft so they should not be changed.
Wihen pou run this policy, it will compare properties of the file within the master policy (in thiz caze our demo policy] with the actual properties files ;I
Item Location: C:WwINDOWSheystem32hitp.exe

) Itemn Mame Mext | | Policy ' alues | Actual Yalues |

E kR Size inb... 42496 42496

= ? notepad, Brevious | Yersion 5.1.2600.5512 5.1.2600.5512

5 T e Created At 8/4/2004 6:30:00 PM 8/4/2004 5:30:00 P

o e Checksum 41128401 C1454FEF547184.. 4112840101 484FEF547184. .

n P prirt exe Agcept

% ? regedid2 exe -

iz} P route.exe Beject |

5 7

<L Iunas. exe lanore

% P undl32 exe 4'3

In)] ? services.exe S e Found integrity violation. |

& ? setupexe 4|— “You have four opticns:

; 1. This iz a true violation or potential intrusion - Pleaze report it to appropriate

e Save b | personnel,

E 2 Reject t_he \_-'iole_ition - Th!s_generally means that thiz violation ig not important

=] B to you. Rejecting it means it is deleted from the master palicy.

E = 3. Accept the difference - the master policy is wrong and you know that you

: have a correct file on your spstem. Update the master policy with the new file

= Repart | properties.

g 4, |gnare the violation for now.

il < | _.I More Info | ;I

Firizh |

>

2.11 Scheduling the Policy Comparison

To schedule a policy comparison, follow the below steps:

1. Right-click a record. The Results Summary Console displays the shortcut menu. From the shortcut menu,
choose Schedule. The following are the alternate ways.
a. Click the Analyze button. The Results Summary Console displays the shortcut menu. From the
shortcut menu, choose Schedule.
b. Click the Configuration Policy menu and select the Schedule Policy Comparison option. The
Results Summary Console displays the Policy Comparison Scheduler.
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Policy Comparison Scheduler

Palicy MName Scheduled At
¢ Default Schedule for Sample Crtical Fil.. | Sample Critical File ) aily | 010 2:00:00 Ak

Mew Schedule Edit Delete Cloze |

2. Set the schedule and then click Close. A red icon indicates policies that are scheduled for comparison.

A red icon precedes the policy that is scheduled for comparison. The red icon appears only when the policy is
scheduled for the first time. For the second and the consecutive executions, only the recent changes found are
displayed with appropriate icons.

For example, three computers namely WEBDOC1, BALOO, and ALICE-Il are compared against Sample Critical
File Policy. A red icon is displayed against computers BALOO and ALICE-Il, which means Sample Critical File
Policy is executed for the first time against these computers and a File changes found icon is displayed against
WEBDOC1, which means Sample Critical File Policy was executed earlier against this computer.

2.12 Accessing the Result Analysis Console

To access the Result Analysis Console, follow the below steps:

Select a record.
Click the Configuration Policy menu and then select the Result Analysis Console option.

3. Or, Double-click anywhere inside the Configuration Policy Dashboard. The Change Audit displays the Result
Analysis Console.
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EventTracker - Result Analysis Console [_[=1x]
File View

Help

S = ‘ 7
5% Scheduled Policies System Mams | Comparisan Time [ integrity iolations [ Folicy Name 1
@S Default Schedule for Sample CHETERIPSSITS 8/5/2010 2:01:04 A 11 Sample Critical File Policy
L& On Demand Comparison |=esxweEDOC /42010 3:40:54 PM 11 Sample Critical File Policy
< | |
Ready i

The policies that are scheduled and run on-demand are displayed on the left pane. Details of the item
selected in the left pane are displayed on the right pane.

3 Change Browser

3.1 View Groups option

This option helps you switch to the Groups view.
Follow the below steps, to Switch to the Groups view.
1. Open Change Browser.

Note

When the Change Browser is open for the first time after installation, Change Audit displays the File System and
Hardware details of monitored computers. However, when you open the Change Browser after installing clients
on remote computers, Change Audit displays the Groups view.

2. Click the View menu and select the Groups option. The alternate ways are given below:
a. Press G holding the Ctrl key on the keyboard. The Change Audit displays the Groups view.
b. Click Groups on the toolbar.
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EventTracker - Change Browser

[_[=1=]
Eie Cdl View Options Reports Todls Help
=y Groups | Change Yiew - | @@Mew Snap | 81 | G Show Nest Change | [E5) Change Report| |
Compare | B =

[Computer Groups Membeis of gioup. TOONS
= System [ Tvpe | Description [

g ESMWEBDOC Windaws 2003 - Server none-

= wEBDOCT Wwindows 3P - Professional none-

&) WEBDDCZ

wiindows =P - Professional -none-

Change Audit managed systems Change Audit managed systems

[ | Wchanged: [Wadded:

3. To view Groups, expand the computers node on the left pane.

[Woeketed:

4. Click a Group. The Change Audit displays the members of that Group alone on the Right pane. A check box
appears before the Groups command in the View menu when Change Audit displays the Groups view.

m Opkions  Reparks T
v Groups Chrl+G
Systems Bar  Chrl+3

Eull Yigw
Change view

Restore Log

Refresh F5

5. If you try to unselect the checkbox, Change Audit displays the Change Browser dialog box.

EventTracker - Change Browser |

L] 'j ‘aroups wiew will close once you load a swstem.
L]

6. To access the System Bar, click the View menu and select the System Bar option. Or, Press S holding the
Ctrl key on your keyboard. The Change Audit displays the System Bar.
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[_[2]x]
File Edf View Options Reports Took Help
%Groupsl hange View v‘ ) New Snap | 4 | & Show Next Change ‘ [E)change Repart‘ ‘
=
= Compare 7] with =
ESXWEEDOC I E ! E
[Computer Groups [Members of group: TOONS
= System [ Type [ Description [
= B} ESKWEBDOC Windows 2003 - Server none-
CAEEDOC =l wEBDODT ‘windows XP - Professional none-
=l wespocz Windows }P - Professional none-
=
WEBDOC2
[ [ Wohanged: [Weadded

Options  Reports Tooks  Help

[Woektea: I

7. Double-click a system on the System Bar or the right pane to view change details. The Change Audit loads
the system and displays the change details.

EventTracker - Change Browser
File Edit Wiew

[_[=]x]
%Gmups‘ Change Yiew v‘ @New Snap | [ 2] ‘ @Show Mext Change | [%Change Report‘ |
= )
= Compare 56,2010 12:36:09 P =] with [as am0m0 20042 a0 =l
ESHWEBDOC
[Tiacking only selecied file pes ESHWEEDOC
= = Processor [ Page Size [ swfindows Version [ Total Physical Memary
= 3 Diives EETE 4095 Bytes 52 Service Pack 2 1023 MB
WEBDOCT =¥
Bl Registy
= W HKEY_LOCAL_MACHINE
= £ HKEY_USERS
A .. &% HKEY_CURRENT_CONFIG
|P Address: 192.168.1.24 Type: System Name ‘vt:hangad |"Annad \"Debted_
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3.2 Viewing System Details

This option helps you view the Hardware Information, Operating System Information, and Memory Status of
the selected system.

To view system details, follow the below steps:

1. Select a system on the System Bar.
Click the File menu and select the System Details option. Or, right-click a system on the System Bar.
The Change Audit displays the shortcut menu. From the shortcut menu, choose Details. The Change
Audit displays the System Details window.

E System Details

—Hardware Information

Cormputer Mame: ESHWERBDOC
Processor Type: hEE

Murber of Processors: 1

Fage Size: 4095 Bytes

Wwindows M ajor Yersion:

oindows Minor Version:

— Operating System Information

]
2

Latest Service Pack: Service Pack 2

Foot Drive: C:

Windows Path: CoNwWINDIOWS

Syztem Path; C: WM DD S haypstem32
—Memory Status

Tatal Phyzical Memany: 1023 MB

Total Virtual kMemary: 2047 WB

Faging File Size: 2469 MB

3. |Ifthereis no Snapshot for the selected system, then Change Audit displays the error message.

3.3 Viewing the File System Changes

This option helps you to view File System change details alone of the selected system.
To view the File System Changes, follow the below steps:

1. Select a system on the System Bar.
Click the File menu and select the File System option. Or, right-click a system on the System Bar. The
Change Audit displays the shortcut menu.

3. From the shortcut menu, choose File System. The Change Audit loads and displays the File System details
of the selected computer.
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(=]
File Edit Wiew Options Reports Tools Help
Groups| 2222 Change Yiew v| @New Snap | i ] | @Show Mext Change | = change Report| |
-] .
= Eompare |5,/5/2010 12:36:09 PM x| vt [as 852010 201:42.8M |
ES:wWEBDOC
Tracking only zelected file types ES:WEBDOC
E!' El- C Frocessor | Fage Size | ‘Windows Yersion | Total Physical Memory |
= 2 Drives =L 56 %1 4039 Bytes 5.2 Service Pack 2 1023 MB
WEBDOCT ER. A
=)
WEBDOCZ
[1P Address: 192.168.1.24 [ Type: System Name [ Wchanged: ... [Wadded: .. | WDeleted: ..

3.4 Viewing the Registry Changes

This option helps you view Registry change details alone of the selected system.

To view the Registry Changes, follow the below steps:

1. Select a system on the System Bar.

Click the File menu and select the Registry option. Or, right-click a system on the System Bar. The Change

Audit displays the shortcut menu.

selected computer.
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EventTracker - Change Browser

- [= 1]
File Edit Yiew Options Reports Tools Help
% Groups | £22° Change Yiew + | @ Mew Snap | i i) ‘ @ Show Mext Change | =] change Report| |
= }
& Compare  [5,5,201012:36:09 P | with Jas: a/sr2010 20142 A4 |
ESHWEBDOC - =
Tracking only selected file types FS:WwWERDDC
5 ; Processar | Page Size | Windows Version | T otal Physical Memory |
= FRegistry SL5a5% 1 4096 Bytes 5.2 Service Pack 2 1023 MB
wWEBDOCT W HKEY_LOCAL_MACHINE
£y HKEY_USERS
2 =9 HKEY_CURRENT_CONFIG
wWEBDOC2
|\F'Address: 192.168.1.24 |Type: Syztem Mame |—'Changed: . WAdded: |VDe\eted:

3.5 Full View Option

This option helps you fully/completely view the monitored computers. In Full View, Change Audit compares the
two latest Snapshots and displays the difference in Snapshots that includes Addition, Deletion, or Modification

of files, folders and registry keys, filtered items, and all other unaltered items. You can also select Snapshots for
comparison from the dropdown lists.

To view the Full View of the monitored computers, follow the below steps:

1. Double-click a system on the System Bar.
Note

If you click the toggle button when Change Audit displays the Groups view, then Change Audit displays the
dialog box to load the system as shown in the following figure.

EventTracker - Change Browser E

i Please lnad a syskem ko view changes,
- To load a system press enter or double click on ik,
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2. Click the View menu and select the Full View option. Or, Click the toggle button on the toolbar.
The Change Audit displays the shortcut menu.
== Change \.-'iewl v!
Full Yigw
Change Yiew
3. From the shortcut menu, choose Full View.
4. Expand the Drives or Registry trees and click an item. The Change Audit displays the Full View.
{8 EventTracker - Change Browser [_ ]|
File Edt Yiew Options Reports Tools Help
k) Groups | 755 Full view ~ \ [ Sr\ap| -5 \ 9 Show Next Change | 5] change Repnrt‘ |
ESXW%ZEDUE Compare — [15: 611/2010 20453 &M x| wihga0zm0iz2730 M |
Tr ESXwWEBDOC
- Processal [ Page Size [ windows Wersion | Total Physical Memory
WEB:DUET gl BBER 1 4096 Byptes 5.2 Service Pack 2 1023 MB
4§ Registy
é& Y HKEY_LOCAL_MACHINE
EELEEES g :EE::ES::ENT_EDNFIG
| 1P Address: 1921681 24 [ Tyme: System Name | WChanged [Waddzd [Woektea: I
5. Hover the items on the left and right panes. The Change Audit displays the tooltip about the status of
the item.

3.6 Viewing the Comparison Details

This option helps you view and compare the details of folders and files.

To view the comparison details of File system items, follow the below steps:
1. Expand the File system tree.

2. Click the folder on the left pane. Change Audit displays the sub-folder or files on the right pane.

Double-click it to traverse down the tree. You can also traverse down by double-clicking the folder on the
right pane.

Double-click a file on the right pane. Or, right-click a folder on the left pane or a folder/file on the right
pane. The Change Audit displays the shortcut menu. From the shortcut menu, choose Compare details.
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Compare details of: ESXWEBDOC"Drives Program FilesMicrosoft SQL ServertMSSQL.1'MSSOLL0GYERRORLOG

C:\Program Fileshticrosoft SAL ServerMSSOL 1WMSSALM OGAERRORLOG d
~

Snapshot Label: AS: 811/2000 2:.04:53 AM 810/201012.27-30 PM

Snapshat Time: 871142010 2:04:53 &b 8410/201012:27:30 PM

Size: 10 KB [9038 Bytes) 15 KB [14762 Bytes)

Creation Tirne: V2242010 1:38:56 P TA22/20101:38:56 PM

Access Time: 81042010 11:46: 25 Ph 810/201012:27:04 PM

Last Wwirite Time: 81042010 11:46: 25 Ph 810/201012.27:04 P

Wersion: -none- -naone-

Checksum: -not tracked- -tok tracked-

Attributes:

Archive: Ird i~

Compressed: ] H

Directory: o o

Encrypted: - r

Hidder: ] H

Offline: o o

Read Orily: ] H

System: o o

Termparary: - r

{§ Compare details of: PNPL-TEST4' Drives' cWindows.exe
Cohwcwindows. exe d
|
Snapshot | abel 12/5/2016 2:33.08 PM 12/6/2018 23827 PM
Snapshat Time: 12/5/2016 2:33:.08 PM 12/5/2018 2:38:22 PM
Size: 2930 KB (2933038 Bytes] 2569 KB (3033096 Bytes|
Creation Time: 12/5/2016 2:35:56 PM 12/5/2018 2:35:56 PM
Accese Time: 12/5/2016 2:35:56 PM 12/5/2018 2:35:56 PM
Last 'wiite Time: B/2/2ME 7.43:48 &M 11/29/20716 3:46:30 PM
File Wersion: 8205 8205
Checksum [SHA1):  38CHFD172957ABADETCAA11CAFDE1 0248 FEETEE 91231 3EBEF30CAECT 562D ADRACIE IEB4CARARRD
Checksum [MDS): 4BENEBT 264350 9CC44FIIE22E4T4TDEE A0BE2TRF4E292EC433449C103E7ES194
Description: EwentTracker - Change Browser EventTracker - Change Erowser
Product Marme: EventTracker EventTracker
Product Version: 8208 8205
Signer; Prism Microsystems, [ne. Frism Microsystems, Inc.
Counter Signer: Symantec Time Stamping Services Signer - G4 COMODO SHA-T Time Stamping Signer
Sigher O 8/2/2ME &:21:01 PM 11/29/2016 9:22:15 PM
Abtributes:
Archive: W v
Compressed: m '
Directarny: m '
Encrypted: m '
Hidder: m m
Offlire: 'l o
Read Only: m m
Systern: n '
Temporary: n '

The Comparison details consist of the following:
e MD5 Checksum

e File Description
e Product Name
e Product Version
e Signer

e Counter Signer
e Signed On
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3.7 Comparing the Details of the Registry Items

This option helps you compare the details of the Registry items.
To compare the details of the Registry items, follow the below steps:

1. Expand the Registry tree.
Double-click a hive on the left pane to traverse down the tree.
Double-click or right-click an item on the right pane. The Change Audit displays the shortcut menu.

From the shortcut menu, choose Compare details.

E Compare details of: ESXWEBDOC' Registry',HKEY_LOCAL_MACHINE!SAM',SAM'Domains', Account'Users',000003... [E4

HEEY_LOCAL_MACHINENSAMASAMAD omainsiAccountiU sersh000003E BAF ;I

Modified Time OF Parent Kew: 8/10/2010 7:41:43 P

&S5 8411/2010 2:04:53 &AM

Shapzhot ime: 841142010 2:04:53 AM

Type: REG_BINARY [Free farm binary]

[Drata: 02 0001 00000000 0055 34 80 f5 95 38 cb 01 0000 00 00 0000 00 00 Oc 17 41 71
24 b9 ca 01 00 00 00 0000 0000 0000 00 00000000 0000 eb 03 0000071 02 0000
14 02 0000 00 00 00 0000 0094 01 0000 000000 00 82 7o Oc 2e b7 43

[rata Size: 80 Bytes

—8A10/2010012:27.30 PM

Snapshat ime: 8410420010 12:27: 30 PM

Type: REG_BINARY [Free form binary]

[Drata: 020007 00 0000 00 00 4d e0 (0 80 b3 37 cb 01 0000 00 00 0000 0000 0c 17 41 71
24 b9 ca 01 000000 00 000000 0000 00 0000 0000 00 00 eb 03 00 00 01 02 00 00
14 02 00 00 0000 00 00 0000 8b 071 00 00 0000 00 00 82 7c Oc 2e b7 4a

[rata Size: 80 Bytes

3.8 Change View

In Change View, Change Audit compares the two latest Snapshots and displays the difference in Snapshots that
includes Addition, Deletion, or Modification of files, folders, and registry keys. You can also select Snapshots for

comparison from the dropdown lists.

3.9 Find Changes Option

This option helps you find addition, deletion, and modification of folders, files, and values both in Full and
Change Views.

1. Click the Edit menu and select the Find Change option. Or, press N holding the Ctrl key on the keyboard.
The Change Audit displays the Next (From Selected Node) dialog box.
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£ Next (From Selected Node) B4 |

v Mext Added
v Mext Deleted

| Find I

LCancel

Description
This check box is selected by default. This option enables you to view the modified
items. Unselect this if you do not want to view the modified items.
This check box is selected by default. This option enables you to view the added
items. Unselect this if you do not want to view the Added items.
This check box is selected by default. This option enables you to view the deleted
items. Unselect this if you do not want to view the Deleted items.

2. Select the option appropriately and then click Find. The Change Audit displays the Change Browser with

the change details.

EventTracker - Change Browser

[_[=]x]
Fle Edt Yiew Options Reports Tools Help

ﬁsmupsl i Change Wiew v| @new Snap ‘ 3 | & show Next Change ‘ (=] change Repnrt‘

|
=
= Compate a5 8/11/2010 204:53 M x| wih[aA0s2000 122730 P =l
ESXWEBDOC
Tracking onlp sclected fie pes [ESRWEBDOC\Drives\CAProgiam Files\Miciosalt SO ServerMSS0L1WM5S OLLOG
- £ ESXWEBDOC File Name [ 45 B/11/2010 20453 . [ 8/10/201012.27:30PM_[ Last Modiied Time |
= g Drives Cx ERRORLOG 10 KB (3038 Bytes) 15 KE [14762 Bptes) 8/10/2010 11:46:26 PM
WEBDOC !
=W Program Files
= =W Micrasoft SOL Server
= =W MSs0L1
WEBDOC2 W MssoL
R ]
B4 Registy
W HKEY_LOCAL_MACHINE
% HKEY_USERS
(5 HKEY_CURRENT_CONFIG
| 1P Addiess: 192 168.1.24 Type: Folder (4] | Wehanged 1 [Wadsed: 0

(OR)

[Woeketea: 0

Tatal Unautharized: 0

Click on the toolbar. This option is equivalent to selecting all the checkboxes in the Next (From Selected

Node) dialog

box.

To view the next change, click the Edit menu and select the Next Change option. Or, Press F3 holding the
Shift key on the keyboard.
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3. Change Audit displays the next change.
4. |If there is no change in the File System to display, the Change Audit displays the following message.

EventTracker - Change Browser B

< Mo match Found in 'File Swstem'.
\:J/J Do wou want ko search in 'Registry's

5. If thereis no change in the Registry to display, the Change Audit displays the following message.

EventTracker - Change Browser B
\?{J Mo match Found in ‘Redqistry',

Do wou wank ko search in 'File System'?

3.10 Search Strings

This option helps you search strings both in Full and Change Views.
To Search Strings in the File System, follow the below steps:

1. Open the Change Browser.
2. Click the Edit menu and select the Find option. The following are the alternate ways.
a. Press F holding the Ctrl key on the keyboard.
b. Click the toolbar. Change Audit displays the Find (From Selected Node) dialog box.
Find (From Selected Node) E3

Find Wwhat | Find Nest |
Lok at Eatifec] |
& File System -

" Beaisty
¥ KepiYalue Names
[T Data

3. Enter the string in the Find What field.
Example: Windows.
4. Click Find Next. The Change Audit displays the search result.
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{§ EventTracker - Change Browser HEER
File Edit Yiew Options Repaorts Toaols Help

Il Wigw - | @New Snap | [ ] | @Shnw Next Change: ‘ [%Change Repnrt| |

i
ESXWEE!'BDDE Compate [as: 8/11/2010 2:04/53 &M = with [aA0/201012:27:30 PM |
[T racking only selected file types E5:wEBDOCHDrives\C:\Program Files\Microsoft SOL Serverh308T oolshBinn\ 5 ShelhCommon 7D EYT 033
- E] EI,E ESRWERDOC | | File Name [ A5 8/11/2010 20453 .. [ 8/10/201012:27.30 PM | Last Modiied Time
= =23 Drives B cmddehui.dl 461KB (471552 Bytes] 461 KB (471552 Byles)  4/21/2008 7.56.20 PM
WEBDUCT R A= ) [ Microsoft WisualStudio.Design.. 3 KE (3072 Byles) 3KB (3072 Byles] 4/21/2008 5:32.06 PM
& Documents and Settings [ Microsoft VisualStudio. Export... 5 KE (3554 Bytes] 5 KB (3584 Bytes) 4/21/2008 B:48.10 PM
= -1 ET & PULSE Prereauisies B Microsoft VisualStudio Windo.. 5 KB (5120 Byles] 5KB (5120 Byles] 4/21/2008 5:3212 PM
‘WEBDOC2 g :j;;p;iﬁ [21 Microsoft YisualStudioUldi JKB (3072 Bytes) 3KB (3072 Byles) 4/21/2008 5:32.00 PM
00 Logs B meenvuidi 1127 KB (1152512 Bytes] 1127 KB (1152512 Bytes] ~ 4/21/2008 E:46.42 PM
5 Frogiam Fles B vemsoui.dl 1373KB (1405952 Bytes] 1373 KB (1405952 Bytes]  4/21/2008 7.53.56 PM
5[] Add Remove Fro B veslnuidi 9KE (9216 Byles) 9KB (3216 Byles) 4/21/2008 B:47.04 PM
-] Business Objects
1 cmak
- Comman Files
-] ComPlus Applications
L Intemet Explarer
=W Microsoft SOL Server
=3 80
B 9
-] COM
SO EULA
-1 50K
-] Setup Boatstiap
{7 Shared
=1 Tools
=+ Binn
] Resour:
{1 schema
-] Setup
=1 vSS5hel
|\F’Address 192.168.1.24 |Tppe: Falder [4) |—VChanged: a WAdded: 1} |'Da\eted: 0 |Total Unauthorized: &

If there are no matches found, then Change Audit displays a No Match Found message.

EventTracker - Change Browser [E4

-
' 11) Ma match Found.
=

5. To find the consecutive occurrence of the string searched for, click the Edit menu, select the Find Next
option, or press F3 on your keyboard.

3.11 Searching the Strings in the Registry

1. Open the Change Browser.
2. Click the Edit menu and select the Find option. The following are the alternate ways.
a. Press F holding the Ctrl key on your keyboard.

b. Click on the toolbar. The Change Audit displays the Find (From Selected Node) dialog box.
3. Select the Registry option.

E Find {From Selected Node) [ x|

Find Wwhat: | Find Mest |
Look at Eriae] |
" File System —

v

%
v Key & Value Names
o Data
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4. Type the string in Find What field.
Example: Prism.
5. Click Find Next. The Change Audit displays the search result.

@ EventTracker - Change Browser [_[=]x]
Fle Edt Vew Options Reports Inoks Help

) Group Iview = | @inewsnan | # | @ shom Hext Change | []change Report| I
=
Esm%nm: Compare [45: 8/11/2010 20453 M =] it [3n0/2001227.30 PM |
[Tracking only selected e tppes [ESHWEBD O Hegring\HKEV_LOCAL_MACHINE\SOF TWARE lasses Prism.Common CodeDompierLibrary. CodeCompier

= {1 PNGFiter CoPNGFiL 4| [ Value Name [ Type [ 45: 871172010 2:04.53 AM [ 6710/201012.27:30 P |
= {1 PolyHub 90 Alternat B REG_SZ. Prism Common CodeCompilerLib... Prism Comman. CodeCompilerib.
WEBDOCT {1 PolpHub 30 Akemat
{0 PolyHub AlternateS:
=) {1 PolyHub AlteinateSt
- 1 Postaltddress
WEBDOC2 {3 ppDSApn prDSARE

{1 ppDS4pp. ppDSApE
1 pRDSClip.pRDSClip
{1 ppDSClp.pRDSClp
{21 ppD5De ppDSDet
{1 ppDSDe ppDSDet
{1 poDSFile.ppDSFie
{1 ppDSFile. ppDSFile.
{1 ppDShowNet ppDS
{1 pRDShowtlet prDS
{1 ppDShowPlay.ppD¢
{1 ppDShowPlay ppD®
7 prD3MetappDSMe
{1 ppDSMeta ppDSMe
{1 ppDS0Ady ppDSDH
7 pD30Adv.ppDS Oy
{1 ppDSPropdy. ppDS
{1 ppDSPropAdy. ppD¢
1 pRD%View ppDSVie
{1 prDSView ppDSVie i
{1 ppifie

{1 PPServer PPServer
{1 PPSever PPServer
{0 Preview Preview
{1 Previen Previen.1
L3 prile

{1 Piinters

{1 PrintSys CoFiterPipe

{1 PintSys CoFiterPipc
Rog Fiism Cod

4 |

|1P Address: 1921681 24 [ Tome: Registy ey 3) [Wehanges: 0 [Wagded: 0 [Woekied: 0 [ Total Unathoized: 0

6. To find the consecutive occurrence of the string searched for, click the Edit menu, select the Find Next
option, or press F3 on your keyboard.

3.12 Generating the Change Report

This option helps in viewing the reports generated by Change Audit based on Snapshots and Policies. Reports
can be viewed based on Snapshots either in a text file or in an Excel file.

To Generate a Change report, follow the steps below:

1. Open the Change Browser.
2. On the System Bar, double-click the system for which you want to generate a change report.
3. Select the Snapshots from the dropdown lists.
4. Click the Reports menu and select the View Reports option or click on the toolbar.
The Change Audit displays the Select Format window.

Yiew Change Report |n:

= Excel [Tab delimited)

Ok I Cancel |

5. Select the Notepad (Text) option to view the report in text format or select the Excel (Tab delimited)
option to view the report in the Excel format.

6. Click OK. The Change Audit generates and displays the change report.
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3.13 Track File Checksum Feature

This feature helps to check if the files are tampered with. By default, Track File Checksum is enabled for the
SYSTEM32 (C:\WINDOWS\system32) folder for all the monitored systems. When this feature is enabled, Change
Audit tracks file checksum for all files and sub-folders associated with the chosen folder, in this case for the
system32 folder.

@ tventliacher  (hange Browser 18] x]
O (= tee Gtew Bwot Ixk e
fo oopn I Cunon view « @rne M O Fowtet Cange ) Ounge Sagont
g e 8 92 y ;‘ >.““ "y 2 ‘ -
ESOWEROOC l’
B wiiood (Fateme T envmwiom [e007e0154i7em T Lot Moded Tne
% 2 Owe V yeemi V201010 16 B AM
WERDOC!
WV Pogen Fie
3 p &
WERDOC2 v
S Compare Details
7 v" ¢ a Assign Change Type
g .: Filter
Filter (All Systems)
Customize Filter
Track File Checksum
I Track File Checksum (All Systems) I
P Addesr Y2181 B *yom Fokw (01 Voarond 2 Viatne 0 Vosent 0 T ot Uradtarond

To view the file checksum, follow the steps below:

Open the Change Browser.

Double-click the system to load.

Select Full View or Change View.

Expand the Drives tree and click system32. The Change Audit displays the sub-folders and the files
associated with the selected folder.

PwnNPR
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{8 EventTracker - Change Browser [_[=]x]
Eile Edit “iew Options Reports Tools Help

%Groups ‘ 2% Change View v| @New Snap | [ ] ‘ @Show Mext Change | [%Change Report| ‘

Compare  [5,11/2010 12:51:09 PM x| vt (810,210 1:5417 PM |
Tracking only selected file types EBDOCTDiriveshC: \WwWIN D OWS bspstern32\CatR oot 24 {F 7R0E EC3-38EE -1101-85E 5-00CO4FC295EE

=) wWEBDOCT File Name | 8411/2010 1251:09 PM | 8410/2010 1:5417 PM___| Last Modified Time
Diives ¥ catdh FITEKE (7348224 Bytes]  F1FE KB [F348224 Byles]  8/11/201012:04:26 PM

ES=wEBDOC

WEBDOCT

E
W Program Files
= WINDOWS
= system32
LEEREE: =W CatRoot2

W 1270081 D-4EF2-
E-i

-4 Registy

| I
|IP Address: 192,166,188 [Tvpe: Folder (4)

WChanged: 1 WAdded: a |VDE\3|E\:I a |TolaIUnautthzed: a

5. Double-click an item in the right pane. The Change Audit displays the Compare Details window with
checksum details.

E Compare details of: WEBDDC1',Drives',C:\ WINDDWS" system32'\CatR oot 2, {F750E6C3-38EE-11D1-85E5-00C04FC... [E3

C:NwINDOW S spstem324CatRoot24{F750E 6C3-38EE-11D1-85E 5-00C04FC295EE Meatdh ;l
r-

Snapshot L abel: 8/11/201092:51:09 Pk 8/10/20101:54:17 PM

Snapshat Time: 8/11/201012:51:09 PM 8/10/2010 1:54:17 PM

Size: 7176 KB [7348224 Butes] 7176 KB (7348224 Bytes)

Creation Time: 11/15/2008 5:50:46 PM 11415/2008 5:50:48 PM

Access Time: 8/11/201012:04:26 P 8/10/2010 1:04:37 PM

Laskfrite Time: 8/11/2010 12:04:26 P 8/10/2010 1:04:37 PM

Wersion: -hiohe- -fiore-

Checksum: 61BB84438E 3FBDEFFE1FE292FO0BEEYDFI2956E4  D944FOFA3ABSE 07EFE434BEBEB 041650660 58917

Attributes:

Archive: Ird v

Compressed: ™ o

Drirectaory: ml o

Encrypted: ™ o

Hidden: I~ o

Offlines ™ o

Read Only: m 1

System: ™ o

Temparary: il ]

3.13.1 Enabling File Checksum Tracking

1. Open the Change Browser.

2. Double-click the system to load.

3. Select Full View or Change View.
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4. Expand the Drives tree and right-click a folder. The Change Audit displays the shortcut menu.
From the shortcut menu, choose Track File Checksum to track file checksum for the local system.

5. Or, choose Track File Checksum (All Systems) to track file checksum for all monitored systems.
3.13.2 Enabling the O/S Audit on Files and Folders

1. Right-click the folder you want to enable auditing.
Example: \\<systemname>\Program Files\Prism Microsystems\Netsurion Open XDR\Cache.

2. From the shortcut menu, choose Properties.
Click the Security tab on the Properties window.

Cache Properties H

Genelall Sharing  Securty |W’eb Shalingl Customizel

€7 CREATOR OWMER
!ﬁ MWETWORK SERYICE
ﬁ Mirrnal [rirmal@T oonz.lacal)

m Pawer Users [ESHWEBDOCYPower Uzers] -
| B

|

Add... | Bemove |
Permizzions for Administrators Aillow Deny
Full Cantral O =
b odify O
Fead & Execute O
Lizt Folder Contents O
Fead O
Wit O
C mmminl Darenissions (o | (] LI

For special permizsions or for advanced settings. 4 dyvanced |
click Advanced. =
Ok I Cancel | Apply |

4. Click Advanced.
5. Click the Auditing tab on the Advanced Security Settings window.
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Advanced Security Settings for Cache EH
Permissions  Auditing |Dwner| Effective Pemissions |

To view more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing enfries:

Type | Narme | Access | Inherited From | Apply To |

Add... Edit... Bemave

Allows inheritable auditing entries from the parent to propagate ta this object and all child objects. Include
these with entries explicitly defined here.

I~ Replace auditing enties on all child obiects with entries shown here that apply to child objects

Learn more about auditing.

0k I Cancel | Apply

6. Click Add. Select User, Computer, or Group window will be displayed.
Select Uset, Computer, or Group EE3

Select this object ype:

IUser, Graup, or Built-in security principal Object Types...

Erom this location:

IT oong.local Locations. ..

Enter the object name to select [examples):

i

LCheck Mames

Advanced.. | [k I Cancel

7. Click Locations, to select the location from where you want to pick users.
Locations

Select the location you want to search.

Location:

ESHWEBDOC
Entire Directom

..
celebrate. test
+- PMPLTEST

priplvista. test

0K I Cancel

4

8. Select the Location from the Locations window and then click OK.

9. Enter the username in the Enter the object name to select field.
Example: ETAdmin

10. Click Check Names. If the username is valid, the user name is displayed in the Enter the object name to
select field. Otherwise, an error message is displayed.
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Select User, Computer, or Group ﬂ

Select this object type:

IUser, Group, or Built-in zecurity principal Object Types... |

From thig location:

IToons. loeal Locations...

Enter the object name to select [examples):
ETAdmin [etadming= T aons.local] LCheck Mames

il

Advanced... | QK | Cancel |

A

Select User, Computer, or Group E

An object (User, Group, or Built-in security principal] with the following name
@ cannot be found: "etadming'. Check the selected object types and locations for

accuracy and engure that you have typed the object name comectly, or remove
this object from the selection.

11. Click OK. The Auditing Entry for Cache window will be displayed as shown below:

Auditing Entry for Cache

Object |

[REE E T4 dmin [etadmint T oons. local]

Apply onto: IThiS folder, subfolders and files j

Access Successful  Failed

| »

Full Cantrol

Traverse Folder / Execute File
Ligt Falder / Read Data

Fead Attributes

Read Extended Attibutes
Create Files / \Write Data
Create Folderz / Append Data
Write Attributes

"Wiike Extended Attributes
Delete Subfolders and Files
Delete

Fead Permizszions

[ PP o PR P

r Apply these auditing enties to objects Clear all |

and/or containers within thiz container only

ok I Cancel |

12. Select Full Control under Successful and Failed. All other check boxes are also selected automatically when

-

lOoO0OoO0OooooOooon
lOO0OO0OoO0OooOooOon

you select the Full Control check box.
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Auditing Entry for Cache

Dbject |
Mame: IETAdmin [etadmind@T oons. local] Lhange... |
Apply onka: IThis folder, subfolders and files LI
Access Successful Failed
Full Cartral =1

Trawverse Folder # Execute File
List Folder # Read Diata

Read Attributes

Fead Extended Attributes
Create Files / wite Data
Create Folders / Append D ata
Wiike Attributes

“wirite Extended Attributes
Delete Subfolders and Files
Delete

[ |

Fead Permissions

u Apply these auditing entries to objects Clear All |

and/or containers within thiz container only

(0] I Cancel I

IIEREEREREERER

Note
You do not need to select the Full Control check box. Select the options as per the requirement.

13. Click OK. The Advanced Security Settings window is displayed with the newly added user.
Advanced Security Settings for Cache [ 2]

Permissions Auditing | Quner | Effective Permissions |

To wiew maore information about special auditing entriss, select an auditing entiy, and then click Edit.

Auditing entries:

Type [ Name | #ccess [_Inherited From | &pply To
Al ETAdmin [etadminia. Full Cantral <ot inherited: Thiz falder, subfald.

Edit Eemove

Allow inheritable auditing entries from the parent to propagate to this object and all child objects. Include
i § e -
these with entries explicitly defined here.

I™ Replace auditing entries on all child objects with entries shown here that apply ta child objects

Learn more about auditing.

akK Cancel Apply

14. Click Apply and then click OK.
15. Click OK on the Properties window.

Note
Similarly, enable auditing for file or registry keys.

3.13.3 Enabling the O/S Audit on the Registry Keys

To enable O/S audit on registry keys, follow the steps below:

1. Open the Registry Editor.
2. Right-click the key that you want to audit.
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3. From the shortcut menu, choose Permissions.

Permissions for Prism Microsystems ﬂ E
Security |

Group or user names:

€7 CREATOR OWNER
ﬁ Power Users [ES:WEBDOCWPower Users]

€37 SvSTEM
TERRIKAI CERVER IICEFR T
1 | B

Add... | Bemove |
Permizzions for Adminigtrators Allaw Deny
Full Cantral O
Read O
Special Permissions O O

For special permissions o for advanced seftings, Advanced |
click Advanced. —
oK I Cancel | Apply |

4. Click Advanced.
5. Click the Auditing tab on the Advanced Security Settings window.

Advanced Security Settings for Prisny Microsystems

Permissions  Auditing I Dwnetl Effective F'ermissionsl

Ta views more information about special auditing entries, select an auditing entry. and then click Edit.

Auditing entries:
Tupe | Mame | Access | Inherited Fram I Apply Ta I

Add... Edit... EBemowve

Allowy inkeritable auditing entries from the parent to propagate to this object and all child objects. Include
v g ; 115 >
these with entries explicitly defined here.

I Replace auditing entries on all child objects with entries shown here that apply bo child objects

Learn more about auditing.

u] I Cancel Apply

6. Add users as explained in the previous section.

3.14 Assign Change Type

This option helps to modify the Change Type a folder/ file/registry key.
To modify the Change Type, follow the steps below:

1. Open the Change Browser.
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2. Select Full View or Change View.
. Expand the File System node or Registry node.
4. Right-click an item (folder/file/registry key) on the left or right pane. The change Audit displays the shortcut
menu.
5. From the shortcut menu, select the Assign Change Type. The Change Audit displays the Assign Change
Type window.

E Assign Change Type

Mode Mame: ESHwWEBDOCADriveshC:\Program FileshMicrozaft SOL ServerttS50 ‘

‘Ahsolute Path: Drives\C:\Program FileshMicrosoft SOL Server\MSSGELIMMSSELAL ‘

I System LI

[~ | Beplace change type o all child objects

Azzign I Lancel

Select a Change Type from the dropdown list.

Select the Apply on all systems check box if you wish to apply the settings to all monitored computers.
Click Assign. The Change Audit refreshes the Change Browser.

Right-click the key that you have modified the Change Type.

L N

{8 Assign Change Type

Hode MName: ES#WEBDOCAD rivessC:\Pragram Files\Microzaft SAL ServerstS50

Abzolute Path: DriveshC:A\Program Files\Microzoft SOL ServersWSSOL 1MWSSOLA

IConfiguration ;l

I~ Eeplace chanage tupe on all child objects

Ligsign I LCancel

10. Load the monitored system.
11. Right-click a key and choose Assign Change Type from the shortcut menu. The Change Audit displays the
confirmation dialog box.
EventTracker - Change Browser ]
This configuration change will be saved lacally,

9
\*J/J To propagate it to the remote system please select [Options | Apply Configuration].
Do wou wank to apply locallyy
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4 Snapshots

Snapshot is a read-only copy of the File System structure, Registry structure, and System configuration.

After successful installation, Change Audit takes a baseline Snapshot. It takes one or more Snapshots
immediately following the baseline Snapshot after a specific time interval. By default, Change Audit
automatically takes Snapshots Daily at 2 A.M. It preserves up to 64 Snapshots for comparison. When the
maximum limit exceeds, Change Audit deletes the earliest one and adds the newest one to the Snapshot pool.

You can modify the Snapshot schedule and the maximum number to preserve through System Configuration
settings. By default, Change Audit preserves the baseline and the latest Snapshots forever. You can also modify
these settings through Edit Snapshot settings.

If you have configured the maximum number as 30 and have chosen to retain all the 30 Snapshots and trying
to take a new Snapshot, in this scenario, Change Audit will not delete any of the earlier Snapshots and will not
attempt to take the new Snapshot.

4.1 Take Snapshots on Demand

This option helps you take new Snapshots of the selected system.
To take Snapshots on demand, follow the steps below:

Open the Change Browser.

On the System Bar, double-click the computer for which you want to take Snapshot. If you try to take
Snapshots in Groups view, Change Audit displays the dialog box asking you to load the system before taking
the Snapshots.

EventTracker - Change Browser |

i Please load a syskem before taking a snap shot,
"“-l) To load a syskem press enter or double click on ik,

Change Audit loads the details of the selected system.

3. Click the Options menu and select the Take Snapshot option or click on the toolbar.
The Snapshot progress will be displayed as shown below.

_ Snapzhot of: ESHWEBDOC
RregistysHKEY_LOCAL MACHINEASOFTWARE \Classesh, .
A}

4. After completion of taking the Snapshot, Change Audit displays the Snapshot Details dialog box.
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{8 Snapshot Details |

Snapshot taken successfully.

Time of snap: 3.1 042010 10:27:18 Ahd

Snap label:

5,1 0/2010 10:27:1 5 Ak

[~ Keep Snap Forever

Start Compare

Field Description

Time of snap Displays the date and time when the Snapshot was taken.

Snap label Displays the name of the Snapshot. You can edit and rename the Snapshot.

Keep Snap Forever Select this check box if you want to preserve the Snapshot forever.

Click this button for the Change Audit to start comparing with the immediate
Start to Compare )
previous Snapshot.

5. Type an appropriate name for the new Snapshot in the Snap label field.

6. Select the Keep Snap Forever checkbox if you want to preserve the Snapshot for future comparison.
7. Click Start Compare.

Change Audit compares the new Snapshot with the immediate previous Snapshot and displays the changes in
the Change Browser.

£ EventTracker - Change Browser

[_[51x]
Flle Edb Yiew Options Reports Tools Help
Gmupsl £4° Change Wiew -‘ Bnew snap ‘ -5} ‘ @ Show Next Changs ‘ =l change Repnrtl ‘
=
= Compare  [5/10,201010:27.18 &M =] with [as 8102010 20048 4M |
ESXWEBDOC
Tracking only selected fils types [ESXwWERDIC
- R ifié

Processor [ Page Size [ windouws Version [ Total Physical Memany [

= 256K 1 4096 Bytes 5.2 Service Pack 2 1023 MB
WEBDOC \
Sl Registy
C-L - W HREY_LOCAL_MACHINE

g HKEY_USERS

WEBDOC2 & HKEY_CURRENT_CONFIG

P Address: 132168124 Type: System Name [ Wchanged [Wdded [Woeleted
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4.2 Edit Snapshots

This option helps you edit the Snapshots.
To edit the Snapshots, follow the steps below:

1. Open the Change Browser.
2. Double-click the computer on the System Bar.
3. Click the Options menu and select the Edit Snapshots option. Change Audit displays the Snap Editor.

Field Description

List of snapshots

for the current Displays the list of Snapshots taken for the selected Computer.
system

Time of snap Displays the date and time when the Snapshot was taken.
Snap label Displays the name of the selected Snapshot.

Change Audit selects this check box for the Snapshots that are configured not to be
deleted. The names of the Snapshots that are marked to keep forever are preceded
by an asterisk mark. Select and clear all the Snapshots, whenever needed.

Keep Snap Forever

Update After making appropriate changes, click this button to update the changes.

Close Click this button to close the Snap Editor.

4. Make appropriate changes and then click Update.
EventTracker - Change Browser B3

Update Successful,

5. Click OK, and then click Close. Change Audit displays the dialog box if the update is done for the remote

system.
EventTracker - Change Browser
i You have edited snapshot details of a remote syskem,
"‘-l) This change needs bo be propagated to the remote syskem,
6. Click OK.

EventTracker - Change Browser B4

-
\ 12 Changes applied successfully.
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4.3 Reinitialize Snapshots

This option helps you delete all the previous Snapshots for the selected Computer. After deleting all the
Snapshots, Change Audit takes a new baseline Snapshot.

To re-initialize Snapshots, follow the steps below:

1. Open the Change Browser.
Double-click the computer on the System Bar.
Click the Options menu and select the Re-initialize Snaps option. The confirmation window will be
displayed as shown below:

EventTracker - Change Browser %]

9 This will delete all previous snaps For this swskem and initialize it with a new baseling snap.
\J/J Do wou wank bo proceed?

4. Click Yes to proceed.

_ Fie-initializing gnap: WEBDOLCZ
.Eiﬁ- Fleaze W ait...

After successfully re-initializing the Snapshots, the success message will be displayed as shown below.

EventTracker - Change Browser E3

-
\ ll) Successfully re-initialized the syskem: WEBDOCZ
"-'.

5. Click OK. Change Audit displays the Change Browser.
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E EventTracker - Change Browser HE R
File Edit View Options Reports Tools Help

% Groups | i22 Full view = | @ Mew Snap | i i) ‘ @ Show Mexk Change | [% Change Repurt| |

=
g& Compare Eazeline Snap | with  Baseline Snap -
ESrwEBDOC L -1 I J
Tracking only selected file types EEDOCZ
E& = Frocessor | Page Size | Windows Yersion | Tatal Physical Memary |
~ EEES 4096 Bytes 5.1 Service Pack 3 591 MB
wWEBDOCT
=]
WEBDOCZ
by
KEY_LOCAL_MACHINE
KEY_USERS
KEY_CURREMT_COMFIG
|\F'Address: 192.168.1.74 |Type: Supstern Mame |—'Changed: "~ WAdded: |vDe\eted: ‘

If Change Audit has deleted all the previous Snapshots including the baseline and has created a new baseline
Snapshot, it compares the Baseline Snapshot with the Baseline Snapshot since no other Snapshots exist.

4.4 Back up the Snapshots

This option helps you to back up the Snapshots.
To back up Snapshots, follow the steps below:

1. Open the Change Browser.
Click the Options menu and select the Backup / Recovery (Snapshots) option. The confirmation message
will be displayed.

3. Click Yes to proceed.

4. Change Audit displays the Backup / Recovery Tool.
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E Backup / Recovery Tool For Snapshot Files E3 |
L abel Diate & Time Path

Backup | Becawer | B emoie | E xit |

Button Description
Backup Back up the Snapshots of the current system.
Recaver Select the backup file from the list and then click to recover the Snapshots.
Remove

Select the backup file from the list and then click to delete the file.

Exit Exit Backup / Recovery Tool.

5. Click Backup and browse the folder.

Browse for Folder 2]
Select your backup Folder.
A sub - directory will be created under this Folder.
= ﬂﬁ' Deskhop
D My Documents
- J vy Compuker
4 3% Flappy (8]
g Local Disk {C:)
LB 4 CD Drive (D2)
--hd My Metwork, Places

64 | Cancel |

6. Select the appropriate folder and then click OK. The Label window will be displayed as shown below
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Label

|
Enter a unique label far this backup:

[Lezz than 30 characters and no special character]

Cancel

7. Type a unique label in the text box and then click OK. After successfully backing up the Snapshots, the
success message will be displayed as shown below:

h_l) Snap files backed up successFully,

8. Click OK. The Backup / Recovery Tool with the backup will be displayed.

{@ Backup / Recovery Tool For Snapshot Files E3
Date & Time

1.

Backup | Becover | Remove | E =it |

9. Click Exit.

4.5 Recover Snapshots

This option helps you recover the Snapshots.
To recover Snapshots, follow the steps below:

1. Open the Change Browser.
2. Click the Options menu and select the Backup / Recovery (Snapshots) option. The confirmation message
will be displayed as shown below.
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EventTracker - Change Browser 1]

\?/ To permit Backup | Restore of snapshot Files the curent system will be closed,

Do you wank to proceed?
5 o |

3. Click Yes to proceed. Change Audit displays the Backup / Recovery Tool.

E Backup / Recovery Tool For Snapshot Files

dre LI h

Backup | Becover | Remove | E xit |

4. Select the file from the list and then click Recover. The Confirm Restore dialog box will be displayed as

shown below:

Comfirm restore |

‘?J’) Are you sure wou wank bo restare backup: WEBDOC 1 SMAPS

5. Click Yes to proceed.

E Restore Status |
— Restare Succeeded Partially
Restore succeeded on:

"WEBDOCT
WEBDOC2

Restore failed on:

6. Click OK.
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7. Click Exit on the Backup / Recovery Tool.

If the recovery is partially successful, then Change Audit displays the Restore Status dialog with the
appropriate message.

E Restore Status
— Restare Succesded Partially
Restore succeeded on:

Restore failed on:

WEBDOC
WEBDOC2

5 Configuration

Administrators can configure any Client through the Change Audit Manager console. This configuration can be
customized for each system or can be global for all systems on the network. The idea is to create a configuration
setting on the server and apply it to any or all Clients.

The following can be configured:

e Time and frequency of the automated Snapshot.

e Filter Drives and Registry Hives. This feature enables the user to filter out track of drives and directories
that are not critical.

o File types to Track. This feature enables the tracking of only specific file types. This feature aims at
performance and efficiency enhancement.

5.1 Global Configuration

This option helps to set the Global Configuration.

The Global Configuration option helps you apply configuration settings to all the monitored computers from a
centralized location.

To set up Global Configuration, follow the steps below:

1. Open the Change Browser.

2. Click the Options menu and select the Global Configuration option. The Global Configuration window will
be displayed as shown below:
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™ Global Configuration *
Change Type ] File Change Type ] Registry Change Type ] Checksum ] Checksum Rules ]
General l File Types ] Monitor Specific Begisty ] tonitor Specific Folder ] Filters ]

Wwiorking Directans  [C:\Program Files [»86)Prism Microsystemstw/ Cidindows

Drata Storage

Dirsctory: |C: “Program Files (#3E1%Prism Microsystemz W CwindowshSnapShots

License Server: [#ME S3eauh |

License Server Port: [14503

Below configuration are moved to 'System Configuration’.
Server Mame, Port Number
SnapShot Rezultz , EventTracker Server Port

(1] LCancel

Field Description

General Change Audit selects this tab by default and displays information about the
Working Directory path, and Data Store directory path.

3. Click the File Types tab.

General

% Global Configuration *

Type Fegisty Change Type ] Checksum ] Checksum Rules ]

Change Type

General M onitor S pecific Registiy ] Monitor 5pecific Folder ] Filters ]
File types:
cpl ock
dil s
drv wid
exe

Add
L Delete

Select to track only these file tppes, unselecting will track all files.

v Track Only Files Of The Above Tupes

v Do NOT consider a file changed if only file attributes are changed

For files with checksum tracking enabled, Do MOT consider a file changed if its checksum has
not changed.

<l

oK LCancel
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Field Description

Click this tab to view the file types being tracked by Change
Audit.

By default, Change Audit tracks the file types listed in the File

File Types Types list. You can add or remove file types for tracking of
your choice from the list.
Change Audit selects the Track Only files by default. Unselect
this checkbox if you want to track all file types.

Track Only Files of The Above Types Unselect this check box if you wish to track all file types.

Do not consider a file changed if only file

Unselect this check box to exclude files if only the attributes
attributes are changed

of those files are changed.

For files with checksum tracking enabled, Unselect this check box to exclude checksum tracking enabled
do not consider a file changed if its files if the checksum has not changed.

checksum has not changed
4. Click Add to add a new file type. Change Audit displays the Include New File Type dialog box.

£8 Include New File Type Ed

Enter a filename extension: ak.

|| Cancel

5. Type the filename extension and then click OK.
£8 Include New File Type Ed

Enter a filename extension: ak.

bt Cancel

6. Change Audit includes the file type and displays the File Types tab.
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7 Global Configuration >

Change Type l File Change Type ] Fegistry Change Type ] Checksum ] Checksum Rules ]

General b onitor S pecific Registy ] tdonitor Specific Folder ] Filters ]
File types:
cpl ocH
dil s
drv é

(=] wid

Add
MEc Delete

Select to rack only these file types, unzelecting will track all files.

[v Track Only Files Of The Above Types

Iv Do MOT consider a file changed if only file attibutes are changed

For fileg with checksum tracking enabled, Do MOT conzider a file changed if itz checkzum has

nat changed.
ok LCancel

7. Todelete a certain file type, select it from the list and then click Delete. Change Audit removes the selected

file type from tracking.
8. Click the Filters tab. Change Audit displays the Filters tab with the preset filter items.

# Global Configuration

Change Tupe ] File Change Type ]

Reqiztiy Change Type

pd

] Check.sum ] Checksum Rules ]

_D_ b4y Download Files
D_ ty Installations
g by buzic

L P H

£

General l File Types ] taonitor Specific Registry ] konitor Specific Folder
M arne | Abzolute Path -
_D_ by Documents Dnves'\$ROOT_DRINVE )My Documents

Drives \$(ROOT_DRIVE)\My Download Files
Drivesh$[ROOT_DRIE] WMy Installstions
Drrivesh$(ROOT_DRMME] My Music

Pt m A EOOTT FIDRC memFil-

Check and click 'Remove' to UnFilter checked nodes.

T filter right click on a folder or registry key in the change browser and select the option.

[Feererer]

ok

Cancel

Field Description
Click this tab to view files, folders, registry hives, and keys filtered by Change
Filters Audit. Select the check box against items in the list and click Remove to exclude

it from the Filters list. To learn more about Filters, refer here.
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9. Select the check box against the item that you wish to remove from the filter list and then click Remove.
Change Audit removes the selected item from the filter list.
10. Click the Change Type tab. Change Audit displays the Change Type tab.

™ Global Configuration .t

] File Types ] bd omitar Specific Beaistry ] Monitor 5 pecific Folder ] Filterz ]
File Change Type ] Registry Change Type ] Checksaum ] Checkzum Rules ]

M ame | Abzolute Path | Change Type | Recursive

Currently nio sublrees are azzigned global change type.
To start tracking right click on a folder in the change browser and select the option.

[Bencrs! |

ok LCancel

Field Description

Authorized: Detected changes that can be matched with an approved change
request.

Unauthorized: Detected changes that cannot be matched to an approved change
request.

Change Type Configuration: Configuration audit helps to track all changes that are made to the
computer configuration or to be able to restore the configuration of that computer
to a known valid restore point.

Business Knowledge: It is the concept in which an enterprise consciously and
comprehensively gathers, organizes, shares, and analyzes its knowledge in terms of
resources, documents, and people skills.

To configure the Change Type

1. Right-click a folder, file, registry hive, or registry key. Change Audit displays the shortcut menu.
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B tvent loacker  Change Buomer
Fie L8 Yo (piors Sepody Jook e
fay oo TP v Preeing J B Fomim Tunge  EE)Trange hagoe

= Comgas 10 1027 18 A w| = [ 3 s =
ESdwiB0OC =

v
WERDOCS i oy prath Untaile
Filter
Filter (Al Systems)

Custornize Filter

P Adde 190 1681 M T Pigmtay Mevs H Worarges & Waases 2d L [ ) | PrV e am—
2. From the shortcut menu, choose Assign Change Type. Change Audit displays the Assign Change Type
window.

assign Change Type E2

Mode Mame: MCLOON \RegisthHKEY_LOCAL_MACHINE

Absolute Path: RegistipsHKEY_LOCAL_MACHINE

IS_l,lstem j

[~ iReplace change type an all child objects

™ Apple on all systems

Azzign I LCancel

Field Description

For the following classification of Change Type, Change Audit considers

all as the System Change Type.

Change Type Unauthorized - *.exe, *.ocx, *.dll, *.sys, *.drv, *.msc, *.cpl, *.vxd
Configuration - *.ini, *.cfg, *.inf, *.nt

Business Knowledge - *.xls, *.doc, *.xIsx, *.docx, *.ppt, *.pptx, *.pdf,
*.pps, *.ppsx, *.dotx, *.dot, *.odt
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Select an appropriate change type from this dropdown list.

Replace the change type on all  Select this checkbox to apply the change type on all child objects.
child objects

Apply on all systems Select this check box to set it as global. i.e. apply the same settings on
all monitored computers.

3. Select the appropriate options and then click Assign. If Apply is selected on all the systems check boxes,
Change Audit displays the confirmation dialog box.

EventTracker - Change Browser Eq

i ¥ou need ko propagate this change ko all managed (EventTracker - Change Audit) systems. ¥ou can do this from
-a._() [Dptions | Apply Configuration | Apply global configuration to all syskems].

4. Click OK to continue. Change Audit applies the change to the local system alone. To apply globally to all
monitored computers, do as advised in the dialog box.

5. Open the Global Configuration window and then click the Change Type tab. Change Audit displays the
objects that have modified Change Type.

# Global Configuration X
General ] File Types ] ronitor 5pecific Registry ] M onitor Specific Folder ] Filters ]
File Change Type ] Fiegistry Change Tupe ] Checksum ] Checksurm Fules ]
Mame | Abzolute Path | Change Type | Fecursive
O MCLOOM\Regist., Registyd HKEY_LOCAL_MACH . Unauthonzed e ’

Currently no zubtrees are assigned global change twpe.
To start tracking right click on a folder in the change browser and gelect the option.

B |

ok Cancel

6. Select an object and then click Remove. Change Audit removes the selected object and propagates the
changes to all systems.

7. Click the File Change Type tab. Change Audit displays the File change Type tab with the preconfigured
FileName strings.
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™ Global Configuration X
General ] File Types ] tonitor Specific Registry l onitor S pecific Folder ] Filters ]
Change Type i File Change Type l Fieqgistry Change Type ] Checksum ] Checksum Fules ]
Path String | Path Operation | FileM arne String | FileM arme Oper... | Change Tyupe |
O *ewe|*ock|*...  Cazelnsensitiv.. Unauthorzed
O *inil *cfgl®inf...  Caze Ingenstiv..  Configuration
O *ulg | *doc|*8l..  Cazelnsensitiv..  Business Knowl..

Check and click ‘Remove' to delete the ule.

Add | |

1] LCancel

Field Description

For the following classification of Change Type, Change Audit considers all as

System Change Type.

File Change Type Unauthorized - *.exe, *.ocx, *.dll, *.sys, *.drv, *.msc, *.cpl, *.vxd
Configuration - *.ini, *.cfg, *.inf, *.nt

Business Knowledge - * .xls, *.doc, *.xlsx, *.docx, *.ppt, *.pptx, *.pdf, *.pps,
* ppsx, *.dotx, *.dot, *.odt

8. Select an item and then click Remove. Change Audit removes the selected item.

5.1.1 Adding/Editing File Change Type

To add/edit File Change Type, follow the steps below:

1. Click Add/Edit to add a new File Name String. Change Audit displays the File Change Type window.
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{2 File Change Type E
[~ Search for matching file patke
File Path String

File Path Operator

I Equal ;I

[~ Search for matching file name

File Mame String

File Mame Operator

I Equal ;I
Change Type
I Suyztem LI

Sawe I Cancel

Field Description

Select this check box. Change Audit enables File Path String
and File Path Operator fields.

Search for a matching file path
File Path String Type the location of the file.

File Path Operator Select an operator from this dropdown list.

Select this check box. Change Audit enables File Name String

Search for a matching file name
'ng and File Name Operator fields.

File Name String Type the name of the file.
File Name Operator Select an operator from this dropdown list.
Change Type Select a change type from this dropdown list.

2. Enter/select the appropriate options.
3. Click Save to save changes. Change Audit displays the following message.

EventTracker - Change Browser

i ou need ko propagate this rule to all managed (EventTracker - Change Audit) swstems, You can do this Fram
'a-_/‘ [Dptions | &pply Configuration | &pply global configuration ko all systems].

4. Click OK and follow the message on the message to propagate the changes to all monitored computers.
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5. Click the Registry Change Type tab. Change Audit displays the Registry Change Type tab.

™ Global Configuration >
aeneral ] File Tppes ] M anitar Specific B egistry ] b anitar Specific Folder ] Filterz ]
Change Type ] File Change Type {  Reqistry Change Type l Checksum ] Checkzum Rules ]
F.ey String | K.ey Operation | Y alue String Y alue Dperation | Data String | Data Operation
£ >
Currently no global rules for extended change type assignment for registry objects.
add | |

ak. LCancel

Field Description

But for the following classification of Change Type, Change Audit considers
all as System Change Type.
Registry Change Type Unauthorized - *.exe, *.ocx, *.dll, *.sys, *.drv, *.msc, *.cpl, *.vxd
Configuration - *.ini, *.cfg, *.inf, *.nt

Business Knowledge - *.xls, *.doc, *.xlsx, *.docx, *.ppt, *.pptx, *.pdf, *.pps,
* ppsx, *.dotx, *.dot, *.odt

6. Click Add/Edit to add the new registry keys or update existing registry keys. Change Audit displays the
Registry Change Type window.
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E Reqgistry Change Type

[~ Search for matching registy key path

Fieqiztry ey Path String

Fieqiztry ey Path Operatar

IEquaI j

[~ Search for matching registy walue name

W alue Name String

Y alue Name Operator

IEquaI j

[~ Search for matching registy data

[rata String
Drata Operator
IEquaI j
Change Type
ISyslem j
Save I LCancel
Field Description

Select this check box. Change Audit enables Registry Key Path

Search for a matching registry key path
INg registry key p String and Registry Key Path Operator fields.
Registry Key Path String Select an operator from this dropdown list.

Select this check box. Change Audit enables Value Name

Search for matching registry value name
g registry String and Value Name Operator fields.

Value Name String Type the key value.

Value Name Operator Select an operator from this dropdown list.

Search for matching registry data Select this check box. Change Audit enables Data String and

Data Operator fields.

Data String Type the data string.
Data Operator Select an operator from this dropdown list.
Change Type Select a change type from this dropdown list.

7. Enter/select appropriate options.
8. Click Save to save changes. Change Audit displays the message as shown below:
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EventTracker - Change Browser Ei

i You need ko propagate this rule ko all managed (EventTracker - Change Audit) syskems. You can dao this From
Sy [Dptions | Apphy Configuration | Apply global configuration to all systems].

9. Click OK and propagate the changes to all the monitored systems. Change Audit displays the confirmation

dialog box.

EventTracker - Change Browser

<9 You have changed the enterprise wide configuration,
‘:/ Do wou wank to save and apply to all systems?

10. Click Yes to apply to all the systems. Change Audit applies the settings and displays the Configuration Status

window.
®

% Global Configuration

Manitor 5pecific Folder Filters ]

] Monitor Specific Registry

General ] File Types
Change Type ] File Change Type ] Fieqiztry Change Type Checksum Rules ]
Mare | Abzolute Path
[ system32 Dirivesh$[STYST..

Check and click 'Remove' to delete the e,
To start bracking right click on a folder in the change browser and zelect the option.

[Eeen |

Ok LCancel
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5.1.2 Configuring the Change Type

1. Right-click the folder or file. Change Audit displays the shortcut menu.

W tvent Teacker - (harupe trowses Wrio
Fie 08 Vew Cgtore Smports Tosk el

Fgoven WM v e Dt BB G Dowtet Gage S 0wrge Sroot

- el

= G A5 2175 28 2 A 0 (i 5207305 2 %95 A -
Junu:ﬂ zeatil o —‘]"‘ e =l
B [Tt [ %6 Satioos 2 e n A [hd Sarams s mm Lot Modind Toee ]
o e - PECYOLE N VX8
>4 %6 ¢ backug ST /2X0% % 14 8 PY
. - dSeduy
A Compare Details
g Assign Change Type
Filter
Filter (All Systems)
Customize Filter
Track File Checksum
[ Track File Checksum (All Systems) l
T‘.’ s - SUGEEK FD LRS00 Byte SUEREK P R EOS0PE00 Byt
P Addens TR AR T Type Do M} Virwges © Whsses 0 Wirvewd 0 1 ol Unanshonced 0
Dinat| & e @8l Iy IsTw s = mom |

2. From the shortcut menu, choose Track File Checksum (All Systems). Change Audit displays a dialog box as
shown below:

EventTracker - Change Browser E=

% File Checksum tracking For this Folder will be applied to all managed
|l (EwentTracker - Change Audit) systems in the enterprise, To
" propagate this setting ko all systems, please selsck [Options |
Apply Configuration | Apply global configuration to all syskems],

D waou want to keep this setting?

3. Click Yes to apply the configuration.
4. Inthe checksum tab, select the system by selecting the checkbox.

© Copyright Netsurion. All Rights Reserved. 77



Netsurion.

™ Global Configuration >
General ] File Types ] Monitor Specific Registry Moritor Specific Folder ] Filters ]
Change Tupe ] File Change Tupe ] Regizstry Change Type i Checkzum Rules ]
REN | Abzolute Path |
[ system3z Drnvesh (55T .
Dm oA
Check and click 'Remove' to delete the nle.
To start tracking right click on a folder in the change browser and zelect the option.
ok Cancel
5. Toremove it, click the Remove button.
5.1.3 Checksum Rules tab
1. The Checksum tracking is enabled by default for all the executable files (*.exe, *.dll, etc.).
™ Global Configuration *
General ] File Types ] tonitor Specific Registry ] Manitor Specific Folder ] Filters ]
Change Type ] File Change Tvpe l Fegiztry Change Type ] Checkzum Lhecksum Bules
Path Sting | Path Operation | FileM arne String | FileMarne Oper... |
O “ene| ook *... Cazelnzengtiv..

Check and click 'Remove’ to delete the rule.

Cancel

2. Click the Add button and the Checksum configuration page displays.
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£8 Checksum Configuration E3 l

[~ Search for matching file path
File Fath String

File Fath Dperator

IEquaI j

[~ Search for matching file name

File M ame String

File Mame Operator

IEquaI j

Save i LCancel

3. Enter the configuration details and click the Save button.
Similarly, for editing,
4. Click the Edit button and make changes to the existing configuration.

f8 Checksum Configuration |

[~ Search far matching file path
File Path String

File Path Operatar

IEquaI j

W Search far matching fle name

File Mame String

I“.e:-:e | “ocw [ *dl |z | *.dre | ®mec | % cpl | % wsd
File Mame Operatar
I Caze Inzenzitive Wildcard j

LCancel |

5. After making the changes, click the Save button.

5.2 Apply Global Configuration

This option helps you to apply the Global Configuration to all the monitored systems.
To apply Global Configuration, follow the steps below:

1. Open the Change Browser.
2. Click the Options menu and select the Apply Configuration option.
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If the selected Computer is a local system, then Change Audit displays the Select Configuration window
with the option to apply global configuration alone.

{8 select Configuration Eq

" Hopl global confiquration to all systems
£ Lpply systemn configuration to cUment sustem
" &pply svstem configuration to selective systems

— Merge Configuration Ophions

= [yvenaite

Ovenarnite will remove the selected configuration section(s] completely
and add the configuration section(z] from the loaded configuration,

" Merge

kerge will HOT remove the selected configuration section(z)
completely and add the configuration zection(z] fram the loaded
configuration.

— Configuration Selection

[ Filters I~ File Change Type

[~ Chanage Type [~ | Begisty ChangeType
[T Checksum [~ Checksum Bules

[~ Server [~ Ewent Configuration

— Syztem Selection

! [~

22

<4

S[EEIH

ok LCancel |

If the selected Computer is a remote system, then Change Audit displays the Select Configuration
window with an additional option.
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i % Select Configuration ﬂ

f+ pply alobal confiquration to all systems
(" Apply spstem configuration to current system
(" Apply spstem configuration to selective systems

Merge Configuration Optionz
-

Owenarite will remove the selected configuration section(z] completely
and add the configuration section(z) from the loaded configuration.

~

Merge will HOT remove the selected configuration zection(z)
completely and add the configuration section(z] from the loaded
configuration.

Configuration Selection
-
-
-
-

B B (=1 5

Syztem Selection

| =]

ElEIEE

k. LCancel

3. Select the Apply global configuration to all systems option and then click OK. If you select the Apply
system configuration to the current system option, then Change Audit is applied to the system
configuration to the current system.

4. Apply system configuration to selected systems allows the user to apply the selected configuration on a
group of systems. The ‘Merge Configuration Options' allows the user to overwrite the existing
configuration or merge a new configuration with existing configurations. In the ‘Configuration Selections'
pane, select different sections to be applied to the systems. The system Selection group provides system
groups and a system list that the user can select and apply the configuration.

Change Audit applies the global configuration to all the monitored systems.
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5.3 System Configuration

This option helps you set the System Configuration.

System Configuration is exclusive to the selected system. You can configure automated Snapshot time, Snapshot
limit, and Filters through system configuration. You can also apply the Snapshot time and Snapshot limit for a
specific system to all the monitored systems.

Once the filter is set either through System Configuration or Global Configuration, Change Audit will not
consider the filtered items for Snapshots.

To set up System Configuration, follow the steps below:

Open the Browser Console.
On the System Bar, double-click the computer for which you want to set the configuration. Change Audit
loads the system details.

3. Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.

™

Change Type ] File Change Type ] Registry Change Type ] Chechksum Checksum Rules ]
Systemn Configuration l Filters ] Wanitor 5 pecific Fegisty ] Manitar Specific Folder(s) ]

Schedule Snapzhot

Stat Time: gz | @ [go = Frequency: Doaily - | SnapshotLimit: [og -

[~ Apply configuration to all systems

Server Infarmation

[ Send snapshot to manager.

Server. [NTPLDTELR1E2
Part: 14502

Event Configuration

Snapshaot Results: (+ Loginto local event log
" Send directly to EventTracker as Traps

EventTracker Server: |-|2;f_g_u_1 Part: |14505

oK LCancel
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Field Description

System Configuration

By default, Change Audit selects 2 A.M. You can modify the time by
Start Time selecting from the dropdown list.

By default, Change Audit selects Daily as the frequency. You can
Frequency modify the frequency by selecting from the dropdown list.

Snapshot Limit By default, Change Audit selects the maximum limit as 30. You can
modify this limit by selecting from the dropdown list.

Apply configuration to all
s F;Ft,eLs & Select this checkbox and then click OK to propagate the Snapshot
v automation settings to all the systems in your enterprise.
Select this checkbox to take a backup of a snapshot on a manager
Send Snapshot to manager system.
Provide the server’s name on which backup of snapshots should be
Server taken.

Change Audit client logs the Snapshot Results as events with the
source set to “Change Audit’ to local log (Windows Application logs)

Snapshot Result or forward Snapshot Results as Traps to Netsurion Open XDR with
source set to “Change Audit’.

Select this option if

1. Netsurion Open XDR Manager and Change Audit are installed on
different systems. Netsurion Open XDR Manager can fetch those
events through Agent-less monitoring available in Netsurion Open
XDR System Manager.

2. Netsurion Open XDR Agent and Change Audit are installed on the
Log into the local event log same system.

3. You need guaranteed delivery of events. The transport mode can be
set to TCP via Netsurion Open XDR Agent.

4. You need permanent entries in the event log.

5. You wish to make Change Audit events available to third-party
tools.
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Select this option if Change Audit and Netsurion Open XDR Manager
are installed on the same system. Delivery of Traps is not guaranteed

since the transport mode is UDP.

Send directly to Netsurion Open
XDR as Traps Type the IP address of the Netsurion Open XDR Server.

Type the port number if you wish to send Traps through a different
port.

5.3.1 Apply System Configuration — Local System

This option helps you apply Snapshot and Filter settings to the current system.
To apply System Configuration to the current system, follow the steps below:

1. Open the Change Browser.
On the System Bar, double-click the local computer.
Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.

4. Make appropriate changes under relevant tabs, for example, modify the Snapshot Automation settings
and then click OK. Change Audit applies the changes and displays the Change Audit dialog box.

EventTracker - Change Browser | x|

\ ll) Configuration settings applied successfully,
-

5. Click OK.

5.3.2 Apply System Configuration — Remote Systems

This option helps to apply Snapshot and Filter settings to remote systems.
To apply System Configuration to remote systems, follow the steps below:

1. Open the Change Browser.

2. On the System Bar, double-click the remote computer for which you want to apply the configuration.

3. Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.
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™ System Configuration - NTPLOTBLR163

Reqistry Change Type l Checksum

Manitar Specific Registry ]

File Change Type l
Filters ]

Change Type ]
Syztemn Configuration

Schedule Snapshot

Stat Time: gz =| © [gg « Frequency: D aily w| Shapshotlimit (g4

[ Apply configuration to all systems

Server Information
[v Send znapshat to manager.

[NTPLDTELR1E3
14502

Serven

Part:

Event Configuration

Snapshat Results: {* Log into local event log

(™ Send directly to EventTracker az Trapz

Checksum Rules ]
tonitor Specific Foldar(g] ]

EventTracker Server: |-| 27.0.0.1 Part: |1 AR05

*

ok LCancel

4. Modify the Snapshot Automation settings and then click OK.

™ Systern Configuration - NTPLDTELR163

Change Type ] Regiztry Change Type l Checksum

File Change Type ]
Syztem Configuration :

Filters ]

Manitor Specific Regiztry ]

Schedule Snapshot

Maritor Specific Falder(s) ]

*

Checkzum Rules ]

Start Time: m : Iﬁ

Frequency: |Dai|_l,l

jISnapsth Limit; |E4ﬂ I

[ Apply configuration to all systems

Server |nformation

v Send snapzhat to manager.

Server: |[NTPLDTBLR1E3

Fort: 14502

Ewent Configuration

Shapshot Results: f* Loginto local event log

" Send directly to EventTracker az Traps

EventTracker Server, ‘12?_|:|_|:|_1 Part: ‘145|:|5

0K

U LCancel

Change Audit displays the dialog box as shown below:
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EventTracker - Change Browser B

<9 You have changed the configuration of a remote syskem,
\/ Do vou want ko apply the changes?

s

5. Click Yes to proceed. Change Audit applies changes to the selected computer.

5.3.3 Apply System Configuration — All Systems

This option helps you apply Snapshot settings to all systems.
To apply System Configuration to all systems, follow the steps below:

1. Open the Change Browser.
Double-click a computer on the System Bar.
Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.

4. Modify the Snapshot Automation settings.

5. Select the Apply configuration to all systems checkbox. Change Audit displays the following dialog box.

EventTracker - Change Browser Ed |

L]
\ 11) The above settings will be applied ko all systems,
.‘-'.

6. Click OK.
7. Click OK on the System Configuration window. Change Audit displays the Configuration Status window.

{8 Configuration Status |

—apply Configuration Succesded
Configuration changes were succezsfully applied to:
R WERDOD
WEBDOCT
WEBDOCZ

Configuration changes could not be applied to:

8. Click OK.
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5.4 Search the Change Events (Netsurion Open XDR Search Interface)

5.4.1 Option to Log/ Forward Snapshot Results to Netsurion Open XDR

You can configure Change Audit Manager to automatically log Snapshot results as Change Audit events locally
(Windows Application logs) or directly forward those events as Traps to Netsurion Open XDR.

1. Open the Change Browser.
2. Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.

™ Systern Configuration - NTPLDTBLR163 *
Change Type ] File Change Type ] Fegistry Change Type ] Checksum Checksum Rules ]
Systern Configuration | Filters ] Monitor Specific Registy ] Monitor Specific Folder(z] ]

Schedule Snapshot

Stat Time: (g2 »| @ (oo = Frequency: Daily ~| SnapshotLimit: g4 «

[ Apply configuration to all systems

Server Information

v Send snapshot to manager.

Server: |NTPLDTELR163
Port: 14502

Ewent Configuration

Snapshot Results: * Loginto local event log
" Send directly to EventTracker as Traps

EventTracker Server |12?_g_g_1 Part: |14505

Ok LCancel

System Configuialion | Fitess | Change Type | File Change Type | Rlegictiy Changs Typs | Checksum | Checksum Rlules |
Automation
Stﬂt'iﬂlﬂ 1 ’ﬂ Frequency: m Snapshot Lira: Iﬂ
[ Apply configuration to all spsteris

Servet Information

[ Send snapshot to manager,

Server: [ESwEBDOC
Plait: 14502
1~ Ewent Configuration

Snapshot Results: " Loginiolocaleventlog
+ Send diectly to EventTracker as Traps

EventTracker Server: [12?.0.&1 F'M:|u5t|5

oK Canicel
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Field Description

Snapshot Results: Change Audit client logs the Snapshot Results as events with source set to “Change
Audit’ to local log (Windows Application logs) or forward Snapshot Results as Traps to Netsurion Open XDR
with source set to “Change Audit’.

Select this option if

1. Netsurion Open XDR Manager and Change Audit are
installed on different systems. Netsurion Open XDR Manager
can fetch those events through Agent-less monitoring
available in Netsurion Open XDR System Manager.

2. Netsurion Open XDR Agent and Change Audit are installed
on the same system.

Log into the local event log

3. You need guaranteed delivery of events. The transport
mode can be set to TCP via Netsurion Open XDR Agent.

4. You need permanent entries in the event log.

5. You wish to make Change Audit events available to third-
party tools.

Select this option if Change Audit and Netsurion Open XDR
Manager are installed on the same system. Delivery of Traps is

Send directly to Netsurion Open XDR as not guaranteed since the transport mode is UDP.

Traps

3. Select the Log into the local event log option to log snapshot results into the Application log.
4. Open the Event Viewer to view Change Audit events.
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File Action View Help

-+ @@ ERER

ﬂ Event Viewer (Local)

) application = =l
3| Security Date Time: Source Category Event User Computer N, |
3| System 8{10/2010 2:06:54 PM  EventTracker Disk 3279 nirmal WEBDOC1
4| Internet Explorer 8/10j2010 2:06:51 PM  EventTracker Disk 3279 nirmal WEBDOC1

8/10/2010 2:06:48 PM  EventTracker Disk 3279 nirmal WEBDOC1
anformation 8/10§2010 2:06:46 PM  EventTracker Disk 3279 nirmal WEBDOC1
li)lnformation 8/10§2010 2:06:44 PM  EventTracker Disk 3279 nirmal WEBDOC1
@mformation 8/10/2010 2:06:41 PM  EventTracker Disk 3279 nirmal WEBDOC1

8/10§2010 EventTracker Disk 3279 nirmal WEBDOC1

8{10/2010 EventTracker Mone 3413 SYSTEM WEBDOC1

8/10{2010 EventTracker MNone 3412 SYSTEM WEBDOC1

EventTracker WEBDOC1

8/10/2010 EventTracker Mone SYSTEM WEBDOC1

8/10{2010 EventTracker MNone 3405 SYSTEM WEBDOC1

8/10/2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 EventTracker MNone 3405 SYSTEM WEBDOC1

8/10{2010 EventTracker None 3404 SYSTEM WEBDOC1

8/10f2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10/2010 EventTracker Mone 3404 SYSTEM WEBDOC1

8/10{2010 EventTracker Mone 3404 SYSTEM WEBDOC1

§/10{2010 EventTracker MNone 3404 SYSTEM WEBDOC1

8/10j2010 EventTracker Mone 3405 SYSTEM WEBDOC1
8/10f2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8{10{2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 EventTracker MNone 3405 SYSTEM WEBDOC1

8{10/2010 EventTracker None 3405 SYSTEM WEBDOC1

8/10/2010 2:04:00PM  EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 2:04:00PM  EventTracker MNone 3405 SYSTEM WEBDOC1

8f10/2010 2:04:00PM  EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 2:04:00PM  EventTracker MNone 3405 SYSTEM WEBDOC1

8/10§2010 EventTracker MNone 3405 SYSTEM WEBDOC1

8/10j2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10/2010 EventTracker Mone 3405 SYSTEM WEBDOC1

8/10{2010 EventTracker Mone 3405 SYSTEM WEBDOC1 B

5. Double-click an event in the right pane to view event properties.

Event Properties

Ewent
Drate: Source:  EwentTracker
Tirne: 20400 PM  Category: Mone
Type: Infarmation  Ewvent [D: 3407
Uszer: MT AUTHORITY%S S TERM

Computer: WwWEBDOC

Dezcription:

| lel

Total registiy changes between snapshots taken on 8/10/2010
2:04:55 &M and BA10/20010 1:54:17 PM: 53

Keps Added: 4

K.epsz Modified: 49

Feyz Deleted: O

Authorized: 0

Unauthorized: 0

Configuration: 0

System: 53 w

I Ok l[ Cancel ]

6. Select the Send directly to Netsurion Open XDR as Traps option and take new snapshots of the monitored
computers. Change Audit forwards the snapshot results to Netsurion Open XDR.
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5.5 Generating Reports against Change Audit Category

Log in to Netsurion Open XDR.

Click the Tools dropdown list at the right-upper corner and select the Alphabetical Reports option.
Click “C” in the alphabetical list.

Select Change Audit Category. Example: Change Audit: Summary of registry changes.

Select a Report Type, for example, On Demand.

Click Next. Netsurion Open XDR displays the Reports Wizard.

Select the systems.

Select the report generation interval.

L 0N R WN R

Select the report options.

=
o

. Set Refine and Filter criteria.

[y
[N

. Type the Title, Description, Header, and Footer.

[E
N

. Crosscheck the Report cost details.

[EEN
w

. Crosscheck the Report details and then click Generate Report.

6 Filters

Filters are configured to avoid Change Audit taking snapshots of frequently changing non-critical directories
(such as the browser cache, temp directories) or registry entries. By default, Change Audit uses its knowledge
base to filter out non-critical directories and registry entries. You can modify and customize these default filters.
In addition to global filters, you can add and remove local filters.

6.1 Normal Filters

Adding a normal filter does not remove the filtered node from the snapshots i.e. the changes detected so far
are retained; it only stops monitoring any changes in the object from the time it is filtered. When we declare a
normal filter, it means we do not want to monitor any future changes to the filtered object, until we un-filter it
again. Adding a normal filter does not delete the change history of the filtered object, it only stops monitoring
any new changes to the filtered object. When the filtered object is unfiltered again, then the change list of this
object contains the changes that were detected before it was filtered, and the changes detected since it has
been unfiltered.

6.2 Customized Filters

When we declare a customized filter, it means we do not want to monitor any changes to the object, and we
do not want to retain any previous changes detected to the object also.
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6.3 Difference between Customized Filters and Normal Filters

Normal Filter

This can be applied at both the levels system

level as well as global level.

This can only be added when the complete path

of a file or registry system object is known.

Adding a normal filter does not remove the

filtered node from the snapshots i.e. the

changes detected so far are retained; it only

stops monitoring any changes in the object
from the time it is filtered.

The change history of the filtered object is
retained.

When the object is unfiltered again, because

the change history is retained, the object is
reported as modified.

Adding a normal filter does not decrease the

size of the snapshot file.

6.3.1 Demonstration

Customized Filter

This can only be added at the global level.

This can be added even if a substring within the path of
the file or registry system is known.

When we declare a customized filter, it means we do
not want to monitor any changes to the object and we
do not want to retain any previous changes detected to
the object also.

The change history of the filtered object is NOT
retained.

When the object is unfiltered again, because change
history is not available, the object is reported as added.

Adding a customized filter may decrease the size of the
snapshot file.

1. Add a normal filter to filter the file “E:\WCWDB\ESXWIN2k832VM4\wcw.ini’.
2. Add a customized filter to filter the file “E:\WCWDB\PNPLDEV6\wcw.ini’.

Note
Both the files are currently being monitored.

The following screenshots display the properties of 2 files “E:\WCWDB\PNPLDEV6\wcw.ini’ and
“E:\WCWDB\ESXWIN2k832VM4\wcw.ini’ before adding the filters.

Current Snapshot: 2010-01-06T02:01:48
Previous Snapshot: 2010-01-05T02:02:20
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4= Compare details of: PNPLDEVS\Drives\E:\WCWDB\PNPLDEVE\ Wow.inl x|

E\WDWDB\PNPLDEVE\Wew. i | <]
]

Snapshot Labet AS: Wed Jan 06 02:01.48 2010 AS: Tue Jan 05 02:02:20 2010

Snapshot Time ‘Wed Jan 06 02 01:48 2010 Tue Jan 05020220 2010

Size 2 KB (1195 Bytes) 2KB (1195 Bytes)

Crastion Time: 121572008 (21:7:41) 12/15/2008 (21:7:41)

Access Time 1/6/2010(21:27) 1/5/2010 (21:30)

Last Wiite Time: 1/6/2010 [21.27) 1/5/2010 (2:1:30)

Versior none- ‘none:

Checksum: -not triacked- -not track

Attrbutes:

Archive: v 2

Compessed B »

Directoty. ~ r

Enciypted r "

Hidden - u

Offine: r~ r~

Read Only: = =

System: r r_

Tempotaty. ™ -

4= Compare details of: PNPLDEVS\Drives\E:\WCWDB\| x|

E\WOWDB\ESKWINZKBIZVM4\Wew, ini =

Snapshot Labet AS: Wed Jan 06 02:01:48 2010 AS: TueJan 05 02:02.20 2010

Snapshot Time Wed Jan 06 02.01:48 2010 Tue Jan 05 020220 2010

Size: 2KB (638 Bytes) 2 KB (698 Byles)

Creation Time 12/15/2008 (21:12.18) 12/15/2009 (21:1218]

Access Time: 1/6/2010 {25:38) 152010 2511)

Last Wiite Time 1/6/2010 (25:38) 1/5/2000(2511)

Versor none- ‘none:

Checksum: -not kacked- -not rack

Attubutes:

Archive: v "

Compressed » o

Directony. = =

Encrypted L u

Hidden B o

Offine: - r

Read Only: = r

System r »

Temporary ) E

The following screenshots display the properties (concerning baseline snapshot) of 2 files
E:\WCWDB\PNPLDEV6\wcw.in” and “E:\WCWDB\ESXWIN2k832VM4\wcw.ini” before adding the filters.

Current Snapshot: 2010-01-06T02:01:48

Baseline Snapshot: 2009-12-24T02:04:42
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42 Compare details of: PNPLDEVS\ Drives\ E:\WCWDB\PNPLDEVE\ Wow.ini x|
£ \WOWDEB\PNPLDEVE\Wew. i =
=]
Snapshot Labet AS. VWedJan 06 02:01:48 2010 AS. ThuDec 24 02.04:42 2009
Snapshot Time: Wed Jan 06 02 01:48 2010 Thw Dec 24 02.04:42 2009
Size 2 KB (1195 Bytes) 2 KB (1195 Byres)
Creation Time 121572008 (21:7:41) 12/15/2008 [21:7:41)
Access Time: 1/6/2010 (21:27) 12/724/2009 (24:12)
Last \Wiite Timne 1/672010 (21:27) 12/24/2008 (24:12)
Versor mnone- none:
Checksum: -not triacked- -not track
Attnbutes:
Archive: v I~
Compuessed: = -
Directony r -
Encrypted - I
Hidden ) j |
Offine: i -
Read Only: - =
System: - -
Tempotary = =
+= Compare details of: PNPLDEVE\Drives\E:\WCWDB\ESXWINZKS32VM4\ Wowink x|
E\WOWDBNESIOWINZKBIZVMA\Wew ini ;]
B2
Snapshot Labet AS Wed Jan 06 02.01:48 2010 AS: ThuDec 24 02.04:42 2009
Snapshot Time: ‘WedJan 06 0201:48 2010 Thw Dec 24 02:04:42 2003
Size 2 KB (698 Bytes) 2 KB (697 Bytes)
Crestion Time 12/15/2008 (21.12:.18) 1271572008 (21:12:18)
Access Time 1/6/2010 (25:38) 12/724/2009 (22411)
Last Wiite Time 1/6/72010 (25:38) 12/23/72003 (23 4:38)
Verson none- none:
Checksum: -not tracked- -not track
Attnbutes:
Apchive: v v
Comguessed = -
Directony ) i
Encrypted ™ ‘-
Hudden L3 -
Offine: = -
Read Only: - =
System: - -
Tempotary = =

3. Add a customized filter to the folder “wcwdb\pnpldev6’.
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‘E Customizing filters fFor files

Filter Wame

O .er

O .tmp

D |,.-.,||::|,.-.,||:|t|'-.,pnplde-,-'i . -
] o

Existing Filters. Check and click 'Remave’ ta UnFilter
checked miles. Remove

Enter the file/folder name to filter it IF all the "exe’ files has to be fitered out enter
‘exe’ and then click Add' buttan. IF all the temp’ folders has to be filtered out enter
‘ternp' and then click ‘add’ button, [F directones haz to be filtered out then enter
foldersub_folder name e.q. temphinstaller will filter aut all the files in
wowtemphingtallen, etwtemphinstaller, windowstemphinstaller, ete.

Add File or Folder to Filter.

4. Add a normal filter to filter the folder “E:\WCWDB\ESXWIN2k832VM4Y'.
X

™ Systern Configuration - NTPLDTBLR163
] Checksum ] Checksum Rules ]

Registry Change Type
] Fonitor S pecific Folder(z) ]

Change Type ] File Change Type ]
; Fonitor S pecific Registy

System Configuration

Abzolube Path

Check and click ‘Remaove’ ta UnFilker checked nodes.
To filter right click on a folder or registiy key in the change browser and select the option.

RCE

k. LCancel

Make changes to the two files and take a new snapshot after adding the two filters.

Neither of the files is reported as changed.

The folder “E:\WCWDB\ESXWIN2K832VM4' is displayed as filtered, while the folder
“E:\WCWDB\PNPLDEV®' is not at all displayed because it has been completely removed from snapshots.
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6. Remove both the filters and take a new snapshot.

The following screenshots display the properties of both files after taking the snapshot without the
filters.

Note

The file “E:\WCWDB\PNPLDEV6\wcw.ini’ is displayed in green color which means it is reported as a
new file added to the snapshot because no change history for this file is available.

The file “E:\WCWDB\ESXWIN2k832VM4\wcw.ini’ is reported in blue color which means it is modified.
Current Snapshot: 2010-01-06T16:56:12

Previous Snapshot: 2010-01-06T15:40:48
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42 Compare details of: PNPLDEVE\Drives\E:\WCWDB\PNPLDEVS\ Wew.ini x|

E:\WCWDB\PNPLDEVE\Wew, s =
b

Snapshot L AS: Wed Jan 06 16:56.12 2010 AS: WedJan 06 1540 48 2010

Snapshot Time: WedJan 06 16:56:12 2010 Wed Jan 06 15:40:48 2010

Size 2 KB (1195 Byles) + Not Present -

Creation Time 12/15/2009 (21:7:47) -Not Present -

Access Time 17672010 (16:56:6) + Not Present -

Last Wiite Time 1/6/2010(16.56.6) -Not Present -

Version none- + Not Present -

Checksum -hot tiacked- -Not Present -

Attributes:

Archeve: v E

Compressed: F=) '

Directoy -] r

Enciypted - 7

Hidden 1] =

Offine: = 1

Read Only. = J=

System: ) R

Tempotary. = )=

4= Compare details of: PNPLDEVES\Drives\E:\WCWDB\ESXWINZKS32YM4\ Wow.dni x|

E \WOWDB\ESHKWINZKE3ZVMA\Wew ini _-j
Snapshot Labst AS: Wed Jan 06 165612 2010 AS: WedJan 06 154048 2010
Snapshot Time Wed Jan 06 16:56:12 2010 Wed Jan 06 15:40:48 2010
Sze 2 KB (B35 Bytes) 2 KB (698 Bytes)
Creation Time 12/15/2008 {21:12:18) 121572009 (21:12.18)
Access Time 1/6/2010 [16:44:46) 1/6/2010 {2:5.38)

Last Wiite Time 162010 1357:17) 1/6/2010 [2:5.38]
Verswon none- none:

Checksum: -not hacked- -not rack

Attubutes:

Archeve: v v

Compressed = ]

Directony. = B

Encrypted - n

Hidden B |

Oifine: [ m

Read Only: [ m

System B »

Temporary: B -~

The following screenshots display the properties (concerning baseline snapshot) of 2 files
“E:\WCWDB\PNPLDEV6\wcw.in’ and “E:\WCWDB\ESXWIN2k832VM4\wcw.ini’ after removing both the filters.
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Note
There is no information available for file “E:\WCWDB\PNPLDEV6\wcw.ini’ in the baseline snapshot.
Current Snapshot: 2010-01-06T16:56:12

Baseline Snapshot: 2009-12-24T02:04:42

x|
£ \WOWODB\PNPLDEVE\Wow i =
=]
Snapshot Labst AS: Wed Jan 06 16:56.12 2010 AS: Thu Dec 24 02.04:42 2009
Snapshot Time: WedJan 06 16:56:12 2010 Thu Dec 24 02.04:42 2009
Size: 2 KB (1195 Bytes) - Not Present -
Creation Time 12/15/2009 (21:7:41) -Not Present -
Access Time 1/6/2010 (16:56:6) + Not Prasent -
Last Wiite Time 1/6/2010(16:566) ~Not Present -
Version ‘none- - Not Present -
Checksum: -not kiacked- -Not Presant -
Attibutes:
Archive: v ic
Compressed m =
Directony. = i=
Encrypted L 2
Hidden . r
Offine: ™ r
Read Only: I r
System r r
Tempotaty: B =

x|
E\WOWDB\ESHWINZKBIZVM4\Wew ini =
=]
Snapshot Labet AS: ed Jan 06 16:56:12 2010 AS: Thu Dec 24 02.04.42 2009
Snapshot Time WedJan 06 16:56:12 2010 Thu Dec 24 02:04:42 2003
Size 2KB (B35 Bytes) 2 KB (697 Bytes)
Creation Time 12/15/2008 {21:12:18) 12/15/2009 (21:12.18)
Access Time: 1/6/2010 [16:44:46] 12/24/2008 (2411)
Last Wiite Time 1/6/2010 1357:17) 12/23/2008 (23:4:38)
Versiort none- none:
Checksum: -not tracked- -not iacked-
Attnbutes:
Archive: v v
Compressed B |
Directory r~ r
Encrypted m n
Hidden B ) |
Oifine: r' m
Read Only: o 5
System r m
Tempotaty B r
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6.3.2 Customize Filters

This option helps you customize the filters.

To customize filters, follow the steps below:

Open the Change Browser.

Double-click any system on the System Bar.

Click the Options menu and select the Customize Filter option. Or, Expand the Drives or Registry trees.
Right-click any item.

Change Audit displays the shortcut menu. From the shortcut menu, choose Customize Filter. Change Audit
displays the Customizing filters for the files window.

Customizing filters for files E3 |

Exizting Filkerz. Check and click 'Remove’ to LinFilker
checked rules. Remove

Enter the filefolder name ta filker it 1f all the 'exe’ filez has to be filkered out enter
‘ewe’ and then click 'add’ button, [F all the temp’ folders has to be filkered out enter
‘temp’ and then click ‘Add' button. |F directonies hasz to be filkered out then enter
folderhzub_folder name e.q. temptinstaller’ will filker out all the files in
wowtemphinstaller, ebwtemphinztaller, windowstemphinstaller, etc.

Add File or Folder to Filter.

£dd

]9

Change Audit displays the files and folders that are filtered by default in the Filter Name list.

5.

Select the check box against the filter name that you want to include in the Snapshot and then click
Remove. Change Audit removes the selected file.

Click OK.

To add a file or folder to the filter, type the name of the file or folder in the Add File or Folder to Filter
field.

Click Add. Change Audit adds the file to the Filter.

Click OK.
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EventTracker - Change Browser E2

i ) | oy hawe changed the enterprise wide configuration,
! ' Do wou wank to save and apply to all swstems?

10. Click Yes.

6.4 Apply Filters Option — Local System

This option helps you apply filters to the local system.
To apply filters to the local system, follow the steps below:

Open the Change Browser.
Double-click the local computer on the System Bar.
Right-click any item under Drives or Registry trees, for example, C: Change Audit displays the shortcut
menu. From the shortcut menu, choose Filter. Change Audit filters the selected drive.

4. Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.

5. Click the Filters tab. Change Audit displays the Filters tab with the newly added filter.

% System Cenfiguration - NTPLDTBLR163 *
Change Type ] File Ehﬁnge Tupe ] Reaistry Change Type ] Checksum ] Checksum Rules ]
Systemn Configuration i : Monitor Specific Registy ] Monitor Specific Folder(z) ]

Mame | Absalute Path

Oc

Check and click ‘Remove' to UrFilker checked nodes.
To filker right click on a folder or registy key in the change browser and select the option.

Feever]

Ok LCancel

6.5 Apply Filters Option — Remote Systems

This option helps you apply filters to the remote system.
To apply filters to the remote system, follow the steps below:

1. Open the Change Browser.
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2. On the System Bar, double-click the remote computer for which you want to apply filters.
3. Right-click any item under Drives or Registry trees.
For example, C..

Change Audit displays the shortcut menu. From the shortcut menu, choose Filter. A dialog box will be
displayed as shown below:

EventTracker - Change Browser (%]

This configuration change will be saved lacally,
‘:/ To propagate it to the remote syskem please select [Options | Apply Configuration].
Da vou wank to apply locally?

4. Click Yes. Change Audit filters the selected drive.
5. Click the Options menu and select the Apply Configuration option. Change Audit displays the Select
Configuration window.

+= Select Configuration ﬁ

(" #pply giobal confiquration (o ail systems

{+ Apply spstem confiquration to current spstem

" Apply system configuration to selective systems

tMerge Configuration Options

o

Owenwrite will remove the selected configuration zection(z] completely
and add the configuration section(z) from the loaded configuration.

~

terge will MOT remove the zelected configuration zection(s)
completely and add the configuration section(z] from the loaded
configuration.

Configuration Selection

[ r
[ -
[ r
I r
Suystem Selection

6. Select the Apply system configuration to the current system option and then click OK. Change Audit
displays the Change Audit dialog box.
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EventTracker - Change Browser |

L
' ll) Configuration changes applied successhully,
-

7. Click OK.

8. Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.
9. Click the Filters tab. Change Audit displays the Filters tab with the newly added filter.

™ System Cenfiguration - NTPLDTELR163 X

Change Type ] File Change Type ] Registry Change Type ] Checksum ] Check zum Rules ]
System Configuration ; Monitor Specific Registp ] Monitor Specific Folder(s) ]

M arne Abgolute Path
Oc Derves

Check and click 'Remove’ to UnFilker checked nodes.
T filker right click on a folder or registy key in the change brovzer and zelect the ophion.

[eoee |

ok LCancel

6.6  Apply Filters Option — All Systems

This option helps you apply filters to all systems.
To apply filters to all systems, follow the steps below:

Open the Change Browser.

Double-click any Computer on the System Bar.

Right-click any item under Drives or Registry trees, for example, C:

Change Audit displays the shortcut menu. From the shortcut menu, choose Filter (All Systems).
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EventTracker - Change Browser

9 4 'clobal Filker' is applied to all managed (EventTracker - Change Audit) swstems in the enterprise, To propagate this
\:/ setting to all systems, please select [Options | Apply Configuration | Apply global configuration to all syskems].

Do wou want ko keep this setting?

4. Click Yes to proceed.

5. Click the Options menu and select the Global Configuration option. Change Audit displays the Global
Configuration window.

6. Click the Filters tab. Change Audit displays the Filters tab with the filtered drive.

™ Global Configuration

*
Change Type ] File Change Type l Regigtiy Change Type l Checkzum ] Checkszum Rules ]
General ] File Types ] Monitor Specific Regizty ] Monitar Specific Folder :
M amne | Absolute Path ~
[0 My Dowrdosd Fies Dirves\SIROOT_DRIVE My Download Fies
O My Instalisbons Derves\$ROOT_DRMVE MMy Irstalatons
E= B Drrves\HROOT_DRIVE] I
i ]
< >

Check and click 'Remove' to UnFilter checked nodes.
To filter right click on a folder or registiy key in the change browser and zelect the option.

R

ok LCancel

7. Click the Options menu and select the Apply Configuration option. If the selected system is a local system,
then Change Audit displays the Select Configuration window.
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{8 select Configuration

& iy global confiquration o all systems
€1 Apply susten configuration to cument system
" fpply spstem configuration to selective systems

— Merge Configuration Optiohs
| Dwenrite

Owenwrite will remove the selected configuration section|s] completely
and add the configuration section(s] from the loaded configuration.

= [emge

Merge will HOT remove the selected configuration zection(s]
completely and add the configuration section(z] from the loaded
configuration.

— Configuration Selechion

[ Filters [~ File Chanoe Type

[~ Change Type [~ Fegisty Changelype
I~ Checksum [~ Checksumn Fulzs

[~ Server [~ Event Canfiguration

— Syatem Selechion

| [-

>

<

LLEE

ok Cancel |

If the selected system is remote, then Change Audit displays the Select Configuration window.
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#= Select Configuration *

" Apply system configuration to current system
" Apply system configuration to selective systems

Merge Configuration O ptions
-

Overwrite will remove the selected configuration section(z] completely
and add the configuration zection(z] from the loaded configuration,

~

terge will MOT remowe the selected configuration section(z)
completely and add the configuration sectionz] from the loaded
configuration.

Configuration Selection
-
-
-
-

o o

Syztem Selection

| =l

LLEE

8. Select the Apply global configuration to all systems options and then click OK. Change Audit applies the
global configuration settings and displays the Configuration Status window.

{8 Configuration Status
— Apply Configuration Succeeded
Configuration changes were successfully applied to:

WEEDOC
WEEDOLZ

Configuration changes could not be applisd to:

9. Click OK.
If the application of global configuration fails, then Change Audit displays the Configuration Status
window with an appropriate message.
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E Configuration Status |
—&pply Configuration Succeeded
Canfi ion chahges were successfully applied to:

WEBDOCT

Configuration changes could not be appled to:
WEBDOC2

Ok

10. Double-click the remote system on the System Bar. Change Audit displays the remote system with the
filtered drive.

6.7 Remove Filters Option — Local System

This option helps you remove filters from the local system.
To remove filters in the local system, follow the steps below:

Open the Change Browser.

Double-click the local computer on the System Bar.

Right-click the drive in the Drives tree which was filtered earlier.
Change Audit displays the shortcut menu.

vk wnN e

From the shortcut menu, choose Filter and unselect the checkbox. Change Audit un-filters the selected
drive.
(OR)

6. Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.

7. Click the Filters tab. Change Audit displays the Filters tab with the filtered drive.

8. Select the check box against the drive and then click Remove.

9. Click OK. Change Audit un-filters and displays the success dialog box.

EventTracker - Change Browser E3

-
L 11) Configuration settings applied successfully,

10. Click OK.
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6.8

Remove Filters — Remote Systems

This option helps you remove filters from remote systems.

To remove filters in remote systems, follow the steps below:

1.

Open the Change Browser.

Double-click the remote computer on the System Bar for which you want to remove filters.
Right-click the drive.

Example C: in the Drives tree, which was filtered earlier.

Change Audit displays the shortcut menu. From the shortcut menu, choose Filter and unselect the
checkbox.

Change Audit displays the confirmation dialog box.

EventTracker - Change Browser 1]

This configuration change will be saved locally,
‘:J/J To propagate it ko the remote system please select [Options | Apply Configuration].
Do wou wank ko apply locallyy

Click Yes.
Click the Options menu and select the Apply Configuration option. Change Audit displays the Select
Configuration window.
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7 Select Configuration X

(*" Apply sy, g stem
(" Apply system configuration to selective spstems

Merge Configuration Options

=

Owerwrite will rerove the selected configuration section(s) completely
and add the configuration zection(z] from the loaded configuration.

~

Merge will HOT remaove the selected configuration section(z]
completely and add the configuration section(s] from the loaded
configuration.

Configuration Selection

= r
B B
B B
B B
System Selection

BRI

8. Select the Apply system configuration to the current system option and then click OK. Change Audit

displays the dialog box.

EventTracker - Change Browser E3

-
L 1() Configuration changes applied successfully.
-

9. Click OK. Change Audit un-filters the selected drive.
(OR)

Click the Options menu and select the System Configuration option. Change Audit displays the System
Configuration window.
10. Click the Filters tab. Change Audit displays the Filters tab with the filtered drive.
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™ System Configuration - NTPLDTBLR163 *
Change Type File Change Type ] Regizstry Change Type ] Checkzum ] Checksum Rules ]
System Configuration Filkers l Monitar Specific Registry ] Monitor Specific Folder(s) ]
Mame | Abzolute Path
Oc Dimves\C

Check and click ‘Remaove’ to UnFilter checked nodes.
To filker nght click on a folder ar registry key in the change browser and select the option.

N

Ok LCancel

11. Select the check box against the drive and then click Remove.
12. Click OK. Change Audit displays the dialog box as shown in the below image.

EventTracker - Change Browser [ ]

b d ou have changed the configuration of a remote sysken,
\J/J Da wou wank to apply the changes?

13. Click Yes.

EventTracker - Change Browser E3

-
’ ll) Configuration settings applied successiully,
"".

14. Click OK. Change Audit un-filters the selected drive.

6.9 Remove Filters — All Systems

This option helps you remove filters in all systems.
To remove filters in all systems, follow the steps below:

Open the Change Browser.

Double-click any computer on the System Bar.
Right-click the drive

Example C: in the Drives tree, which was filtered earlier.
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4. Change Audit displays the shortcut menu. From the shortcut menu, choose Filter (All Systems) and then
clear the tick mark. A dialog box will be displayed as shown below.

EventTracker - Change Browser

This is a 'Global Filker'. To propagate this setting to all systems, please select [Options | Apply Configuration | Spply
\.I’) global configuration to all systems].

Do wou want to keep this setting?

5. Click Yes. Change Audit un-filters the selected drive in all the local and remote computers.

6.10 Restore Registry Sub-tree

This feature helps you select a previously taken Snapshot of your system and return your system to that
(registry) configuration. You can restore a selected registry key from the previous Snapshot. The key value is
restored to its previous contents. Only users with Admin privileges may perform this operation. This feature

should be used with care since it may potentially damage a working system. You can also Undo the registry
restore.

To restore the registry sub-tree, follow the steps below:

1. Open the Change Browser.

2. On the System Bar, double-click the computer for which you want to restore the registry sub-tree.
3. Select the Snapshots from the dropdown lists. A dialog box will be displayed as shown below.

EventTracker - Change Browser | x| |

i This option allaws wau ko restare the reqiskry From a selecked Key,
— l) Please select the Kew in the registry tree.

4. Change Audit displays the message as if had you tried to restore the entire registry.

EventTracker - Change Browser E3

L]
; 11) ou can restore only & subkree at a time, not the entire regiskry,
-

5. Select the appropriate sub-tree from the Registry tree.

6. Click the Options menu and select the Restore Registry sub-tree option. Change Audit displays the Restore
confirmation dialog box.
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@resore

Fesztore registy zubtree of gystem “WEBDOCT' starting from key
"WEBDOCT\Registnet HEEY_LOCAL_MACHINE' .

arning: YWwhile reztoring to a particular znap will reztore the keyps
and walues that were deleted / rmodified, it will alzo delste the
kevs that were created after the shap was taken. Thiz may cauze
zome programs o stop working.

{ Restore LCancel |

7. Click Restore. Change Audit displays the confirmation dialog box.

Bl EventTracker - Change Browser B

‘?/ Are you sure you want ko proceed with the restore operation?

8. Click Yes to continue. Change Audit displays the Restore status.

6.11 Restore Logs

This option helps you view the restore logs.
To view restore logs, follow the steps below:

1. Open the Change Browser.
Double-click the system on the System Bar.
Click the View menu and select the Restore Log option. Change Audit displays the restore log file in
Notepad. It displays an appropriate message if no log exists.

6.12 Undo Restore

This option helps you undo the registry key restore.
To undo the restore, follow the steps below:

Open the Change Browser.
Double-click the system for which you want to undo restore.
Select appropriate Snapshots from the dropdown lists.

el

Click the Options menu and select the Undo Restore option. Change Audit displays the confirmation dialog
box.
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Bl EventTracker - Change Browser [ x|

‘?j) Are you sure you want to undo the previous restore operation?

Yes | 1

5. Change Audit displays the information dialog box if you are on the File system tree and trying to undo
restore.

EventTracker - Change Browser Ed |

i This option allaws wau b unda the previous restore aperation performed on the registry,
"‘-I) To proceed wou must be in the registry tree,

6. Click Yes to continue.

6.13 Support for Monitoring a Specific Folder on the System

6.13.1 Process after Applying the Update

1. In Change Audit, Click the Change Browser option.
2. Click the Options dropdown and select System Configuration.

ﬂ System Configuration - R153¥M1 E
| Change Tupe | File Change Type I Fiegistry Change Type I Checksum Checksum Rules I
Systern Configuration i Filters I Manitor Specific Fegisty I Manitor Specific Folder(z)

— Scheduls Snapshat

StartTime:IDz vl : IDU vl Frequency: IDa"-"' vl Snapshot Limit [eg -

I~ Apply configuration ta all systems

— Server Information

v Send snapshat to manager.

Server: R1554M4
Part: 14502

— Event Configuration

Shapzhot Fesults: {* Loginta local event log
= Send directly to EventTracker as Traps

EwentTracker Server |-| 27.0.0.1 Port:|-|45|j5

ok LCancel |

3. The new tab Monitor Specific Folder(s) is added. Using this option, the user can monitor any specific
folder(s) from a system.

4. Click the Monitor Specific Folder(s) and select the Add button to add folders.
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E System Configuration - R1S3¥M1
Change Type I File Change Type I Fegistriy Change Type I Checksum I Checksum Rules |
System Configuration | Filters | Moritor Specific Fegisty Manitar Specific Folder(s)
Folder Path(z]:
st |
Fdadify |
Delete |

Select to track only above configured folder(s] with subfalder(z), It will track all falder(s] if not selected.
¥ Track Only hove Mentioned Folder Path(z).

MOTE : Configured folder will not be monitored if any of the parent folder iz filtered in system/global configuration.

ok LCancel |

5. Browse the Folder path.
The folders will not be monitored, if Global or System Filter is applied.

. Include Folder To Monitor M=l

Faolder(z] will not be maonitared, if they are in the Global/System filker list,
Fleaze remove it from filker list,

Abzolute Fathd Folder Mame ¢ Absolute Path € Falder Mame

Folder Path: IE:'wirus tatal

Add | Fere] |

6. Click Add.
[@oremcomipration miswns g
Chahge Type | File Change Tupe | Regiztry Change Type I Checksurn | Checksur Rulez |
System Configuration I Filters I Monitar Specific Flegisty Manitor Specific: Folder(s]

Folder Pathlg):
E: i botal

fdodify

Delete

O |
_ e |

Select to krack only above configured folder(z) with subfolder(z], It will track. all falder(z] if not selected.

V¥ Track Only &bove Mentioned Falder Path(s). |

MOTE : Configured folder will not be monitored if any of the parent folder is filtered in spstem/global configuration.

ok Lancel |
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7. Select the Track Only Above Mentioned Folder Path(s) check box and then click OK.
8. The user can now take a new snapshot and compare the changes.
9. Before taking a new snapshot, the user has to re-initialize the snapshot.

The same option “Monitor Specific Folder(s)” has also been added in Global Configuration and it functions in
the similar way mentioned for System configuration. For this, the global configuration should be applied to
all other agents also through “Apply Configuration”.

7 Configuration Policy Editor

7.1 Configuration Policy

Configuration Policies facilitate the comparison of files, folders, registry items, and registry keys in hives among
monitored systems. The advantage of configuring Configuration Policies is that, instantly you will get to know
the differences between the comparing and compared systems without initiating Snapshots. You are permitted
to elect only one Policy and any number of computers for comparison. Generating ad-hoc reports like this saves
you the resources, cost, and time.

As an administrator of your enterprise network, the responsibility is on you to secure the network from the
Internet and internal threats as well. Suppose you have applied Microsoft DST updates and want to check if you
have applied to all monitored systems. You can do it without moving from your work desk. All you must do is
configure a Configuration Policy and compare the systems. The report generated by Change Audit helps you
easily figure out whether it is applied or not to the monitored systems.

7.1.1 Creating Configuration Policies
To create Configuration Policies, follow the steps below:

1. Open the Change Browser. Click the Tools menu and select the Configuration Policy Editor option.
2. Change Audit displays Configuration Policy Editor.
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£& Configuration Policy Editor [ O] ]
File Policy
Thiz interface allows you to create and manage “configuration contiol policy. Each policy containg entries for files, folders and registies. This policy can be viewed as a master configuration
which can be compared against multiple systems
i~ File Dietail
g:r‘:: I:E:ri:iecal Fie Paie File | Description | Size | Wersion | Checksum &
s = O CAwINDO%S \spstem32\find exe Found integrity 9218 5.1.2600.0 2325F2CE82
O CwINDOYWS yspstem3Ziitp. exe Found integrity ... 42496 5.1.2600.5512 41125401C1
O CawINDOWS \spstem32inatepad exe Found integrity ... 63120 £.1.2600.5512 TAA0FEE0ST
O CvwINDOWS wspstem32insioak up. exe Found integrity ...~ 76200 £.1.2600.5512 D3E9E6130_|
[ CwINDOWS Sspstem32hprint. exe Found integrity .. 9216 5.1.2600.0 2F2AD17268
O CAWINDOWS sspstem32ireqedt32 exe Found integrity 3584 5.1.2600.0 DEBONEZDE
O CvwINDOWS spstem32houte. exe Found integrity ... 19968 5.1.2600.0 128280 39F &
< | >
[ Select 1 Remoye Add ltem | Edit Description |
r—Registry Detail
Registy Key | Walue | Description | Data
= _'I [~ Select 4l Remove | Add ltem | Edit Description
Add Policy | Edit Description FRemove Palicy Caompare Systems

3. Click Add Policy. Change Audit displays the Policy Name tab.

f§l EventTracker - Configuration Policy Editor HE E

Palicy Mame | Palicy Item Type | File/Foider Search | Registy Search |

Flease enter proper policy name and description of policy.

Policy Name

Policy Description =

Previous | Hest | Finish | Cancel I

4. Type the name and description of the Policy in the Policy Name and Policy Description fields respectively.

Example: ET, EventTracker.

5. Click Next. Change Audit displays the Policy Item Type tab.
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£ EventTracker - Configuration Policy Editor [_ [T}

Policy Name  Policy tem Type | Fie/Folder Search | Fegistiy Search|

—Select Palicy Typ

Flicy Name: IET

~ltem typ:
@ pdd file

This option wil allow vou to select any fle from the local sustem into policy. Policy will also capture file name. file size, file create date. file
wersion, file modify date and checksum for the selected file name.

" Add particular folder

This option will llow you to select allthe fles within a particular directory. Palicy will automatically capture all the files (file name, fil size,
file create date, file version, fle modify date and checksum) within diectory

" Add folder and sub-folder

This option will llow you to select all the filss within a particular dirsctory and subdirectory. Policy will automaticall capturs al the filss
{fle name, file size. file ereate date, file version, fle madify date and checksum) within diectory and subdirectories

" Search for Registy Keyin HIVE

This option will llaw you ta add any key into policy. Palicy wil capture al the sub level keys, valuss and data

Previous | Hest | Finih | Cancel |

Field Description

Item Type

This option allows you to select any file from the local system into
Add file policy. Policy captures the file name, file creation date, file version,
file modification, and checksum for the selected file name.

This option allows you to select all the files within a particular
folder. Policy captures details of all the files such as file name, file
size, file create date, file version, file modification date, and
checksum that reside in that folder.

Add particular folder

This option allows you to select all the files within a particular
folder and sub-folder. Policy captures details of all the files such as
file name, file size, file create date, file version, file modification
date, and checksum that reside in folders and sub-folders.

Select folder and subfolder

This option allows you to add any key to the policy. Policy captures

S h for Registry key in Hi
carch Tor Reglstry key In Hive all the sub-level keys, values, and data.

7.1.2 Searching a File
To search a File, follow the steps below:
Change Audit selects the Add File option by default.

1. Click Next. Change Audit displays the Select the file name window.
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EventTracker - Select the file name

Lack jr |»qu Local Disk [C) x| = 5 FH-

JDocuments and Settings
[LJET & PULSE Prerequisites
—JInetpub

[LILOGFILES

ILogs

|_JFrogram Files

W INDIOWS

[ wmpub

.rnd

E] _uninstall.log

[l ETRS5L0g Ext
GDIPFOMTCACHEY L. DAT
I netflovsim, exe

[~ Open as read-only

File: name: || j Open I
Filez af wpe: IAII Files[""] j Cancel |

A

2. Go to the appropriate folder and select the file. Example: etagent.exe

3. Select the Open as read-only check box, if you want to restrict the permission on the file, and then click

Open. Change Audit displays the File/Folder Search tab.

E EwentTracker - Configuration Policy Editor

Policy Namel Policy ltem Type  File/Falder Search | Fiegistiy Search |

[_[CTx]

~ File Search

directories.

drive.

e.0. a. if you have entered c:program files\S0L\abcd exe, when it will search "abed.exe” file into chprogram fileshSGEL
c. |f you have entered abed.exe. it will zearch abed exe in all the directonies and drive

C:\Program Files\Prism Microsystems\E ventTracker'igent\

“r'ou have an option ta keep the file name same along with existing diive letter and directoiies associated with it. "w'hen you compare this policy it will compare zame dive and

Spmelima file and directory may not be located the same drive - you can remove the drive from beginning of the file so when it compare file in other spstem, it will check in all the

b If you have entered program filestS0LYabcd exe, when it will search "abed.exe” in all the drives and the it will search for Sprogram fileshSOL for "abed. ere”

C:\Program FileshPrism Microspstems\EventTracker\bgents,
Folder

Create Date IDB-Aug-Zm 0L 05:20: 24 Pt

File Ialagenl.exe

Slze(Bytes] |200432

Wersion |7.n.u.103

Checksum |D8C1 84404401 932165420 ESFAET 31 BI2IC54928,

et | Finish | LCancel |

You have the option to keep the file name the same along with the existing drive letter and folders associated
with it. When you compare this Policy, Change Audit compares the same drive and folders. Sometimes files and
folders may not be located on the same drive. In those circumstances, you can remove the drive letter so that

Change Audit searches in all the drives.

Example: If you enter C:\Program Files\SQL\abcd.exe,
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Change Audit searches the abcd.exe in C:\Program Files\SQL

If you enter Program Files\SQL\abcd.exe, Change Audit searches the abcd.exe in Program Files\SQL
If you enter abcd.exe, Change Audit searches the abcd.exe in all drives and folders.

4. Click Finish. Change Audit adds the selected file and displays the Configuration Policy Editor.

{8 Configuration Policy Editor M= E
File  Policy
Thiz interface allows you ta create and manage "configuration contal” policy. Each palicy containg entries tor files, folders and registries. This policy can be wiswed as a master configuration
which can be compared against multiple systems
— | [ FieDetai
:TullcyNamE— File | Description I Size | Wersion I Checksum
Sample Critical File Policy O C:\Pragram Files'Prism Microsystems\EventTracker'Aag... 200432 7.0.0103 DAC1EB4ADA.
4] | |
[™ Selectal Remaye Add Item | Edit Description |
r Registry Detail
Reqistry Key | Value I Diescriptian | Data I
A | adtien | EctDescr
al [ [ Select &l emove Add ltem it Description
: Add Policy : Edit Dezcription Bemove Policy | Compare Systems Close |

5. Click Close.

7.1.3 Search Folder Option

1. Select the Add folder option as the item type.
2. Click Next. Change Audit displays the Configuration Policy Editor window.

E EventTracker - Configuration Policy Editor

Pleaze double click on the folder name for zelecting it
|I::\

&cy |
[ Documents and Settings Cancel |
CJET % PULSE Prerequisites
[ Inetpub
(L] LOGFILES
[ Logs
([ Program Files
L1 WINDOwS
[ wmpub

Drives

Igc: j

3. Select the drive, select the folder, and then click OK.
4. Change Audit displays the File/Folder Search tab.
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ﬂ EventTracker - Configuration Policy Editor =

Policy Name I Palicy Item Type  File/Folder Search I Registy Searchl

—File Search

You have an option to keep the file nane zame along with exizting drive letter and directories associated with it. When vou compare this policy it will compare zame drive and
directaries.

Sometime file and directory may not be located the zarme drive - wou can rerove the drive frar beginning of the file 20 when it compare file in other systarn, it will check in all the
drive.

e.q. a. if you have entered c:hprogram files\SOLNabed exe, when it will zearch "abed.exe” file into o:\program files\SOL
b. If you have entered \program files\S0L4abed exe, when it will zearch "abed.exe” in all the drives and the it will search far pragram fileshSOL for "abed exe”

c. |f you have entered abod.exe, it will search abed.exe in all the directaries and drive

C:%\Program Files\Prizm Microzspstems\EventTracker\

Il:: “Program Files\Prism Microsystems\EventTrackers Search |

File Mame | Size | WYersion | Check Sum | Created At |

Folder

V¥ Select &)

T ewt | Finizh | LCancel |

5. Click Search. Change Audit saves the file information and displays the progress.
6. Select All check box is selected by default. You can also remove files by clearing the check boxes against
the items that you wish to remove.
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 File Search

directories.

drive.

c. If you have entered abod.exe. it will search abed.exe in all the directanies and drive

Pleasze wait zaving lile info - C:\Program Files\Prism Microsystems\E ventTracker\AlertMsg exe

“f'ou have an option ta keep the file name same along with existing drive letter and directories associated with it. ‘When you compare this policy it will compare same drive and
Sometime file and directory may nat be located the same drive - you can remave the drive from beginning of the file so when it compare file in other system, it will check in &l the

£.g a. if you have entered c:\program fileshSGL%abecd. exe, when it will search "abed.exe” file into c:\program files\SOL

b. I wou have entered Sprogram fileshSGLVabed. exe, when it will search "abed.exe” in all the drives and the it will search for \program files\SEL for “abcd. exe”

C:WProgram Files\Prism Microspstems\EventT rackers,

Search |

Falder
File Mame | Size | ‘ersion | Check Sum | Created At |:|
C:%Program Files\Prizm MicrosystemshE ventTrack e\ ebChart. di 165836 1.1.1.4  BR4EBCDACIZDESOEEZ0..  5/22/2008 8:24:42 PM 1
C:\Program Files\Prism Microsystems\E ventTracker\U serdctivitpexe 447728 7000  DB39714C2DAEBABEBCO.. 7/28/20109:38:42 PM
C:\Program Files\Prizm MicrosystemsAE ventTracker\Suspicious_Port . 574770 M- F192FATR2941B32379F08. . 10/19/2006 7:13:20
C:%Program Files\Prism Microsystems\E ventTracker\510-Tranglate.pdf 180185 A B264ECZC4F15288C3146...  2/22/2008 7:56:44 PM
C:\Program Files\Prism Microsystems\E ventTracker\R eghsm.exe BR304 2050.. EE192449298C8AAREES..  4/4/2008 5:2412PM
C:%Program Files\Prizm MicrosystemsAE ventTrackersR eadme-ghw. bt B319 M- TFDSFBCI3448001EF7RE..  B/25/2009 9:51:10 PM
C:%Program Files\Prizm MicrosystemshE ventTrackersPrismSMMPGerdll 21232 7000  S1E1B452C30FCEB1BFE7A..  5/27/2010 4:31:50 PM
C:\Program Files\Prizm MicrosystemsAE ventT rackersPrismCA. crt 1078 RiLY ZECISEEE3F32AD0F99ES... 8492010 11:10:48 AM
C:A\Program Filez\Prizm MicrosystemshEventTracker\Prism Reportz.0... 139264 F000  B9CHINAFFEIIBADATFAE..  8/4/2010 4:35:52 P
e = = iy o i i ot o e a0 e
EBrevious | Hext | Finish | LCancel |
7. Click Finish. Change Audit displays the Configuration Policy Editor with the File Details.
Configuration Policy E | _ [T <]
File  Palicy
This interface allows you to create and manage "configuration contral" palicy. Each policy contains entries for files, folders and registries. This policy can be viewed as a master configuration
which can be compared against multiple spstemns
— File Detail
:glwcyName File: | Description | Size | Version | Checksum A|
Sample Critical File Policy [ C:5Program Files\Prism Microspstems\EventT rackeri.. 165896 1.1.1.4 BO4E8CDALC
O C:\Program Files'Prism MicrospstemshEvent T rackertlz. . 447728 7.000 DB39714C20
O C:\Progiam Files'Prism MicrosystemshEventT racker\Su... BFAFTD Ma- F192FA7523
[ C:\Program Files\Prism MicrospstemshEventTrackenS) .. 180185 M- 5264EC2C4F
[ C:\Program Files\Prism Microspstems\EventTracker\Re. . 55304 2060727 42 EE1924492¢
O C:\Promam Files\Prism Microspstems\EventTracker\Re. . B39 A 1FDAFBCT3:
O C:5Proqram FileshPrism MicrospstemshEventT rackeryPri. 21232 7.000 S161B452C% &
gl | y
I Select Al Femove Add ltem | Edit Description |
—Registy Detail
Registy Key | Walue | Descriptian | Diata |
R Add [ E dit Diescripti
il | _’I [~ Select All Emove | Add ltem | it Description
Add Policy Edit Description Remove Policy Compare Systems LCloze |
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7.1.4 Searching a Folder and Sub-folder
To Search a Folder and Sub-folder

Select the Add folder and sub-folder option as the item type.

vk wNe

the items that you wish to remove.

Click Next. Change Audit displays the Configuration Policy Editor.
Select the drive, select the folder, and then click OK. Change Audit displays the File/Folder Search tab.
Click Search. Change Audit saves the file information and displays the progress.

Select All check box is selected by default. You can also remove files by clearing the check boxes against

6. Click Finish. Change Audit displays the Configuration Policy Editor with the File Details.

E Configuration Policy Editor
File  Palicy

|- [Cf <)

This interface alows pou to create and manage "configuration contral” palicy.  Each policy containg entries for files, folders and registries. This policy can be viewed as a master configuration

which can be compared against multiple systems

- ~ File Detail

;?IICyName File | Diescription | Size | Wersion | Checksum A|

S ample Critical File Policy [ C:AProgiam Files\Prism MiciospstemshE ventT racker\dag, . 200432 7.00.103 DSCIES4AD
O C:\Progiam Files\Prizm Miciospstems\E ventTrackeriw. . 165896 1.1.1.4 ES4EBCDAC
O C:AProgiam Files\Prism Miciospstems\E vent T racker s, . 447728 7.00.0 DB33714C21
[ C:\Progiam Files\Prism Miciospstems\E ventTracker\Su... 74770 M- F192FA7529
O C:\Progiam Files\Prism Miciospstems\E ventTracker\S|... 180185 M- B2G4EC2C4F
O C:4Promiam Files\Prizm Miciospstems\E ventTracker\Re. . 55304 2.050727.42 EE1328432%
O C:\Progiam Files\Prizm Miciospsterms\E ventTracker\Re E319 M- 1FDEFBCT3: &
2l | v

I™ Select Al Remove Add ltem Edit Description |
r— Registry Detail

Fiegistry Key | Yalue | Deseription | Data |

l | LI [~ Select Al Femove | Add Item | Edit Description

Add Palicy | Edit Description Remove Policy Compare Spstems Cloze

7.1.5 Searching Registry Key in Hive
To Search Registry Key in Hive

1. Select the Search for Registry Key in the Hive as the item type.
2. Click Next. Change Audit displays the Registry Search tab.
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{8 EventTracker - Configuration Policy Editor [_ O}

Palicy NamEI Policy Item TypEI File/Folder Search Reaistry Search |

—Reg Key Search

Fleaze enter a Key name to be searched.

Key Mame |

) Search

Registry Fey

™ Select Al

Previous | Hezt | Finish | LCancel |

3. Type the name of the key in the Key Name field as shown in the following figure.
4. Click Search. Change Audit searches for the Key name and displays the progress of the search.
5. It displays the Registry Search tab with the list of hives.

{8 EventTracker - Configuration Policy Editor 1S B3

Palicy Namel Palicy Item Tynel File/Folder Search  Registy Search |

Reg Key Search

Flease enter a Key name to be searched.

Kep Name  [EentTracker

HKEY_CURRENT_CONFIGASystem\CurrentControl5 et\SERVICES\RDPDDADEVICED cearch |
Barc

Registy Key | -
HKEY_LOCAL MACHINEASTS TEM\CurentControlSethS ervices\E ventTracker SchedulerhE num

HEEY_LOCAL_tMACHINELSTS TEM\CumrentControlSethS ervices\E ventTracker SchedulerS ecurity b
HEEY_LOCAL_tMACHIMNELSYS TEM\CumrentControlSetyS ervices\E ventTracker Scheduler

HEEY_LOCAL_tACHINELSYS TEM\CurentContralSet\S ervices'E ventTracker Reporter\Enum

HKEY_LOCAL_MACHINEASYS TEMACurentControlSethS ervicesE ventTracker Reporter\Security

HKEY_LOCAL_MACHINEASTS TEM\CurentControlSethS ervices\E ventTracker Reporter

HKEY_LOCAL MACHIMEASYS TEM\CurentControlSethS ervices'E ventTracker RematinghEnum

HEEY_LOCAL_tACHINELSTS TEM\CumrentControlSetsS ervices\E ventTracker RemotinghSecurity

HEEY_LOCAL_fMACHINELS TS TEM\CurentControlSet'S ervices\E ventTracker Remoting

HEEY_LOCAL_tACHINELSYS TE M\CurentControlSet\S ervices'E ventTracker ReceiversE num

HEKEY_LOCAL_MACHINEASYS TEMACurentControlSethS erviceshE ventTracker Receiverts ecurity

HKEY_LOCAL_MACHINEASYS TEMA\CurentControlSethS ervicesE ventTracker Receiver

HKEY_LOCAL MACHIMEASYS TEM\CurentControlSethS ervicesE ventTracker IndexersE num

HEEY_LOCAL_tMACHINEASTSTEM\CurentControlSetsS ervices\E ventTracker Indexerh5 ecurity

HEEY_LOCAL_tMACHINEVS TS TEM\CurentControlSet'S ervices\E ventTracker Indexer LI

Erevious | Hewt | Finizh | Cancel |

6. Select the keys and then Finish. Change Audit displays the Configuration Policy Editor with the Registry
Details.
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Editor
Filz  Palicy
[This interface allows you to cieate and manage "configuration control” policy. Each policy contains entries for files, folders and registiies. This policy can be viewed as a master configuration
which can be compared against multiple spstems
— | FileDetai
%}Mam&— File I Description | Size I Wersion | Checksum =
Sampls Critical File Policy [ C:\Progiam Files\Prism Micmsystems EventTrackeréd... 10080 - CABEEESSEC
O C:\Program Files\Prism Microsystems\E vent Trackersd 24576 7000 O023BBCA5E
O C:*Progiam Files\Prism Microspstems\EventTrackerad 143520 - FFDFE15&50
[ C:\Progiam Files\Prism Microspstems\EventTrackerdd 415760 7.0.00 9&C45807CE
[ :\Program Files\Prism MicrosystemsiE ventTracker\d. 18448 7000 244RA01RAT
O C:\Program Files\Prism MicrosystemsiE ventTracker\ad.. 74256 7000 4F8F39092E
O C:\Program Files\Prism MicrosystemsiE ventTracker\ad.. 174152 2011260 CEEB2ZB4A &
gl | r
I Select Al Remoye Add ltem | Edit Deseription |
~ Registry D etail;
Registy Key [ value | Description [ Data -]
I HKEY_LOCAL_MACHIME \SOFTWARE WPrism Microsys o
[ HKEY_LOCAL_MACHIMENSOFT\WARE \Prism Microsys
[ HKEY_LOCAL MACHIME\SOFT\WARE\Prism Microsys... 0
[ HKEY_LOCAL MACHIMENSOFTWARE\Prism Microsys...
[IHKEY_LOCAL MACHIMENSYSTEM\ContolSet00ThSe... 0 RoatLEGACY..
[ HKEY_LOCAL MACHIMENSYSTEM\ContolSetd0ThSe... 0 RaoatLEGACY..
[ HKEY_LOCAL_MACHIME\SYSTEM\ControlSet00T Se... 0 RoatLEGACY..
[ HKEY_LOCAL_MACHIME\SYSTEM\ControlSet00T Se... 0 RootLEGACT.. =
3 _’I [~ Select Al Remove | {7 Additem I Edit Description
Add Palicy | Edit Description Bemave Palicy Compare Systems LClose
. . . .
7.2  Edit Policy Description
To Edit the Policy Description, follow the steps below:
1. Open the Configuration Policy Editor.
2. Select a Policy.
3. Click Edit Description. Change Audit displays Item Description window.
tem Descr !E E
[ ventTracker ;l

Save LCancel

4. Edit the description and then click Save.
5. Click Close.
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7.3  Edit File/Registry Key Description

To Edit file/Registry key, follow the steps below:

Open the Configuration Policy Editor.

Select an item on the File Details or Registry Details pane.

Click Edit Description. Change Audit displays Item Description window.
Edit the description and then click Save.

Click Close.

vk wN e

7.4 Add Policy Items Option

This option helps you add file/folder and registry key details to a Policy.
To add policy items, follow the steps below:

1. To add file items, click Add Item on the File Details pane. Change Audit displays the Configuration Policy
Editor window.

£8 EventTracker - Configuration Policy Editor [_ [}

Policy Mame  Policy Item Type | Filz/Falder Searchl Registry Searchl

— Select Policy Type

Palicy Name: IET

~ ltem type
% Add file

This option will allow pou to select any file fram the local spstem inta palicy. Policy will alzo capture file name, file size, file create date, file
wersion, file modify date and checksum for the selected file name.

' Add particular foldsr

This option will allow you to select all the files within a particular directory. Policy will automatically capture all the files [file name, file size,
file create date, file version, file modify date and checksurn] within directory

" Add folder and sub-folder

Thiz option will allow pou to select all the files within a particular directory and subdirectory. Palicy will automatically capture all the fles
[file name, file size, file create date, file version, file modify date and checksum] within directory and subdirectories

 Search for Begistiy Keyin HIYE

This option will allow you to add any key into policy. Palicy will capture all the sub level keys, values and data

Next | Finizh | LCancel |

2. Select an appropriate option and then add file items.
3. Toaddfile items, click Add Item on the Registry Details pane. Change Audit splays the Configuration Policy
Editor window.
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£ EventTracker - Configuration Policy Editor = B

Policy Mame  Policy Item Type | File/Folder Sealchl Registry Searchl

 Select Palicy Ty

Paolicy Mame: IET

i Item by
1 Add fle

This option will allow pou to select any file from the local system inta palicy. Palicy will also capture file name, file size, file create date, file
wversion, file madify date and checksum for the selected file name.

€ fdd particular folder

Thiz option will allow pou to select all the files within a particular directary. Policy will automatically capture 2l the files [file name, fils size,
file create date, file version, file modify date and checksum] within directory

1 Aidd Folder and sub-folder

Thiz option will allow pou to select all the files within a particular directory and subdirectory. Policy will automatically capture all the files
[file name, file size, file create date, file version, file modity date and checksum] within directory and subdirectories

% Search for Registy Key in HIVE

Thiz option will allow you to add any key into policy. Policy will capture all the sub level keys, values and data

Previous Next | Firish | Cancel |

7.5 Compare Systems Option

This option helps you compare Policies between monitored computers.
To compare systems, follow the steps below:

1. Open the Change Browser.
2. Click the Tools menu and select the Compare Systems option.
(OR)

Open the Configuration Policy Editor and then click Compare Systems. Change Audit displays the
Compare Systems window.
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£ EventTracker - Compare Systems [_ =] x]
Eile

Corfigurstion Policies | Systems |

Policy Name

ET
Sample Ciitical File Policy

Only one policy can be compared with one or more ‘EventTracker - Changs Audit’ 4gents. Please select a policy and click Nest to select systems,

PFievious | Negt | Einish |

3. Select a Policy and then click Next. You can select only one Policy for comparison.
4. Change Audit displays the Systems tab.

£ EventTracker - Compare Systems [_ [T <]
File

Configuration Policies  Systems |

ALL COMPUTERS =]

ES=WwWEBDOC
WwEBDOCT
wEBDOC2

Add a)l

Bemave

Rgmove All

[

Select the systems to be compared

Previous | Iiegt | i Cancel

Select the domain from the drop-down list. Change Audit displays all the monitored computer members of that
domain. By default, Change Audit displays all the monitored computers irrespective of domains. You can select
any number of systems for comparison.

5. Select the computers and then click Add.
(OR)

Click Add All to add all the computers. Change Audit displays the Systems tab with the selected
computers.

6. Click OK. Change Audit displays the comparison progress.
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m EventTracker - Compare Systems

Policy Hame: ET

Spstem |_Folicy Item |_Seaich Status |
ES=WEB... Palicy Item: C:\Program Files\Prism bi..  Policy ltem: C:%Program FileshPrism MicrosystemshEventTracker\ddvancedReportsik ainFage. ..
WEBDOCT  Palicy Item: C:\Program FilessPrism Mi...  Policy Iter: C:\Program Files\Prism Microsystemsi\EventTracker\ddvancedRepartshadvanced. .
WEBDOCZ  Policy ltem: C:\Program FilesPrism bi...  Policy ltem: C:\Program FileshPrism MicrosystemshEventTracker\ddvancedRepoits'Prism Eve...

Compare Agent systems with the Manager's Configuration

. _____

Yiew Hesults iew Status LCancel

ventTracker - Compare Systems

Policy Name: ET

Swstem | Palicy ltem | Seaich Status
ES:WEB..  Policy ltem: C:%\Program Fileg\Prizm Mi.. Compare Systems Ok - kM2ag From Client
WEBDOCT  Palicy Iltern: C:\Program Files'Prism Mi... Compare Systerns Ok - Mg From Client
WEBDOCZ  Policy Item: C:\Program Files\Prizm Mi... Compare Systems Ok - Msg From Client

Compare Agent systems with the kanager's Configuration

View Results | Yiew Status | LCancel

After comparing, Change Audit displays the result in the Policy Comparison Results window.
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P mparison Results

Change Assessment Results |

System Name: 'WEBDOCZ
Total Violations: 1111
EventTracker

ET
/1172010 10:15:43 AM

Policy Mame:

Compared On:

Item Location: HKEY_LOCAL_MACHIMENSYSTEM\CurrentContralSet\Services\E ventTracker 5cheduler

O Item Mame - Next Policy Y alues | Actual Values |

E ? Used by EventTracker to initiate = MA-

5 ?  Object ame Previous

o) ? DisplayName

o ? EncrControl Agcept

2 ? Start
o ? Type BReject

=4

= ?  Description |
% ?  ObjectMame —I_gnore

% : EiSNgPNlamIE Save Item dezcription not available!! d
o niorControl

;I_ P st Save b

Q ? Tupe
% ?  Description

e} 2 Run

= ?  Objecthams

b ? EncrControl Fiepart

g ? Start -

w < | - » I Mo Info ﬂ

Open the Results Summary Console to view configuration policy comparison results.

Einish

esults Summary Console

[_[5]x]

File WView change Policy Configuration Policy Tools Help
[Z]Refresh @ About

System Group [AEREGEG - |

WEBDOC2 (206)

Configuration Palicy Dashboard

™ Change Browser

Change Policy Dashboard

Yiew Type |Graph - Wiew By |Change Type =

ESHWEBDOC (326

WEBDOCT (100)

M Authorized

M Unauthorized

B cConfiguration

1 system

1 Business Knowledge

=) -
Analyze

Policy Hame [ Policy Description [ System Mame Inkegrity Violations | Comparison Time: Schedule Frequenc:
@ET EventTracker WEBDOCT 1126 8/11/2010 10:15:43 AM On Demand Comp...
a;ET EventTracker WEBDOCZ 1111 8/11/2010 10:15:43 AM ©n Demand Comp. ..
JET EventTracker ESKWEEDOC &3 5/11/2010 10:15:43 AM On Demand Camp...
=|Sample Critical File Policy This policy is designed ko demanstrate File Integrity Monitor, .. ESWEBDOC 11 &/11/2010 2:04:32 AM Daily
Ready [ o [
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7.6  Schedule Policy Comparison

This option helps you schedule Policy comparison.
To schedule a Policy comparison, follow the steps below:

1. Open the Change Browser.
2. Click the Tools menu and select the Schedule Policy Comparison option.
(OR)

Open the Results Summary Console. Click the Configuration Policy menu and select the Schedule Policy
Comparison option. Change Audit displays the Policy Comparison Scheduler.

E Policy Comparison Scheduler

Policy Mame
Sample Critical File

Folicy

¢ Default Schedule For Sample Critical Fil.

Hew Schedule | Edit | Delete | LCloze |

3. Click New Schedule. Change Audit displays the Policy Schedule window.

E Policy Schedule
Title: fl
Policy Mame: I2DDE Domain Controllers D1Sa-Platinum ;I
ES=wEBDOC
Systems: WEBDOC
wWEBDOCZ
Add = |
<< Remove |
Start From |1‘|-.-’-'-.ug-2EI1 010:30:52 A ﬁ
Frequency: ITWiCB Daily |
WwWeek Day: I‘-A-"ednesda_l,l ;l Save LCancel

4. Type the name of the schedule in the Title field.

© Copyright Netsurion. All Rights Reserved. 128



Netsurion.

Select a policy from the Policy Name drop-down list, for example, ET.

Select Systems.

Select the start date and time from the Start from the spin box.

Select how often you want the report to be generated from the Frequency drop-down list. Change Audit

O N w

enables the Weekday drop-down list only when you select Frequency as Weekly.
9. Click Save. Change Audit displays the Policy Scheduler message box.

PolicyScheduler E3

\ 11) The schedule was saved successfully,

10. Click OK. Change Audit displays the Policy Comparison Scheduler with the newly configured schedule.

£8 Policy Comparison Scheduler M=l E3
Title | Palicy Mame | Frequency | Scheduled At
EventTracker ET Twice Daily 8/11./2010 5:00:00 PM

Mew Schedule Edit Delete LCloze |

11. Select a schedule and then click Edit to change the settings.

12. Select a schedule and then click Delete to delete the schedule details.

7.7 Export Configuration Policies

This option helps you export configuration Policies to the desired location.
To export configuration Policies, follow the steps below:

Open the Change Browser.
Click the Tools menu and select the Configuration Policy Editor option. Change Audit displays the
Configuration Policy Editor.

3. Click the Policy menu and select the Export option. Change Audit displays the Export Configuration Policy
window.

4. Select a Policy and then click Export. Change Audit displays the Select Export File window.
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5. Go to the appropriate folder, enter the name in the File name field, and then click Save. The valid export
file format is .ispol.
After exporting successfully, Change Audit displays the success message.

EventTracker - Configuration Policy Edi Ei

L]
\ 11) Successfully exported the selecked policy.
—

7.8 Import Configuration Policies

This option helps you import configuration Policies to monitored computers.
To import configuration Policies, follow the steps below:

Open the Change Browser.
Click the Tools menu and select the Configuration Policy Editor option. Change Audit displays the
Configuration Policy Editor.
3. Click the Policy menu and select the Import option. Change Audit displays the Select Import File window.
4. Go to the appropriate folder, select the file, and then click Open. After importing successfully, Change
Audit displays the success message.

EventTracker - Configuration Policy Edi | x| |

-
. lr) Successfully updated palicy From File: CHET ispol.
"-'.
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8 Glossary

Term

Change Management

Change View

Client

Computer Logical Groups

Edit Snapshots

File System

Filters

Full View

Global Configuration

Policy

Reinitialize Snapshots

Removing Client Components

Snapshot

System Configuration

Netsurion.

Description

The practice of administering changes with the help of tested methods
and techniques to avoid new errors and minimize the impact of
changes.

Change Audit displays the items that are added, modified, and deleted
in the File System and Registry.

A tiny footprint is installed in monitored systems to track changes.

User-defined groups. These groups are logical in the sense you can
group computers in different domains of your interest for easy
management.

It helps to keep the selected Snapshot forever or delete when the
Snapshot limit exceeds.

A system for organizing directories and files, generally in terms of how it
is implemented in the disk operating system.

Filters are set to exclude folders and files from tracking.

Change Audit displays the items that are added, modified, and deleted
in the File System and Registry. Also, displays the unaltered items in the
File System and Registry.

Configure and apply folders/files to track and apply filters to all the
monitored computers from the Manager console.

Helps to group and track registry hives and directories of an application.
Change Audit removes all the Snapshots including the Snapshots
selected to keep forever and takes a new baseline Snapshot.

Helps to clean up database entries and other components when clients
are removed manually from the remote computers.

Snapshot is an image of the File System and Registry.

Configure Snapshot automation, Snapshot limit, and filters to the
current system. System Configuration can also be propagated to all
other systems in the network.
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our Open XDR platform with your
existing security investments and technology stack, easily scaling to fit your business needs. Netsurion's 24x7 SOC
operates as your trusted cybersecurity partner, working closely with your IT team to strengthen your cybersecurity
posture. Our solution delivers managed threat protection so you can confidently focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is a leader in
Managed Detection & Response (MXDR). Learn more at www.netsurion.com.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

Use the form to submit your technical support tickets. Or reach us directly at 1 (877) 333-1433

Managed XDR Enterprise Customers SOC@Netsurion.com

Managed XDR Enterprise MSPs SOC-MSP@Netsurion.com
Managed XDR Essentials Essentials@Netsurion.com
Software-Only Customers Software-Support@Netsurion.com

https://www.netsurion.com/support
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