EventTracker -

Actionable Security Intelligence

Virtual Collection Point
Configuration Guide

Publication Date: May 10, 2017




Virtual Collection Point

The purpose of this document is to help users understand Virtual Collection Points (VCP) architecture and its
benefits.

It also provides detailed descriptions to

Configure Virtual Collection Points for Windows.

Configure Windows systems to forward events through different ports.

Configure Virtual Collection Points for SYSLOGS.

Configure NIX systems to forward SYSLOG messages to the EventTracker Manager through different
ports (default port: 514 (UDP/TCP).

Forward incoming events as raw SYSLOG messages

Users of EventTracker monitoring large numbers of Windows and NIX systems/devices are requested to go
through this document. This document will help

Users analyze their EventTracker deployment plan and recommend the best deployment solution
suitable to individual company requirements.

Configuring your EventTracker deployment to perform at an optimal level, besides giving you
deployment ideas based on the EventTracker VCP architecture.

Garner best usage of hardware resources and bandwidth.

Provide best performance outputs from key EventTracker Manager modules, namely, data collection,

analysis and reporting.
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The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Virtual Collection Point

VCP stands for Virtual Collection Point. VCP is an architectural enhancement available in the EventTracker
Manager using which the EventTracker can simultaneously collect event logs on multiple ports. This increases
the load capacity of the product significantly while providing performance improvement to all analysis and
reporting modules.

The key benefits of using this architecture are

e Significantly faster analysis and reporting
e Best utilization of system resources and network bandwidth
e Increased load capacity

VCP is ideal for environments where many Windows and NIX systems / devices are monitored by
EventTracker. Large setup is measured not only by the number of systems / devices being monitored but also
the volume of events / syslogs forwarded by the monitored systems / devices.

By default, EventTracker Receiver works on

e Port 14505 (UDP/TCP) for Windows events
e Port 514 (UDP/TCP) for SYSLOGS

As a benchmark, it is recommended to opt for a VCP model deployment if EventTracker is receiving more
than 250 events per second. The VCP model will balance the load and proportionately channel events /
SYSLOGS coming into the EventTracker. VCP also eliminates additional hardware enhancements by optimally
utilizing the single hardware/system. Last but not the least it creates significant performance improvements
in the Analysis and Reporting modules of the product thereby directly saving on valuable end user time.

e Identify the systems / devices that generate high volume of events / SYSLOGS baseline being 100/sec.

e Segregate those systems

e Group those systems into a manageable size

e Assign different port(s) to individual systems / devices in each group to communicate with the
EventTracker Manager.

For example, consider EventTracker is monitoring 100 Windows systems. All those systems are critical and
generate high volume of events that is above the baseline 500/sec. Assemble those systems into 10 groups
with 10 system per group. Assign ports 14505 (default), 14515, 14525, 14535, 14545, 14555, 14565, 14575,
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14585 and 14595 respectively to individual systems in each group to communicate with the EventTracker
Receiver.

This way the load on Manager is balanced which ultimately enhances the performance. For detailed
instructions go to appropriate sections.

Virtual Collection Points Architecture

Virtual Collection Points (VCP) enable the existing receiver to behave like a collection master without having
the physical Collection Points installed. The Existing Collection Point (CP-CM model) requires physically
organized Collection Points reporting to a Collection Master. CP-CM model requires several hardware
facilities and a large degree of deployment difficulty.

VCP provides the solution to break down the huge volume of input events using the existing set up with
minimal configuration changes, thus helps to process the received data in a short time at the reporting end.

Event =
Correlator

[ Virtual Collection Point Stack

Receiver | Policy Engine | Archiver
SNMP SYSLOG Hers
EVT EVTX Rauting
XML mare Natification

Virtual Collection

Windows, Syslog. :
Solaris Bgi{ 4 polnt2

Routers, Switches,
Applications, Real-Time
Databases,

Security Events, LOQS
Legacy Platforms, Vil ChRsR Reports & Analysis
el Point 3

Web Console

=

Reports & Analysis

Virual Collection
Point N

fip, sftp. http, ssl Direct
Batch ) e |

EventTracker behaves the same way with multiple instances of its core components. VCP should be
configured in such a way that the single instance of EventTracker takes care of a group of systems.

Figure 1

Each EventTracker Receiver instance will receive events from their respective group of systems and
maintain the respective cache.
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Virtual Collection Points for SYSLOGS

EventTracker Syslog Receiver can be configured to listen on 10 UDP/TCP ports for Unix/Linux/Solaris Syslogs.

ET Modules Suggested Trap Ports

You ought to add ports to the Firewall exceptions list.

EventTracker Syslog Receivers (Incoming)

Default: 514 (UDP/TCP) for Syslogs.
You can add max 10 ports for Syslogs

EE!?M-I{:&&. ‘Welcome Mirmal| ':, | Mews | Search | Admin | Tools | Help
Alerts Security COperations Metflow My EventTracker | Compliance Windows Analysis Log Wiew: ‘ Change Audit Config Assessment
| Create Group | | Delete Group | | Interface Manager | Swstem Tools ,ﬂ
Groups Syskems
=I5 Groups Search: l:l Sort by: IName vl Page Size: |25 hd
i m
@ Default WA ESKWINZKBEYMZ Windows Server 2008 Unmanaged Unmanaged High [+ ]
‘@ EXCHSUPP WAy ESKWINZKBEYME Windows Server 2008 Unmanaged  Unmanagsd High
=
- ISATEST * EXCHTEST Windows 2003 - Server Unmanaged Unmanaged High
‘w PNPL
L W GIOE ‘Windows %P Pro Unmanaged Unmanaged Lo
. PNPLVISTA
- * 154 Windaws 2003 - Server Unmanaged Unmanaged High
w SUPPORT
HE— W I5A-DLA ‘Windows 2003 - Server 14515 Agent Unmanaged Undefined
B TOONS
* ISAFirewall-DLA Windaws 2003 - Server 14515 Agent Unmanaged Undefined
* JERRY Windaws ¥P Pra Unmanaged Unmanaged Lo
LS |Iinux.tuuns‘lucal-syslug SysLog System 514 Managed -MAa- Lows
* MICKEY Windaws Vista Unmanaged Unmanaged Lo
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Figure 2

System : linux.toons.local-syslog

IP Address: 192.168.1.4

Twpe: Swvslog System ;l
Part: 514

EventTracker Status; Managed

Change Audit Status: -MA-

Description: -none-

Ok Close

Figure 3
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Configure VCP for SYSLOGS

1. Logon to EventTracker.
Click the Admin hyperlink at the upper-right corner.

Click Manager, click the Syslog / Virtual Collection Point tab.

Welcorne Mirmal| 3 | Mews | Search

PRISM &,
Alerts Securty Cperations Metfiow My EventTracker Compliance Windows Analysis Log Wiew: ‘ Change Audit Config Assessment

| Adrain | Tools | Help

T Agent Settings T E-mail Configuration ]

Manager Configuration

Syslog [ Yirtual Callection Point [ Direct Log Archiver | Netflow Receiver

Configuration ]

Syslog
W Enable: 5Y5L.0G receiver

Al Syslag Systems (UDP)

Si4

Wirtual Collection Poinks
Al Systems

14505
Ewnl.‘l:'v‘.a.‘i'.‘ﬁ.'? Server Time: 0845 670678 PM Response: 3.750 secs Copyright 1999 - 2010 Prism Microsyskems, Inc,

Figure 4

4. Click Add under Syslog.

EventTracker displays the Syslog Receiver Port window.

g Receiver Port

Park Murber

Description |
I raw Syslog Forward

Select a destination and port to which all the incoming esents will be forwarded as raw S¥3LOG
MEssages.

Trap Destination |

kIF‘ &ddress or host name)

Mode: & op 1P

TCP Pork : |

| Save | | Cancel

Figure 5
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5. Type the UDP / TCP Port details in the Port Number and Description fields.
This pair should be unique. Before providing the port details, refer the man pages / documents to
confirm that the ports are not used by any other daemons / processes. Move the mouse pointer over
the Port Number field, EventTracker displays the well-known ports in a tooltip.

6. Click Save.
EventTracker adds the newly configured ports.

EEL?M-E:&E‘ ‘Welcome Mirmnal| -:, | Mews | Search | Admin | Tools | Help

Blerts Security COperations Metflow My EventTracker | Compliance Windows Analysis Log Wiew: ‘ Change Audit Config Assessment

Manager Configuration

Configuration ] Syslog [ Wirtual Callection Paint r Direct Log Archiver | Netflow Receiver T Agent Settings T E-rnail Canfiguration ]

Syslog
M Enable 5Y5L0G receiver

514 Al Syslog Systems (UDP)
|sts =

virtual Collection Poinks

14505 all Systems

EVEH!I@SMI!? Lerver Fime: G845 6F:40:70 M Response: 0.75 cece Copyright 1999 - 2010 Prism Microsystems, Inc.
Figure 6
7. Click Save.

8. Add the ports to the Firewall exceptions list.

EventTracker Manager listens on two ports 514/UDP, which is the default and 515/UDP, which is user
defined.

Group and Configure the NIX systems to forward SYSLOGS through port 514 and 515. For example, if
there are 10 NIX systems in your environment, configure 5 systems to forward SYSLOGS through
514/UDP and 5 systems through 515/UDP. This enhances the performance of EventTracker Receiver.

This option helps to forward received Syslog messages in raw format i.e. forwarded in the same format as it is
received from the source to a specified destination.

1. Select the Raw Syslog Forward check box.
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Porttimber:[ ]

Description |

V¥ raw Syslog Forward
Select a destination and port to which all the incoming events will be forwarded as raw SYSLOG

messages,

Trap Destination : | kIF‘ Bddress or host narne)

Mods: e Crcp

LIDP Port |

Cancel

Figure 7

Type the name or IP address of the destination in the Trap Destination field.

Select an appropriate Mode of transport.
Enter/select an appropriate port with respect to the mode chosen.

vk W

Click Save.

1. Login asroot.

jm |
E* root@mango: ~
—interactive authentication.

ed hug 25 15:17:38 2010 frowm webdool.toons. local

1#

Figure 8
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2. Type cd /etc at the command prompt.

# root @mango: -~

Figure 9

3. Press ENTER on your keyboard.
4. Type vi services.

& root@mango:fetc

Figure 10
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5. Press ENTER on your keyboard.
6. Pression your keyboard to insert / edit the syslog port.
For example: syslog 514/udp as syslog 515/udp.

£ root@mango:/etc

oo
R

(L]

(LG

wn

d

Figure 11

7. Press ESC on your keyboard.
8. Type :wq on your keyboard to save the changes.

root@mango:/etc

iy

oL

n

wn
o

printe

oot

o

wn

ut ime

(L]

ut ime

oo

Figure 12
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9. Press ENTER on your keyboard.

#* root@mangp:/etc

Figure 13
10. Type ./init.d/syslog restart to restart the syslog daemon.
# root@mango:fetc

—interactive authentication.

2010 from webdocl.toons. local

Figure 14

11. Press ENTER on your keyboard.
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# root@mango:/etc

tion.

Figure 15

1. Type vi syslog.conf at the command prompt.

o
&= root@mango:fetc
root
ard-inter:

Figure 16
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prt mail) of lewvel info or higher.
on, 1

s also to boot. log

Swar/ log/ localz . log

fwar/ log/auth. log

fay=log.cont™ 14L,

Figure 17

3. Presslon your keyboard to insert.
. Type *.* @IP address
o **@192.168.1.19
e Type “asterisk’ followed by a “period’ and an “asterisk’
e Press TAB on your keyboard.
e Type “at the rate” symbol followed by IP address of the EventTracker server.

* * signifies all Syslog messages will be forwarded to the destination computer.
Press ESC on your keyboard.

Type :wq to save the changes.

Press ENTER on your keyboard.

Type ./init.d/syslog restart to restart the syslog daemon.

Click ENTER on your keyboard.

W o N oW

EventTracker:

Actionable Security Intelligence




Virtual Collection Point

Open the Task Manager to verify EventTracker Receiver spawned a new process EtReceiver-S-515.exe.

E_ Windows Task Manager 1 =]
File Cptions  Yiew Help
applications Processes |F‘erFu:urmanu:e I Metworking I Users I

Image Mame et Mame Mem Lisage
CollectionMasterConsole . exe SYSTEM oo 6,960 K
CSFss5, 8xe SYSTEM o0 1,408 K
EtReceiver-2-514.exe SYSTEM oo 10,600 K
evbarmgr.exe SWSTEM oo 9,180k
sOlseryr,exe METWORE SERVICE oo 153,396 K
taskmar . exe nirmal i 5,480 K
evkmgr.exe SWSTEM oo 5,108 K —
EtScheduler.exe SYSTEM 1] 3,420 K
rdpclip.exe nirmal i 1,648 K
explorer . exe nirmal nz 9,696 K
EtReceiver-5-515.exe SYSTEM o0 11,064 K
inekinfo,exe SYSTEM oo 3,336 K
UserAckiviky . exe SWSTEM uin} 11,684 K
Whiprvse, exe SYSTEM oo gle k
UkiDeyCassinwebServerZa, exe SYSTEM oo 59,388 K
svchosk, exe SHYSTEM oo 2,324 K
CCApp. ExE nirmal i a0a K
svchost,exe S¥3TEM uin} o254 K
sychosk, exe SHYSTEM oo 1,556 K
lngon.scr LOCAL SERVICE 0 240K |

¥ show processes From all users End Fracess |

Processes: 54 (CPU Usage: 13% (Commit Charge: 2140 | 2469M | 4
Figure 18

1. Open the System Manager to verify EventTracker Receiver receives SYSLOG messages at the configured port
515/UDP.
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= W ISA-DLA Windows 2003 - Server 14515 Agent Unmanaged Undefined
& TOONS
M ISAfirewall-DLA Windows 2003 - Server 14515 Agent Unmanaged Undefined
WA JERRY Windows XP Pro - Unmanaged Unmanaged Low
I* linux.toons.local-syslog SysLog System 515 Managed -MA- Low 1
W MICKEY Windows Yista - Unmanaged Unmanaged Low
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A OBELIX Windows XP Pro - Unmanaged Unmanaged Low
* OBELIX-IT Windows XP Pro - Unmanaged Unmanaged Low
o B
EventTrackery Server Time: 08/25 03:33:04 PM  Response: 0,15 secs 0 Prism Micre

Figure 19

2. Click Log View on the EventTracker home page.
3. Select the Syslog system from the System(s) drop-down list.

.‘B!\?.'ﬂ.afg Welcome Mirmal| b | | Mews | Search | Admin | Tools | Help
Alerts Securty Operations Metfiow My EventTracker | Compliance Windows Analysis | Log Wiew: ” Change Audit Config Assessment
Log Yiew

¥

,ZI Categary: |Select a category
A Categaries I &l Alerts

Systemis): |Se|act syskemis)
|-y Default

5 'j OLA
™ ' ESHWEBDOC
7 1 ESXWEBDOC-DLA
-7 158-DLA
I g 15Afirewall-DLA
- [ -j linus.toons.Jocal-syslog

= | -j SOLARIS-SERVERI-DLA

-7 g WEBDOCI-DLA
|-y TOONS

EventTracker

mrierRiaL

Larver Fime: 0855 6F.27:74 PV Response: 0.10% secs

Copyright 1999 - 2010 Prism Microsystems, Inc,

Figure 20
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4. Select the Syslog -> *All Syslog events Category from the Category drop-down list.

E.;!ém-a%‘ Welcome Nirmal| 3 | Mews | Search | Admin | Tools | Help

Alerts  Secuwrity  Operations  Netflow My EventTracker | Compliance  Windows  Analysis | Log View H Change Audit  Config Assessment

Log View

System(s): ||inux.toons.local-syslog | ¥ Categor y: |Select a category
I al Systems + 15 Mcafee Sidewinder Firewall

- 18 Microsoft Windows Hyper ¥
B Motorola

P B Metscreen

- 18 Oracle
B Snort

{3 Solaris BsM
- 18 Sonicwall UTM

B sox

B Suspicious Metwork Activity

({3 Syslog

it

i

it

it

"3

it

it

3

i

~|Z] Syslog: Authorization events

o 2
O O

EventTrackery

wriermise

ns, Inc,

Server Time: 08/25 03:34:17 PM  Response: 0.734 secs © tight 1999 - 2010 Prism

Figure 21

5. Click Go.

oy
EBL?M-&"&. ‘Welcome Mirmal| :, | Mews | Search | Admin | Tools | Help

Alerts Security COperations MNetflow My EventTracker | Compliance Windows Analysis | Log Wiew: ” Change Audit Config Assessment

Log Yiew
Systernis): |Iinux.toons.local-syslog | ¥ Category: |*A\I Syslog events
I Syskems ™ ai ateqories I il dlerts
Log Time Event Id Computer User Don. Log Type Event Type Source
8/25/2010 3:34:16 0 LIMLE, TOOMS, LOCAL- Mia  MiA System Information  SYSLOG Aug 25 15:34:16 linuwx.toons Jocal -- MARK -
Frd SWELOG kernel
8/25/2010 3:33:16 0 LIMLE, TOOMS, LOCAL- M M System Information  SYSLOG Aug 25 15:33:16 linux.toons Jocal -- MARK -
P SWSLOG kernel
#/25(2010 3:532:16 0 LIMLEE, TOOMS . LOCAL- [ S TS System Information  SYSLOG Aug 25 15:32:16 linuee.toons . Jocal -- MARK -
PM SWSLO0G kernel
8/25(2010 3:31:16 0 LIMUE, TOOMS, LOCAL- MiE MiA System Information  SYSLOG Aug 25 15:31:16 linux.toons Jocal -- MAREK -
P SWELOG kermel
8/25/2010 3:30:16 0O LIMLE, TOOMS, LOCAL- MiE A System Information  SYSLOG AUg 25 15:30:16 linuwx.toons Jocal -- MARK -
P SWSLOG kernel
f/25(2010 3:29:16 0 LIMLE, TOOMS . LOCAL- Mia NA System Irformation  SYSLOG Aug 25 15:29:16 linuwe.toons Jocal -- MARK -
P SWSLOG kernel
§/25(2010 3:28:20 0O LIMLE, TOOMS, LOCAL- =S TS System Information  SYSLOG Aug 25 15:28:20 linux.toons Jocal kernel: Klogd 1.4.1, log source
P S¥ELOG kernel = [procjkmsg started.
8/25/2010 3:28:16 40 LIMUE, TOOMS, LOCAL- [T ST System Information  SYSLOG Aug 25 15:258:16 linuwx.toons local syslogd 1.4.1: restart,
2] S¥ELOG syslog

Sarver Time: (8425 0717 Al Response: (.774 sere Copyright 1939 - 2010 Prism Microsystems, Inc,

Figure 22
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Virtual Collection Points for Windows

EventTracker Receiver can be configured to listen on 10 ports for Windows.

ET Modules Suggested Trap Ports

You ought to add ports to the Firewall exceptions list.

14505 default port.14515, 14525, 14535, 14545,

EventTracker Syslog Receivers (Incoming) 14555, 14565, 14575, 14585, 14595 (max 10 ports)

Configure Virtual Collection Points for Windows

Log on to EventTracker.

Click the Admin hyperlink at the upper-right corner.

Click Manager on the Control Panel.

Click the Syslog / Virtual Collection Point tab.

Click Add under Virtual Collection Points.

EventTracker displays the Receiver Port pop-up window.

6. Type the port number and description in the Port Number and Description fields.

Before typing the port numbers, refer the man pages / documents to confirm that the ports are not

nvkwNneR

used by any other services / processes.

Receiver Port

IF'-:urt Mumber :  [14525
Description : |Manageu:| Cornps WEBDOC L |

| Save | | Cancel

Figure 23

7. Click Save.
EventTracker adds the newly configured ports.
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E'.E!??.'slé, ‘Welcome Mirmnal| -:, | Mews | Search | Admin | Tools | Help
Blerts Security COperations Metflow My EventTracker Compliance Windows Analysis Log Wiew: ‘ Change Audit Config Assessment
Manager Configuration
Configuration ] Syslog [ Wirtual Callection Point [ Direct Lag Archiver | Netflow Receiver T Agent Settings T E-rnail Configuration ]
Syslog
¥ Enable SYSLOG receiver
Sl4 all Syslog Systems (UDP)
515 WP
virtual Collection Points
14505 All Systems
|14525 Managed Comp: WEBDOCL
EVENII“QF;M!" Larver Fime: 08495 6:12:16 FM Response: 0.774 secr Copyright 1999 - 2010 Prism Microsystems, Inc.

Figure 24

8. Click Save on the Manager Configuration page.
9. Add the ports to the Firewall exceptions list.

EventTracker Manager listens on two ports 14505, which is the default and 14525, which is user
defined.

Configure EventTracker Agents to Forward Events on Different
Ports

Group and Configure the Windows systems to forward events through port 14505 and 14525. For example, if
there are 10 Windows systems in your environment, configure 5 systems to forward events through 14505
and 5 systems through 14515. This enhances the performance of EventTracker Receiver.

e Open the etagentconfig.ini of the remote system.

For example, etaconfig.ini. WEBDOC1 from the EventTracker installation folder...\Program Files\Prism
Microsystems\EventTracker\AgentConfig
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B etaconfig.iniWEBDOC1 - Notepad
File Edit Format Miew Help

- General---——————————— -
[Product] :l

prod_name =
prod_ver =
prod_serial =
debug = ©
[End

[System]

sys_name = WEBDOCL
sys_et_port = 14503
sys_evitlog = true
sys_services = false

sys_activity = true

sys_type = 1

[End]

[security]

agent_version = 7.0 - Build 105
protect_i

protect_f?ag = false
wer_minor = §

wer_major = 1
remedial_action = false
[End]

[Manager]

Mgr_name = ESXWEBDOC
mgr_port = 14505
mgr_report = traps
commstr = public
cache_path =
encryption_req = false
[End{

KR W

Figure 25

It is clear from figure above, by default, remote agent communicates with the Manager through port
14505. When you change the port number through Agent Configuration window, EventTracker
updates this field with the new value.

1. Double-click EventTracker Agent Configuration on the desktop Control Panel.
Select a managed system from the Select Systems drop-down list.
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¥ EventTracker Agent Configuration

File Help

Select Syztems
WEBDOCT Agent bazed zystem

[T Spplythe following settings to speciiied Agents

Manager destinations:

|ES<wWEBDOC
Services I Log Backup I Froceszes I Metwark Connections
Logfile Monitor I File Transfer I Config Aszeszment
Managers | Ewvent Filters I System konitar I konitor Apps
|lpta & managers can be configured.
kanager Mame | Part | tode I Encrpt |
ES=WERBDOC 14505 LDP Mo
Add Edi B |
Save Cloze |
Figure 26

3. Select the Manager Name and then click Edit.
EventTracker displays the Edit Destination window.
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™ Edit Destination | x| |

Destination: IE SenwEBDOC

Pait: |1 45005

— Connect to b anager using

High Performance Mode uzes minimal network, traffic [UDP]
and iz the best choice for most installations.

* High Performance Mode [UDF)
 Guaranteed Delivery Mode [TCP)
Encropt: Mo -

Ewvent cache folder:

Mirirnurn &mount of Free space to be left
ah Storage Device [%];

e

20

k. Cancel |

Figure 27

4. Type the port number as 14525 in the Port field and then click OK.
EventTracker updates the port number.
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¥ EventTracker Agent Configuration |
Fil=  Help

Select Systems
IWEBDDU j Agent bazed zyztem

[T &pplythe following settings to specifiied Agents |

Manager destinations:

|ESHwEBDOC
Services I Log Backup I Froceszes I Metwark Connections
Logfile bMonitor I File Transfer I Config Aszeszment
Managers | Ewvent Filterz I Systern konitar I konitor Apps
Ilpta 5 managers can be configured.
kanager Mame | Part | tade | Encipt |
ES=WwWERBDOC 14525 LDP Mo
Add ; Remove |

Save | Cloze |

Figure 28

5. Click Save and then click Close.
Open etaconfig.ini. WEBDOC1 from the location mentioned earlier to check if EventTracker has
updated the mgr_port with new port number.
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B etaconfig.iniWEBDOC1 - Notepad
File Edit Format Miew Help

- General---——————————— -
[Product] :l

prod_name =
prod_ver =
prod_serial =
debug = ©
[End

[System]

sys_name = WEBDOCL
sys_et_port = 14503
sys_evitlog = true
sys_services = false

sys_activity = true

sys_type = 1

[End]

[security]

agent_version = 7.0 - Build 105
protect_i

protect_f?ag = false
wer_minor = §

wer_major = 1
remedial_action = false
[End]

[Manager]

mMgr_name = ESXWEBDOC
mgr_port = 14525
mgr_report = traps
commstr = Public
cache_path =
encryption_req = false
[End{

KR W

Figure 29

e Open the Task Manager to verify EventTracker Receiver spawned a new process EtReceiver-W-
14525.exe.
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E_ YWindows Task Manager
File Ophions  Yiew Help
Spplications  Processes |F'erFu:urmanu:e I Metwaorking I Users I

Iser Name | Mem Usage
EtReceiver-w-14525,exe SYSTEM oo 112?2 K
EtScheduler.exe SYSTEM oo 8,400 K
evtProcessEcFile. exe SYSTEM 0z 6,512 K
EtReceiver-2-514.exe SYSTEM 0z 10,348 K
C5r55.2xE SWSTEM uin} 1,432 K
evtmgr.exe SYSTEM oo g,128 K

CollectionMasterConsole exe SYSTEM 1] f, 960 K b
WD, EXE METWORE SERVICE oo 81,040 K
sOlseryvr, exe METWORE SERVICE 0z o132 K
rdpclip.exe nirmal oo 3,152 K
explorer . exe nirmal oo 11,144 K
inekinfo,exe SYSTEM oo 3,344 K
Wiprvse exe SYSTEM 1] 724K
EtReceiver-W-14505,exe SYSTEM oo 11,316 K
UlkDeyCassinwebServer?a, exe SYSTEM i TO7TEE
svchost,exe SYSTEM oo 2,336 K
cohpp.exe nirrnal i 32K
svchost, exe S¥STEM i} 428 k
svchost,exe SYSTEM 1] 1,260 K

lngan.scr LOCAL SERVICE 0o 240K |

V¥ show processes From all users End Process |

Processes: 57 |CPU Usage: 93% \Commit Charge: 5780 | 2469M | 4
Figure 30

e Open the System Manager to verify EventTracker Receiver receives Windows events at the configured
port 14525.
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PRISM &,

Welcome Mirmal| 3 | News | Search | Admin | Tools | Help

Alerts  Security  Operations — Netflow
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Groups ]Systems
3 ,}L, Groups Search: l:l@ Sort by: IName vl Page Size: |25 'I
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e 123
=y SRS EventTracker EventTracker Change Audit
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B ISATEST B d¥ue Port Status Status Asset value
= PNPL W SUPPSERVER ‘Windows 2003 - Server - Unmanaged Unmanaged High
B PNPLVISTA A SYMSERVER Windows 2003 - Server - Unmanaged Unmanaged High
: = SUPPORT A 5YSS Windows %P Pro - Unmanaged Unmanaged Low
i.n
@ TOONS A 5VS8 ‘Windows XP Pro - Unmanaged Unmanaged Low
A TOM Windows XP Pro - Unmanaged Unmanaged Low
o\ TOMCRUISE Windows XP Pro - Unmanaged Unmanaged Low
A IWEBDOCI Windows %P Pro 14525 Agent Unmanaged Low |
W& WEBDOC1-DLA ‘Windows XP Pro 14505 Agent Unmanaged Low
o WINHV2KS Windows Server 2008 - Unmanaged Unmanaged High

EventTrackerd

Server Time: 08/25 04:17:07 PM  Response: (.15 secs © Copyright 1999 - 2010 Prism Microsystems, Inc.,

Summary

Figure 31

Success of any application depends on performance optimization and load balancing, EventTracker is no

exception.

Implementing Virtual Collection Points will give the following benefits

e Significantly faster analysis and reporting

e Best utilization of system resources and network bandwidth

e Increased load capacity

e Enhances the overall performance of EventTracker.
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