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Abstract

This guide describes the procedure to create and maintain a secure environment for the server that runs the
Netsurion Open XDR 9.4 Manager.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product Ul.

Scope

The configuration details in this guide are consistent with Netsurion Open XDR 9.4.

Audience

This guide is for the Netsurion Open XDR users responsible for monitoring and managing network security.
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1 Overview

Apply the Microsoft security policies (SSLF- Specialized Security Limited Functionality) to harden the Windows
server. Considered the following policies for the hardening process.

1.1 Applying Group Policies on Windows Server 2019

Harden Windows Server 2019 according to the standard policy. Click the following link to download the GPO.
Download WS2019-GPO.zip

Apply the following policies:

e \WS2019-Domain Security

e WS2019-Member Server

e \WS2019-Defender Antivirus

e WS2019-Member Server Credential Guard
e \WS2019-Internet Explorer 11 - User

e WS2019-Internet Explorer 11 — Computer

1.2 Securing IIS Web Server

In the 1IS Manager, create a Certificate request. After receiving, install the certificate.
For IIS 7 Web Server,

e Do not place the Netsurion Open XDR Manager in the DMZ network.

e Give administrative access only to Authorized users or administrators.

e Disable Directory Browsing in IIS.

e Do notinstall Internet printing Extension on the Netsurion Open XDR Manager.

1.3 Securing SQL Server

While installing the SQL server, install only ‘Database Engine Services’. Other services are not required.
Disable (or leave disabled) the following SQL services:
o SQL Server VSS Writer service

o SQL Server Browser service

o SQL Active Directory Helper service

Assign the Sysadmin role only to the authorized administrators and users.

Install the recent service packs and critical fixes for the SQL Server and Windows.
e Remove the BUILTIN\Administrators group from the SQL Server Logins.

© Copyright Netsurion. All Rights Reserved. 5
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Note
Assign sysadmin privileges to other users before removing the built-in administrators.

1.4 Adding Windows Firewall Exceptions

Add the ports/.exe in use to the firewall exception list. Any number of VCPs can be added based on the system
capacity. For Netsurion Open XDR, add the following port numbers/.exe to the firewall exception list:

Port Number Used For
14505 (TCP/UDP) Windows Receiver, Multiple VCPs can be configured
14502, 14508 (TCP) Change Audit
14503 (TCP) Netsurion Open XDR Certificate server
14506 (TCP) Netsurion Open XDR Agent
14507 (TCP) Collection Master

Netsurion Open XDR securely access (HTTPS),

443 (TCP
3(TCP) Netsurion Open XDR Endpoint Security
514 (UDP/TCP) Syslog Receiver, Multiple VCP’s can be configured
14504 Netsurion Open XDR Active Watchlist
9200 Elasticsearch-service-x64, Elastic Cross Cluster
9300 Elastic Cross Cluster
Note: Applicable for Netsurion Open XDR 9.4 version.
Netsurion Open XDR Endpoint Security
6514 Note: This port is configurable. In case of a change in port number,

the Netsurion Open XDR team will notify.
Note: Applicable for Netsurion Open XDR 9.4 version.

Netsurion Open XDR Web console by default uses few ports for communication. These ports must be added to
the firewall exception on the Netsurion Open XDR Manager.

© Copyright Netsurion. All Rights Reserved. 6
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Remote Source (Session .
Protocol Local Port Port Initiator) Target (Listener) Usage/Purpose
Netsurion Open XDR Agent
TCP 14506 All Netsurion Qpen XDR Servnce. running on Configuration synchronization
Agent Service Netsurion Open XDR request

Console

License Server running on

Netsurion Open XDR License details and verification

TCP 14503 All . Netsurion Open XDR
Agent Service request
Console
Netsurion Open XDR
Netsurion Open XDR Receiver running on Default port used for receiving
TCP/UDP 14 All
= 205 Agent Service Netsurion Open XDR events
Console
. Change Audit Service
h A
TCP 14502 All ¢ ar.\ge udit running on Netsurion Open Receiving snapshot files
Service
XDR Console
TCP 14509 All Event Correlator Correlator Event Correlator component
Netsurion Open XDR Syslog
. Receiver running on Virtual Collection Point Syslog
TCP/UDP >14 Al syslog devices Netsurion Open XDR Port used for receiving Syslog
Console

Data transfer between Collection
TCP 14507 All Collection Point Collection Master Point and Collection Master
[Default port]

Trap Tracker Receiver
TCP/UDP 162 All SNMP devices running on Netsurion Open
XDR Console

Port used for receiving SNMP v1,
v2c and v3 Traps/Informs

Netsurion Open XDR Netsurion Open XDR

modules requesting Watch list server running  Serves the Active watch list
Active watch list on Netsurion Open XDR lookup requests.

lookups Console

TCP 14504 All

TCP 9200,9300 Any Collection Master Collection Point Cross-Cluster Elastic Search

Collection.
. License Server running on
N XDR
TCP All 14503 etsurion Qpen Netsurion Open XDR License update request
Agent Service
Console
Netsurion Open XDR Agent
TCP All 14506 Netsurion Qpen XDR SerV|ce' running on Configuration synchronization
Agent Service Netsurion Open XDR request
Console
i D i D
TCP/UDP All 14505  \\etsurion Open XDR Netsurion Open XDR Sending the logs
Agent Service Manager
Change Audit Change Audit Service . .
TCP All 14502 Service on on Netsurion Open XDR Configuration management

© Copyright Netsurion. All Rights Reserved. 7



Protocol Local Port Remote
Port
TCP All 14508
TCP All 443

Source (Session
Initiator)

ChangeAudit Agent

Change Audit
Service on
ChangeAudit Agent

Netsurion Open XDR
Endpoint Security
Agent

Target (Listener)

Console

Change Audit Service
on Netsurion Open XDR

Console

IP address: 35.237.75.235

Netsurion.

Usage/Purpose

On-demand policy comparison

request

Applicable for EES sensor
deployment only

1.5 Allowing Outbound Access to Public URL’s

Netsurion Open XDR Manager/Sensor requires access to certain public URL/IP addresses to perform various
functions like 10C validation/DNS lookup, etc. Below are the URLs that must be allowed in your gateway

firewall/Proxy for Netsurion Open XDR to access these URLs.

URL/Domain
* eventtracker.com
* netsurion.com
threatcenter.netsurion.com
threatcenter.eventtracker.com
nsrl.eventtracker.com
certificates.eventtracker.com

ipinfo.io

geolite.maxmind.com

maps.google.com
virustotal.com
hybrid-analysis.com
whois.domaintools.com

exchange.xforce.ibmcloud.com
api.xforce.ibmcloud.com

xforce-api.mybluemix.net

Port/Protocol/Direction

443/TCP/Outbound

443/TCP/Outbound

9120/TCP/Outbound
443/TCP/Outbound

443/TCP/Outbound

80/TCP/Outbound

443/TCP/Outbound
443/TCP/Outbound
443/TCP/Outbound

443/TCP/Outbound

443/TCP/Outbound

© Copyright Netsurion. All Rights Reserved.

Purpose

Download the XDR updates and DSl

Netsurion Threat Center

Netsurion NSRL server (Hash 10C Lookup)
Netsurion Licensing server
Load the map in Machine Learning Dashboard

Download the Geolocation details in the
Attackers Dashboard

Load the map in the Attackers Dashboard
I0C lookup from Application Control
I0C lookup from Application Control

I0C lookup from Threat Dashboard

I0C lookup from Threat Dashboard
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URL/Domain Port/Protocol/Direction Purpose
rules.emergingthreats.net 443/TCP/Outbound I0C lookup from Threat Dashboard
otx.alienvault.com 443/TCP/Outbound I0C lookup from Threat Dashboard
ipvoid.com 80/TCP/Outbound I0C lookup from Threat Dashboard

senderbase.org
443/TCP/Outbound I0C lookup from Threat Dashboard
talosintelligence.com

app.recordedfuture.com 443/TCP/Outbound I0C lookup from Threat Dashboard

1.6 Checking for Vulnerability Scanner

Scan the hardened Netsurion Open XDR system for vulnerabilities. This is applicable only if the Vulnerable
Scanner is used.

1.7 Restricting Email/File-Sharing Website Access

e Though Internet access is required for Netsurion Open XDR to perform certain functions such as Threat
Intel Feeds etc., certain accesses need to be restricted to ensure security.

e Restrict access to personal emails/file sharing websites (Gmail, Yahoo, Hotmail, Filezilla, Dropbox,
External SharePoint, etc.) under the category blocking of URL or Web content filtering service. This
secures the system against Data Ex-filtration attempts of the logs stored in the Netsurion Open XDR
instance.

e Apart from this, it is mandatory to block the below sites on the Netsurion Open XDR Manager. Popular
categories to be blocked are shown below:

Abortior llegal / Questionable Pornography

Adult / Mature Content egal Drugs Proxy Avoidance

Alcoho intmate Apparel / Swimsult Sex Equcation

Alternative Sexuality / Nudity Spyware / Malware Sources
Lifeslyles

Alternative Spintuality / Occult  Open Image / Media Search Spyware Effects

Extreme Peer-lo-Peer (P2P Suspicious

Gambling Personals / Dating Tobacco

Hacking Phishing Violence / Hate / Racism

© Copyright Netsurion. All Rights Reserved. 9
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1.8 Netsurion Open XDR Endpoint Security

The logs from the EES endpoints are collected centrally and forwarded to the Netsurion Open XDR Web
console. Hence to receive the logs, some configuration changes are needed on the Netsurion Open XDR
console. As part of the standard configuration, the logs are received from
prod080520.customers.deepinstinctweb.com (35.237.75.235) on port 6514.

2 Harden Windows Server — Detailed View

Configure the following aspects to harden the Netsurion Open XDR Manager:

e Harden Windows Server

e Secure IS Web Server

e Secure SQL Server

e Firewall Settings

e Netsurion Open XDR Settings

e Check with Vulnerability Scanner

2.1 Applying Group Policies in a Member Server on Windows Server 2019

Step 1: Click the link below to download the GPO and extract the contents of the zip file to the system.
Download WS2019-GPO.zip

When creating a new ‘Group Policy Objects’, refer the GPO folder available in the extracted folder.

Step 2: Create new Group Policy Objects.
1. Click the Start button, select Administrative Tools, and then select Group Policy Management.

2. In the Group Policy Management pane, expand the Domains node, and then expand the ‘local system’
node.

3. Right-click Group Policy Objects and click New.
4. Enter the new GPO (Group Policy Object) name as WS2019-Domain Security and click OK.

New GPC X

Name:
WS2019-Domain Security|

Source Starter GPO:

{none) v

Similarly, create a new GPO for WS2019-Member Server, WS2019-Defender Antivirus, WS2019-Member
Server Credential Guard, WS2019-Internet Explorer 11 - User, and WS2019-Internet Explorer 11 - Computer
respectively.

© Copyright Netsurion. All Rights Reserved. 10
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Group Policy Objects in ETTESTiocal
Corterts Delegaion

Hodtied Owoe

g

§5§

Step 3: Import Group Policy Settings.
1. Right-click the newly created GPO (For example, WS2019-Domain Security), and click Import settings.

2. Click the Next button to start the importing process.
3. In Backup GPO, click the Next > button.

Import Settings Wizard

Backup GPO
Backup the existing settings in this GPO.

Importing settings will permanently delete this GPO's existing settings. It is therefore
recommended that you back up this GPO before continuing.

Backup...

< Back Cancel Help

4. Inthe Backup location, browse the backup folder path where the settings are to be imported.
5. Click the Next > button.

© Copyright Netsurion. All Rights Reserved. 11
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Import Settings Wizard X

Backup location i
Select the backup folder from which you will import settings.

Backup folder:

0 Version 1809 and Windows Server 2019 Security Baseline\GPO{ + l Browse...

< Back Cancel Help

6. Click the Next button.

Import Settings Wizard X

Source GPO B
Select the GPO from which you want to import settings.

Backed up GPOs:

~

Name e

EJ MSFT Windows 10 1809 and Server 2019 - Domain Security

=] MSFT Windows 10 1809 and Server 2019 Member Server - Credential Guard
=/ MSFT Windows Server 2019 - Domain Controller

= MSFT Windows Server 2019 - Domain Controller Vitualization Based Security
(=] MSFT Windows Server 2019 - Member Server

(= WS2019-Domain Security

=/ WS2019-Domain Security

< >

1 [] Show only the latest version of each GPO View Settings...

< Back Cancel Help

7. InSource GPO, select the WS2019-Domain Security GPO and click the Next > button.
8. In Scanning Backup, after scanning settings are complete, click the Next > button.

9. In Migrating References, click the Next > button.

10. Click Finish.

11. After successfully importing, click the OK button.

© Copyright Netsurion. All Rights Reserved. 12
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Import X

Import progress:

Status:

GPO: W52019-Domain Security...Succeeded|

Group policy import is complete for WS2019-Domain Security.
12. Repeat the steps from 1 to 11 to import Group Policy for WS2019-Member Server, WS2019Defender

Antivirus, WS2019-Member Server Credential Guard, and WS2019-Internet Explorer 11- User and
Computer.

Step 4: Crete new ‘Organizational Unit’ (OU).

1. Right-click the server computer name and click New Organizational Unit.

3 Group Policy Management WS08R2-SSLF-Member-Server
= 4\ Forest: prismtest1.local Se | Details | Seti 0 -
5 (@ Domains ope | Details | Settings | Delegation |
= == o linke
R Default  Create aGPO in this domain, and Link it here... | [
¥ 5 Domain  Link an Existing GPO... i
= o GroupP Block Inheritance hs, and OUs are fir
g::' Group Policy Modeling Wizard. .
N New Organizational Unit
W5(  Search...
' WL change Domain Controller. ..
) WMI\,?I: Remove
il ¢ " Active Directory Users and Computers...
# 3] Starter ol s = 5n only apply to th
+ | {3 Sites New Window from Here —
sr% Group Policy Mo
« Group Policy Re Refresh
Properties
Heip ] . Remove
2. Enter the new organizational unit (OU) name and click OK. Example: Netsurion Open XDR Manager
New Organizational Unit X
Name: I Event TrackerServer l
Cancel

© Copyright Netsurion. All Rights Reserved. 13



Netsurion.

Step 5: Link the existing GPO to the newly created OU.

1. Right-click the newly created OU — Netsurion Open XDR Manager and click Link an existing GPO.

= File  Action View Window Help

e 2m 0[X0 o Hm

2 Group Policy Mdna@emf:d EventTracker Server
= 4\ Forest: prismtest1.loc. - ¥
— ink: P t
5 (3 Domeins Linked Group Policy Oblects | Group F
=) 3 prismtest1.local Link Order ~ | GPO
».] Default Domain Policy 1 &) WS08F
+ = Domain Controllers 2 ‘, ' \WSO8F
G E vent Tracker Ser z -
% | Group Policy Obje CreatcaGPOhdomain,mderkwe... r‘
.y WMI Fiers Link an Existing GPO...
@ 3 Starter GPOs Block Inheritance
® L3 Sites Group Policy Modeling Wizard. ..
% Group Policy Modeling = :
New Or ional Unit
« Group Policy Results gones
View »
New Window from Here
Delete
Rename
Refresh
Properties
Help

2. Inthe Select GPO dialog box, using the Control key, select all three newly created GPOs, and click OK.

Select GPO X

Look in this domain:

ETTEST.local v

Group Policy objects:

Name

Default Domain Policy
Defender Group Policy Objects
MSI19

TestGpo

WS2019-Defender Antivirus
WS2019-Domain Security

WS2019-Internet Explorer 11
WS2019-Member Server
WS2019-Member Server Credential Guard

Cancel

3. The Group Policy objects are now linked to the organizational unit.

© Copyright Netsurion. All Rights Reserved. 14



Netsurion.

Step 6: Link Netsurion Open XDR Manager to the newly created OU and reboot the Netsurion Open XDR
Manager system.

1. Click the Start button, select All Programs, and then select Administrative Tools.
2. Select Active Directory Users and Computers.

3. Inthe Active Directory Users and Computers pane, expand Domain’s node, and then click the Computers
node.

4. Right-click Netsurion Open the XDR Manager system, and then click Move.

- Active Directory Users and Computers !El
| File action view Help
& [ == e = — 3 =~
e 2@ 0 Xz HE|IBRETER
: Active Directory Users and Comput | Name I Type I Description |
= = Saved Queries 1R ESXWINZKSR2VM4 Computer
= 33 prismtest1.local PRISMTEST1-¥M2 Coooouto
= Builtin Add to a group...
| Computers Name Mappings...
[# (5| Domain Controllers Disable Account
EventTracker Server Reset Account
+ ForeignSecurityPrincipals EventTraCker Move...
# | LostandFound Server Manage
# | Managed Service Accounts _
[# | Program Data all Tasks >
fze
E System cut
# | Users Delet:
[ (| NTDS Quotas e
Properties
Help
K I— 2]

T 5 e -
Moves the current selection to another organizational unit.

© Copyright Netsurion. All Rights Reserved. 15
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Move object into container:

=33 prismtest]

[+ | Builtin
#- | Computers
[#-3 Domain Controllers

EwventTracker Server
- " ForeignSecurityPrincipals
#- | LostdndFound
[#- | Managed Service Accounts
- NTDS Quotas
[#- | Program Data
[#- | System
- Users

0K I Cancel

5. Select the newly created OU (in this case, select Netsurion Open XDR Manager), and click OK.
6. Inthe Active Directory Users and Computers pane, click ‘Organizational unit’ (in this case, click Netsurion
Open XDR Manager).

B Active Directory Users and Computers =] B3 .

File  Action View Help
e |rElLO0/RDd= HElRabhvak
: Active Directory Users and Comput
Saved Queries
prismtest1.local

| Builtin

| Computers
& (2] Domain Controllers Once linked, EventTracker server name will be

5| EventTracker Server .

= | ForeignSecurityPrincipals dlsplayed under OU '
# | LostandFound
3] Managed Service Accounts
# || Program Data
I3
=
=

Description

| System
Users
NTDS Quotas

| |
\ [

7. Reboot the Netsurion Open XDR Manager system linked to the OU.

© Copyright Netsurion. All Rights Reserved. 16
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2.2 Applying Group Policies in a Workgroup on Windows Server 2019

Step 1: On the workgroup system, download the Windows server 2019 local security policy backup file.

1. Click the link below to download the GPO and extract the contents of the zip file onto the system.
Download WS2019-GPO.zip
2. Extract the downloaded file to C:\WS2019-GPO.

v] < | Windows 10 Version 1809 and Windows Server 2019 Securi ity Baseline — a X

File Home  Share  View @
<« L > ThisPC > Local Disk (C:) > WS2013-GPO > Windows 10 Version 1809 and Windows Server 2019 Security Baseline > v o Search Windows 10 Version 18... 0

Name Size

s Quick access
Desktop
& Downloads

[£ Documents

Documentation 12/24,
GP Reports 12/24
GPOs 12/24
Local_Script
& Pictures Templates

Screenshots
[ This PC

& Network

Step 2: On the workgroup system, install GPO by running the PowerShell script which is available in the
downloaded folder.

1. Launch PowerShell and run as administrator. The PowerShell script is available in the downloaded
Local_Script folder.

2. Run the command as shown in the figure. Change the work directory to the folder where the file got
extracted and run the below command.

\BaselineLocallnstall.ps1 -WS2019NonDomainJoined

© Copyright Netsurion. All Rights Reserved. 17
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indows Server 20 Security Baseline\Windows 1@ Version
.\Baselinelocallnstall.psl

Emznsssus rune =n T =ssw E .un

To test properly, create a new non-administrative user account and reboot.

Detailed logs are in this file: |}
C:\Windows Server 2819 Security Baseline\Windows 10 Version 1889 and Windows Server 2019 Secur Baseline\Local_Scrip
t\Baselinelnstall-20191219-1437-21.1og

Please post feedback to_the Security Guic«?nce blog:
Step 3: Verify the applied Security Policy.

In the Workgroup System

1. Select the Start button, select All Programs, and then select-> Administrative Tools.
2. Click Local Security Policy and expand Account Policies.
3. Click Password Policy and check the Security Settings as shown in the below screen.

:?, Local Security Policy

File Action View Help

= = ) A rm
& Security Settings Policy Security Setting
v (@ Account Policies Enforce password history 24 passwords remember...
& Pasoword Policy Maximum password age 60 days
- L:{;‘;::::“““‘ flokey Minimum password age 1days
3 Audit Policy Minimum password length 14 characters
3 User ngms‘:‘qumm‘ Password must meet complexity requirements Enabled
Store passwords using reversible encryption Dissbled

4 Security Options
Windows Defender Firewall with Adve
Network List Manager Policies
Public Key Policies
Software Restriction Policies
Application Control Policies

&, 1P Security Policies on Local Compute
Advanced Audit Policy Configuration

© Copyright Netsurion. All Rights Reserved. 18
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T Local Security Policy
File Action View Help

= 7 m o)
# Secunty Settings Policy ' Security Setting
via A“:“"‘ p°:;‘:" Accounts: Administrator account status Enabled

i SSEWOId vV ONcy Accounts: Block Microsoft accounts Not Defined

A Account Lockout Policy

3 Accounts: Guest account status Disabled

v _g Local Policies
Accounts: Limit local account use of blank passwords to co...  Enabled

4 Audit Policy
3 User Rights Assignment Accounts: Rename administrator account Administrator
4 Security Options Accounts: Rename guest account Guest
Windows Defender Firewall with Adve Audit: Audit the access of global system objects Disabled
Network List Manager Policies Audit: Audit the use of Backup and Restore privilege Disabled
Public Key Policies Audit: Force audit policy subcategory settings (Windows Vis... Enabled
Software Restriction Policies _| Audit: Shut down system immediately if unable to log secur... Disabled
Application Control Policies DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
8, 1P Security Policies on Local Compute DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
Advanced Audit Policy Configuration Devices: Allow undock without having to log on Enabled
Devices: Allowed to format and e¢ject removable media Administrators
. Devices: Prevent users from installing printer drivers Enabled

_.. Devices: Restrict CD-ROM access to locally logged-on user... Not Defined
+ Devices: Restrict floppy access to locally logged-on user only  Not Defined
Domain controller: Allow server operators to schedule tasks  Disabled
Domain controller: LDAP server signing requirements Not Defined
.. Domain controller: Refuse machine account password chan... Disabled
.| Domain member: Digitally encrypt or sign secure channel d...  Enabled
Domain member: Digitally encrypt secure channel data (wh.., Enabled
. Domain member: Digitally sign secure channel data (when ... Enabled
+, Domain member: Disable machine account password chan... Disabled
Domain member: Maximum machine account password age 30 days
. Domain member: Require strong (Windows 2000 or later) se.. Enabled

3 Securing IIS Web Server (10 and 11)

The Secure Sockets Layer (SSL) is a commonly used protocol for managing the security of a message
transmission on the internet.

3.1 Mandatory Requirements

This section describes the mandatory software and component requirements to create an SSL digital
certificate and secure website hosted on the IIS server with an SSL digital certificate.

Operating System Windows Server 2019

e Internet Information Server (11S) 10 and 11.
Software and Components e Browser, which supports 128-bit encryption (IE 11 or
above/ Firefox 3.5 or above).

3.2 IS setup on Windows

Step 1: Creating the ‘Certificate Request’.

1. Click the Start button, select All Programs, and select Administrative Tools.
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2. Select Internet Information Services (IIS) Manager.

~ i mation Services (115) Manages ensbies you to
= 0 ol and troubledhock 115 and ASP NET

JX‘ SQU Secver Mansgemert Studo
v Servies

B coonantrrone

1 EventTracker Control Paned

o

% EventTracher Configuration

)w«-uunm

& SRU Server Corfiguration Manager

v APy

Search programs and Hes B ot
1 3 - e 229
2
[’; - > - 0o i =
Internet Information Services (II5) Manager [=]

| €5 » StartPage

Ele View Help

- id |2 |8 Internet Informati

95 Application Server Manager

-85 ELCWINZKS (ELCW2K8\administy

Hame e Connect to locahost 115 News and Information
S ELCwINzka localhost Connect to a server... 115 Downloads
Connect to a site... 115 Forums
Connect to an application... Techhiet
MSDN
ASP.NET News
K S | B
~ s\ s >
1IS News Enable IIS N

IIS News is disabled, click the Enable IIS News link to get the most recent online news.

4] |

Ready

3. Click the server node.
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20



Netsurion.

" Internet Information Services (115) Manager

r5)

Ele Wow Heb

-l |8
&3 Start Page
5 63

€3 » mowinzs »

U}I ELCWIN2KS8 Home

Group by: Area Y B8
ASP.NET
& P . oon] F
L4 4 7 ab N
MNET NET NET Trust  Applcation  Connection  Machine Key
Compdation  Globalization Levels Settings Rkrings
2 & 3
) 4
Providers  Session State  SMTP E-mad
us
@ u? 0 m &
. D ® & o
AP Authentication Authorization cal Compression  Defauk
Rules Dacument

L | B =7 v ?
s = CH ¢

Error Pages FaledRequest  Handler  MTTP Redirect HITP
TracngRules  Mappings Respo.. Restrictions.
§ = 8 ¢ T 2
Logoing MIME Types  Modules Output Server Worker
Caching Certificates Processes
Management
' of of i |
_’q_",' & & ) =
: +f [Trosresvon]. - Cotort v
Ready
4. Double-click the Server Certificates icon in the IIS pane.
11s
2 :
{i" > g_i I 0 o ac4
Authentication Compression Default Directory Error Pages
Document Browsing
X » & = &
o = J .
ISAPI and CGI ISAPI Filters Logging MIME Types Modules

Restrictions

"
Server
Certificates

“3

&« Y

Worker
Processes

5. The Server Certificates panel will be displayed as shown below:
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Pages and
Conkrols

e
Directory
Browsing

<

ISAPT and CGI  ISAPI Fiters

[[8]x]
] Pl B

Manage Server
© Restart

| swp

View Applcation Pools
View Sktes

& Hep
Onine Help

HTTP
Respo...

=
-

Request
Filtering
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" Internet Information Services (115) Manager [IE1x]

@ s | %5 ecwmexe » = e -

Blo  Yow Heb

o f1 Server Certificates

<, - |7 I8 Import..
. RO Use this feature to request and manage certficates that the Web server can use with Web sites configured for SSL. Creste Certfficate Request...
= 93 ELCWINZKS (ELCW2KS\adminkst 9 e ey avdidon! s S Confiour 3
¥ Application Pools Nome -+ | 1s5ued To | 1ssued By | Expirati Complete Certiicate Request...
(%] Skes Create Domain Certficate. ..
Create Se¥-Signed Certificate...
& Hep
Oniine Help
< | il
[ Trestures wew ] . Content viow
ey [resuesven]
Ready S

6. In the Actions pane, click the Create Certificate Request link. The dialog box will be displayed as shown
below:
Request Certificate EE3

l Distinguished Name Properties
8

Specify the required information for the certificate. State/provice and Cyflocality must be specified as
official names and they cannot contain abbreviations.

Common name: I

Qrganization: |

Organizational ynit: |—

Cityflocality |

State/province: I

Countryj/region: fus ~]

” I Cancel I

7. Type the system name (FQDN- Fully qualified domain name) as a common name in the Common name
text box.

Example: mcloon.toons.local
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Request Certificate

Distinguished Name Properties
ol
}" ¥

Specify the required information for the certificate. State/province and City/locality must be specified
as official names and they cannot contain abbreviations.

Common name: lmcloon.toons.local

Organization: [prar

Organizational unit: o

Cityflocalty [Columbia MO

State/province: [washington

Country/region: jus =l

e ] | concel |

8. Enter the organization and geographical details and click Next. Do not change the default selection in the
Cryptographic Service Provider Properties pane.
9. Set the bit length to 2048 from the Bit length dropdown and click the Next button.

Request Certificate 2]

| Cryptographic Service Provider Properties
ol}
'
Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Cryptographic service provider:

tographic Provider

Previous ” Next I nis | Cancel l

10. Type the name and path of the file to save the CSR (Certificate Server Request).
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Request Certificate EE3
|| File Name
el
LS
Specify the file name for the certificate request. This information can be sent to a certification
authority for signing.

Specify a file name for the certificate request:

[c:lcertreq.txt o I

Previous fext l Finish Cancel

11. Click Finish.
12. Send this request file to the certificate vendor.
Step 2: Installing the Certificate.

The certificate received from the vendor needs to be copied to the system.

1. Click the Start button, select All Programs, and then select Administrative Tools.

2. Select Internet Information Services (1IS) Manager.

3. Click the server node, and then double-click the Server Certificates icon in the IIS pane.

s
N . M N =
‘: \ .i__v o P 4c4
Authentication Compression Default Dwectory Error Pages Handler HTTP
Document Browsing Mappings Respo...
@' v/ Ll { = o= e N 3
(] S J ‘ 4
ISAPI and CGI  ISAPI Filters Logging MIME Types Modules Output Request
Restrictions Caching Filtering
‘3
8 «Xy
Server Worker
Certificates Processes

4. Inthe Actions pane, click the Complete Certificate Request hyperlink.
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Y Internet Information Services (115) Manager [-15]x]
@ %s | %3 eowmaxs » e
\ &1 Server Certificates
Q- |8 | Import
pm i ] Create Centficats Request..

Use this feature to request and manasgs certficates that the Web server can use with Web stes configured for SSU

Nowwa - | 155024 To | 1ssuady | &x Complete Certficate Request...

Create Domain Certficate. .

+ 93 ELOWINGKS (ELCW2KB|adminksty

Croste Se¥-Sgned Certficate. .

© o
Onine Help

5. Inthe Complete Certificate Request dialog box, click the browse button.

Complete Certificate Request K E3

‘l Specify Certificate Authority Response
"

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.
File name containing the certification authority's response:

n Gl

Friendly name:

Cancel
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Complete Certificate Request _

8 ll Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

| | B

Friendly name:
| |

Select a certificate store for the new certificate:

|Pevsona| vl

6. Locate the server certificate received from the certificate authority.

(;\ S e ~ Computer + Win2ks (C:) ~ v & | et LWJ
Organize v | Views v New Folder 0
Favorite Links Name ~ Ivl Date modified [-‘ Type Ivl Size Iv] Tac
EventTracker7 6/19/2009 11:33... File Folder
B Desktop inetpub 6/2/2009 12:50PM  File Folder
1M Computer PerfLogs 1/19/2008 2:40 AM  File Folder
_V[' Documents Program Files 6/26§2009 6:29 PM  File Folder
B pictures Users 6/3/20092:25PM  File Folder
,D Music Windows 7/1720095:11 PM  File Folder
'y Recently Changed
I searches
Public
Folders A il | Ll
File name: ]cerlnew :’ ]“cel _:]
Open Cancel |
Z

7. Click Open.
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Complete Certificate Request

| Specify Certificate Authority Response
L}

\;; }
Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification authority's response:

lC:Icertnew.cer IZI

Friendly name:

l Cancel I

8. Type a relevant name in the Friendly name field to keep track of the certificate on this server.

Complete Certificate Request EE3

[ Specify Certificate Authority Response
8
Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification authority's response:
lC:\certnew.cer __J
Friendly name:

|PNPLCERT

OK l Cancel
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Complete Certificate Request I;-

il‘ Specify Certificate Authority Response
B

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

lC:\certnew.cer | D

Friendly name:

[PpLCERT] |

Select a certificate store for the new certificate:

[Personal v l

oK | [ Cancel

9. Click OK.

If successful, the newly installed certificate will be shown in the list. If the error ‘the request or private key
cannot be found’ occurs, then ensure that the correct certificate is used and is installed on the same server
where the CSR (Certificate Server Request) is generated. If these two things are in place, then proceed to
create a new Certificate Request and reissue/replace the certificate.

" Internet Information Services (I15) Manager HE

@ vy |95 aowmxe » W o he-
Ele  View Hebp
 ———— @1 Server Certificates L
e-id|” |8 q Inport...
© Start Page : - = —
5 65 ELCW&S (ELCWaKB\administs | Us® this feature to request and manage certificates that the Web server can use with Web stes configured for SSL. Create Certificate Request...
|
Name ~ ] Issued To | Issued By 1 Expirati Complete Certificate Raquest...
PNPLCERT PCA elew2kB-ELCWINZKB-CA 77j Create Domain Certficate. ..
Create Se¥-Signed Certificate..,
View. ..
Export...
Renew...
X Remove
© e
Onine Help
o | 2
: R | B

Ready

© Copyright Netsurion. All Rights Reserved. 28



Netsurion.

Step 3: Binding the certificate to Netsurion Open XDR.
1. Expand the Server node.
2. Expand the Sites node.
3. Click Netsurion Open XDR.

4. Inthe Actions pane, click Bindings.

?Elnternet Information Services (IIS) Manager =8 5]
@ o | @ » NTPLDTBLRIG » Stes » EventTracker » | & @ -
File  View Help
[ EventTracker Home
A l 4 Explore
=-93 NTPLDTBLR16 (TOONS|sunanda) ) = Edit Permissions...
22 Application Pools Filter: v [Go - show Al | Groupby: Area > [28]~ —
B-[8] Sites ASP.NET Edit Site
40 Default Web Site . _ — s Bindings. ..
ER=E entTracker =0 \2 i ¢ “J : gl'l = g,> (el & Basi settings...
® EventTrackers 8 |_404 | Y 1B ab) EEEE d | .
MET NET JNET Error NET (NET Profile  .METTrust  Application  Connmection  MachineKey  Pagesand  Session State  SMTP E-mail \tiew Applications
Authorizati...  Compilation Pages Globalization Levels Settings Strings Controls View Virtual Directories
i ~
11s Manage Web Site
2 - = Restart
- = .
e o . g e H e E 2 > star
2 B o & O = # » & & "
ASP Authentication Default Handler HTTP ISAPI Filters ~ MIME Types Modules QOutput Request S5L Settings e
Document Mappings Respo... Caching Filtering Browse Web Site
S| Browse *:3080 (http)
Management
Advanced Settings...
|
} Configure
Configuration ks
Editor @ Help
Online Help

5. The Site Bindings dialog box appears as shown below:

Site Bindings K3 E3
Type | Host Mame | Port [ IP Address Uji@ add...
http 30 *

6. Click Add.

Add Site Binding | 2]

Type: IP address: Port:
I VI IAII Unassigned 3 ISU

Host name:

Example: www,contoso.com or marketing.contoso.com

OK I Cancel I

7. Change the Type to https. By default, the system will select the port number as 443. The default port
number can be changed if required.
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Add Site Binding
Type: IP address: Port:
I 'l Jall Unassigned | 443
Host name:

S5L certificate:

lNot selected

Ok I Cancel I

Add Site Binding [ 2 [

Type: IP address: Port:
Ihftlps v [an Unassigned v| |443 ]

Host name:

[] Require Server Name Indication

551 certificate:

Mot selected ol Select..

Cancel

8. Select the recently installed SSL certificate.

Add Site Binding 2]
Type: IP address: Port:
Ihttps :_] [AII Unassigned _v_] |443
Host name:
S5L certificate:

F'f'-JF'LCER'T ¥ I View. .. |
OK I Cancel ]

Add Site Binding |

Type: IP address: Port:
|https v' [AII Unassigned v‘ ‘443 l
Host name:

| |

[] Require Server Name Indication

SSL certificate:
PNPLCERT VI [ setect. | [ view. |

’ oK | ‘ Cancel

9. Click OK. The binding for port 443 will be listed.
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Site Bindings [
Type | Host Mame | Port | 1P Address | Bind Add...
http 80 %

https 443 2 Edit...

Remove

<| | | Browse

4l

Close

10. Click Close. The newly added https website will be listed under Browse Web Site.

“E Internet Information Services (I15) Manager

i =181 x]
@ . | €@ » NIPDTBIR1E > Stes b EventTracker » [ S
File  View Help
» EventTracker Home
Lall ! Explore
[=1-%5 NTPLDTELR16 (TOONSisunanda] — — Edit Permissions...
. 2 Apphcation Pools Filter: v 6o - gShow All | Groupby: Area v 23~
=-/8] Sites ASP.NET Edit Site
-4 Default Web Site . _ e Bindings...
ot = 3 | iy = .
R c entTracker = \2 7y * ‘J , = L gli( =l &> (el [2] Basic settings...
€ EventTrackers 8 E[V =l J s & =] =
NET NET \NET Error JNET (NET Profile  .MET Trust Application  Connection  MachineKey — Pagesand  Session State  SMTP E-mail Wiew Applications
Authorizati... Compiaton  Pages  Globalization Levels Settings Strings Contrals View Virtual Directories
i A
s Manage Web Site
2 ) 2 Restart
- & <
S | 5 iy (7 2 sy 2s o= 2 > Start
= Qb o & O = H » & & -
ASP Authentication  Default Handler HTTP ISAPIFilters ~ MIME Types  Modules Output Request  S5L Settings 0 -
Document Mappings Respo... Caching Filtering Browse Web Site
[S] Browse *:8080 (http)
Management [S] Browse *:443 (http)
= Advanced Settings. ..
Configuration Configure
Editor Limits. ..
@‘ Help
Online Help

Step 4: Configure SSL Settings.

Configure SSL Settings to interact in a specific way with client certificates.
1. Expand the Sites node.
2. Click Netsurion Open XDR.

3. Double-click the SSL Settings icon.
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Services (IIS) Manager

@-..4 | @ » NTPLOTBLRIG » Sites » EventTracker »

File  View

Help.

22 Application Pools
B8] Sites

€9 EventTrackers

NTPLDTBLR16 (TOONS|sunanda)

@ EventTracker Home

Filter:

- Gyshow all | Groupby: Area

ASP.NET
$ = = = B =l
2 &€ BB @ | E w N , > (2
NET NET \NET Error NET NET Profile  .NETTrust  Application  Connection  MachineKey — Pagesand  Session State  SMTP E-mail
Authorizati... Compilation Pages Globalization Levels Settings Strings Contrals
s
‘ ) nsy 1 i 5&"} 3. w Q;
: '_2‘ o 2 & JE &7l e &
ASP Authentication Default Handler HTTP ISAPI Filters ~ MIME Types Modules Output Request S5L Settings.
Document: Mappings Respo... Caching Filtering
Management

421 Explore
Edit Permissions...
Edit Site
Bindings...
=] Basic Settings...
Yiew Applications
View Virtual Directories
Manage Web Site A
< Restart
> Start
B stop
Browse Web Site
@] Browse *:8080 (http)
[] Browse *:443 (http)

Advanced Settings...

Configuration Configure
Editor Limits., ..
@ Help
Online Help
4. The SSL Settings page will be displayed as shown below.
GO (0 = » Stes b EvertTracker & @-

Eie

@ -

Vien  Help

121 |8

=494

N5 Start Page

=]

o] Stes

Q) Defaul Wb Sits

E-€D EventTracker

7 eventrss

o (TOONS Yt
) pplication Pools

E
| aspret_chent

EventTracker
EvertTrackerReport

@ SSL Settings

This page lets you modify the 5L settings For the content of & Web site or application.

™ RequiresSL

Client certicates:
& Ignore
© Accept
@ Roqure

eatures View || - Content View

5/ pply
(= Cancel
@ Hep

orline Help

5. Select the Require SSL option.

6.

the Alerts pane.
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@ sstsetngs

s paon ety you modfy the S5 settngs for the contant of & Wb st or sppkcaton

P peawesu

Jert et s

@ Yyoe

- L
€ aocept
© Requre

il J 3] [ rores vem ) contet e

7. Close the IIS Manager.
Step 5: Create FTP Service.
Note

Follow steps 5 and step 6 only to transfer the custom logs from the remote server to the Netsurion Open
XDR Manager.

1. Click the Start button, select All Programs, and then select Administrative Tools.
2. Select Server Manager.
LScrvchmaqzr

He  Adion View Hebp
& | xmE

-10]x]

T e —

2
# % Active Drectory Domain Se —‘K
+ " DNS Server View the health of the roles installed on your server and add or remove roles and features,
+ i Network Policy and Access .
¥ & Web Server (11S) a
+
o} Features A R
5 = 3 Roles Summary ﬂ oles Summary Help
# i} Configuration —
* 13 storage ~ Roles: 4of 17 installed »() Add Roles
&= Remove Roles
1. Active Directory Domain Services
i) DNS Server
i) Network Policy and Access Services
Web Server (I15)
~ Active Directory Domain Services H 200510
Stores directory data and manages communication between users and domains, inchuding user logon
processes, authentication, and drectory searches.
~ 7 Go to Active Directory Domain
Role Status Servicas
Messages: |
! Svstem Services: 8 Running, 2 Stoooed lj
< L] i.¢ Last Refresh: Today &t 1:13PM Configure refresh

3. Inthe Server Manager pane, expand Roles.
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4. Right-click Web Server (11S) and select Add Role Services.

erver Manager (PRISMTEST1-¥YM1 m

S
= 3 Roles
é’_ Active Directory Domain Se ’K
&, DNS Server
3 Network Policy and Access !
&5 Web Server (115)

+
=
+
+
=) oles Summa

View the

&
# Jmm Diagnost  Remove Role Services
® g} Configur.
& &2 Storage Refresh Roles: 4of 1
Help
1. Active Dir

(i) DNS Serw:

5. The Server Manager page displays the Add Role Services wizard.

Add Role Services | X]

i":—bj Select Role Services

Role Services Select the role services to install for Web Server (11S):

Confirmation Role services: Description:

B oo il Sl
g HTML Web sites and optional support

Results =) [@ Common HTTP Features (Installed) for ASP.NET, ASP, and Web server

extensions. You can use the Web
Server to host an internal or external
‘Web site or to provide an environment
for developers to create Web-based
HTT : s applications.
[ webDAY Publishing
= [ Application Development (Installed)

[] asp
[ car

[] Server Side Includes
=1 & Health and Diagnostics (Installed)

«| | »

More about role services

| _ser> | _ims | [ ]
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6. Inthe Roles Services pane, select the FTP service option, and then click Next.

Add Role Services

= O .
!HQE Select Role Services

Select the role services to install for Web Server (IIS):

Confirmation Role services: Description:
Progress [] URL Authorization ;' :1;:; ::rsvei::;nables FTP publishing on
Results F Filtering d

[; 1P and Domain Restrictions
= [@ performance (Installed)
c ! n (Ins!

Stati C

[ Dynamic Content Compression
= [@ Management Tools (Installed)

l_ Management Service
=[] 115 6 Management Compatibility
["] 115 6 Metabase Compatibility
[] 115 6 WMI Compatibility
["] 115 6 Scripting Tools
L 115 6 Management Console
= @ FTP Server
v [
[ FTP Extensibility
[ 115 Hostable Web Core

< »

Mare about role services

Install Cancel

7. In the Confirmation window, click the Install button.

Add Role Services

= 2§ ) ) .
!IE{:E! Confirm Installation Selections

Role Services

Confirmation

Progress

To install the following roles, role services, or features, click Install,

(i) Zinformational messages below

Results ( i ) This server might need to be restarted after the installation completes,

~! Web Server (IIS)
( , ) Find out more about Windows System Resource Manager {WSRM) and how it can help optimize CPU
usage

FTP Server
FTP Service

Print, e-mail, or save this information

< Previous | fext > ] Install I Cancel |

8. Click the Close button after the ‘Installation Succeeded’ message appears on the Results window.
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Add Role Services [ %}

= )
!é:}a Installation Results

Role Services . B )
The following roles, role services, or features were installed successfully:

Confirmation
Progress ~) Web Server (1IS) & 1nstallation succeeded
The following role services were installed:
FTP Server
FTP Service

Print, e-mail, or save the installation report

2 Previous fext = | Close I Carnicel

Step 6: Create an SSL-enabled FTP Site.

1. Click the Start button, select Programs, and then select Administrative Tools.
2. Select Internet Information Services (1IS) Manager.

3. Inthe Connections pane, select Sites node.
4

Right-click the Sites node, and then click Add FTP Site.

(OR)
Click Add FTP Site in the Actions pane.
@< ’ @) » PRISMIESTI-VMI » Skes » 2] e -

Fie View Help

- i -
<, - |71 |8 | {. @ Addweb Ske...
€ Start Page Set Web Site Defauks...
€3 PRISMTEST1-yM1 (PRISMTEST1Y | Fiter: = -\Eshowdl | o < —
L} Application Pocls Name ~ |10 [ status [Bindn; || @ AddETRSEESS
+ o ErA EBnafack web Ste 1 Started (http) *:80 (F Set FTP Ske Defaults...
J AddwebSte...
bd aaices @ relp
& Refresh Online Help
Switch to Content View
L — >
. - S
Ready L

5. The Add FTP Site dialog box appears on the screen. In the FTP site name, type the site name as ‘My New
FTP Site’, and then locate the physical path of the FTP root folder.
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Add FTP Site

g Site Information

ETP site name:
[y New FTP site

—Content Directory

Physical path:

IC inetpubiftproot

MNext

Einish Cancel

6. Click the Next button.

B3

Add FTP Site
g Binding and SSL Settings
—Binding
IP Address: Port:
all Unassigned :] |21

™ Enable Yirtual Host Names:

Virtual Host {example: ftp.contoso.com)

IV Start FTP site automatically
—355L
" NossL
" allow SSL
% Require 55L
SSL Certificate:

Mot Selected

Cancel ‘

7. Select the local IP address for the FTP site from the IP Address drop-down or type the local loopback IP
address for the computer by typing "127.0.0.1" in the IP Address box.

8. Keep the default port selection as 21, or the port number can be changed if required.

9. Inthe SSL pane, select the Allow SSL option, and then click the View button to locate the SSL certificate

received by the vendor.
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Add FTP Site Publishing K E
G Binding and SSL Settings
Binding
IP Address: port:
192.168.1.218 = 2

™ Enable ¥irtual Host Names:

¥ start FTP site automatically
S5L
" Mo sSL
& Allow S5L
" Require S5L
S5L Certificate:

[FPrpLCERT ~| ew. |
" ext I Einits I Cancel I

10. Click the Next button. The Authentication and Authorization Information page appears.
11. In the Authentication pane, check the Basic option.
12. In the Authorization pane, select Specified users from the Allow access to drop-down.

13. Type the username that is authorized to do FTP access.
Example: Administrator.
14. Select the Read and Write as the Permissions option.

Add FTP Site EE3

g Authentication and Authorization Information

— Authentication

™ Anonymous

v Basic

—Authorization

Allow access to:

ISpeciFied users _'_J
IAdministrator
Permissions
¥ Read
vV write
Previous I Iext l Finish I Cancel

15. Click the Finish button.
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3.3 Restricting Netsurion Open XDR Web Console Access

Configuring IP address and domain name restrictions in Internet Information Services (l1S) allows you to permit
or deny access to the web server, websites, folders, or files. The rules can be configured for remote IP
addresses or based on the Domain name.

When a remote client that is not permitted access requests a resource i.e. a 403.6 (“Forbidden: IP address of
the client has been rejected”) or 403.8 (“DNS name of the client is rejected”), HTTP status will be logged by
Internet Information Services (lIS).

IP and Domain Restrictions option is not enabled by default when you install Internet Information Services
(11S). You can enable the IP and Domain Restrictions option by adding the above Role Service as mentioned
below.

3.4 Installing IP and Domain Restriction in Windows

1. Click the Start button.
2. Select Administrative Tools, and then select Server Manager.
3. Select Add Role Services.

[E.. Server Manager =] B3 .
| File Action Wiew Help
== 2@ E
Sl Server Manager (PNPL-8-5UP) Web Server (IIS)
= 3 Roles
=2 m
= €5 Web Server (I15) ﬁ; Provides a reliable, manageable, and scalable Web application infrastructure.
&]1 Internet Information Se Q
B 5] Features e |
=2 Diagnostics 53 Copy Result Properties
{2] Event viewer
Hel
& (%) Performance H rer
454 Device Manager
= 3} Configuration
@ () Task Scheduler
& @@ Windows Firewall with Advz
Sk Services
@5 WMI Control
= % Local Users and Groups
& &5 storage ~ Role Services: 30 installed 54 Add Role Services
- = R Role Seryit
Role Service I Status l M RemOre e Seres
&, Web Server Installed
~4  Common HTTP Features Installed
& Static Content Installed
& Default Document Installed
& Directory Browsing Installed
& HTTP Errars Installed Click on " Add Role
HTTP Redirection Mot installed Services"
WebDAY Publishing Mot installed
&5 Application Development Installed
& ASP.NET Installed
& .NET Extensibility Installed
& ASP Installed
& CGI Installed
& ISAPT Extensions Installed
& ISAPI Filters Installed
& Server Side Includes Installed
s  Health and Diagnostics Installed
&S HTTP Logging Installed |
< | | "% Last Refresh: Today at 7:57 PM  Configure refresh

4. Under Security, select IP and Domain Restrictions, and then select Next.
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r

Add Role Services

= &

- Confirmation
Progress

| Results

! ! B Select Role Services
rl

Select the role services to install For Web Server (IIS):

Role services: Description:

- 1P and Domain Restrictions allow you
,L. Tracing X ;-I to enable or deny content based{upon
[: Custom Logging the originating IP address or domain
[] ODEC Lagging name of the request. Instead of using
= [E security (Installed) groups, roles, or NTFS file system
permissions to control access to
content, you can specific IP addresses
or domain names.

windows Authentication
Digest Authentication

] 1IS Client Certificate Mapping Authenticatiol

|

([

O

[] Client Certificate Mapping Authentical
O

[} URL Autharization

Under Security > Select
(Installed "IP and Domain
Restriction"”

= [E Performance {Installed)
St ent Comp N

["] Dynamic Content Compression

=

5. Click the Install button.

Add Role Services

More about role services

I Cancel

Confirm Installation Selections
M-

Role Services

Confirmation

Progress

Results

© Copyright Netsurion. All Rights Reserved.

To install the following roles, role services, or features, click Install.

(i) 2informational messages below

i) This server might need to be restarted after the installation completes.

~ Web Server (IIS)

(i) Find out more about Windows System Resource Manager (WSRM) and how it can help optimize CPU
"~ usage
Web Server
Security
IP and Domain Restrictions

Print, e-mail, or save this information

< Previous Mext >

| Install I Cancel
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3.5 Configuring IP Address and Domain Restrictions in Windows

1. Open IS Manager.

2. Select the Netsurion Open XDR site.

¥ Internet Inform.

Services (IIS) Manager

=181 x|

@m o | € » NIPLDTBLR1E > Stes » EventTracker »

File View Help

@ EventTracker Home

'~ NTPLDTBLR16 (TOONS!sunanda;

| & L@ -

42 Explore
Edit Permissions. ..

% Application Pocls Filter: ~ (G0 - Ghshow Al |Groupby: Area
S o) Sites ASP.NET Edit site
) % . A Bindings...
, - | . S = s
32 &£ @3 @ | P - _ = > M B s
WNET WNET WMNET Error WNET NET Profile JNET Trust Application Connection  Machine Key Pagesand  Session State  SMTP E-mail View Applications
Authorizati...  Compilation Pages Globalization Levels Settings Strings Controls View Virtual Directories
5 Manage Web Site ~
R rt
: I o = sl - o=
%’J @ o & s s M e = i
Authentication Authorization Default Handler HTTP 1P Address | ISAPIFiters MIME Types Modules Output Request ® 2 .
Document Mappings Respo... and Dom. .. Caching Filtering Browse Web Site
¢ [$] Browse *:8080 (http)
5] Advanced Settings...
S5L Settings
Configure
Limits...
Management @ Help
‘7‘ Online Help
Configuration
ditor
d | v ] [FiFeatures view |, - Content view
3. In Features View, double-click IP Address and Domain Restrictions.
4. Inthe Actions pane, select Add Allow Entry or Add Deny Entry to allow or deny entries.
™E Internet Information Services (1I5) Manager i =181 x|
@.,, | @ NTPLDTBLR16 » Sites » Eventlracker » o o a o - |& -~ Re-
File  View Help

| O IP Address and Domain Restrictions

=95 NTPLDTBLR16 (TOONS|sunanda|
Application Pools

Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the restrictions in order of priority.

' Specific IP address:

[

€ 1P address range:

I
Mask or Prefix

[

[ Features view | - Content view

Add Deny Entr

Edit Feature Settings...

o] Sites Group by: o Grouping 5
5140 Default Web Site Revert To Parent
Mode ~ | Requestor Entry Type |
- — View Ordered List...
add allow Restriction Rule 21x| -
@ Hep
Allow access for the following 1P address or domain name: Online Help
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“E Internet Information Services (115) Manager i =18 ]
@ o | € » NIPLDTBLRIG > Sies b EventTracker » &~ @
Fle View Help
[ IP Address and Domain Restrictions
|2 Add Allow Entry..
195 NTPLDTBLR16 (TOONSisunanda;
ol awhcatmn(r,wls & Use this Feabiure Ko restrict or grant access to Web content bassd on IP"addresses or domain namss, Set the estrictiris in order of prioriy. Add Denry Exkry
=8| Sites Group by: o Grouping = Edit Feature Settings...
(- Default Web Site Revert To Parent
- < Mode ~ | Requestor [ Entry Type |
-3 EventTracker View Ordered List...
(-8 EventTrackers Add Deny Restriction Rule 21x| -
- @ Hep
Deny access to the following IP address or domain name: Oniline Help
& Specific IP address:
€ 1P address range:
Mask or Prefix:
g |3 [Treswsuon]. conentvon

You can specify an IP address, an IP address range, or a Domain Name in the above dialog boxes. Configuring
Allow or Deny restrictions using a Domain name requires reverse DNS look-up every time a request arrives
from the server. Performing reverse DNS lookups is a potentially expensive operation that can severely
degrade the performance of your IIS server.

3.6 Request Filtering in IS 10 and 11

3.6.1 Installing Request Filtering in Windows

Click the Start button and select Administrative Tools.
Select Server Manager, select Dashboard, and select Add Role and Features Wizard. In the Add Roles
and Features wizard, the Before You Begin page displays.

3. Click the Next button.

4. On the Select Installation type page, select Role-based or Feature-based Installation, and then click the
Next button.

5. On the Select Destination Server page, choose Select a server from the server pool, select your server
from the Server Pool list, and then choose the Next button.

6. Inthe Select Server Roles window, expand and select Web Server.

7. Expand and select the Security node, and then select Request Filtering, and then click Next.
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e Add Roles and Features Wizard [ = | = [

~ ! I R il DESTINATION SERVER
Select server roles umesi3-ume Toonslocal
Before You Beqin Select one or more roles to install on the selected server.
Before You Beg
Installation Type Roles Description
€ i« ~ Request Filtering screens all
) e TTD Faate
(8] Common HTTP Features incoming requests to the server and
> Health and Diagnostics filters these requests based on rules
Features b Performance set by the administrator. Many
malicious attacks share common
4 (5] m characteristics, like extremely long
equest Filterin requests, or requests for an unusua
Request Filtering q Juests f; |
[V Basic Authentication action, By filtering requests, you can
o attempt to mitigate the impact of
% these type attacks
Client Certificate Mapping Authenticatic| _
Digest Authentication 5
IS Client Certificate Mapping Authentic/
IP and Domain Restrictions
URL Authorization
Windows Authentication =
< " >

< Previous ‘ Next > |

8. On the Confirm Installation Selections page, click Install.

9. On the Results page, click Close.

3.6.2 Installing Request Filtering in Windows

1. On the taskbar, click Start, point to Administrative Tools, and click Server Manager.

2. Inthe Server Manager hierarchy pane, expand Roles, and click Web Server (lIS).

3. Inthe Web Server (lIS) pane, scroll to the Role Services section, and click Add Role Services.
4

On the Select Role Services page of the Add Role Services Wizard, select Request Filtering, and click Next
>,
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Add Role Services
= 1%
|

Confirmation
Progress

Results

Select Role Services

Select the role services to install for Web Server (IIS):
Role services:

N

Description:

[] opec Loaging
= [@ security
["] Basic Authentication
["] windows Authentication
"] Digest Authentication
["] Client Certificate Mapping Authentication
[] 115 Client Certificate Mapping Authentication
["] URL Authorization
I'_J;
[_] 1P and Domain Restrictions
= [@] Performance (Installed)
L Dynamic Content Compression
= [E Management Tools (Installed)
[] 115 Management Scripts and Tools
[; Management Service
=[] 1S 6 Management Compatibility
["] 115 6 Metabase Compatibility
[] 115 6 WMI Compatibility

["] 115 6 Scripting Tools

1 116 £ Manaanman + Camanla

More about role services

Previous | Next > I

Request Filtering screens all incoming
requests to the server and filters
theserequests based onrules setby
the administrator. Many malicious
attacks share common characteristics,
like extremely long requests, or
requests for an unusual action. By
filtering requests, you can attempt to
mitigate the impact of these type
attacks.

|

Cancel

etsurion.

5. On the Confirm Installation Selections page, click Install.

6. On the Results page, click Close.

3.6.3 Allowing/Denying Access to a Specific File Name Extension

1. Open Internet Information Services (11IS) Manager. On the taskbar, click Start, point to Administrative

Tools, and then click Internet Information Services (IIS) Manager.

2. Inthe Connections pane, go to the connection, site, application, or directory for which you want to modify

your request filtering settings.

In the Home pane, double-click Request Filtering.

4. In the Request Filtering pane, click the File Name Extensions tab.

To deny file name extensions in the Actions pane, click Deny File Name Extension.
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8 Internet Information Services (lIS) Manager I;li-
@ C [@ » VMESG-VMI » Sites » DefoultWeb Site » &~ a2 @-
File  ‘iew Help
Connections . 5 4 Alerts
< - 7 | & O Request F"terlng (i) File name extensions that
@5 Start Page appear in the list and have

%o 3 Use this feature to configure filtering rules. Allowed set to False are
a3 -
493 VMESX3-VM1 (TOONS\chaitra) blocked. No other file name

L2 Application Pools ‘ &> File Name Extensions =] Rules l =0 Hidden'Segment € 1> | extensions are blocked.
4 - Sites File ExteRsion Allowed ~
4 &P Default Web Site s False Actions

b dsprietclient .ascx False Allow File Name Extension...

B 3 Even:_v:s i .master False = Deny File Narne Extension...

p-2¥ EventTracker 2 e e

~ .skin False S Fan <,
b (¥ EventTrackerReports Edit Feature Settings...
- browser False © Hel = ——
sitemap False = ﬁz‘p T
.config False Jrligeadc B
.cs False
.csproj False
b False
~hproj False
awebinfo False
Jicx False
resx False
| resnurces False >
< m > ‘l':-,{Features Vie;, = Content View
Configuration: '‘Default Web Site' web.config €3

6. The Deny File Name Extension dialog box will be displayed as shown below. Enter the file name
extension that you want to block and click OK.

File name extension:

[

Deny File Name Extension _

Cancel

For example, to prevent access to files with a file name extension of .inc, you would enter "inc" in the dialog
box.

7. To allow file name extensions in the Actions pane, click Allow File Name Extension.

Allow File Name Extension [ > S

File name extension:

[ |

8. Enter the file name extension that you want to allow and click OK.
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4 Securing SQL Database Server

4.1 Reducing the Surface Area for SQL Server Components

To reduce the surface area of SQL Server components, apply the following best practices.
1. Install only the required SQL Server components.

2. While installing the SQL Server, do not include Analysis Services, Integration Services, and Full-Text
engine.

3. Do notinstall SQL Server Reporting Services (SSRS) on the same server as the Database engine. Installing
SSRS on the same server as the database engine, and web services opens a hole in the security layer.

4. Install only two features namely Database Engine Services and Management Tools — Basic.

W& SQL Server 2008 R2 Setup =1 3
Feature Selection

Select the Enterprise features to install.

Setup Support Rules Eeatures: Description:
SeRn o InEancarestces Includes the designer, runtime,
Feature Selection =)

and utilities that enable

Installation Rules [_] SQL Server Replication Integration Services to move,

Instance Configuration

Dizk Space Requirements
Server Configuration
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

[] Full-Text Search
[] Analysis Services
[ Reporting Services
Shared Features
[C] Business Inteligence Development Studio
[] Client Tools Connectivity
[] Integration Services
[[] Client Tools Backwards Compatibility
[C] Client Tools SOK
[[] SQL Server Books Online

[“I[Management Toolz - Bazic

integrate, and transform data

between data stores,

Complete TIn s S i
[[] SQL Client Connectivity SDK
[[] Microsoft Sync Framework
Redistributable Features
Select Al unselect A1 |
Shared feature directory: IC:\Pqutun Files\Microsoft SQL Server)
Shared feature directory (x86): [C:\Program Files (x86)\Microsoft SQL Server
< Back I Next > I Cancel I Help l
P
=
=

Feature Selection

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

SQL Server 2012 Setup

Select the Express features to install.

[¥] Database Engine Services
[] SQL Server Replication
Shared Features
[¥] Management Tools - Basic
[[] SQL Client Connectivity SDK
[]LocalDB
Redistributable Features

(== -

Feature description:

|| The configuration and operation of each

instance feature of a SQL Server instance is
isolated from other SQL Server instances.
SQL Server instances can operate side-by-
side on the same computer.

Prerequisites for selected features:

Already installed:
Microsoft .NET Framewaork 4.0
Windows PowerShell 2.0
Microsoft .NET Framework 3.5
To be installed from media:
Microsoft Visual Studio 2010 Shell

Select &l | | Unselect il |

Shared feature directory:

Shared feature directory (<86): |C:\Program Files (xB6)\Microsoft SQL Server\

[C\Program Files\Microsoft SQL Servery

=
1=

[ <Back

|1

e

5. Disable the following SQL Server services.

SQL Server VSS Writer service
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e SQL Server Browser
e SQL Active Directory Helper service

6. Ensure the latest antivirus version is configured correctly.
7. Install the latest critical fixes and service packs for both Windows and SQL Server.

4.2 Reducing the Surface Area for SQL Server Services

To reduce the surface area of SQL Server services, apply the following best practices.

1. |Install only Database Engine Services. Do not include Analysis, Reporting, Notification, and Integration
services. Do not opt for Workstation components, Books Online, and development tools option.

i% Microsoft SQL Server 2005 Setup @

Components to Install
Select the components to install or upgrade.

I SQL Server Database Services I

["] analysis Services

D Reporting Services
[ motification Services
D Integration Services

[] workstation components, Books Online and development tools

For more options, click Advanced.
[ < Back ] ﬁ Mext = Ji [ Cancel ]

2. Disable the following SQL Server services.
e SQL Server VSS Writer service

e SQL Active Directory Helper service
e SQL Server Browser service

Follow the steps given below to disable the services.

1. Click the Start button and click Run.

= Type the name of a program, folder, document, or Internet
_— resource, and Windows will open it for you.

operc ] S

Cancel Browse...

2. Inthe Run window, type ‘Services.msc’, and click the OK button.
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Open:

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

services.msc v

OK Cancel Browse...

3. The Services window will be displayed as shown below:

Services = m} X
File Action View Help
e F Gz Hm > > 8 uD
Services (Local) " Services (Local)
Select an item to view its description.  Name Description Status Startup Type Log #
G ActiveX Installer (AxinstSV) Provides Us... Disabled Loc
v""-AIIJoyn Router Service Routes Alllo... Manual (Trig...  Loc
G App Readiness Gets apps re... Manual Loc
G Application Host Helper Ser... Providesad.. Running Automatic Loc
Application |dentity Determines ... Manual (Trig... Loc
Application Information Facilitatest...  Running  Manual (Trig... Loc
Application Layer Gateway ... Provides su... Manual Loc
: Application Management Processesin.. Running Manual Loc
& AppX Deployment Service (... Provides inf... Manual Loc
GLASP.NET State Service Provides su... Manual Net
G Auto Time Zone Updater Automatica... Disabled Loc
AVCTP service This is Audi... Manual (Trig...  Loc
Background Intelligent Tran... Transfersfil.. Running Automatic (D.. Loc
Background Tasks Infrastru... Windowsin.. Running Automatic Loc
Base Filtering Engine TheBaseFil.. Running  Automatic Loc
Bluetooth Audio Gateway S... Service sup... Manual (Trig... Loc
Bluetooth Support Service  The Bluetoo... Manual (Trig... Loc
Gl Capability Access Manager ... Provides fac... Manual Loc
CaptureService_124e60 OneCore Ca... Manual Loc
CaptureService_8d057f269 OneCore Ca... Manual Loc
G} Certificate Propagation Copies user... Running  Manual (Trig.. Loc Vv
< >
.‘"\‘ Extended ;‘ Standard /

4.

Example: SQL Server VSS Writer service.

Locate the required service(s) name in the Name column.

5. Right-click the service to be disabled and click Properties.
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Services = [m] X
File Action View Help
&) | FEC= HmE » = nw

Services (Local) ' Services (Local)
SQL Server VSS Writer Name Description Status Startup Type Log #
- 8 ¢ Special Administration Con... Allows adm... Manual Loc
Stop the service Gl Spot Verifier Verifies pote.

Restart the service Manual (T”Qn- Loc

..... Automatic Nt

t (SQLEVNT) Manual NT

Desc»ription: ) SQL Server Browser Provides SQ.. Running  Automatic Loc

E:z;f:;{z:;::i:ii::::ﬂ SQL server SQL Server CEIP service (SQ... CEIP service... Running  Automatic NT
through the Windows VSS SQL Server VSS Writer S i

infrastructure. 5} SSDP Discovery Discov Start ed Loc

& State Repository Service Provid Stop 3l Loc

G Still Image Acquisition Events Launc Pharse al Loc

&) Storage Service Provid Restrne 3l (Trig.§ Loc

&k Storage Tiers Management ~ Optim al Loc

& SysMain Mainti et aatic Loc

System Event Notification S... Monit All Tasks > natic Loc

G} System Events Broker Coord aatic (T.{ Loc

Gk System Guard Runtime Mo... Monit Refresh al Loc

& Task Scheduler Enable Properties aatic Loc

GLTCP/IP NetBIOS Helper Provid 3l (Trig..j Loc

G} Telephony Provid Help 3l Net

e ‘»Them;s Provides us... Running  Automatic Loc

&l Time Broker Coordinates... Running  Manual (Trig... Loc

Touch Keyboard and Hand... Enables Tou... Running Manual (Trig... Loc
5k TrapTracker Receiver TrapTracker... Running Automatic Loc ¥

."\_» Extended /4, Standard /

Opens the properties dialog box for the current selection.

6. The SQL Server VSS Writer Properties (Local Computer) dialog box appears as shown below:

SQL Server VSS Writer Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name:  SQLWriter
Display name: ISQL Server VSS Write

Description: Provides the interface to backup/restore Microsoft
S SQL server through the Windows VSS infrastructure.

Path to executable:
"C:\Program Files\Microsoft SQL Server\90\Shared\sqlwriter.exe"

Startup type: Automatic V.

Service status:  Running

Stop

You can specify the start parameters that apply when you start the service
from here.

7. Click the Startup type dropdown and select Disabled.

5]
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SQL Server VSS Writer Properties (Local Computer) X
General |ogOn Recovery Dependencies
Service name: SQLWriter

Display name: SQL Server VSS Writer

Descrition: Provides the interface to backup/restore Microsoft
escapion SQL server through the Windows VSS infrastructure.

Path to executable:
"C:\Program Files\Microsoft SQL Server‘\90\Shared\sqlwriter.exe"

IStartup type: I Automatic 24

Automatic (Delayed Start)

Automatic
Manual
. Disabled
Service status: RU a
Start Stop Resume

You can specify the start parameters that apply when you start the service
from here.

Cancel Apply

8. Click the Stop button to stop the service.
9. Click Apply, and then OK.

Services - - *
File Action View Help
s | T EcE B venumn
@ Service; (Local) ] “ Services (Local)

A

SQL Server VSS Writer Name Description Status Startup Type Log On As (o
4 -.’.\"; Special Administration Con... Allows adm... Manual Local Syste..,

Desenption: G Spot Verifier Verifies pote... Manual (Trig... Local Syste...

Provides the interface to X R X 2

backup/restore Microsoft SQL server &) SQL Server (SQLEVNT) Provides sto.. Running  Automatic Network S...

through the Windows VSS G, SOL Server Agent (SQLEVNT)  Executes jo... Manual NT Service...

infrastructure. G5 SQL Server Browser Provides 5Q... Running  Automatic Local Service

SSDP Discovery Discovers n Disabled Local Service
v.'.\"'; State Repository Service Providesre.. Running Manual Local Syste...
G Still Image Acquisition Events  Launches a... Manual Local Syste...
Storage Service Provides en... Running Manual (Trig.. Local Syste...
Gl Storage Tiers Management  Optimizes t... Manual Local Syste...
SysMain Maintains a.. Running  Automatic Local Syste...
System Event Notification S... Monitors sy.. Running  Automatic Local Syste...
System Events Broker Coordinates... Running  Automatic (T... Local Syste...

% System Guard Runtime Mo... Monitors an... Manual Local Syste...
i€} Task Scheduler Enablesa us.. Running Automatic Local Syste...

% TCP/IP NetBIOS Helper Providessu.. Running  Manual (Trig... Local Service
Telephony Provides Tel... Manual Network S...

Gl Themes Provides us.. Running Automatic Local Syste...

& Time Broker Coordinates... Running Manual (Trig...  Local Service

Touch Keyboard and Hand... Enables Tou... Running Manual (Trig... Local Syste...

TrapTracker Receiver TrapTracker.. Running Automatic Local Syste...
v

i€ Undate Orchestrator Service Manaaes W... Runnina _ Automatic (D... Local Svste...

4\“-.“ Extended Standard/
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Note
If the remote indexer is enabled in the Netsurion Open XDR Manager then,
e ‘SQL server browser’ service should be enabled.

* ‘sglbrowser.exe’ and ‘sqlservr.exe’ must be added to the firewall exception list.

4.2.1 SQL Server SA Account

e The Windows Authentication mode is more secure than SQL Authentication. Hence, configure the SQL
Server to use Windows authentication only.

e |If the Windows Authentication mode is selected during installation, the SA login is disabled by default. If
the authentication mode is switched to SQL Server mixed mode after the installation, the SA account is
still disabled and must be manually enabled if required.

e Enabling mixed-mode authentication will

o Disable or rename the SA Account. Do not use this account for SQL server management.
o Enforce a strong password policy, while using SQL Authentication.

5 Netsurion Open XDR Settings

5.1 Securing Agent Configuration and Saving it as a Template

The current Agent configuration settings on the local system can be protected from being modified by any
unauthorized remote system. This option allows only the local system to modify the agent settings or
configure up to five IP addresses of remote systems where the modification of agent configuration is possible.

It is recommended to save the agent configuration settings as a Template and apply it to multiple agent
systems at once instead of applying them individually.

To use the same configuration settings for agent systems, the agent configuration on the local system needs
to be saved as a Template first. The template is saved as a .ini file in the default path, which would be
ProgramFiles\PrismMicrosystems\EventTracker\Remotelnstaller.

5.2 Protecting the Current Configuration Settings for Local System

1. Go to the Netsurion Open XDR Control Panel.
2. Double-click the Netsurion Open XDR Agent Configuration, and then click the File dropdown.
3. Click the Security option.
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'™ EventTracker Agent Configuration i x|

]”FE Help

d Template T
: =kl ~ | Agent based System ’

Save As 1g settings to specified Agents I
System
License Server
Exit
P security x|

Logfile' ever I
Managé [ Agent Configuration Protection aas ]

wine

M2 — Settings can be modified on the following system(s]
I~ Lo
r Er

M aximum of 5 IP addresses can be configured
separated by comma [.).

| I3

T

I~ Enable Remedial Actions

|

Field Description

Agent Configuration Protection

Enable Protection for Agent Select this option to protect the configuration settings from being
Configuration modified by a remote agent system.

Settings can be modified on the following system(s)

Select this checkbox to protect the current configuration settings
Local System of the local system. Other users cannot modify the settings from
their machines.
Select this checkbox to allow the specified remote systems to do
the configuration changes in the local system. Type the IP address
in the IP Address field. Up to five IP addresses can be configured,
separated by commas (,).

Enter IP Address

Remedial actions are scripts or EXEs that can be launched at either

Remedial Action . .
the agent or Manager side, in response to events.

4. Select the Enable Protection for Agent Configuration option.
5. Click the OK button.

Note

To apply this configuration to the agent systems in the enterprise, click the Apply this configuration to
agents button.
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5.2.1 Applying Configuration to Agent System(s)

1. Goto the Netsurion Open XDR Control Panel.

Double-click the Netsurion Open XDR Agent Configuration and click the File dropdown.
Click the Load Template button.

[ EventTracker Agent Configuration i x|

| File Help

| Load Template | |

Save

Save As
Security
System
License Server
Exit

g settings to specified Agents I

4. Select the File name from the file location and click the open button.

[ ppen Template Configuration [ X]
‘\7 ) ‘ ~ EventTracker ~ Remotelnstaller ~ v 2 Ii:e.jrch
Organize v == Views v New Folder <9'
Favorite Links MName * |v| Date mod1ﬁed4l -] Type |v| Size lvl Tac
Agent 71712017 7:12PM  File Folder
B Desktop Agent2 7/14/2017 11:59... File Folder
18 Computer Installer 7/17/2017 7:12PM  File Folder
F[- Documents Script 7/14j2017 12:46... File Folder
FE Pictures etaconfig.ini 7128/2017 4:17 PM  Configuration Se...
FD Music i+ |etaconfig_Servers.ni  7/14/2017 12:00... Configuration Se... 49 KB
‘ i etaconfig_Workstati... 7/28/2017 4:13PM  Configuration Se... 20KB
4 Recently Changed
5 searches
Public
Folders A 4 | ﬂ
File name: |etaconfigini _v_] ]Configuralion File [.ini) LI
Open ‘vl Cancel I
4

5. Netsurion Open XDR loads the selected template configuration.
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EventTracker Agent Configuration

File Help

Select Systems

Ietan:cnnhg ini

3 Agent based system

v I Apply the following settings to specified Agents I

Manager destinations:

[R1554/M5

6. To apply this configuration to the agent systems in the enterprise, click the Apply the following settings

to specified Agents button.

7. The Apply client configuration across the enterprise dialog box appears as shown below:

I Apply Agent Configuration Across Enterprise XI

The current settings can be distributed and applied to specified Agents across the enterprise. Select the Agents where you would
like to apply this configuration and select 'Apply'. Select specified configurations to avoid overwiiting the complete configuration

on the target system.

~ Configuration Group:

" Apply All Settings
¢ Apply Only Modified Settings

" Apply Only Selected Settings

sl w18 =t <1

- Managed Systems

Groups: |All Vista Agents
Systems:

List of selected systems:

NTPLDTBLR102
NTPLDTBLR1E

Add &ll>>
Add >

<- Remove
<< Remove Al

Apply l LCancel l

8. Select a system group from the Select a group dropdown. Netsurion Open XDR displays the managed
systems associated with the selected group.

9. Check the required system options for which the configuration needs to be applied.

10. Select the Configuration Groups option as required.
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Field Description
Apply Only Netsurion Open XDR selects this option by default. Leave the
Modified Settings default selection to apply only modified settings.

Select this option to apply all the settings including the default and

Apply All Settings modified settings.

Select this option to apply only the selected settings made under

respective tabs.

Apply Only Selected Settings ) ]
Netsurion Open XDR enables the checkboxes. Select appropriately

and then click Apply.

11. Click the Apply button. Netsurion Open XDR displays a warning message as shown below:

EventTracker Agent Configuration

. You have chosen to apply current configuration to specified
' | Agents. This will result in loss of specific Agent configuration
—  done earlier.
If the selected systems have earlier versions (v6x, v5x..) of
EventTracker Agent, they will not function properly.

Do you want to continue 7

Yes No

12. Click the Yes button. The template configuration is loaded successfully on the selected systems.

5.3 Securing EventVault Storage
Provide EventVault storage access only to the required Netsurion Open XDR administrators/users.

1. Backup purpose: Provide full permission to the user responsible to take periodic backup of the data.
2. Archives stored in UNC (Uniform Naming Convention) path:

a. Create a service account.

b. Provide full permission to the created service account.

c. Change the following services to run under the created service account.
e Netsurion Open XDR Scheduler

e Netsurion Open XDR EventVault
e Netsurion Open XDR Reporter
e Netsurion Open XDR Indexer

e Event Correlator (if available)
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5.3.1 Changing the Service Account

1. Click the Start button and select Run.

2. Type services.msc, and then click the OK button.

= Type the name of a program, folder, document, or Internet
—_ rescurce, and Windows will open it for you.

Open: services.msc v

OK Cancel Browse...

3. Inthe Services window, search for Netsurion Open XDR services.

Services - [m} X
File Action View Help
e |FEc= HmEl »onw

Services (Local) “ ' Services (Local)

EventTracker EventVault Name & Description  Status Startup Type  Log On As o]
& Distributed Transaction Coo... Coordinates... Running  Automatic (D.. NetworkS...

- DNS Client The DNS Cli..  Running  Automatic (T... NetworkS...

: Downloaded Maps Manager  Windows se... Disabled Network S...

& Elasticsearch 7.2.1 (elasticse... Elasticsearc.. Running  Automatic Local Syste...

mbedded Mode The Embed... Manual (Trig...  Local Syste...

&l Encrypting File System (EFS)  Provides th... Manual (Trig...  Local Syste...

Stop the service
Restart the service

Description:
An EventTracker component to
compress and securely store raw log

data. : Enterprise App Managemen... Enables ent... Manual Local Syste...
G EventTracker Agent Relays local ... Running  Automatic Local Syste...
&) EventTracker Alerter Used by Eve... Running Automatic Local Syste...

Gk EventTracker Elasticsearch ... EventTracke... Running  Automatic Local Syste...

ventTracker EventVault Automatic Local Syste...
ventTracker Indexer EventTracke.. Running Automatic Local Syste...

G EventTracker Monitoring Da... Menitoring ... Running  Automatic Local Syste...
“; EventTracker Receiver Enables Eve.. Running Automatic Local Syste...

ventTracker Remoting Agentinstal.. Running Automatic NTPL\mah...
Gl EventTracker Reporter Manage rep.. Running  Automatic Local Syste...
G EventTracker Scheduler Used by Eve.. Running  Automatic Local Syste...
1), EventTracker WatchList An EventTra... Running  Automatic Local Syste...
G} Extensible Authentication P... The Extensi... Manual Local Syste...
& Function Discovery Provide... The FDPHO... Manual Local Service
‘& Function Discovery Resourc... Publishes th... Manual (Trig...  Local Service

: Geolocation Service This service ... Disabled Local Syste...
‘& Google Chrome Elevation S... Manual Local Syste...
Ck Gooale Undate Service (aup... Keens vour ... Automatic (D... Local Svste...

", Extended “,“:\Standard/

4. Right-click the service name and click Properties.
For example, right-click Netsurion Open XDR EventVault service

5. The Netsurion Open XDR EventVault Properties (Local Computer)’ window will be displayed as shown
below.
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EventTracker EventVault Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on as:

(@ Local System account
[[] Allow service to interact with desktop

m

(O This account:

o

Cancel Apply

6. Click the Log On tab and select This account option.

Log on as: X
domain name\user name

() Local System account
Allow service to interact with desktop l

@) This account: toons\karen Browse...
Password: LTI YYYYYY YT Y Y
Confirm password: 0000000000000

7. Enterthe user credentials and correct password. The username should be in the ‘domain name\username’

format.
8. Click the Apply button. An alert window will be displayed as shown below:

L] 'j The new logon name will not take effect until vou stop and restart the service,
L

9. Click the OK button.
10. To run the service with a new login name, stop and start the service.

11. Likewise, for the rest of the services, repeat steps 4 to 10 to change the service account. The Log On As
column will display the changed service account name.
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MName ) Description Status Startup Type Log On As
%Event Log Enables ev... Started Automatic Local System
%EventTracker Agent Relays loca... Started Automatic Local System
%EventTracker Alerter Used by Ev... Automatic Local System
%Evenﬂmder EventVault An EventTr... Started Automatic toonssonal
“REventTracker Indexer EventTrack... Started  Automatic toonsisonal
ﬁ%EventTran:ker Receiver Enables Ev... Started Automatic Local System
%EventTracker Remoting Agent inst...  Started Automatic Local System
“REventTracker Reporter Managere... Started  Automatic toonsisonal
SREventTracker Scheduler UsedbyEv... Started  Automatic Toons\sonal
R Extensible Authentication Protocol Service Provides wi... Manual Local System

6 Enabling Two-Factor Authentication in Netsurion Open XDR Web
Console
To enable Two-Factor Authentication in Netsurion Open XDR Web Console, perform the following steps:

1. Loginto the Netsurion Open XDR Web Console.
2. Click Admin > Manager.

§= Active Watch Lists [9] eventvault &) MITRE ATT&CK Rules
A nlerts [@ Faq Tile configuration (:' Parsing Rules
D Casebook Configuration [‘v:_" Group Management C,_i- Report Settings
»| Category lj{ P Lookup Configuration ] systems
L2l collection Paint &) Knowledge Objects }:-?r-'_ Users
'.;-:' Correlation Machine Learning Jobs -I' Weights
m Diagnostics .n Machine Learning Settings
| 2| Event Filters @ Manager

3. Inthe 2FA authentication section, select the Enable 2FA option, and click Save.
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At

Netsurion.

Adminv  Tools v

@ 50 1ESTNG ~

Manager

Alert Events

B Enable alert notification stat B Enable ren

Configuration

@ Enable DN resse

Reputation & Geolocation Configuration

Reputation provide eoloca
Correlation Receiver

Logon Banner

PSA/RMM Integration

at A/RMM Integration configurat

Unknown Process Detection

@ s known pro 8 Looku

Archiver

@ Enable process lookup for applicatk

Keyword Indexer

& Enable keyword indexin:

Cost Savings Usage data

ings information lect usag

Notes

Single Sign-On(S50)

Enat ising Single Sign
Basic SAML Configuration

r(Entity

-

© 2024 Netsurion [

4. Now the 2FA option will be enabled by default while creating new users.
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6.1 Adding New Users

1. Click Admin > Users.

8] MITRE ATT&CK Rules

'_: Active Watch Lists : Eventvault
A Herts [#" FaQ Tile Configuration '- Parsing Rules
D Casebook Configuration [S2 Group Management {'_ Report Settings
fe ca € 1P Lookup Configuration I sy
E] collection paint §- Knowledge Objects I‘JT‘ Users I
©) correlation Machine Learning Jobs ! [r Weights
E Diagnostics & Machine Learning Settings
T] Event Filters |T| Manager
2. Click the +icon to add a new user.
[
(= a : Tora
< »
# [ # 02 #* 0g # 09 # Og) #

3. The User Detail page will be displayed as shown below. The 2FA option is enabled by default for the

users.

Users

Netsurion

4. Enter the required details and click Save. Next time, if the user logs into the Netsurion Open XDR Web
console, the user will be asked to provide their authentication to log in.
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Note
You may also choose to unselect the Enable 2FA option to disable the feature.

Netsurion.

0

Cancel

Refer to the following link to configure the Authenticator App.

https://www.netsurion.com/assets/content/uploads/files/support-docs/How-To-Configure-Two-Factor-
Authentication-using-Authenticator-App-Netsurion.pdf

6.2 Enabling 2FA Option for Existing Users

1. Click Admin > Users.
2. Inthe Two-Factor Authentication dropdown, select the Disabled option. All the user accounts with
disabled 2FA will be displayed as shown below:

Users B

oanosss ap]

3. Click the Edit icon on the corresponding user account for which you want to enable 2FA and then click
Save. Two-factor authentication will be enabled for the selected user.
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Users *
B E Q ® ROY=Th ¥ 3

6.3 Disabling 2FA

1. Click Admin > Users.
2. Click Add User, and then unselect the 2FA option to disable the feature, and then click Save.

= Netsurion. EventTracker

3. Next time, when the user logs into the Netsurion Open XDR Web console, the user will be prompted to
reset the password.

Netsurion. Eventlracker
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7 Checking for Vulnerability Scanner

h: none

Netsurion.. Eventlracker

Password Strengtt

It is a standard practice to scan critical machines for vulnerabilities. Scan the hardened Netsurion Open XDR
system for vulnerabilities. Some of the following vulnerabilities may be reported.

Note

The possibilities and their solutions/configuration changes are shown in the below table.

Vulnerability

'rsh' Remote Shell
Service Enabled
(service-rsh)
(CVE1999-0651)

The FTP server does
not support the
AUTH command
(ftpgeneric-0007)

Untrusted TLS/SSL
server X.509
certificate
(tlsuntrusted-ca)

Guest access
allowed to Windows

Impact

This is a legacy service often
configured to blindly trust some
hosts and IPs.

The protocol does not support
encryption or any sort of strong
authentication mechanism.

By default, FTP clients send user
credentials (user ID and
password) in clear text to the FTP
server. This allows malicious users
to intercept the credentials if they
can eavesdrop on the connection.

The server's TLS/SSL certificate is
signed by a Certification Authority
(CA) whose publisher is not
known or a trusted one. It could
indicate that a TLS/SSL man-in-
the-middle is taking place and is
eavesdropping on TLS/SSL
connections.

Windows event logs have been
configured to allow guest access.

© Copyright Netsurion. All Rights Reserved.

Recommended actions

Netsurion Open XDR uses default port 514 for
receiving syslog messages.

Configure the firewall to allow incoming
connections on port 514 from trusted hosts or use
another port for receiving syslog in Netsurion
Open XDR Manager Configuration.

FTP server is installed on the Netsurion Open XDR
Manager to transfer custom logs from remote
sources.

In the case of IIS 6, FTP does not support the
AUTH command. Use a third-party FTP that
supports the AUTH command and configure FTP
over SSL.

Obtain a new certificate signed by trusted
certificate authorities, such as Thawte or Verisign.

For each event log listed, find the following
registry key:
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event logs

Microsoft IIS default
installation/welco
me page installed
(http-iis-
defaultinstall-page)

TCP timestamp
response
(generictcp-
timestamp)

General Security
Issue

Clear text
authentication

They contain information about
application, security, and system
events taking place on the local
machine. These logs can contain
sensitive information, therefore
only administrators should be
allowed to access/read them.

The 1IS default installation or
"Welcome" page is installed on
this server. This usually indicates
a newly installed server that has
not yet been configured properly
and is not known about.

The remote host responded with
a TCP timestamp. The TCP
timestamp response can be used
to approximate the remote host's
uptime, potentially aiding in
further attacks. Additionally,
some operating systems can be
fingerprinted based on the
behavior of their TCP timestamps.

FTP specification primarily
provides a means for
authenticating User IDs and
passwords stored in clear text,
though there are secure
mechanisms to authenticate. User
IDs and passwords can be stolen
by a malicious user if he can
monitor FTP traffic.
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HKEY_LOCAL_MACHINE\System\CurrentControlSe
t\Services\Eventlog\[logname]

Under this key, add a DWORD value named
"RestrictGuestAccess" and set it to 1.

Replace the default page with a relevant content
page.

Disable the TCP timestamp responses on
Windows.

For each event log listed, find the following
registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSe
t\Services\Tcpip\Parameters

Under this key, add a DWORD value named
"Tcp13230pts " and set it to 1.

FTP server is installed on the Netsurion Open XDR
Manager to transfer custom logs from remote
sources.

In case of IIS 6, FTP does not support the AUTH
command. Either use a third-party FTP that
supports the AUTH command and configure FTP
over SSL or configure the FTP server to allow
connection from a trusted host.
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our Open XDR platform with your
existing security investments and technology stack, easily scaling to fit your business needs. Netsurion's 24x7 SOC
operates as your trusted cybersecurity partner, working closely with your IT team to strengthen your cybersecurity
posture. Our solution delivers managed threat protection so you can confidently focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is a leader in
Managed Detection & Response (MXDR). Learn more at www.netsurion.com.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

Use the form to submit your technical support tickets. Or reach us directly at 1 (877) 333-1433

Managed XDR Enterprise Customers SOC@Netsurion.com

Managed XDR Enterprise MSPs SOC-MSP@Netsurion.com
Managed XDR Essentials Essentials@Netsurion.com
Software-Only Customers Software-Support@Netsurion.com

https://www.netsurion.com/support
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