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Abstract

The EventTrackersolution includes a console componentinstalled ona Windows Server 2008/ 2008 R2 /
2012/ 2016/ 2019.

It is important to harden and protect this serverfrom disrupting the service delivery and unauthorized
access.

This guide describes how to create and maintain a secure environment forthe serverthatruns EventTracker
v9.x console.

Audience

This guide is intended for use by all EventTrackerusersresponsible forinvestigatingand managing network
security. This guide assumes thatyou have EventTrackeraccess and understanding of networking
technologies.
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1. Harden Windows Server — Quick View

Apply Microsoft security policies (SSLF- Specialized Security Limited Functionality) to harden the Windows
server. Considered the following policies for the hardening process.

1.1 Applying Group Policies on Windows Server 2019

Harden Windows Server 2019 according to the standard policy. Click the following link to download the
GPO.

https://downloads.eventtracker.com/support/utils/WS2019-GPO.zip

And apply the following policies:

*  WS2019-Domain Security

*  WS2019-MemberServer

*  WS2019-Defender Antivirus

*  WS2019-MemberServer Credential Guard
*  WS2019-Internet Explorer 11 - User

*  WS2019-Internet Explorer 11 — Computer

Click here forthe detailed steps to apply the policies.

1.2 Applying Group Policies on Windows Server 2012

Harden Windows Server2012/2016 according to the standard policy. Click the following link to download
the GPO.

Download WS201'2-GPO.zip

And apply the following policies:
* WS2012-Domain
*  WS2012-Member-Server
*  WS2012-Web-Server
. WS2012-Remote Desktop Services
Click here forthe detailed steps toapply the policies.

1.3 Applying Group Policies on Windows 2K8 / 2K8 R2 Enterprise SP1

Harden Windows Server2008 R2 Enterprise SP1 according to the standard policy. Click the following link
to download the GPO.

Download WS08R2-SSLF-GPO.zip

And apply the following policies:

* WSO08R2-SSLF-Domain

© Copyright Netsurion. All Rights Reserved. 5
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* WSO08R2-SSLF-Member-Server
* \WSO08R2-Web-Server Group Policy

Click here forthe detailed steps to apply the policies.

1.4 Securing IIS Web Server

In the IIS Manager, create a Certificate request. After receiving, install the certificate.

For [IS7 Web Server

* Do not place EventTrackerserverin DMZ network.
* Give administrative access only to Authorized users or administrators.
* Disable directory Browsing in IIS.

* Do notinstall Internet printing Extension on EventTrackerserver.

1.5 Securing SQL Server

*  While installing SQL server, install only ‘Database Engine Services’. Other services are not required.

* Disable (orleave disabled) the following SQL services:
o SQL Server VSS Writer

service o SQL Server

Browser service o SQL

Active Directory Helper

service
* AssignSysadminrole only to Authorized Administrators and users.
* Install Recentservice packs and critical fixesfor SQL Serverand Windows.
*  Remove BUILTIN\Administrators group from the SQL Server Logins.

Note: Assign sysadmin privileges to other users before removing the built-in administrators.

1.6 Adding Windows Firewall Exceptions

Addthe ports/.exe in use to the firewall exception list. Any number of VCPs can be added based on the
system capacity. For EventTracker, add the following port numbers/.exe to the firewall exception list:
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Port Number Used For

14505 (TCP/UDP) Windows Receiver, Multiple VCPs can be configured

14502, 14508 (TCP) | Change Audit

14503 (TCP) EventTracker Certificate server
14506 (TCP) EventTracker Agent

14507 (TCP) Collection Master

443 (TCP)

EventTrackersecurely access(HTTPS),

EventTracker Endpoint Security

514 (UDP/TCP) Syslog Receiver, Multiple VCP’s can be configured
14504 EventTracker Active Watchlist

9200 Elasticsearch-service-x64, Elastic Cross Cluster
9300

Elastic Cross Cluster

Note: Applicable for EventTracker9.3 version.

6514 EventTracker Endpoint Security

Note: This port is configurable. In case of change in

port number the EventTracker team will notify.

Note: Applicable for EventTracker9.3 version.
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EventTracker Application by default uses few ports for communication. These ports must be added to the
firewall exception on EventTracker Server.

Remot rce (Session
Protocol | Local Port emote | Sou .e.( €510 Target (Listener) Usage/Purpose
Port Initiator)

Inbound
(EventTracker Consoles)

EventTracker
Agent Service Configuration
EventTrack . o
TCP 14506 All ventirac .er running on synchronization
Agent Service
EventTracker request
Console

License Server

EventTracker running on License details and
TCP 14503 All . I
Agent Service EventTracker verification request
Console
EventTracker
TCP/UDP | 14505 All EventTrackfer Receiver running Defa.ul.t port used for
Agent Service on EventTracker |receivingevents
Console
Change Audit
TCP 14502 Al Chan.ge Audit Service running R.ecelvmg snapshot
Service on EventTracker | files
Console
TCP 14509 All Event Correlator | Correlator Event Correlator
component
EventTracke'r Virtual Collection
syslog Receiver Point syslog Port
TCP/UDP 514 All syslog devices running on ysl08 .
used for receiving
EventTracker |
Console Syslog
Data transfer
TCP 14507 All | Collection Point | cOllection between Collection
Master Point and Collection
Master [Default port]
Trap Tracker Port used for
. Receiverrunning | receiving SNMP v1,
TCP/UDP 162 All SNMP devices
on EventTracker ' v2cand v3
Console Traps/Informs
EventTracker EventTracker
modules Watch list server | Servesthe Active
TCP 14504 All requesting running on watch list lookup
Active watch list | EventTracker requests.
lookups Console
TCP 92009300 Any | Coflection Collection Point | Cross-Cluster Elastic
Master search Collection.
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Remote| Source (Session .
Protocol | Local Port . .( Target (Listener) Usage/Purpose
Port Initiator)

Outbound
(EventTracker Sensor)

License Server

TP All 14503 EventTrackfer running on License update
Agent Service EventTracker request
Console
EventTracker
EventTracker Agen.t Service Configu ra.tlor'1
TCP All 14506 . running on synchronization
Agent Service
EventTracker request
Console
EventTrack EventTrack .
TCP/UDP | Al 14505 | -ventiracker VENtiracker | sending the logs
Agent Service Manager
Change Audit Change Audit
Service Service Configuration
TCP All 14502
on ChangeAudit | on EventTracker | management
Agent Console
Change Audit Change Audit
TCp Al 14508 Service - Service On demand policy
on ChangeAudit | on EventTracker | comparison request
Agent Console
TCP Al 443 E\r:fintc;;atd(er IP address: ?epnpsll:cragclee fs rriisnt
Po 35.237.75.235 ploy
security Agent only

1.7 Allowing Outbound Access to Public URL’s

EventTracker Server/Sensorrequires access to certain public URL/IP address to perform various functions
like 10C validation/DNS lookup who'is etc. Below are the URL’s that must be allowed in your gateway
firewall/Proxy for EventTrackerto access these URL.

Used as default reputation provider in TCP-443-Outbound

threatcenter.eventtracker.com

reputationauthority.org

ipvoid.com

exchange.xforce.ibmcloud.com
api.xforce.ibmcloud.com

borderware.com

EventTracker.

Used as a reputation providerin
EventTracker.

Used as a reputation providerin
EventTracker.

Used as a reputation providerin
EventTracker.

Lookup used in threats dashboard.

© Copyright Netsurion. All Rights Reserved.
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URL Usage In EventTracker Ports Requirement

Used for unknown process detection to TCP-9120-Outbound
identify the processis safe/unknown.

nsrl.eventtracker.com

Reputation provider and lookup for IP TCP-443-Outbound

* virustotal.com
and process hash.

Used to get the IP address info to TCP-443-Outbound

* H i
-Ipinfo.io populate the behavior dashboard.

To download the EventTracker updates TCP-443-Outbound

*.E Tracker.
ventTracker.com and knowledge packs.

. . Used as a reputation providerin TCP-443-Outbound
hybrid-analysis.com
EventTracker.
https://whois.domaintools.com/ | Used for whois lookup. TCP-443-Outbound
http://www.processlibrary.com/ | Used for process lookup TCP-443-Outbound

TCP-443-Outbound
Used to access various info about

Netsurion.com . .
Netsurion like news etc.

1.8 Checking for Vulnerability Scanner

Scan the hardened EventTracker system for vulnerabilities. Click here toread the possibilities and
solutions/configuration changes.

Note: Applicable only if Vulnerability Scanneris used.

1.9 Security Recommendation for EventTracker v9.x

A golden snapshot of EventTrackerv9.x is available (named Change Policy v9.0). After installing
EventTrackerin customer premises, take asnapshot of EventTracker v9.x and compare with the golden
snapshot and accept the violations for the first time.

1. Downloadthe Golden Baseline Policy file.

2. Openthe contentof this file in notepad and save thefile in a desired location with extension
‘ispol’.
3. Editthe ‘.ispol’ file, enterthe correct path of the folder where EventTrackeris installed.

i.e.the command [DefFolder] =C:\Program Files (x86)\Prism Microsystems\Common\has to be
replaced with [DefFolder] = \\Installdir\Program Files\Prism Microsystems\Common in the entire
file.

4. SelectReplace All to update the pathin the document.

To import the policies, follow the steps given below.

1. Click the Start button, select Prism Microsystems, and then select EventTracker.

© Copyright Netsurion. All Rights Reserved. 10
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2. Select EventTracker Control Panel and select Change Audit.
Results Summary Console displays.

3. Select Change Browser onthe toolbar.
EventTracker- Change Browserdisplays.

4. Selectthe Tools menuand select Configuration Policy Editor.
Selectthe Policy menu and select Import.

Browse the file *.ispol and click Open.
Successfulupdated message displays.

EventTracker - Configuration Policy Edi -

. ) Successfully updated policy from file:
W DAET Install Path'\Event Tracker\EventTracker 9.0 Build 18.ispol.

Allthefiles, folders, registries related to the policy is displayed.

= Configuration Policy Editor BE |
File Policy
"\ hi nfiguration control” policy. Each policy contains entries for files, folders and registiies. This policy can be viewed as a master configuration
- File Details
‘ elSOBu'Id1B File l Description l Size l Yersion ] Checksum | A
sample 3 [7] C:\Program Files (x86]\Prism Microsystems\Commont\Ca... 165036 8.1.00 F7C2E1638F
Sample Critical File Policy [~ C:\Program Files (x86)\Prism Microsystems\CommontCe... 1061672 9.0.18.0 FE2F7B8382
[_] C:\Program Files (x86)\Prism Microsystems\CommontCe... 38184 9.0.18.0 AED32CB1B
[_] C:\Program Files (x86)\Prism Microsystems\Common\Da... 84264 9.0.18.0 472FDDAZE
[7] C:\Program Files (x86)\Prism Microsystems\CommonhEL.. 482304 5500 ATEBICDI
[7] C:\Program Files (x86)\Prism Microsystems\Common’Ev... 217544 9070 91D178BB5
[T] C:\Program Files (x86)\Prism Microsystems\CommonEv... 34248 9010 D132507850 «
< m >
I Select Al Remove Add Item | Edit Description l
Registry Details
Registry Key I Yalue | Description [ Data
2 o = [~ Select Al Remove | Add Item | Edit Description
Add Policy ‘ Edit Description Remove Palicy Compare Systems Close

7. Click the Close button.
These policies can be viewed and scheduled in EventTracker Web.

8. Login to EventTracker, selectthe Change Audit menu, and then select Change Policies.
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9. Selecttherelevantpolicy to be scheduled.
10. Right-click policy and select Add Scheduled.

Change Audit M / Dashboard / Change Audit/ Change Polici
Da hanges Change Policies &
El-Policies Dashboard
Sample Critical File Pol... GK e R
sample - N S =
e | 9. @ asor
Title System Generated on Integrity_violation Status Case Delete

® [2) Default Schedule for Sample Criti.. NTPLDTBLR301 Jul 31 02:02:04 AM 1 Success ] O

® [y OnDemand Comparison NTPLDTBLR301 Jul 30 03:22:04 PM 0 Success 0| O

@ [y OnDemand Comparison NTPLDTBLR301 Jul 30 02:40:39 PM 0 Success 0 O

@ Ef OnDemand Comparison NTPLDTBLR301 Jul 30 02:23:00 PM 0 Success i+ O

@ [y OnDemand Comparison NTPLDTBLR301  Jul 30 02:13:40 PM 0 Success ] O

(0) [y OnDemand Comparison NTPLDTBLR301  Jul 30 12:33:36 PM 0 Success ] O

@ [y On Demand Comparison NTPLDTBLR301  Jul 30 12:26:36 PM 0 Success 7] O

I ® [ On Demand Comparison NTPLDTBLR301 Jul 30 12:21:48 PM 0 Success 0| O

® [2] Default Schedule for Sample Criti.. NTPLDTBLR301 Jul 30 02:01:59 AM 1 Success 0 =

11. Enter the appropriate data and click Save.
Change Audit A/

it / Change Policies

é &

Change Policies

E-Policies
Title
Sample Critical File Policy =

ple Ev

tTracker Baseline Policy

tTracker 9.0 Build 18

Policy Name

Search system(s) (D)

Systems

@ o [

@ o% [Default

than&NP

® o% MEventTracker
#@ o' MNTRL
I @ o% Crestl

Start from

Daily v

Frequency

Week Day | 5ynda v

Choss

El

12. Selectthe Dashboard icon andthenselect the required policy.
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Change Audit

&

B
1

0

Dashboard

BE-Policies
Sample Critical File Policy
sample

EventTracker 9.0 Build 18

Policy Dashboard Change Policies

Dashboard

File: Ej Registry: [_E_] File and Registry: LE]

Title
(O] EventTracker Baseline Policy
Lo T -
© ' U OnSeme Compwie
0 1 9 . e Camed g
@ 1 U On e Compmnn
© ' U B v et Compwin

System

NTPLDTBLR301

Generated on

Jul 31 12:47:08 PM
M Tl s
TR0
A B aDan s v
I
EEREE

& / Dashboard / Change Audit / Change Policies

é &

Rows per page
v || 100 v QECi
Integrity_violation Status Case  Delete ,

4153 Success f+] O

n F—. 8 0O

+ [ 8 0O

® P 8 0O

¢ Do 8 0O

® T 8 0O

13. To accept all the integrity violations forthe first time, select the Item Name option.

[™ Integrity violation - Google Chrome

[=[=] 3¢ ]

@ ntpldtblr301:8080/Event VhatCha ompa

Integrity violation

System: NTPLDTBLR301

Total Violations: 4153

Description: EventTracker 9.0 Build 18

L4 Item Name
v (D) Cablibdi
v (D) Certlicensedl
Cd @ CertlicenseWrap..
v @ Data Encryption
Size (in byt
v ® Elasticsearch.N.. g (In i es>
Version
? (D) EventTrackerCo..
Created at
4 ventTracker.Er..
O Benlieciertr Checksum
@ () EventTrackerEx
¢ (D) EventTrackerln..
@ (D EvtTrListdl
@ (@ Frutild

Interop.Sheli32

Policy Name: EventTracker 9.0 Build 18

Compared on: Jul 31 01:11:

Policy Values

165096
8.1.00
Mar 16 08:4

F7C2E1638

X e..
Change Audit Assessment Details

0 PM

ITEM LOCATION: C:\Program Files (x86)\Prism Microsystems\Common\CabLib.dll

BD189D5ABAADDA...

&title=EventTracker%2(

B &

@
Q
®

Actual Values

0

-NA-

Jan 01 05:30:00 AM

-NA-

E

14. Click Accept icon(’f"', and thenclick Save icon

To avoid flooding of events when auditingis enabled fora folder, grant only necessary permissions to the

concerned users.

© Copyright Netsurion. All Rights Reserved.
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* Forexample:If users have Read permissions on a specific folder, they may read/download the
files many times. As a result, the number of eventsincreases. To avoid this, only relevant users
should be granted permission.

*  Fordetail information, refer EventTracker Change Audit User Guide.
As a part of security best practice, server messages need to be parsed before itis passed on to
the user. To avoid revealing the sensitive serverinformation or private information, it is required
to show a generic error messages when an erroroccurs. To do this, users need to follow the
below mentioned steps after EventTrackeris installed.

Note: Applicable only if Change Auditis used.

1.10 Restricting Email/File Sharing Website access

* Though Internet access is required for EventTracker to perform certain functions such as Threat
Intel Feeds etc., there are certain accesses that need to be restricted to ensure security.

* Restrictaccess to personalemails/file sharing website (Gmail, Yahoo, Hotmail, FileZilla, Dropbox,
External SharePointetc.) underthe category blocking of URLor Web content filtering service. This

secures the system against Data Ex-filtration attempts of the logs stored in the EventTracker
instance.

* Apart from this, it is mandatory to block the below sites on the EventTracker Server. Popular
categoriesto be blocked are shown below:

Abortion llegal / Questionable Pornography

Adult / Mature Content llegal Drugs Proxy Avoldance

Alcoho intmate Apparel / Swimsuit Sex Equcation

Alternative Sexuality J Nudity Spyware / Malware Sources
Lifestyles

Alternative Spintuality / Occult Open Image / Media Search Spyware Effects

Extreme Peer-t0-Peer (P2P Suspicious

Gambling Personals / Dating Tobacco

Hacking Phishing Violence / Hate /Racism

1.11 EventTracker Endpoint Security

* Thelogs fromthe EES endpoints are collected centrally and forwarded to the EventTracker
console. Hence to receive the logs, some configuration changes are needed onthe EventTracker
console. As part of the standard configuration, the logs are received from
prod080520.customers.deepinstinctweb.com (35.237.75.235) on the port 6514.

2. Harden Windows Server — Detailed View

Configure the following aspects to harden the EventTrackerserver:
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* HardenWindows Server
* SecurellSWeb Server

* SecureSQLServer

* Firewall Settings

* EventTrackerSettings

* Checkwith Vulnerability Scanner

2.1 Applying Group Policies in a Member Server on Windows Server
2019

Step 1: Click the link below to download the GPO and extract the contents of zip file to the system.

https://downloads.eventtracker.com/support/utils/WS2019-GPO.zip

When creating new ‘Group Policy Objects’ refer GPO folderavailable in extracted folder.

Step 2: Create new ‘Group Policy Objects’

1. Click the Start button, select Administrative Tools, and then select Group Policy Management.

2. Inthe Group Policy Management pane, expand Domains node, and thenexpand ‘local system’
node.

3. Right click Group Policy Objects and click New.
4. Enterthe new GPO (Group Policy Object) name as WS2019-Domain Security and click OK.

New GPO X

Name:
WS2019-Domain Security|

Source Starter GPO:

{none) ~

Cancel

Similarly, create New GPO for WS2019-Member Server, WS2019-Defender Antivirus, WS2019-Member
Server Credential Guard, WS2019-Internet Explorer11 - User and WS2019-Internet Explorer11 -
Computerrespectively.
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Group Policy Objects in ETTESTlocal

Step 3: Import Group Policy settings

1. Right click the newly created GPO (For example, WS2019-Domain Security), and click Import
settings.

Import Settings Wizard dialog box opens.
2. Click the Next> buttonto start the importing process.

3. In Backup GPO, click the Next > button.

Import Settings Wizard x

Backup GPO
Backup the existing settings in this GPO

Importing settings will permanently delete this GPO's existing settings. It is therefore
recommended that you back up this GPO before continuing.

Backup...

= Concet | |t

4. Inthe Backup location, browse the backup folder path where the settings are to be imported.
5. Click the Next> button.

© Copyright Netsurion. All Rights Reserved. 16
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Import Settings Wizard X

Backup location i
Select the backup folder from which you will import settings.

Backup folder:

0 Version 1809 and Windows Server 2019 Security Baseline\GPO{ + | Browse...

< Back Cancel Help

6. Click the Next> button.

Import Settings Wizard X

Source GPO 8
Select the GPO from which you want to import settings.

Backed up GPOs:

=~
Name (e

g
=[ MSFT Windows 10 1809 and Server 2019 Member Server - Credential Guard

‘=] MSFT Windows Server 2019 - Domain Controller

(=] MSFT Windows Server 2019 - Domain Controller Vitualization Based Security
'=/ MSFT Windows Server 2019 - Member Server

=[ WS2019-Domain Security

< > B

1 [] Show only the latest version of each GPO View Settings...

< Back Cancel Help

7. In Source GPO, selectthe WS2019-Domain Security GPO and click the Next> button.
8. In Scanning Backup, afterscanning settingsis complete, click the Next> button.

9. In Migrating References, click the Next > button.

10. Click Finish.

11. Aftersuccessfullyimporting, click the OK button.

© Copyright Netsurion. All Rights Reserved. 17
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Import X

Import progress:

Status:

GPO: WS2019-Domain Security...Succeeded|

Cancsl

Group policy import is complete for WS2019-Domain Security.
12. Repeat the steps from 1 to 11 to import Group Policy for WS2019-Member Server,
WS2019Defender Antivirus, WS2019-Member Server Credential Guard and WS2019-Internet

Explorer11- Userand Computer.

Step 4: Crete new ‘Organizational Unit’ (OU)

1. Right click the server computername and click New Organizational Unit.

9 Grgwp Policy Management WS08R2-SSLF-Member-Server
=l g\ Forest: prismtest1.local = = =
& (£ Domains Scope ’Delallsl Selhngsl Delegalmnl
=/ Default  Create a GPO in this domain, and Link it here. .. : -
® 5] Domain  Linkan Existing GPO... i Ipnsm
= [} Group P Block Inheritance s, and OUs are lir
! Def. e
= D:f Group Policy Modeling Wizard. ..
= B Organizational Unit
=] WS( Search..,
= W[ Change Domain Controller...
Sl W50 pemove
# [ WMIFilt

Active Directory Users and Computers. ..

[# | 3] Starter
[# | 7 Sites News Window from Here
sr% Group Policy Ma

5n only apply to th

1+, Group Policy Re Refresh
Properties
geb : Remove
2. Enter the new organizational unit (OU) name and click OK.
Example: EventTracker Server
New Organizational Unit X

Name: Event TrackerServer

Cancel

© Copyright Netsurion. All Rights Reserved. 18
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Right click the newly created OU — EventTracker Serverand click Link an existing GPO.

g Group Policy Management

’ ' File Action View Window Help

B EEEER

‘_-\; Group Policy Management
= _A Forest: prismtest1.local
= | g5 Domains
= 3 prismtest1.local

¥ Group Policy Modeling
+, Group Policy Results

;| Default Domain Policy

EventTracker Server
Linked Group Policy Objects I Group F

Link Order GPO
1 ) WS08F
2 =i/ WS08F
Create a GPO in this domain, and Link it here... F
isting GPO...

Block Inheritance

[# 5 Domain Controllers
22} EventTracker S
& |t Group Policy Obje
[# | WMI Filters
[# | ] Starter GPOs

& g Sites

Group Policy Modeling Wizard. ..
Mew Organizational Unit

View >
New Window from Here

Delete
Rename
Refresh

Properties

Help

In the Select GPO dialog box, using Control key select all the three newly created GPO, and click

OK.

Select GPO X
Look in this domain:
ETTEST.local v
Group Policy objects:
Name (o)
Default Domain Policy
Defender Group Policy Objects
MSI19
TestGpo
WS2019-Defender Antivirus
WS2019-Domain Security
W52019-Internet Explorer 11
WS2019-Member Server
WS2019-Member Server Credential Guard
[ v
Conce

The Group Policy objects are now linked to the organizational unit.
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EventTrackerServer
Unked Group Polcy Obects  Group Polcy bihetance  Delegation
Lk Ondor

1

rced Lk Enabled Modfed

FFEEE T
Fragae

jential Guaed

Step 6: Link EventTracker Serverto newly created OU and reboot the EventTracker server system

1. Click the Start button, select All Programs, and then select Administrative Tools.

2. SelectActive Directory Users and Computers.

3. In the Active Directory Users and Computers pane, expand Domains node, and then click
Computers node.

4. Right click EventTracker serversystem, and then click Move.

- Active Directory Users and Computers _ (O x

‘File Action  View Help

e 2@ i0/XEd= Bl atsTvER

: Active Directory Users and Comput | Name l Type | Description |
&[] Saved Queries 1A ESXWINZKBR2YM4 Computer
= 5 prismtest1.local
# | Builtin Add to a group...
| Computers MName Mappings...
[# =] Domain Controllers Disable Account
[# = EventTracker Server Reset Account
[# || ForeignSecurityPrincipals EventTrac"er
# | LostAndFound sen’er Manage
# || Managed Service Accounts -
[# || Program Data all Tasks >
s s
{_‘\ | System cut
# || Users bkt
@ (] NTDS Quotas Eet
Properties
Help
K 3|

iMoves the current selection to another organizational unit.

Move dialog box opens.
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Move object into container:

=3 prismtest]

[#- | Builtin
[#- " Computers
[+ Domain Controllers

EventTracker Server
- " ForeignSecurityPrincipals
- | LostdndFound

- | Managed Service Accounts
- NTDS Quotas

- | Program Data

[#- " System

-] Users

| OK I Cancel |

5. Selectthe newly created OU (inthis case, select EventTracker Server), and click OK.
6. In the Active Directory Users and Computers pane, click ‘organizational unit’ (in this case, click

EventTracker Server).
tiveDirectuy ss and Coms !

File  Action View Help

s zElioREE =

: Active Directory Users and Comput | Nam: Description
E [ saved Queries fre R —
=1 3 prismtest1.local

# [ Builin

| Computers
& (=] Domain cTetro"ers Once linked, EventTracker server name will be
= | EventTracker Server =

# || ForeignSecurityPrincipals dlsplayed under OU -

# | LostAndFound

# || Managed Service Accounts

¥ || Program Data

¥ || System

& [ ] Users

[ || NTDS Quotas

7. Rebootthe EventTrackerserversystem linkedtothe OU.

Note: EventTrackerapplication is accessible only through HTTPS protocol in |IE browser.

2.2 Applying Group Policies in a Member Server on Windows Server
2012

Step 1: Click the link below to download the GPO and extract the contents of zip file onto the

system.
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https://downloads.eventtracker.com/support/utils/WS2012-GPO.zip

Step 2: Create new ‘Group Policy Objects’

1. Click the Start button, select Administrative Tools, and then select Group Policy Management.
In the Group Policy Management pane, expand Domains node, and expand ‘local system’ node.

2
3. Right click Group Policy Objects and click New.
4. Enterthe new GPO (Group Policy Object) name as WS2012-Domain and click OK.

New GPO [ x|
Name:
[wS2012-Domair| |
Source Starter GPO:
[ [hone) v I
[ oK I I Cancel I

5. Create New GPOformemberserver, web serverand Remote Desktop Services, and name them
as WS2012-Member-Server, WS2012-Web-Server and WS2012-Remote Desktop Services
respectively.

3 Group Poicy Management [=1¥

s fie Adcn View Window Melp

o amla Bm

& Group Poscy Management

- | Group Policy Objects In Toons Jocal

Step 3: Import Group Policy settings

FOCC Vista Speciic Addtional Settngs

FDCC 3P Frewal podcy
| FDCC P Securty polcy
FOCC 0P Spaciic Addtionyl Settings

P01

' Prnter policy
recordng logon kogeff

" Somwace Dephyyment pobcy
Testgpo
1K M chbne mabes

4 A\ Forest Yosordocal Corterts |

5 Nove ~ 6P Suns Wi Fam Owrar
= u, Defaslt Doman Policy Ot Ooman Cortoollers Pokey Erabled Nore & Doman Admns (10
& Printer pabcy Dol Diemnan Pokcy Enatied Neore 3 Doman Adwes (T
2} Domain Coneliess EvertTracher Agert Degloymert Enatied Norw Doman Adews (T0
b © BvetTeackerberver y FOCC Vieta Fowal Polcy Entied Nore Doman Adwes (10
2 HOCCviets DOC Vista Secinty pokcy [rnatied Naore Dosain Admes (10
Vit Spachic Addtcnal Setrgs Eratied Norw Doz Adrne (10
- L WP Frewsl poicy Enatind Nerw Doman Adowe (10
! Enabied Nere Doman Adwes (10
ectc Addorg Setrgr (natied Nore Doman Adnws (10
i (73 [natied Nore Doman Admns (10
a . Prrter pokey Enatied Nere Doman Admns (T0:
i Termnstedmployee e ndr e g Ensties Nore Doman Adwes (T0
b A Tetngse Somwye Deploymert pokcy Enatied Nore Doman Adoww (1O
b TexOU ! [natind Nore Doman Admes (10
» & ViewOU [ratied Nore Doman Admns (10
4 7 Geoup Podcy Obuects Vst corfQuion tobrge d - Nore Doman Admns (10
Defaut Dommn ControBiers Pelcy User corfQuahen tetiegt 4 Nore Deman Advee (10
Def o Doeain Pabicy User corfQuaion et 4. Nore Doman Admew (10
EventTracker Agent Deghoyment (natind Nore ANAG Domen Admes (10
| FDCC Vista Foewnl Pelby Erabled Nore 4 Doman Adens (10

! FOCC Viets Security policy Eratied Mere INT2083 05407 Doman A I

1. Rightclick the newly created GPO (Forexample, WS2012-Domain), and click Import settings.

2. Click the Next> buttonto import.
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3. InBackup GPO, click the Next> button.
4. Inthe Backup location, browse the backup folder path to import the settings.

Import Settings Wizard -

Welcome to the Import Settings Wizard

You can import settings to this Group Policy object (GPO)
from any backed up GPO. Importing settings does not
modify other attributes of the GPO such as security filtering,
delegation, links and WMl filter links.

Note: If you have an unreliable network connection, you
should perform this operation by running Group Policy
Management locally on the specific domain controller that
you select for Group Policy Management to use for its
operations.

To continue, click Next.

< Back Next > | | Cancel | | Help
5. Click the Next > button.
Import Settings Wizard -
Backup location i
Select the backup folder from which you will import settings.

Backup folder:
F:\WwWS2012-GPOYWS 201 2-Domain v | Browse...

< Back “ MNext > I l Cancel | I Help

6. Click the Next> button.
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Import Settings Wizard

Source GPO
Select the GPO from which you want to import settings.

Backed up GPOs:

Name & Time Stamp Description

5SS 2012 Domain Securit..  7/17/2013851:51 PM  The Domain baseline inclug

< m >

[] Show only the latest version of each GPO | View Settings... l

[ <Back || MNewt> | [ Cancel | | Hep |

7. In Source GPO, selectthe backed-up GPO, and click the Next > button.

8. In Scanning Backup, after scanning settings is complete, click the Next> button.
9. In Migrating References, click the Next > button.

10. Click the Finish button.

11. Aftersuccessfullyimporting click the OK button.
Import -

Import progress:

Status:

GPO: WS52012-Domain...Succeeded

Group policy import is complete for WS2012-Domain.

12. Repeat the steps from 1 to 10 to import Group Policy for WS2012-Member-Server, WS2012-
WebServerand WS2012-Remote Desktop Services.

Step 4: Crete new ‘Organizational Unit’
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1. Right click the server computername and click New Organizational Unit.

E Group Policy Management
% File  Action View Window Help
e« 2[E o =

\& Group Policy Management Toons.local

A . o - - - v
4 A) Forest: T°_°"S‘|°ca‘ Status | Linked Group Policy Objects | Group Palicy Inheritance l Delegation
4 Z3 Domains o i .

415 T?DSS;IT = Create’a GPOin this domain. and Link'it Were Is page shows the status of Active Directory and SYSYOL replication for this domain as it relates to Group Policy.
= Defg ¢
s Prin Link an Existing GPO...
21 Dony Block Inheritance
° Evel itus Details
. F[)d Group Policy Modeling \Wizard...
gl 1 *)  popeye.Toons.local is the baseline domain controller for this domain.

51 FDQ |New0rganizationa| Unit

3] PNA Search...

= pmj\ Change Domain Controller...

21 Soff lick the Detect Now button below to gather infrastructure status from all of the domain controllers in this domain.

4

4

4

4

i o Infrastructure Status information exists for this domain.
4

b & Sysk Remove
4

b

4

b

b

b

o Tem Active Directory Users and Computers...
5] Test

1 Wiew »
P Test .
ek New Window from Here
3. View
7 Gro{ | Refresh
4 WN! Properties
b L3 Star|
b g Sites Help

41 Group Policy Madeling
« Group Policy Results

2. Enterthe new organizational unit (OU) name and click OK.

Example: EventTrackerServer

New Organizational Unit

Name: [Eveanracker Served ]

I oK | | Cancel I

Step 5: Link the existing GPO to newly created OU

1. Rightclick the newly created OU — EventTrackerServerand click Link an existing GPO.

=4 Group Policy Management |:
& File Action View Window Help
e= 2[E 0| XE | He

(4 Group Policy Management EventTrackerServer
4 @ Forest: Toons.local
4 (34 Domains

Linked Group Policy Objects quoup Palicy Inheritance | Delegation

4 3 Toonslocal | LinkDrder GPO Enforced Link Enabled GPO Status WMl Filter Modified Don
& Defautt Disrvaiti Palicg 1 =/ W52012-Domain No Yes User configurati..  None 718/2013.. Too
1 Printer policy 2 a1 WS2012Member-Server  No Yes User configurati..  None 7182013 Too
» (& Domain Controllers 3 =i/ WS2012WebServer No Yes User configurati..  None N3 Too
- 4 1/ WS52012-Remote Desktop .. No Yes User configurati..  None 7/19/2013 Too

4 igp EventTragbarSamar

Create a GPO in this domain, and Link it here...
Link an Existing GPO...

Block Inheritance

3 VFDCCwsc‘ Group Policy Update..,

[ JE
b & FDCOXP | Group Policy Modeling Wizard...
b (=1 PNPL New Organizational Unit
b (2] Pranav
b & Software| | View ’
b (5] SysAdmit New Window from Here
[ Terminat Delete
p (2] TestingU| Rename
b @ TestOU
b &1 ViewOU Refresh
b [ Group P Properties
b [ WM Filts
b (3 Startercp HelP
1> L Sites

§i Group Policy Modeling
2, Group Policy Results
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2. Inthe Select GPO dialog box, using Control key select allthe three newly created GPO, and then

click OK.
Select GPO [x]
Look in this domain:
Toons.local v ‘
Group Policy objects:
Name & N

recording logon logoff

Software Deployment policy

Testgpo

USB Disabling policy

WS08R2-55LF-Domain

WS0BR2-55LF-Member-Server

WS08R2-Web-Server

W52012-55LF-Domain

W52012-55LF-Member-Server

/5201 2-Web-Server v

The Group Policy objects are linked to the organizational unit.

B Group Policy Management
;{, File | Action View ‘Window Help
s z2E o0 XE c BE

&, Group Policy Management EventTrackerServer

4 £ Forest: T°_°”"'°'~'3| Linked Group Policy Objects | Group Policy Inheritance | Delegation
4 | Z5 Domains

4 ?i Toons.local LinkDrder GPO Enforced Link Enabled GPO Status ‘Wl Filter Modified
+ Default Domain Policy 1 = WS52012-Domain No Yes User configurati..  None 7/18/2013 ..
< Printer policy 2 .A: WS52012-Member-Server No Yes User configurati..  None 7/18/2013 ...
b -. Domain Controllers 3 an WS2012-web-Server No Yes User configurati..  None 772013 ..
- 4 = WS2012-Remote Desktop ... No Yes User configurati..  None 7A19/2013 ..
4| gy EventTrackerServer v

=i WS2012-Domain —
= WS2012-Member-Server

) WS2012-Remote Desktop Services
= WS2012-Web-Server

p = FDCCwista
p = FDCCXP
p =1 PNPL

Step 6: Link EventTracker Serverto newly created OU and reboot the EventTracker serversystem

1. Click the Start button, select All Programs, and then select Administrative Tools.
2. SelectActive Directory Users and Computers.

3. Inthe Active Directory Users and Computers pane, expand Domains node, and then click
Computers node.

4. Rightclick any EventTrackerserversystem, and then click Move.
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File Action View Help
e = 40 XEGR HE T aEaTEwR
| Active Directory Users and Com || Name Type Description
> & Saved Queries I VMESI3-VMT Computer
4 & Toons.local 1R VMESG-VM2 Computer
b ] Builtin 1A YMESX3-VM3 Computer
| Computers 1 MESH3-VMA Computer
Tl mre——
s = Add to a group... I
3] }E:\[/,ecnctT.vackerSeNer EUMESG- : group. hputer
4 jA vista I YMESG-Y Disable Account :r\puter
bi FDC?XP Ty 1EVMESG-Y Reset Account nputer
p | ForeignSecurityPrincipal;
2 EYMES Move.. hputer
p | Managed Service Accour
» 51 PNPL IRIYMET Manage ‘puter
i - |
b (5] Pranav "'_VMWARE Al Tasks o
p 2 Software Deployment 1RWEBDOC nputer
b & Syshdmin 1&WEBDOC Cut nputer
b 5] TerminatedEmployee % WEBDOC] Delete nputer
p =) TestingUser (&IWEBDOC! Properties nputer
p =l TestOU IWEBSENS nputer
b 1 Users WINZK36, Help _pputer
p 2] ViewOU IRIINZK3MUL Computer
1RIN2K3X 6 Computer
IRWINZKE3 VM Computer
1RWINZKBHY Computer
1RWINZKSSCORE Computer
(INZKEVMT Computer
IRIIN2KEVIM2 Computer
IRAINZKEVM3 Computer
IRINSSVR Computer
IRINHY2K12 Computer
Move dialog box opens.
Move -

Move object into container:

=34 Toons S
+- Builtin
+-_| Computers
-2 Domain Controllers
-
+-3| FDCCvista
+-2| FDCCXP
+-_| ForeignSecurityPrincipals
+- | Managed Service Accounts
+-2] PNPL
+-3] Pranav
+-3 Software Deployment <

l 0K l ‘ Cancel l

5. Selectthe newly created OU (inthis case, select EventTracker Server), and then click OK.

6. Inthe Active Directory Users and Computers pane, click ‘Organizational Unit’ (in this case,
click EventTracker Server).
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File | Action | View Help

Active Directory Users and Computers

=7 TerminatedEmployee
27 TestingUser
21 TestoU
| Users
21 ViewOU

e Elo ez HE 2eETE%
] Active Directory Users and Com|| Name Type Description
b [ Saved Queries 1 VMESH3-VYM1 Computer
4 3 Toons.local

b [ Builtin

Computers
b =1 Domain Controllers
51 EventTrackerServer

b (2] FDCCvista

b 2] FDCCXP

b [ ForeignSecurityPrincipal:

b ] Managed Service Accour

b =1 PNPL

p &1 Pranav

b 5] Software Deployment

b 5] SysAdmin

>

3

>

>

>

7. Rebootthe EventTrackerserversystem linked tothe OU.

2.3 Applying Group Policies in a Member Server on Windows 2K8 / 2K8
R2 Enterprise SP1 (Active Directory)

Step 1: Click the link below to download the GPO and extract the contents of zip file onto the system.

https://downloads.eventtracker.com/support/utils/WS08R2-SSLF-GPO.zip

Step 2: Create new ‘Group Policy Objects’

Select the Start button, select All Programs, and then select Administrative Tools.
Select Group Policy Management, expand Domains node, and expand ‘local system’ node.

Right click Group Policy Objects and click New.

A W Noe

Enter the new GPO (Group Policy Object) name as WS08R2-SSLF-Domain and click OK.

Name:
[/S08R2-5SLF-Domain

Source Starter GPO:

| [nhone] l.l
| 0K I Cancel I

5. Similarly create New GPO for member server and web server, and name them as WS08R2-
SSLFMember-Server and WS08R2-Web-Serverrespectively.
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& Group Policy Management [ _ (O]
s Bl Acen Yo Windon o [JSETE
i Al
/&, Group Policy Management Group Policy Objects in prismtesti.local
= Aﬂ Forest: prismtest1.local Contents I -
=1 (4 Domains Delegatlon]
Bl g prismtestilocal Name = [ GPO Status [_WMI Filter
=/ Default Domain Policy =/ Default Domain Controllers Policy Enabled None
[ Default Domain Policy Enabled None

E n Controllers Pol
-/ Default Domain Policy
=/ TestGPO

Enabled
Enabled
Enabled
Enabled

S08R2-SSLF-Member-Server
[ WS08R2Web-Server

None

None

[ WS0BR2-55LF-Domain
[ WS08R2-SSLF-Member-Server
| WSD8R2-Web-Server
# | WMI Filters
# | Z] Starter GPOs
= g Sites
sf% Group Policy Modeling
< Group Policy Results

Newly created group
poilcy objects

<] | |

Step 3: Import Group Policy settings

1. Right click the newly created GPO (For example, WS08R2-SSLF-Domain), and click Import
settings.
Import Settings Wizard dialog box appears.

2. Click the Next> buttonto start the importing process.

In Backup GPO, click the Next > button.
4. Inthe Backup location, browse the backup folder path where the settings are to be imported.

Import Settings Wizard [ X

Backup location P
Select the backup folder from which you will import settings.

Backup folder:

=l | Browse... I

[C\GPOWS08R2SSLF-Domain

<Back |[ Help

5. Click the Next> button.
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Import Settings Wizard E3
Source GPO 3

Select the GPO from which you want to import settings.

Backed up GPOs:

Description

Name =
WS08R2-5SLF-Domain

The Domain baseline incl

1/11/2012 6:13:07 PM

<| | i3

|~ Show only the latest version of each GPO Yiew Settings... I

< Back I MNext > I Cancel I Help I

6. In Source GPO, selectthe backed-up GPO, and click the Next > button.

7. In Scanning Backup Aftersettings scanningis complete, click the Next> button.

8. In Migrating References, click the Next > button.
9. Click the Finish button.

10. Aftersuccessfullyimporting click the OK button.
Import

Import progress:
|

Status:

GPO: WS08R2-55SLF-Domain... Succeeded ;]
ok | Cancel |

Group policy import is complete for WS08R2-SSLF-Domain.

11. Repeat the steps from 1 to 10 to import Group Policy for WS08R2-SSLF-Member-Server and
WS08R2-Web-Server.

Step 4: Crete new ‘Organizational Unit’

1. Rightclick the servercomputername, and then click New Organizational Unit.
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/&, Group Policy Management WS08R2-SSLF-Member-Server

= 4\ Forest: prismtest1.local . . :
f;} £ Domains Scope lDetalIsI Setlmgsl Delegatlonl
- s EE
[ Default  Create a GPO in this domain, and Linkit here...

# o Domain  Link an Existing GPO.., ‘ Iprism
= (5 GroupP  Block Inheritance AreL DS Are i
[ Def.

Group Policy Modeling Wizard. ..

[ WSL Search,.,

,A: WS Change Domain Controller...
—- W?t Remove
® Ly WML Filt Active Directory Users and Computers. ..
[# 3] Starter 5n only apply to th
[# | [z Sites New Window from Here
51y Group Policy Ma
\«, Group Policy Re Refresh
Properties
Help

Remove

2. Enter the new organizational unit (OU) name and click OK.

For example: EventTracker Server

Name: IE ventTracker Server

| oK I Cancel I

Step 5: Link the existing GPO to newly created OU

1. Rightclick newly created OU — EventTracker Serverand click Link an existing GPO.

&, File  Action View ‘Window Help
I EEIEEE S
EH i__i\oup Policy Managem?;"'t | EventTracker Server
= Forest: prismtest1.loca - = =
= (% Domains Linked Group Policy Objects I Group F
= 3 prismtest1.local Link Order =~ | GPO
,L_‘ [D)efal_!lt Izomalnupollcy 1 Eir WS OBF
E omain Controllers 2 =/ WS0sF
@ [ Group Policy Obje reate a P inh domain, and Link it here... rF
& [ WMI Filters k an Existing GPO...
# [ 7] Starter GPOs Block Inheritance
& ? Sites i el Group Policy Modeling Wizard...
g Group Po ey Modeing Mew Organizational Unit
+ Group Policy Results
View 2
New Window from Here
Delete
Rename
Refresh
Properties
H Hel H
2. Inthe Select GPO dialog & : : 1GPO, and click OK.
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Select GPO

Look in this domain:

Iprismtestl Jocal ZI

Group Policy objects:

MName = l

Default Domain Controllers Policy
Default Domain Policy
TestGPO

OK I Cancel

The Group Policy objects are now linked to the organizational unit.

[ Group Policy Management =1 E3
g Ble Acton Vew Wndow Hep | =181 ]
| 5mclHE

& Group Polcy Management EventTracker Server
=l A\ Forest: peismtest].local 5 ”
S R Do Linked Group Policy Objects | Group Pokcy Inbeiitance | Delegation |
= 53 prismtest1 Jocal Lok Ordes ~ | GFO |
w, Defauk Domain Polcy 1 &1 WS08R2SSLF-Domain
4] 2| Domain Controllers 2 o WSOBR2.SSLF Member Serves

=1 2] EventTracker Server T un
> 3 a WSOBR2'WebS
2 WS0BR2-SSLF-Domain . e

o WSOER2-SSLF-Member-Server
| WIDER2-Web-Server
% | Group Policy Objects
+ oy WMIFikers
#) g} Starter GPOs
& L{@ Skes
4% Group Pokcy Modeing
. Group Polcy Resuts

« 4]

| | i

J i)

Step 6: Link EventTracker Serverto newly created OU and reboot the EventTracker server system

1. Selectthe Start button, select All Programs, and then select Administrative Tools.

2. SelectActive Directory Users and Computers.

3. Inthe Active Directory Users and Computers pane, expand Domains node, and click
Computers node.

4. Right click EventTracker serversystem and click Move.
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- Active Directory Users and Computers o [=] B3
i
‘ File Action View Help
PO T e 3 —
e 2@ 40 RDc=Ha[R aaTa%
: Active Directory Users and Comput | Name I Type I Description |
2] = Saved Queries 1R ESRWINZKER2VIM: Computer
[= 3 prismtest1.local SRR
# || Builtin Add to a group...
| Computers Name Mappings...
[ (2| Domain Controllers Disable Account
& EventTracker Server Reset Account
[# | ForeignSecurityPrincipals E"entTraCker Move...
# | LostAndFound Server Manage
[# | Managed Service Accounts -
[# | Program Data All Tasks »
[# | System cut
# || Users okt
[# | NTDS Quotas i
Properties
Help
K | 3|
iMoves the current selection to another organizational unit.

Move dialog box appears.

Move object into container:

=3 prismtest]
[#- | Builtin
#- | Computers
[+-.3| Domain Controllers
SRR E ventTracker Server
[+ | ForeignSecurityPrincipals
#- | LostdndFound
[+ | Managed Service Accounts
#- | NTDS Quotas
[+ | Program Data
[+- | System
- Users

o]

Cancel |

5. Selectthe newly created OU (inthis case, select EventTracker Server), and click OK.

6. Inthe Active Directory Users and Computers pane, click ‘organizational unit’ (in this case, click

EventTracker Server).
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D o =] B3
File  Action
PRSI — =
e 7@ 40XDd=HE3RETPE%
| Active Directory Users and Comput | Name T: Description
| Saved Queries ISMTES Computer
] 5 prismtest1.local
® | Builtin \
_| Computers
[ (2] Domain Controllers Once linked, EventTracker server name will be
3| EventTracker Server .
[ | ForeignSecurityPrincipals dlsplayed under OU #
[# | LostandFound
& || Managed Service Accounts
[# | Program Data
[# | System
[ | Users
[ [ NTDS Quotas
K — 2

7. Rebootthe EventTrackerserversystem linked tothe OU.

2.4 Applying Group Policies in a Workgroup on Windows Server 2019

Step 1: On the workgroup system, download windows server 2019 local security policy backup file

1. Click the link below to download the GPO and extract the contents of zip file onto the
system.

https://downloads.eventtracker.com/support/utils/WS2019-GPO.zip

2. Extract the downloaded file to C:\WS2019-GPO

¥l 5 | Windows 10 Version 1809 and Windows Server 2019 Security Baseline

= o X
“ Home Share View (2]
€« v 4 > ThisPC > Local Disk(C:) > WS2019-GPO > Windows 10 Version 1809 and Windows Server 2019 Security Baseline > v & | Search Windows 10 Version 18... ©
Name > Date modified Type Size
s Quick access
Documentation
[ Deskto
i GP Reports
& Downloads o
[l Documents Local_Script
&=| Pictures ¢ Templates
Screenshots
[ This PC
¥ Network
Sitems El
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Step 2: On the workgroup system, install GPO by running PowerShell script which is available in
the downloaded folder

1. Launch PowerShellwith run as administrator. The PowerShell scriptis available in downloaded

Local_Script folder
2. Runthe commandas shownin the figure. Change the work directory to the folder where the

file got extracted and run the below command
.\BaselineLocallnstall.ps1-WS2019NonDomainJoined

r 2019 Security Baseline\Windows 10 Version 1889 and Windows Server 2019 Security Baseline\local_Sc

all.psl

roperly, create a new non-admir tive user account and reboot.

d logs are in thi
K aseline\Windows 1@ Version 1889 and Windows Server 2019 Security Baseline\lLocal_Scrip

inelns

post feedback to the Security Guidance blog:

Step 3: Verify the applied Security Policy

In workgroup system:

1. Selectthe Start button, select All Programs, and then select-> Administrative Tools.

2. Click Local Security Policy, expand Account Policies.
3. Click Password Policy and check the Security Settings as shown in below screen

© Copyright Netsurion. All Rights Reserved. 35



3 Local Security Policy
File View Help
% 2@ 5 Bm

Action

& Security Settings
v @ Account Policies
a Password Policy
a Account Lockout Policy
v 4 Local Policies
4 Audit Poicy
4 User Rights Assignment
4 Security Options

Policy
.. Enforce password history
. Maximum password age
Minimum password age
.. Minimum password length
i, Password must meet compleaty requirements
Store passwords using reversible encryption

Windows Defender Firewall with Adve

Network List Manager Pelicies
Public Key Policies

Software Restriction Policies
Application Centrol Policies

8, P Security Policies on Local Compute
Advanced Audit Policy Configuration

& Local Security Policy
File
e am

T Security Settings
v g Account Policies

Action View Help

ﬂ.‘

a Password Policy
4 Account Lockout Policy
v g Local Policies
4 Audit Policy
4 User Rights Assignment
5 Security Options
Windows Defender Firewall with Adve
Network List Manager Policies
Public Key Policies
Software Restriction Policies
Application Control Policies
3, IP Security Policies on Local Compute
Advanced Audit Policy Configuration

Policy

_ Accounts: Administrator account status

.. Accounts: Block Microsoft accounts

- Accounts: Guest account status

Accounts: Limit local sccount use of blank passwords to co...

. Accounts: Rename administrator account

. Accounts: Rename guest account

. Audit: Audit the access of global system objects

. Audit: Audit the use of Backup and Restore privilege

_«, Audit: Force audit policy subcategory settings (Windows Vis...
- Audit: Shut down system immediately if unable to log secur...
DCOM: Machine Access Restrictions in Security Descriptor D...

. DCOM: Machine Launch Restrictions in Security Descriptor ...
_«, Devices: Allow undeck without having to log on
Devices: Allowed to format and ¢ject removable media
o Devices: Prevent users from installing printer drivers
- Devices: Restrict CD-ROM access to locally logged-on user ..
. Devices: Restnct floppy access to locally logged-on user only
Domain controller: Allow server operators to schedule tasks
. Domain controller: LDAP server signing requirements
-, Domain controller: Refuse machine account password chan..,
_., Domain member: Digitally encrypt or sign secure channel d...
.. Domain member: Digitally encrypt secure channel data (wh..
.. Domain member: Digitally sign secure channel data (when ...
., Domain member: Disable machine account password chan...
Domain member: Maximum machine account password age
-« Domain member: Require strong (Windows 2000 or later) se...
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Security Setting

24 passwords remember...
60 days

1days

14 characters

Enabled

Disabled

Security Setting
Enabled

Not Defined
Disabled
Enabled
Administrator
Guest
Disabled
Disabled
Enabled
Disabled

Not Defined
Not Defined
Enabled
Administrators
Enabled

Not Defined
Not Defined
Disabled

Not Defined
Disabled
Enabled
Enabled
Enabled
Disabled

30 days
Enabled

2.5 Applying Group Policies in a Workgroup on Windows Server 2012

Step 1: On the workgroup system, download windows server 2012 local security policy backup file

1. Click the link below to download exported GPO backup.
https://downloads.eventtracker.com/support/utils/WS2012-GPO.zip

2.
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Step 2: On the workgroup system, install the MS Security Compliance Manager (MSCM)

1. Click thelink below to download SCM 3

http://technet.microsoft.com/en-in/solutionaccelerators/cc835245.aspx

2. Inthe webpage,w'- Download SCM 3.0 now!, click the link.

3. Download ‘Security_Complaince_Manager_setup.exe’, and then click Run as Administrator.

4. Click the Finish button once the installation is completed.

NOTE: The installation will be interrupted if the prerequisites (Microsoft Visual C++ 2010 X86
Redistributable, .NET Framework 4, and SQL Express 2012) are not installed on the system.
Aftersuccessful MSCM Installation, Microsoft Security Compliance Manager window appears
on the screen.

3 Microsoft Security Compliance Manager ) “
File View Help Global setting search
Custom Baselines
| 4 Microsoft Baselines - . . (@ import
1 Gichange Serer 2007 573 Micresoft | Solution
I Exchange Server 2010 SP2 g 9 SCM (.cab)
SRRy Security Compliance | A ~alerators M ot
I Internet Explorer 8 Manager (SCM) 3.0 () Help
I Internet Explorer @ RBock
I Microsoft Office 2007 SP2 . . s
I Microsoft Office 2010 SP1 Welcome to SCM Getting started with SCM Help Topics
I Windows 7 SP1 Release Notes
I Windows 8
= Send Feedback
! Windows Server 2003 SP2 “=1| What's new in this release ® O Get knowledge o
Windows Server 2008 R2 SP1 ) Privacy Statement
Windows Server 2008 SP2 Windows 8 and IE 10 baselines
Windows Server 2012

Windows Vista SP2 Windows Server 2012 baselines
Windows XP SP3
Other Baselines

Setting library enhancements

JJ How to perform common tasks (<)
Q Customize knowledge @

Find settings

rosoft recommendations

Compare with Microsoft recommendations

Working with SCM @

- Navigating SCM () Export knowledge O

Step 3: On the workgroup system, install Local GPO

1. Select the Search button, select Apps, and then select Microsoft Security Compliance
Manager.

2. SelectLocalGPO.
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-

LGPOfolderappearson the screen.

3. Right click LocalGPO, and thenclick Install.

Iem Application Toals LGPO = =l-
v e

4 | L <« Microsoft Security Compliance Manager » LGPO v e P
— Narme Date modified Type Size
B Desktop 5 LocalGRO, 1A1/2013 251 PM Windows Installer . 1,112K8
£l Recent places Repair
Uninstall
3 Libraries Troubleshoot compatibility
9 Documents Open with...
o) Music Restore previous versions
&) Pictures —— R
B videos
Cut
1% Computer Copy
Create shortcut
€l Network & Delete
% Rename

Properties

2itens 1 item selected 1.08MB =

LocalGPO Setup wizard appears onthe screen.
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iz LocalGPO Setup -
;‘f;gf’}" - Welcome to the LocalGPO
P Setup Wizard

The Setup Wizard will install LocalGPO on your
computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Microsoft | Solution
Accelerators

< Back Mext = I I Cancel

4. Click the Next> button.

5. Read the license agreement, select ‘l accept the terms in the License Agreement’ and click
Next>.

) LocalGPO License Agreement -

End-User License Agreement
Please read the following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT LocalGPO

These license terms are an agreement between Microsoft Corporation

{or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the

media on which you received it, if any. The terms also apply to any
Microsoft v

(®) I accept the terms in the License Agreement

(O Ido not accept the terms in the License Agreement

< Back H Next = ] | Cancel

6. Click LocalGPO option, if notselected by default, click the Next> button.
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i LocalGPO Setup

Features to install
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

=14 |LocalGPo Tool Modify local policy using a backup

GPO

This Feature requires 19MB on your
hard drive.

Location: C:\Program Files {x86)\LocalGPOY,

| Reset ] IDiskUsage| | < Back || MNext = | | Cancel ]

7. Click the Install button.

= LocalGPO Setup -

Ready to Install
The Setup Wizard is ready to begin the Custom installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, click Back. Click Cancel to exit the wizard.

< Back “ Install I | Cancel
8. Click the Finish button.
i LocalGPO Setup -
o S P —
gt
&ﬂ}ff’—”‘ Completing the LocalGPO
< Setup Wizard

Click the Finish button to exit the Setup Wizard.

Microsoft | Solution
Accelerators

< Back Finish Cancel
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Step 4: Restoring the Local Security Policy

Before restoring the Local Group Policy, check the status of default Local Security Policy in the

workgroup system.
1. Selectthe Start button, select Administrative Tools, and then select click Local Security
Policy.
2. In Local Security Policy window, expand Account Policies.
3. Click Password Policy and check the Security Settings.
4. Click Account Lockout Policy and check the Security Settings.

Now restore the default Local Security Policy in the workgroup system.

1.

Select the Start button, select Administrative Tools, and then select LocalGPO.

Right click LocalGPO Command-line and click Run as administrator.

In Administrator: LocalGPO Command-line, type the following command, and then press the
Enter button.

cscript LocalGPO.wsf /Restore

= Administrator: LocalGPO Command-line
to a folder in the specified path.

cscript LocalGPO.uwsf /Path:C:\GPObackups\{GPO Backup GUID> /Compare
— Compares Local Policy configuration to the contents of a GPO Backup.

cscript LocalGPO.wsf /Path:C:\GPObackups /Export /GPOPack
— Creates a GPOPack and stores it in the specified path. GPOPacks

can be copied to other computers, and applied by double—clicking
GPOPack.usf .

cscript LocalGPO.usf /Path:C:\GPObackups\{GPO Backup GUID> /MLGPO:Users
— Applies the contents of the GPO Backup stored in the specified
path to the specified Multiple Local Group Policy Obect (MLGPO>.

cscript LocalGPO.wsf /Restore
— Restores the entire Local Policy to its default configuration.

:\Program Files (x86>\LocalGPO>cscript LocalGPO.usf /Restore_

4. Afterthe default Local Policy is restored, type Exitin command line.

5. Restartthe workgroup systemto refreshthe Local Policy.

Step 5: Importing Security Policy downloadedinstep 1

1.

Select the Start button, select Administrative Tools -> click LocalGPO -> right click LocalGPO
Command-line, and then click Run as administrator.

In Administrator: LocalGPO Command-line, type the following command, and then press
the Enter button.

cscript LocalGPO.wsf /<backup folder path>\{guid}
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Here “guid’ is the folder name created under GPObackups.
Ex: \\<systemname>\2012GPOBackup\GPObackups\{713618A7-83F2-46B1-A2CC-
9847BB35A4AF}

- O IIIIII

= Administrator: LocalGPO Command-line
:\Program Files (x86>\LocalGPO>cscript LocalGPO.wsf /Path:C:\2812GP0Backup\GPOh|
ckups\{?713618A7-83F2-46B1-A2CC-9847BB35A4AF>
icrosoft (R)> Windows Script H Uersion 5.8
opyright (C)> Microsoft Corporation. All rights reserved.

odifying Local Policy... this process can take a few moments.

pplied valid INF from C:\2812GPOBackup\GPObackups\{713618A7-83F2-46B1-A2CC-92847

pplied valid User POL from C:\2012GPOBackup\GPObhackups\{713618A7-83F2-46B1-A2CC
9847BB35A4AF>
pplied valid Audit Policy CSU from C:\2812GPOBackup\GPObackups\{713618A7-83F2—-4

lease restart the computer to refresh the Local Policy

:\Program Files (x86>\LocalGPO>

3. Restartthe computertorefreshthe Local Policy.

Step 6: Verify the applied Security Policy In workgroup system:

1. Selectthe Start button and select Administrative Tools.
2. SelectLocal Security Policy, expand Account Policies.

3. Click Password Policy and check the Security Settings.

= Local Security Policy [=To |
File Action View Help
- b x 7 B
3 Security Settings Palicy = Security Sstting
4 g Account Policies 73 Enforce password history 24 passwords remember.,
2 Password Policy 3 Maximum password age 60 days
@ Account Lockout Policy 75 Minimum password age 1days

3 Local Policies

75 Minimum password length 14 characters
Windows Firewall with Advanced Sect| =3 pyo0rd must meet complexity requirements Ensbled
Network List Manager Palicies 33 Store passwords using reversible encryption Disabled

Public Key Policies
Software Restriction Policies

b Application Control Policies

b & IP Security Policies on Local Compute
Advanced Audit Policy Configuration
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4. Click Account Lockout Policy and check the Security Settings.

A Local Security Policy [=T= S|
File Action View Help
@ z(m Xi=| B
| 3 Security Settings Policy * Security Setting
4 g Account Policies 5 Account lockout duration 15 minutes
4 Password Policy 3 Account lackout threshold 5 invalid logon attempts

4 Account Lockout Policy
b g Local Policies
v Windows Firewall with Advanced Secr
Network List Manager Policies
Public Key Policies
b Software Restriction Policies
Application Control Policies
b S IP Security Policies on Local Compute
b Advanced Audit Policy Configuration

3 Reset account lockout counter after 15 minutes

2.6 Applying Group Policies in a Workgroup on Windows 2K8 / 2K8 R2

Step 1: On the workgroup system, download windows server 2008 R2 / 2012 local security policy
backup file

1. Click the link below to download exported GPO backup.

https://downloads.eventtracker.com/support/utils/2008R2SSLFGPOBackup.zip

2. Extract the downloaded file to \\<systemname>\2008R2SSLFGPOBackup.

Step 2: On the workgroup system, install the MS Security Compliance Manager (MSCM)

1. Click thelink below to download SCM 2.5.

http://social.technet.microsoft.com/wiki/contents/articles/774.microsoft-security-
compliancemanager-scm-en-us.aspx

2. Inthewebpage, click the Download SCh 2.5 Now [T [ink,
3. Right click Security_Complaince_Manager_setup.exe and click Run as Administrator.

4. Click the Finish button afterthe installation is complete.

NOTE: The installation will be interrupted if the prerequisites (Microsoft Visual C++ 2010 X86
Redistributable, .NET Framework 4, and SQL Express 2008) are not installed on the system.

Aftersuccessful MSCM Installation, Microsoft Security Compliance Manager window appears
on the screen.
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& Microsoft Security Comphance Manager HEE
Sle View Help Global setting search
Custom Baselines 2
=1 Microsoft Baselines = t n Rl
el Micresoft | Sol 20 ki (ot
= Exchange Server 2 e ity C " olutio oM (cab)
4 Internet Explorer t ecurt ompilianc A |
= Intamet Explorer ¢ M SCM) 2.5 Cce eratO rS |~ Help
: anager 2
<1 Micrasoft Office ( A
=i Microsoft Office 2( :
= Windows 7 SP1 .+ o Help Topics
= Windows Semer 2 Welcome to SCM Getting started with SCM
= Windows Server 2
= Windows Server 2 3end Fesdback
= Windows Vista SP. | s . T A Bravacy Siztamant
A o b What's new in this release a () Get knowledge
Other Basalines Exchange Server baselines Download Microsoft baselines automatically
Import 3 Group Policy Backup Download Microsoft baselines manuslly
[T Governance Rigk and Complance Import 3 Microsoft baselne
Simpiifiad satting management Import & Group Policy Backup
| Howto perform common tasks ~ u Customize knowledge ‘
Find sethngs
Customize knowledos Evahuste Microsoft recommendations
Export knowledge Customize baseines
Compars and merge basslines Compare with Microsoft recommendations
Working with SCM - u Export knowledge A
Fa
Navigating SCM GPO baclaps
LocalGPO command-iine tool DOM Configuration Packs
Setting management SCAP datp files =
Setting details Microsoft Excel workbocks ~|
K] — K | of i | 2l

Step 3: On the workgroup system, install Local GPO

1. Selectthe Start button, select All Programs, and then select Microsoft Security Compliance

Manager.
2. SelectLocalGPO.

& Intarres Explorer (64-ht)

& Interres Explover

@ ozl Firefos

iy Securky Corplance Managar

2 Windows Update
Accessones
Admnistrative Took
Marlanance

Microso! ity Compliance Manager

i Securky Compliance Manager
Microsot SQL Server 2008
Startup

Ll Back

Windows Securky

4

Rejandra

Decuments

Computer

Network,

Contral Pens|

Devices and Prinkers

Adminstrative Tools

Help and Support

Run...

[ Search programs ard flas

Log df b‘

vl
s & & - @

LGPOfolderappearson the screen.

3. Right click LocalGPO and click Install.
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B cro Hi=1E3

= = Program Fles (x86) « Microsoft Securty Compliance Manager = LGPO v £ I Search LGPO [ 5]
Orgsnize v (Slinstal v New folder = vl @
Favorites - I i | Tie e l I
Bl Ceskiop
8 Dovnloads readme Repair
. Recent Places Unirstall
Troubleshoot compatbity
-9 Ubranes QOpan with. .,
*| Dotuments Restors previous versions
Ausic 5
» Musk to »
| Pictures
B vdecs Ce
Copy
& Computer Create shartaut
% Delete
M Network “ Rename
Properties

ﬁﬂ| LocaGPO Date modfied; 3/19/2012 2:35 PM Date created: 371972012 2:35 PM

ST windows Instaler Padkage See: 1,07 MB

LocalGPO Setup wizard appears onthe screen.

;@ LocalGPO Setup

Welcome to the LocalGPO
’ Setup Wizard

The Satup Wizard val instal LocalPO on your
compuber, Cick Next to continue or Cancel to exit the
Setup Wizard,

Microsoft | Solution
| Accelerators

Cancel

4, Click the Next> button.

5. Readthelicense agreement, select lacceptthe termsin the License Agreement & click Next>.
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End-User License Agreement
Flease read the falowng Icerse agresmert carefuly

MICROSOFT SOFTWARE LICENSE TERMS il
MICROSOFT LocalGPD

These licensa terms are an agreement betvosen Microsoft Corporation

(or based on where you live, one of its affillates) and you, Please read

them. Thay spply o the software named above, which inciudes the

media on which you received it, if sy, The terms also apply to any
Microsoft :j

(% T accept the tarms In the License Agreemant]

" 1do not accept the terms I the Licanse Agreement

Print I <Back Maxt > Cancsl

6. Click LocalGPO option, if notselected by default, click the Next > button.

1% LocalGPO Setup B3

Features to install
Sedect the way you waant Features to be instaliad

Chck on the kons inthe trea below to change the way features will be Installed,

=’;m ModFy local polcy using a badup
aP0

This feature requres 14MB on your
hard drive,

Location:  Ci\Program Fles (x85)\LocalGPOy, Brosse I

Reset I DtskUsaoeI < Back I Maxt > I Cancel I

7. Click the Install button.
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15 LocalGPO Setup B

Ready to Install
The Satup Weard & ready to bagin the Custom instalation

Chick Install to bagin the nstallstion. If you want to réview or changs any of your
nstallation settings, chck Back. Cick Cancel to ext the wizard.

8. Click the Finish button.

Completing the LocalGPO
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Microsoft | Solution

Accelerators

Step 4: Restoring the Local Security Policy

Before restoring the Local Group Policy, check the status of default Local Security Policy in the
workgroup system.

Click Start -> All Programs -> Administrative Tools -> click Local Security Policy.
In Local Security Policy window, expand Account Policies.

Click Password Policy and check the Security Settings.

A W

Click Account Lockout Policy and check the Security Settings.
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Now restore the default Local Security Policy in the workgroup system.

1. Click Start -> All Programs -> click LocalGPO -> right click LocalGPO Command-line, and then
click Run as administrator.

2. In Administrator: LocalGPO Command-line, type the following command, and press the Enter
button.
cscrint LocalGPO.wsf /Restore .

C:\Program Files (x86>\LocalGPO>cscript LocalGPO.wsf Restore
Microsoft <(R> Windows Script Host Uersion 5.8
Copyright <(C> Microsoft Corporation. All »ights reserved.

Modifying Local Policy... this process can take a few moments.
oring Security Settings...
oring Administrative Template settings..
oring Advanced Audit Policwvy. ..

Restoring MLGPO. ..

Refreshing Local Group Policy...

Local Policy default values restored?
Please »estart the computer» to refresh the Local Policy

C:\Program Files {(x86>\LocalGPO>__

3. Afterthe default Local Policy is restored, type Exitin command line.

4. Restartthe workgroup systemto refreshthe Local Policy.

Step 5: Importing Security Policy downloadedinstep 1

1. Click Start -> All Programs -> click LocalGPO -> right click LocalGPO Command-line, and then
click Run as administrator.

2. In Administrator: LocalGPO Command-line, type the following command, and pressthe Enter
button.

cscript LocalGPO.wsf /<backup folder path>\{guid}

Here “guid” is the folder name created under GPObackups.

Ex: C:\2008R2SSLFGPOBackup\{95881AD7-2BCD-4FBD-A299-8203899A 2B2D}

rator: LocalGPO Command-line

C:\Program Files {(x86)>\LocalGPO>cscript LocalGPO.wsf /path:C:\Users \Administrato
» ktop\GPObackups\{BEFA26DE—4C8E 4844 B4FA—-BEFB5DB7B286>

soft <(R> Windows Script Host Uersion 5.8

ight <C> Microsoft Corporation. All »rights reserved.

Modifying Local Policy... this process can take a few moments.

Applied valid INF from C:\Users \Administrator\Desktop\GPObackups\{BEFA26DE—4C8E—
4844—-B4FA-BEFBS5DB7B286>

Applied valid Machine POL from C:\UsersN\Administrator\Desktop\GPObackups\{BEFA26
DE—4C8E—4844—-B4FA—BEFB5DB7B266>

Applied valid User» POL from C:\UsersNAdministrator\Desktop\GPObackups\{BEFA26DE-
4C8E—4844-B4FA—BEFB5DB?7B206>

Applied valid Audit Policy CSU from C:\Users \Administrator\Desktop\GPObackups {8
EFA26DE—4C8E—4844-B4FA-BEFB5DB7B286>

Local Policy Modified?

Please restart the computer to refresh the Local Policy

C:\Program Files {(x86>\LocalGPO>
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3. Restartthe computertorefreshthe Local Policy.

Step 6: Verify the applied Security Policy In workgroup system:

1. Selectthe Start button, select All Programs, and select-> Administrative Tools.
2. Click Local Security Policy, expand Account Policies.
3. Click Password Policy and check the Security Settings.

0ca 0 _ Ol x
File Action View Help

&5 7nX=HE

:‘_r;. Security Settings Policy = I Security Setting I
Enforce password histary 20 passwords remembered
I} cy Maximum password age 90 days
[ |4 Account Lockout Policy Minimurn password age 1 days
Bl L°_Ca' P"“Ci‘?s . 2 Minimurn password lenath 12 characters
# | Windows Firewall with Advanced Security Password must mest complexity requirements Encbled
j Network List Manager Policies B B B g
. Store passwords using reversible encryption Disabled

| Public Key Policies
| Software Restriction Policies
| Application Control Policies
_‘g 1P Security Policies on Local Computer
| Advanced Audit Policy Configuration

HEEEHH

4 | ]

4. Click Account Lockout Policy and check the Security Settings.
7 Local Security Policy .

File Action View Help ]

e | s@IXR=|H=E |

i Security Settings Policy = I Security Setting |
=) [ 4 Account Policies | Account lockout duration 15 minutes
5 Password Policy | Account lockout threshold 10 invalid logon attempts
% |Reset account lockout counter after 10 minutes

2
# 4 Local Policies
# | Windows Firewall with Advanced Security
j Network List Manager Policies
# || Public Key Policies
# || Software Restriction Policies
# | Application Control Policies
=+ g, IP Security Policies on Local Computer
# | Advanced Audit Policy Configuration

#

<l 1]
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3. Secure |IS Web Server (1IS7,7.5, 8, 8.5 and 10)

The Secure Sockets Layer (SSL) is a commonly used protocol for managing the security of a message
transmission on the internet.

SSLis requiredto,

* Offeralogin orsign in on the site
*  Processsensitive data

*  Complywith security requirements

3.1 Mandatory Requirements

This section describes the mandatory software and component requirements to create SSL digital
certificate and secure website hosted on lIS server with SSL digital certificate.

OperatingSystem |, \vindows Server 2008, 2008 R2 Enterprise SP1/

2012/ 2016/ 2019
OR

Software and « InternetInformation Server(11S)7.0and above.

Component . Browser, which supports 128-bit encryption

« (IE11 orabove/Firefox 3.5 or above).

3.2 1IS setup on Windows 2K8 / 2K8 R2 / 2012/ 2016/ 2019

Step 1: Creating the ‘Certificate Request’

1 Click the Start button, select All Programs, and select Administrative Tools.

NOTE: In Windows Server 2012, Click the Start button, and select Administrative Tools.

The screenshotfor 1IS 8 in Windows 2012 may differ butthe features and functionality
remain the same.

2 SelectInternetInformation Services (11S) Manager.
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firkernet Irformation Services (115) Manager enables you to)
orfigure, control, and troubleshoot 115 and ASP.NET.

Eﬂ Event Viewer

ﬂ EventTracker Configuration

J-J Update Users List

5QL Server Configuration Manager

> AlPrograms

Documerts i Server Menager
Services
nmmmdww CoptRer 4z Share and Storage Management
> et ¥ Storage Explorer
“1 EventTracker Cortrol Panel B System Corfiguration
£ Contral Panel N Dsicacheddee

Devices and Printers.

Security Canfiguration Wizard

P Windows Firewall wih Advanced Security

Search programs and files

B) _Logoff |»

Netsuion.

2129 AM

o2 B

Internet Information Services (II5) Manager [_[5]x]
| & = 5@ -

© [t?i » Start Page

Help.

File

iew

S ELCWINZKS (ELCW2K8\administy

Connection tasks

Connect to localhost
Connect to a server...
Connect to a site.
Connect to an application. ..

Server
localhost

Name:
SPELCWINZKS

Online resources

1IS News and Information
1IS Downloads

1IS Forums

Techhet

MSDN

ASP.NET News

K | i |
\ 2N, J \ J
IS News
115 News is disabled, click the Enable IIS Mews link to get the most recent online news.
\ J
<] | >
Ready

3 Click the servernode.
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g Internet Information Services (II5) Manager [_[5]x]
@‘;, [ €5 ecwmeks » & < 5@~

Fle View Help

" .
@) ELCWIN2KS Home

Manage Server

Group by: Area - 5~ < Restart
P Start
ASP.NET ] %
@ Stop
gﬂ,’/ (*] fi( = e ;l? E a:‘ Viiew Application Pools
NET NET (NET Trust  Application  Cormection  MachineKey  Pages and View Skes
Compilation ~ Globalization  Levels Settings Strings Controls @ oo

!.}3 > g& ’,Z“nl Online Help

=
Providers  Session State  SMTP E-mail

s
Fa. 'y
Q pa =0 CGI LV ‘ -
= W B = o
ASP Authentication Authorization CGI Compression Default Directory
Rules Document Browsing
i | " i &
& B 2 3 & (V]
Error Pages  Failed Request Handler HTTP Redirect HTTP ISAPI and CGI  ISAPI Filters
Tracing Rules Mappings Respo... Restrictions
- - & P o
= = ‘!5_3!1 ;{}ﬁ &
&:‘ J ] <= y # Ry
Logging MIME Types  Modules Output Server Warker
Caching Certificates Processes
Management

E ! ot =
Hh & & o
< | B . - Content Yiew

Ready L=

4 Double click Server Certificatesiconin the IS pane.

11s
£ — ]
(o) a = 4
gD §~j' vl e =) _404 | =
Authentication Compression Default Directory Error Pages HTTP
Document Browsing Respo...
% 6 h:_:l J‘J'n' ;;-dj‘\ I_ - », e 3;
1SAPI and CGI  ISAPI Filters Logaing MIME Types Modules Output Request
Restrictions Caching Filtering
i
s €« y
Server Worker
Certificates Processes

Server Certificates pane displays.
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" Internet Information Services (II5) Manager [_ (& {x]
@ > \ 95 » ELCWINZKS » | 2@ -
Eile  View Help
[ @ Server Certificates
- id17 18 i —
5 ol statPage i Use this Feature to request and manage certificates that the 'Web server can use with Web sites configured For SSL. Create Certificate Request...
=195 ELCWINZKS (ELCW2K8\administy g .
22 Application Pools Name = | Issued To | Issued B | Expirati Complete Certificate Request...
E-{8] Sies Create Domain Certificate. ..
Create Self-Signed Certificate. .,
@ Help
Online Help
4 | 2l
4| | ] [reatures view |\ content view
Ready L=

5 Inthe Actions pane, click Create Certificate Request link.
Request Certificate dialog box appears.

Reguest Certificate EE3 I

Distinguished Name Properties

8

Specify the required information For the certificate. Statefprovice and Cityflocality must be specified as
official names and they cannot contain abbreviations.

Common name: I

Qrganization: |

Organizational unit: [7

Cityflocality I

State/province: I

Countryfregion: Ius _v_]

revious [ | = Cancel

6 Type the system name (FQDN- Fully qualified domain name) as common name in the Common
name textbox.
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Example: mcloon.toons.local

Request Certificate K3

Distinguished Name Properties
et

Ed

Specify the required information for the certificate. State/province and City/locality must be specified
as official names and they cannot contain abbreviations.

Common name: !mcloon.touns.local

QOrganization: [prar

Organizational ynit: o

City/locality |Columbia MO

State/province: [washington

Country/region: jus =]

” Next I ; Cancel

7 Enterorganization and geographical details and click Next.
Leave the default selection in Cryptographic Service Provider Properties pane.

8 Setbit length to 2048 from the Bit length dropdown and click the Next.

Request Certificate | 2 { <]

Cryptographic Service Provider Properties

gl

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate's encryption strength. The greater the bit length, the stronger the security,
However, a greater bit length may decrease performance.

Cryptographic service provider:

Bit length:

Jz04a ~|

Previous | Mext I Finish Cancel

9 Typethe name and path of the file to save the CSR (Certificate Server Request).
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Requestcerficote ————————— @H]

| L File Name
g

Specify the file name For the certificate request. This information can be sent to a certification

authority For signing.

Specify a file name For the certificate request:

Ic \certreq.bxt

Previous ext I Finish I Cancel

10 Click Finish.
11 Sendthis requestfile to the certificate vendor.

Step 2: Installing the certificate

NOTE: Certificate received fromthe vendor needs to be copied to the system.

1 Click the Start button, select All Programs, and then select Administrative Tools.

2 SelectInternetInformation Services (11S) Manager.
‘Internet Information Services (11S) Manager’ window is displayed.

Click the server node, and then double click the Server Certificates iconin the IIS pane.

3
11s
£ v ] e gt
2 = X
{a"\ = f'_jl V] — =] _404 | ;LJ =
Authentication Compression Default Directory Error Pages Handler HTTP
Document Browsing Mappings Respo...
3 X f | = = = ey 2=
& & 8 » 4 » &
15API and CGI  ISAPI Filters Logging MIME Types Modules Output Request
Restrictions Caching Filtering
‘B
8 €ty
Server Worker
Certificates Processes
4 Inthe Actions pane, click Complete Certificate Request hyperlink.
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™ Internet Information Services (II5) Manager
@ ey | %> mowmxe » @
Fle View Help
@) Server Certificates
Q-7 e g Import..
W5 Start Page § § T
=95 ELCWINDKS (ELCWaKBNadiniaty | Us® this Feature to request and manage certificates that the Web server can use with Web sites configured for S5L. Create Certificate Request...
Name =~ | 1ssued To | 1ssued®: | Ex Complete Certificate Request..
Create Domain Certificate...
Create Self-Signed Certificate...
@ Help
Online Help
4 |
‘ | [ = |Features view |, - Content Yiew
Ready L5

5 In Complete Certificate Request dialog box, click the browse button.
ate Request BE

Complete Cert

| L Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification authority's response:

II e

Friendly name:

)4 Cancel
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Complete Certificate Request IL-

Specify Certificate Authority Response

|}
Complete a previously created certificate request by retrieving the file that contains the certificate authority's

response,

File name containing the certification authority's response:

l | L]

Friendly name:
\ |

Select a certificate store for the new certificate:

‘Persunal v‘

oK Cancel

6 Locate the servercertificate received from the certificate authority.

(?\ )c ﬁ, ~ Computer ~ Win2ks (C:) ~ > & o)
Organize v - New Folder @
Favorite Links Mame = |-| Date modified |v| Type Ivl Size ]vl Tac
EventTracker? 6/19/2009 11:33... File Folder
Bl Desktop inetpub 6/2/2009 12:50PM  File Folder
1% Computer PerfLogs 1/19/2008 2:40 AM  File Folder
[[ Documents . Program Files 6/26/2009 6:29 PM  File Folder
FE Pictures Users 6§3/2009 2:25PM  File Folder
" ¢ Windows 7/17j2009 5:11 PM  File Folder
Fp‘ Music " "
g Security Certificate
.y Recently Changed
FB Searches
Public
Folders ~ ﬂ | _,]
File hame: Icertnew LI I".cer 3
Open I Cancel |
Z

7 Click Open.
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Complete Certificate Request

| l Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification authority's response:
lC:'l,certnew.cer E

Friendly name:

l

O ‘ Cancel |

8 Typearelevantnamein Friendly name box to keep track of the certificate on this server.

q
Complete Certificate Request [ 2]

Specify Certificate Authority Response

gl

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.

File name containing the certification authority's response:
IC:ﬁ,certnew.cer I

Friendly name:

[PropLCERT

OK I Cancel
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Complete Certificate Request |_?_-

Specify Certificate Authority Response

|
it
Complete a previously created certificate request by retrieving the file that contains the certificate authority's

response,

File name containing the certification authority's response:

|C:\(ertnew.cer | [j

Friendly name:

[PrpLCERT] |

Select a certificate store for the new certificate:

|Persona| v‘

OK ‘ | Cancel

9 Click OK.

If successful, the newly installed certificate will be shownin the list. If an error ‘the requestor
private key cannot be found’ occurs, then ensure that the correct certificate is used and is
gettinginstalled on the same server where the CSR (Certificate Server Request) is generated. If
these twothings are in place, then proceedto create a new Certificate Requestand
reissue/replace the certificate.

g Internet Information Services (1I5) Manager [_ 5]
@ o | S eowmexe » @ NTE
File View Help
@51 Server Certificates I
@k l |& EJ Import...
G—E' Stactbage his Fi ifi hat the b iith Web sil Fi d F Create Certificate Request
5 €3 ELCWINZKS (ELCW2Kaladministy | Us® this Festure to request and manage certficates that the Web server can use with Web sites configured for S5L. 2
Name ~ | 1ssued To | 1ssued By | Expirati Complete Certificate Request...
PNPLCERT PCA elcw2kB-ELCWINZKB-CA 71172c Create Domain Certificate. .
Create Self-Signed Certificate...
View...
Export...
Renew...
K Remove
@ Help
Online Help
| | |
Ready %
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Step 3:

Binding the certificate to the ‘EventTracker’

1
2
3
4

Expandthe servernode.
Expand the Sites node.
Click EventTracker.

In the Actions pane, click Bindings.

g Internet Information Services (IIS) Manager ’ TN

@ =] ‘e » NTPLDTBLR16 » Sites » EventTracker »

File  View Help

22 Application Paols
(=8| Sites

SRS 0 EventTracker
€9 EventTrackers

5 NTPLDTBLR16 (TOONS}sunanda

[#1-40) Default Web Site

q EventTracker Home
Filter: v 0fGa - Ghshowal |Groupby: Area - E
ASP.NET
0 > ) ¢ [ S [E ¥ E > (&l
| > 404 Y =%y = ab ¥ BT > 3]
JNET NET MET Error NET NET Profile  .MET Trust Application  Connection  Machine Key ~ Pagesand  Session State  SMTP E-mail
Authorizati...  Compilation Pages Globalization Levels Settings Strings Controls
s
- u I
@ ; ) iy 7 = i Fie = O;
= D L/ 2 "] JE <} Faa = &
ASP Authentication Default Handler HTTP ISAPIFilters  MIME Types Modules Output Request S5L Settings
Document Mappings Respo... Caching Filtering
Management
Configuration
Editor

=18l x|
| 1@ -
Adons

43 Explore
Edit Permissions. ..,
Edit Site
Bindings...
[E] Basic settings...
Yiew Applications
View Virtual Directories
Manage Web Site 2
< Restart
D Start
B stop
Browse Web Site
Browse *:8080 (http)

ol

Advanced Settings...

Configure

Limits. ..

®

Help

Online Help

5

© Copyright N

Site Bindings dialog box appears.

Site Bindings K3 B3
Type | Host Name | Port | 1P Address ljigg add...
http 80 *

< |

Click Add.
Add Site Binding dialog box appears.

Add Site Binding K3 B3
Type: IP address: Port:
I VI IAII Unassigned L‘ !30
Host name:

Example: www,contoso.com or marketing.contoso.com

OK I Cancel

etsurion. All Rights Reserved.
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6 Change the Type to https.

By default, system will selectthe port numberas 443. The default port numbercan be

changed, if required.

Add Site Binding | 2 | X}
Type: IP address: Port:
l VI fAll Unassigned x| J443
Host name:

I

S5L certificate:

INot selected

OK I Cancel I

Add Site Binding [ = I

Type: IP address:

Ih‘ttps v] .AII Unassigned vl |443 l

Host narne:

[] Require Server Name Indication

S3L certificate:

Mot selected v Select...

Cancel

7 Selecttherecentlyinstalled SSL certificate.

Add Site Binding | 2§ X]
Type: IP address: Port:
Ihttps L‘ IAII Unassigned L] ’443
Host name:
S5L certificate:

PNPLCERT View... |
OK I Cancel l
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Add Site Binding

Type: IP address: Port:

[https v] lAII Unassigned v] |443 ]

Host name:

[] Require Server Name Indication

SSL certificate:

| PNPLCERT V[ Csetect. | [ view. |

‘ OK I | Cancel ‘
8 Click OK.
The binding for port 443 is listed.
Site Bindings K3 E3

Type | Host Name | Port | IP Address [ Bind add...
http 80 * _
https 443 * Edt...

Remove

«| | | Browse

adli

Close

9 Click Close.
Newly added https website is listed under Browse Web Site.

'!Elnternet Information Services (IIS) Manager &

= _1BIx]
@ . | @ » nTPDTBIRIG » Sites » EventTracker » | & @~
File  View Help
2 EventTracker Home
A l 4 Explore
-5 NTPLDTBLR16 (TOONS|sunanda; — = Edit Permissions. .
22 Application Pools Filter: v G~ hshow All | Groupby: Area - [33)~ 2=
(8] Sites ASP.NET Edit Site
® %) Default Web Site i . ! ) _ Bindings...
ER T vont ke = \J Ky @ [ = . ;(((. F & &l ] Basic Setings...
€D EventTrackers L1488, : L=V B =i ab) 4 B =] : —
NET NET WNET Error NET (NET Profile  .NET Trust  Application ~ Connmection  MachineKey  Pagesand  Session State  SMTP E-mail View Applications
Authorizati...  Compilation Pages Globalization Levels Settings Strings Controls View Virtual Directories
i A
s Manage Web Site
; - ~ Restart
- = = .
@ n%. 2! 1= % S el 20 o= f]i
= D o & (] i ;3” e o= 5]
ASP Authentication  Default Handler HTTP ISAPI Filters  MIME Types Modules Output Request S5L Settings
Document Mappings Respo... Caching Filtering Browse Web Site
[@] Browse *:8080 (http)
Management [S] Browse *:443 (http)
37 =) Advanced Settings...
=
Configuration Configure
Editor Limits...
‘@‘ Help
Online Help

Step 4: Configure ‘SSL Settings’

Configure ‘SSLSettings’ to interact in a specific way with client certificates.
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1. Expandthe Sitesnode.
2. Click EventTracker.

3. Double-click SSL Settings icon.

s (IIS) Manager L ,...L_]- - .’.‘J
@-—.a | @ » NTPLDTBLRIG b Sites » EventTracker » | %@ -

E Internet Information Ser

File  View Help

| @ EventTracker Home

= tij NTPLDTBLR16 (TOONS|sunanda)

421 Explore

Edit Permissions. ..

2 Application Pools Filter: <3 Go ~ \gShow All | Group by: Area -
-8 Sites ASP.NET Edit Site
-3 Default Web Site Bindings...
. 3 = =
[ =0 g’ a4 0 “ 5 i‘(g’ A\ ‘ L .‘J Basic Settings...
€9 EventTrackers ] 2 [40a | | ab, 1= !
NET NET \NET Error NET (NETProfile  \NETTrust  Applicstion  Connmection ~ MachineKey ~ Pagesand  Session State  SMTP E-mail View Applications
Authorizati...  Compilation Pages  Globalization Levels Settings Strings Controls View Virtual Directories
i ~
1s Manage Web Site
- - < Restart
r\;. ) = % T ‘E}”»J E &0 - b S
oD o & ¢ 7 il E -
ASP Authentication Default Handler HTTP ISAPI Filters ~ MIME Types Modules Output Request S5L Settings. )
Document: Mappings Respo... Caching Filtering Browse Web Site
(@] Browse *:8080 (http)
Management [S] Browse *:443 (http)
r‘ Advanced Settings. .
Configuration Configure
Editor Limnits. ..
@ Hep
Online Help
@ L [@) s st b eventiisder > G-
Fle  View Help
€-d|% |8 q SSL Settings 5/ Apply
G start Page i . 5 cancel
582 s (TOONS Yt el | TS P20 lets you modiy the 55L settings for the content of 2 Web st or application. e
122 pplication Pools I” Require 351 @ Hep
-6 Sies Online Help
Defalt Web Site Cliet certficates:
B g EventTracker & Ignore
- aspet_client € hocept
eventrss
1 ®
EvertTratksr Feawre
EvertTrackerReport
1| | #] [ Features iew |2 Content iew

4. Checkthe Require SSL option.
5. Inthe Actions pane, click Apply.

Aftersuccessful SSLsettings modification, a message will be displayedin the Alerts pane.
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Go 8o " B b Cwthader b YT
[
“- L 0 g §) The changes hove Seen
© 2t ham suiesd by seed
€ LTS (100AS ety | 7 9900 o you sy the S settigs for the contant of & Wb st or skcion
o ok atn Pocks P beawesn
. 2.
o Q tofnn wat 52 il
+ & Lot leader & Yyere
P " ¥~
Aooept
g vire
€ Reque
| R et ow i

5 Closethe IIS Manager.
Step 5: Create FTP service

NOTE: Follow step 5 and step 6 only to transfer the custom logs from remote servertothe
EventTrackerserver.

1. Click the Start button, select All Programs, and then select Administrative Tools.

2. SelectServer Manager.

. Server Manager =] B3
File Action View Help

ol Al 7|
g L

E}-|
[+ ;3‘ Active Directory Domain Se
# g, DNS Server
i’ Network Policy and Access
) 5 Web Server (11S) a
[ )| Features 7
2 —? Diagnostics Roles Summary ﬂ Roles Summary Help
& Hf} Configuration =
# &3 Storage ~! Roles: 4 of 17 installed T AddRoles

View the health of the roles installed on your server and add or remove roles and features,

BEEE

s Remove Roles

Active Directory Domain Services

) DNS Server

) Metwork Policy and Access Services
‘Web Server (I15)

~ Active Directory Domain Services [ 2005 Hep

Stores directory data and manages communication between users and domains, including user logon
processes, authentication, and directory searches.,

~ Role Status I ggreiﬁczsctwe Directory Domain
Messages: 1
System Services: 8 Running, 2 Stopoed ﬂ

4 __[ £% Last Refrash: Today at 1:13PM  Configure refresh

-
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In the Server Manger pane, expand Roles.

4. Right click Web Server (11S), and select Add Role Services.

Netsuion.

Ra Eerver Manager (PRISMTEST1-¥YM1
=l 5 Roles
3] f: Active Directory Domain Se {’iﬁ
# = DNS Server ey View the
(¢l 3 Network Policy and Access
¥ &3 Web Server (II5)
B g Features = oles Summa
[+ Jm Diagnost  Remove Role Services
M =} Configur.
# &3 Storage Refresh Roles: 4 of 1
Help
+ Active Dir
(i) DMS Serv
Server Manager displays Add Roles Services wizard.
Add Role Services I
ﬁr;{:b Select Role Services
Role Services Select the role services to install For Web Server (IIS):
Confirmation Role services: Description:
Progress | Web Server provides support for
HTML Web sites and optional support
Results

["] webDaAY Publishing
= @ application Development (Installed)

ASP.NET d)

IS
"] server Side Includes
= [E] Health and Diagnostics (Installed)

<

for ASP.NET, ASP, and Web server
extensions, You can use the Web
Server ko host an internal or external
‘Web site or to provide an environment
for developers to create Web-based
applications.

More about role services

I Cancel I

Install

5.

© Copyright Netsurion. All Rights Reserved.

In the Roles Services pane, check FTP service option, and then click Next >.

65



Netsurion.

Add Role Services [ ¥}

Ee
%tﬂa Select Role Services

Select the role services ta install for Web Server (IIS):

Confirmation Role services: Description:

Progress P ETP Service enables FTP publishing on
L URL Autherization o | St

Results Requ ed)

["] 1P and Domain Restriction:
=[G Performance (Installed)

nt Compr

3 (In
"] Dynamic Content Compression

B @ Management Tools (Installed)

¢

115 Mana
E Management Service
= [] 115 6 Management Compatibility
] 115 6 Metabase Compatibility
[] 115 6 WMI Compatibility
[] 115 & Seripting Tools
[ 115 & Management Console
[&E FTP Server

1] FTP Extensibility
[] 115 Hostable Web Core

| | »

More about role services

Cancel

6. In the Confirmation page, click the Install
button.

Add Role Services | X
= 2

ﬁ}' Confirm Installation Selections

Role Services . . . .
To install the following roles, role services, or features, click Install,

Confirmation

(i) 2informational messages below
Progress B

Restilts (i) This server might need to be restarted after the installation completes.

~! Web Server (IIS)
( ]w Find out more about Windows System Resource Manager {WSRM) and how it can help optimize CPU
usage

FTP Server
FTP Service

Print, e-mail, or save this information

| Install I Cancel

< Previous e
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7. Click the Close button after ‘Installation Succeeded’ message appears on the Results page.
Add Role Services

Ei!';ﬂa Installation Results

Role Services ) . .
The following roles, role services, or features were installed successfully:

Confirmation
Progress ~ Web Server (IIS) @ 1nstallation succeeded
The following role services were installed:
FTP Server
FTP Service

Print, e-mail, or save the installation report

fext > I Close I

Step 6: Create an SSL-enabled FTP Site

1 Click the Start button, select Programs, and then select Administrative Tools.
2 SelectInternetInformation Services (11S) Manager.
3 Inthe Connections pane, select Sites node.
4  Right click Sites node, and thenclick Add FTP Site.
(OR)

Click Add FTP Site in the Actions pane.

™E Internet Information Services (IIS) Manager H=] B3
@ 4 | & » PRISMTESTIvMI » Sites » | 82 @ -

File  View Help

feomecions N | o o CAdions
Q- i |2 |8 “;:f' Sites

& Addweb Site..,

©5 Start Page

2 = — Set Web Site Defaults...
=193 PRISMTEST1-VM1 (PRISMTEST1 Filter: T BlGe ~mshowal | o -
2 Application Poals Name -~ [ | status [Bindinc || & AddFTRSite...
(8] Dafault Web Site 1 Started (http)  *:80 (+ Set FTP Site Defaults. ..
Add Web Ste.... @ ron
Refresh Online Help

| Switch to Content View

R — | >
<] | » ' Features View |/ - Content View

Ready
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Add FTP Site dialog box appears on the screen.

5

Add FTP Site

g site Information

ETP site name:

Netsuion.

[y hew FTP site

—Content Directory

Physical path:

IC:\inetpub\ftproot

Erevious Next

Cancel

6 Click the Nextbutton.

Add FTP Site

0 Binding and SSL Settings

—Binding

(2] ]

IP Address:

Port:

Il Unassigned

I Enable Yirtual Host Names:

Yirtual Host {example: ftp.contos:

=

150, COMmY;

IV Start FTP site automatically
—S55L
" Mo 3sL

" Allow S5L

(+ Require S5L
SSL Certificate:

]Not Selected

Previous I Mext I

Einisty

Cancel I

7 Selecta local IP address for FTP site from the IP Address drop-down or type local loopback IP
address forthe computerby typing "127.0.0.1" in the IP Address box.

8 Keepthedefault portselectionas 21, or the port numbercan be changed, if required.
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In FTP site name, type the site name as ‘My New FTP Site’, and then locate the physical path of
the ftprootfolder.
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9 In the SSL pane, select Allow SSL option, and then click the View button to locate the SSL
certificate received by the vendor.

Add FTP Site Publishing EE3
@ Binding and SSL Settings
— Binding
1P Address: Port:
[192.168.1.218 > |z

I Enable virtual Host Names:

v Start FTP site automatically

—SsL
" Mo SSL

& allow SSL

yirtual Host {example: ftp.co corn)

" Require S5L
SSL Certificate:
| PNPLCERT

Finish Cancel

10 Click the Nextbutton.
Authentication and Authorization Information page appears.
11 In the Authentication pane, check the Basic option.
12 Inthe Authorization pane, select Specified users from the Allow access to drop-down.
13 Typethe username thatis authorizedtodo FTP access.

For example: Administrator.

14 Check Read and Write as the Permissions option.
Add FTP Site [ 2] %]

g Authentication and Authorization Information

— Authentication

[ Anonymous

IV Basic

— Authorization

Allow access to:

ISpeciFied users LI

IAdministrator

Permissions

IV Read
vV write

Previous ext | Finish I Cancel

15 Click the Finish button.
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3.3 Restricting EventTracker website

Configuring IP address and domain name restrictionsin Internet Information Services (11S) allows you
to permitor deny accessto the web server, webssites, folders, orfiles. Rules can be configured for
remote IP addresses or based on the Domain name.

When a remote client that is not permitted access requestsaresourcei.e.a 403.6 (“Forbidden: P
address of the client has been rejected”) or403.8 (“DNS name of the client is rejected”), HTTP status
will be logged by Internet Information Services (lIS).

IP and Domain Restrictions optionis not enabled by default when youinstall Internet Information
Services (11S). You can enable IP and Domain Restrictions option by adding the above Role Service as

mentioned below.

3.4 Installing IP and Domain Restriction in Windows 2K8, 2K8 R2, 2012,

2016, 2019

1. Click the Start button.

2. Select Administrative Tools, and then select Server Manager.

3. Select Add Role Services.

B Server Manager
File Action View

=13 |

# 55 Features

# (%) Performance

= Device Manager
= Ff} Configuration
= (5 Task Scheduler
= P Windows Firewall with Advz
&, Services
&5 WMI Control

= 5> Roles
& Z3 File Services Ty
= &5 Web Server (II5) ﬁ_‘_ Provides a reliable, manageable, and scalable Web application infrastructure.
W) Internet Information Se ﬂ

i Server Manager (PNPL-8-5UP) Web Server (IIS)

# & Local Users and Groups

# &3 storage ~) Role Services: 30 installed

[= 7 Diagnostics 53 Copy Result Properties |
@ {d] Event viewer H Help

54 Add Role Services
T Remove Rol7 es

Role Service [ status |

&, Web Server Installed

P Common HTTP Features Installed

o Static Content Installed

o Default Document Installed

& Directory Browsing Installed

& HTTP Errors Installed Click on " Add Role
HTTP Redirection Not installed Services"
WebDAY Publishing Not installed

& Application Development Installed

P ASP.NET Installed

o NET Extensibility Installed

&, ASP Installed

& Gl Installed

P ISAPI Extensions Installed

P ISAPI Filters Installed

& Server Side Includes Installed

P Health and Diagnostics Installed

Py HTTP Logging Installed :J

< |5 Last Refresh: Today at 7:57 PM Configure refresh
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4. In “Security’, select ‘IPand Domain Restrictions’, and then select Next>.

' o
Add

' r .
; % é\:a Select Role Services

le Services

Select the role services to install For Web Server (IIS):

'
- Confirmation Role services: Description:
1 - 1P and Domain Restrictions allow you
Progress 1P and Domain Restrictions. ¥
L Tracing LI to enable or deny content based upon

L] custom Logging the originating IP address or domain

i name of the request. Instead of using
groups, roles, or NTFS file system
permissions to control access to
content, you can specific IP addresses
or domain names.

| Results

] [} windows Authentication
Digest Authentication

Client Certificate Mapping Authenticalfeg
115 Client Certificate Mapping Authenticatiol
URL Authorization

i >
= [E Performance {Installed) ?,led:.: dseDco‘::;ivn Select

tent Comp (Ins
Restriction"”

O Dynamic Content Compression
=

More about role services

l Cancel

5. Click the Install button.

Add Role Services | x|

R
i E,\:,\E Confirm Installation Selections

Role Services £ . s g
To install the following roles, role services, or features, click Install.

K
(i) 2informational messages below

Progress

Results This server might need to be restarted after the installation completes.

~ Web Server (IIS)
( i‘- Find out more about Windows System Resource Manager (WSRM) and how it can help optimize CPU
usage

Web Server
Security
IP and Domain Restrictions

Print, e-mail, or save this information

< Previous Next > | Install I Cancel
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3.5 Configuring IP Address and Domain Restrictions in Windows 2K8,
2K8 R2, 2012/ 2016/ 2019

1. OpenliS Manager.

2. Select EventTracker site.

@;., | € » NTPLDTELRIG » Sites » EventTracker »

™E Internet Information Services (I15) Manager

File  View Help

SSL Settings

Management

Configuration
Editor

EventTracker Home
| 42 Explore
=185 NTPLDTBLR16 (TOONS|sunanda) = = Edit Permissions.
" : Y @lco - & o ¢ =
2 application Pacls Filter: o - Ghshowall |Groupby: Area 58] e
E-(8] Sites ASP.NET Edit Site
3] g Default Web Site . - N Bindings...
24 N2 L (*] g : [Z] Basic settin:
> A 4 B as...
%) EventTracker L4 ] “ 17 ab ¥ ]
NET NET NET Error NET NETProfile  .NETTrust  Application  Conmection  MachineKey — Pagesand  Session State  SMTP E-mail View Applications
Authorizati...  Compilation Pages  Globalization Levels Settings Strings Controls View Vit Do
i ~
& Manage Web Site
. Restart
\ iy . % s $" 2349 b Start
o & @ 7= & #
Default Handler HTTP IP Address | ISAPIFiters MIME Types  Modules Output Request i
Rules Document Mappings Respo... and Dom... Caching Filtering Browse Web Site

[$] Browse *:8080 (http)
Advanced Settings...

Configure
Limits...

Help
Online Help

[ Features view |, - Content view

3. In Features View, double-click IP Address and Domain Restrictions.

4.

In Actions pane, select "Add Allow Entry" or "Add Deny Entry" to add Allow or Deny entries.

Internet Information Services (I1S) Manager. i |8 x|
@ o | € » wpomBIRIE » Stes » EventTracker » |& o~ Re-
File View Help
g IP Address and Domain Restrictions
=93 NTPLDTBLR16 (TOONS\sunands
2 spplcetion Pools Use this feature to restrict or gran access to Web content based on IP addresses or domain names. Set the restrictions in order of priorty
&8 Sites G s g = Edit Feature Settings...
(140 DeFault Web Site Revert To Parent.
Mode ~ | Requestor | Entry Type |
@ View Ordered List...
& Add Allow Restriction Rule 20x| =
@ rHep
Allow access for the Fallowing IP address or domain name: Oniine Help
 Specific IP address:
€ 1P address range:
Prefix:
o
& {1 [ETFeatures view |, - content view

(OR)
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"E Internet Information Services (115) Manager [ i =18
@ o | & > WIPDTBIR16 » Sites b EventTracker » (G 1@ -
File View Help
(2 q IP Address and Domain Restrictions
1=l | Add Allow Entry...
(=95 NTPLDTBLR16 (TOONS|sunanda|
n Y Application‘Pools L Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the restrictions in order of priority., Add Deny Enery
a Edit Feature Settings...
= Sites Group by No Grouping v k!
) Default web Site e ] 5 5 I Bl I Revert To Parent
ode ~ equestor ntr; e
&) EventTracker 4 S PO = Wiew Ordered List..,
-8 EventTrackers Add Deny Restriction Rule 20x| L
= ©@ Help
Deny access to the following IP address or domain name: Online Help
& Specific IP address:
1P address range:
<] | =| Features View |, - Content View

You can specifyan IP address oran IP address range or a Domain Name in above dialog boxes.
NOTE:

Configuring Allow or Deny restrictions using Domain name require reverse DNS look up every time a
requestarrives fromthe server. Performing reverse DNS lookups is a potentially expensive operation
that can severely degrade the performance of yourlISserver.

3.6 Requesting Filtering inllS7,7.5,8,8.5and 10
3.6.1 Installing Request Filtering in Windows 2012/2016/2019

1. Click the Start button and select Administrative Tools.

2. SelectServer Manager, select Dashboard and select Add Role and Features Wizard.

In the Add Roles and Features Wizard, Before You Begin page displays.

3. Click the Nextbutton.

4. Onthe Selectinstallation type page, select Role-based or feature-based installation, and then
click the Next button.

5. Onthe Selectdestinationserver page, choose Selectaserverfromthe serverpool, selectyour
serverfrom Server Pool list, and then choose the Next button.

6. Inthe SelectServerRoles window, expandand select Web Server.
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7. Expandand select Security node, and then select Request Filtering, and then click Next>.
[ Add Roles and Features Wizard [ = | = [

TINATION SERVER

Select server roles emesx3-umé Toons ol

Select one or more roles to install on the selected server.

Roles Description
A Request Filtering screens all
D Featt
[E] Common HTTP Features incoming requests to the server and
= [H] Health and Diagnostics filters these requests based on rules
eatures b Performance SEtfythe at:tim:nstr:ator. Many
malicious attacks share common
4 [5] m characteristics, like extremely long
Request Filtering requests, or requests for an unusual
[ Basic Authentication action., By filtering requests, you can

” o st — attempt to mitigate the impact of
e afalas o L these type attacks

Client Certificate Mapping Authenticatic

Digest Authentication

IS Client Certificate Mapping Authentic,
IP and Domain Restrictions

URL Authorization

Windows Authentication

< " >

8. On the ConfirmInstallation Selections page, click Install.

9. On the Results page, click Close.

3.6.2 Installing Request Filtering in Windows 2K8 / 2K8 R2/2016/2019

1. Onthetaskbar, click Start, point to Administrative Tools, and click Server Manager.
2. Inthe Server Manager hierarchy pane, expand Roles, and click Web Server (lIS).
3. Inthe WebServer (lIS) pane, scroll to the Role Services section, and click Add Role Services.

4. Onthe SelectRole Services page of the Add Role Services Wizard, select Request Filtering, and
click Next>.
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K x|

Add Role Services

= .
& "E Select Role Services
Select the role services to install for Web Server (IIS):

Confirmation Role services: Description:

Progress = : Request Filtering screens all incoming
= L] oDEC Logging d requests to the server and filters
Results = @ security these requests based on rules set by
[[] Basic Authentication the administrator. Many malicious
[] windows Authentication attacks share common characteristics,
["] Digest Authentication like extremely long requests, or
[] client Certificate Mapping Authentication lf'gqugsts for an unusual action. By
> % ; iltering requests, you can attempt to
[] 115 Client Certificate Mapping Authentication mitigate the impact of these type
[ URL Authorization attacks.
5

[] 1P and Domain Restrictions

= & Performance (Installed)
D Dynamic Content Compression

= [E Management Tools (Installed)
["] 115 Management Scripts and Tools

\:; Management Service

= [] 1IS 6 Management Compatibility

[] 115 6 Metabase Compatibility

[[] 115 6 WMI Compatibility

[] 115 6 Scripting Tools
Z1 110 € Mansacoann + Camanla L‘
More about role services

Cancel

5. Onthe ConfirmInstallation Selections page, click Install.

6. Onthe Results page, click Close.

3.6.3 Allowing/Denying access to a specific file name extension
1. Openlinternetinformation Services (lIS) Manager:
o Ifyou are using Windows Server 2008 / 2008 R2 / 2012 /2016/ 2019 :

+ Onthetaskbar, click Start, point to Administrative Tools, and then click Internet
Information Services (1IS) Manager.

2. Inthe Connections pane, gotothe connection, site, application, ordirectory for which you want
to modify yourrequest filtering settings.

3. Inthe Home pane, double-click Request Filtering.
4. Inthe RequestFiltering pane, click the File Name Extensions tab.

To deny file name extensionsin the Actions pane, click Deny File Name Extension....
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*E| Internet Information Services (IIS) Manager [=[o s
@ [@ » VMESG-UM1 » Sites » Defaultweb Site » & ~ M @-
File  View Help
Connections v R <t Filteri Alerts
2> eque Hnterin =
< - 7 |8 9 q 9 (i) File name extensions that
I= appear in the list and have
hf] Start Page 3 Use this feature to configure filtering rules. Allowed set to False are
493 VMESX3-VM1 (TOONS\chaitra) — S . -
- AEBER 25 File Name Extensions | =2 Rules I =n Hidden Searmert <> blocked. No other file name
& Spplication:Pools % = el extensions are blocked.
4-[8] Sites ) File Extefision Allowed ~ T
469 Default \Web §|te s False Ll
bl aspnet_client TasCx False Allow File Name Extension...
b - eventrss ey False = Deny File Narne Extension...
B 2% EventTracker ki Fal — e
~ .skin alse i 7 0
b (2% EventTrackerReports Edit Featuie Setiuaag
m .browser False =
: ® Help
sitemap False »
.config False Ol tlE
.Cs False
.csproj False
~b False
~bpraoj False
avebinfo False
Jiex False
resx False
v
SPRSALFCRS False
< m > [ =1 Features View |, = Content View

)

Iy

Configuration: 'Default Web Site' web.config

Deny File Name Extension dialog box displays.

6. Enter the file name extension that you wantto block and click OK.

Deny File Name Extension

File name extension:

[
|

For example, to preventaccessto files with a file name extension of .inc, you would enter"inc" in
the dialog box.

7. Toallow file name extensionsin Actions pane, click Allow File Name Extension....

Allow File Name Extension _

File name extension:

[ |

8. Enter the file name extension thatyou wantto allow and click OK.
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4. Securing SQL Database Server - SQL Server 2008 / 2008 R2 /
2012 / 2016 / 2017

4.1 Reducing the Surface Area for SQL Server Components

To reduce the surface area of SQL Server, apply the following best practices.
1. Install only the required SQL Server components.

While installing SQL Server, do not include ‘Analysis Services’, ‘Integration Services’, and ‘Full-
Text’ engine.
2. Do not install SQL Server Reporting Services (SSRS) on the same serveras the database engine.

Installing SSRS onthe same serverasthe database engine, web services opensaholein the
security layer.

3. Install only two features, ‘Database Engine Services’ and ‘Management Tools — Basic’.

%% SQL Server 2008 R2 Setup =] B3
Feature Selection

Select the Enterprise features to install.

Setup Suppork Rules Eeatures: Description:
Setup Role

Instance Features
[] sQL Server Replication
[] Full-Text Search
[] analysis Services
[] Reporting Services
Shared Features

Includes the designer, runtime,
and utilities that enable
Integration Services to move,
integrate, and transform data
between data stores.

Feature Selection
Installation Rules
Instance Configuration
Disk Space Requirements
Server Configuration
Database Engine Configuration [[] Business Intelligence Development Studio
[] Client Tools Connectivity
[] Integration Services

ient Tools Backwards Compatibility
[ Client Tools Backwards C tibilit
[] client Tools SDK
[] sQL server Books Online

Management Tools - Basic

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

a
=ompists 1 Management Tools - Complete
[] SGQL Client Connectivity SDK
[ Microsoft Sync Framework
Redistributable Features
Select all I Unselect All I
Shared Feature directory: |C:\Program Files\Microsoft SQL Server
Shared Feature directory (x86): [C:\Program Files (x86)iMicrosoft SQL Server),
< Back I Next > l Cancel | Help I
pZ
=
=

SQL Server 2012 Setup
Feature Selection

Select the Express features to install.

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete
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Features:

Instan: tures
[¥] Database Engine Services
[] SQL Server Replication
Shared Features
[l Management Tools - Basic
[] SQL Client Connectivity SDK
[]LocalDB
Redistributable Features

Select Al | [ Unselect anl |

Feature description:

The configuration and operation of each
instance feature of a SQL Server instance is
isalated fram other SQL Server instances.
SQL Server instances can operate side-by-
side on the same computer.

Prerequisites for selected features:

Already installed:
Microsoft .NET Framework 4.0
Windows PowerShell 2.0
Microsoft .NET Framework 3.5
To be installed from media:
Microsoft Visual Studio 2010 Shell

Shared feature directory:

[caProgram Files\Microsoft SQL Servery

Shared feature directory (x86):

[cAProgram Files <88\Microsoft SQL Servery

[ <Back

Next> |[ cancet  |[
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4. Disable the following SQL Serverservices.

Disable (orleave disabled) the following services.

« SQL ServerVSS Writer service.
« SQL ServerBrowser.
« SQL Active Directory Helperservice.

Click here forthe detailed instruction on how to disable the SQL server services.

5. Ensure the latest antivirus is configured correctly.

6. Install the latest critical fixes and service packs for both Windows and SQL Server.

4.2 Reducing the Surface Area for SQL Server Services

To reduce the surface area of SQL Server, apply the following best practices.

1. Install only ‘Database Engine Services’.

Do not include Analysis, Reporting, Notification, and Integration services.Do not opt for
Workstation components, Books Online, and developmenttools option.

i% Microsoft SQL Server 2005 Setup @

Components to Install
Select the components to install or upgrade.

-t

I SQL Server Database Services I

["] analysis Services

|:| Reporting Services
[ Motification Services
[] integration Services

[] workstation components, Books Online and development tools

For more options, click Advanced.
[ < Back ] i Mext = ﬂ [ Cancel ]

2. Disable the following SQL Serverservices.

Disable (orleave disabled) the following services.

« SQL ServerVSS Writerservice.
« SQL Active Directory Helperservice.

« SQL ServerBrowser service.
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Follow the steps given below to disable the

services, 1. Click Start button and click Run.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: l | v

oK Cancel Browse...

2. IntheRun dialog box, type ‘Services.msc’, and click the OK button.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: SErVICEs.msc v

oK Cancel Browse...

Services window opens.

4 Services e m] X
File Action View Help
ke Al HERET 7| LU
Services (Local) . Services (Local)
Select an item to view its description.  Name = Description  Status Startup Type  Log A
& ActiveX Installer (AxinstSV)  Provides Us... Disabled Loc
~.’Z;’; AllJoyn Router Service Routes AllJo... Manual (Trig... Loc
), App Readiness Gets apps re... Manual Loc
-.’.;?:Application Host Helper Ser... Providesad.. Running Automatic Loc
Gk Application Identity Determines ... Manual (Trig... Loc
-";; Application Information Facilitatest... Running Manual (Trig.. Loc
G Application Layer Gateway ... Provides su... Manual Loc
Gk Application Management Processesin... Running Manual Loc
& AppX Deployment Service (... Provides inf... Manual Loc
-.C;‘g ASP.NET State Service Provides su... Manual Net
».’,;7; Auto Time Zone Updater Automatica... Disabled Loc
~.’,;?;A\/CTP service This is Audi... Manual (Trig... Loc
&} Background Intelligent Tran... Transfersfil.. Running Automatic (D... Loc
1€}, Background Tasks Infrastru... Windows in... Running  Automatic Loc
6} Base Filtering Engine The BaseFil.. Running  Automatic Loc
& Bluetooth Audio Gateway S... Service sup... Manual (Trig... Loc
.Q’: Bluetooth Support Service The Bluetoo... Manual (Trig... Loc
Gl Capability Access Manager ... Provides fac... Manual Loc
CaptureService_124e60 OneCore Ca... Manual Loc
~,’4"’; CaptureService_8d057f269 OneCore Ca... Manual Loc
G} Certificate Propagation Copies user... Running  Manual (Trig.. Loc v
< >
i L"x‘ Extended Standard/

3. Locate therequiredservice(s) name inthe Name column.
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For example: ‘SQLServerVSS Writer’ service.

4. Rightclick the service to be disabled and click Properties.

Services - > )
File Action View Help
s |FECE HE >enw

Services (Local) . Services {Local)

N

SQL Server VSS Writer Name Description Status Startup Type Log #
3 " i »f_;'; Special Administration Con... Allows adm... Manual Loc
top the service @ e Z =
Rectuit theserfice & Spot Verifier Verifies pote. Manual (Trig... Loc
T 501 Server (SOLEWNT)___ Net
G5 SQL Server Agent (SQLEVNT)  Executes jo... NT
ge“_réptml:: — &} SQL Server Browser Provides SQ... Running  Automatic Loc
rovides the interface to & « - = .
backup/restore Microsoft SQL served QL Server CEIP service (SQ... CEIP service... Running Automatc NT
through the Windows VSS
infrastructure. & SSDP Discovery Discov Start
».’;’; State Repository Service Provid Stop al Loc
Gl Still Image Acquisition Events Launc Parice 3l Loc
G} Storage Service Provid Resirna 3l (Trig.f| Loc
G Storage Tiers Management ~ Optim S 3l Loc
2 S 3 Restart A
& SysMain Maint: 1atic Loc
{4"- System Event Notification S... Monit All Tasks > atic Loc
.Q System Events Broker Coord natic (T.] Loc
& . i Refresh
&} System Guard Runtime Mo... Monit Ell Loc
i€} Task Scheduler Enable Properties aatic Loc
“GLTCP/IP NetBIOS Helper Provid 3l (Trig..j Loc
Gk Telephony Provid Help 3l Net
Gk Themes Provides us... _Runnin Automatic Loc
== R RN RS LA T
Gk Time Broker Coordinates... Running  Manual (Trig... Loc

»,’,;‘;Touch Keyboard and Hand... Enables Tou... Running Manual (Trig... Loc

C TrapTracker Receiver TrapTracker.. Running Automatic Loc ¥
< >

' Extended /, Standard /

Opens the properties dialog box for the current selection.

SQL ServerVSS Writer Properties (Local Computer) dialog box appears.

SQL Server VSS Writer Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name: SQLWriter
Display name: ISQL Server VSS Writer|

Description: [Provides the interface to backup/restore Microsoft
escon SQL server through the Windows VSS infrastructure.

Path to executable:
"C:\Program Files\Microsoft SQL Server\90\Shared\sqlwriter.exe"

Startup type: Automatic v

Service status:  Running

Start Stop Pause

You can specify the start parameters that apply when you start the service
from here.

5. Click Startup type dropdown and select ‘Disabled’.
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SQL Server VSS Writer Properties (Local Computer) X
General LogOn Recovery Dependencies
Service name: SQLWriter
Display name: SQL Server VSS Writer

Description: [Provides the interface to backup/restore Microsoft
SQL server through the Windows VSS infrastructure.

Path to executable:
"C:\Program Files\Microsoft SQL Server\90\Shared\sqlwriter.exe"

IStartup type: I Automatic v

Automatic (Delayed Start)

Automatic
Manual
; Disabled
Service status: RU 3
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

6. Click the Stop buttonto stop the service.

7. Click the Apply button and click the OK button.

4 Services - ] X
File Action View Help
e |FEC HE > muw
Services (Local) . Services (Local)

SQL Server VSS Writer Name % Description  Status Startup Type  Log OnAs (!
pecial Administration Con... Allows adm... Manual Local Syste...

Description: A 3 2y %

Provides the interface to 5 Spot Verifier Verifies pote... Manual (Trig...  Local Syste...

backup/restore Microsoft SQL server  «: SQL Server (SOLEVNT) Provides sto... Running  Automatic Network S...

through the Windows VSS -f.;); SQL Server Agent (SQLEVNT)  Executes jo... Manual NT Service...

infrastructure, o

.. SQL Server Browser Provides Q.. Running  Automatic Local Service

Local Service
J: State Repository Service Providesre.. Running  Manual Local Syste...
till Image Acquisition Events Launches a... Manual Local Syste...
. Storage Service Providesen... Running Manual (Trig.. Local Syste...

) torage Tiers Management ~ Optimizest... Manual Local Syste...
ysMain Maintains .. Running  Automatic Local Syste...
ystem Event Notification S.. Monitors sy... Running  Automatic Local Syste...
ystem Events Broker Coordinates.. Running Automatic (T... Local Syste...
ystem Guard Runtime Mo... Monitors an... Manual Local Syste...

& Task Scheduler Enablesaus.. Running Automatic Local Syste...
~.Q"’;TCP/IP NetBIOS Helper Providessu.. Running Manual (Trig... Local Service
-S,;‘; Telephony Provides Tel... Manual Network S...

-S;);Themes Provides us.. Running Automatic Local Syste...
& Time Broker Coordinates.. Running Manual (Trig... Local Service

{,;’;TouchKeyboardandHand.‘. Enables Tou... Running Manual (Trig.. Local Syste...
-:‘;TrapTra:kerReceiver TrapTracker.. Running Automatic Local Syste...

iS4 Undate Orchestrator Service Manaaes W... Runnina__Automatic (D... Local Svste...

."\.» Extended ‘ Standard /

NOTE: If remote indexeris enabledin the EventTrackerserverthen,
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e ‘SQLserverbrowser’ service should be enabled.

* Needtoadd ‘sqlbrowser.exe’ & ‘sqlservr.exe’ in firewall exception list.

4.2.1 SQL Server SA Account
*  Windows Authentication mode is more secure than SQL Authentication. Hence configure SQL
Serverto use Windows authentication only.

* IfWindows Authentication mode is selected during installation, the SA login is disabled by
default. If the authentication mode is switched to SQL Server mixed mode after the installation,
the SA account is still disabled and must be manually enabled if required.

* Enabling mixed mode authentication will

o Disable or Rename SA Account. Do not use this account for SQL server management.

o Enforce a strong password policy, while using SQL Authentication.

5. EventTracker Settings

5.1 Securing Agent Configuration and Saving it as Template

The current agent configuration settings on the local system can be protected from being modified by
any unauthorized remote system. In this option, allow only the local system to modify the agent
settings or configure up to five IP addresses of remote systems where the modification of agent

configurationis possible.

It is recommended to save the agent configuration settings as a ‘Template’ and apply it to multiple
agentsystems at once instead of applying them individually.

To use the same configuration settings foragent systems, the agent configuration on local system
needstobe saved as ‘Template’ first. The template is saved as .ini file in the default path, which
would be ...ProgramFiles\PrismMicrosystems\EventTracker\Remotelnstaller.

5.2 Protecting the Current Configuration Settings for Local System

1. Goto EventTracker Control Panel.
2. Double- click the EventTracker Agent Configuration, and then click File dropdown.

3. Click the Security option.
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'™ EventTracker Agent Configuration x|
File Help

Load Template |

Unload Template

e~ Agert based System

5 (=3

Save As 1g settings to specified Agents I

System

License Server

Exit

B 1% cecurity E x|
Logfile! ever I
Managé [ Agent Configuration Prol ices

—Winc i
M2 Settings can be modified on the following system(s)
1 T Local System

I Enter [P Address

Mazimum of 5 IP addresses can be configured
separated by comma [.).

LR

I~ Enable Remedial Actions

II[{

=
I
o
~
)
w
3
0
@

Message Options

Save Close |

Description

Agent Configuration Protection

Enable protection for Select this option to protect the configuration settings from
Agent configuration being modified by a remote agent system.

Settings can be modified on the following system(s)

Local System
Select this checkbox to protect the current configuration

settings of the local system. Otherusers cannot modify the
settings from their machines.
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Description

Enter IP Address
Select this checkbox to allow the specified remote systems to
do the configuration changesin the local system. Type the IP
addressin the IP Address box. Up to five IP addresses can be
configured, separated by comma

()

Remedial Action

Remedial actions are scripts or EXEs that can be launched at
eitherthe agent or Managerside, in response to events.

4. Checkthe Enable protection for Agent configuration option.

5. Click the OK button.

NOTE: To apply this configuration to the agent systemsin the enterprise, click the Apply this
configuration to agents button.

5.2.1 Applying Configuration to Agent System(s)

1. Goto EventTracker Control Panel.
2. Double-click the EventTracker Agent Configuration and click File dropdown.

3. Click the Load Template button.

[*¥ EventTracker Agent Configuration x|
File Help

| Load Template | |

Save

Save As g settings to specified Agents |
Security
System
License Server
Exit

4. Selectthe File name fromthe file location and click the open button.
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Open Template Configuration [ X
L) ‘ ~ EventTracker » Remotelnstaller + v 1(111 |5.5.3,‘;h @
Organize v 3= Views v New Folder 7]
Exierislinie Name ~ |-[ Date modrfned;l vI Type |v| Size H Tac
Agent 71712017 7:12PM  File Folder
B Deskiop Agent2 7/14/2017 11:59... File Folder
1% Computer Installer 7/17/2017 7:12PM  File Folder
Fr Documents Script 7/14/2017 12:46... File Folder
.FE Pictures . etaconfig.ini 7128/2017 4:17 PM  Configuration Se...
F[} Msic i |etaconfig_Servers.ini  7/14/2017 12:00... Configuration Se... 49 KB
) i etaconfig_Workstati... 7/28/2017 4:13PM  Configuration Se... 20KB
2y Recently Changed
5 searches
Public
Folders A | LI
File name: |etaconfigAini _VJ ]Configuration File [.ini) LI
Open |v| Cancel |

Z

EventTrackerloads the selected template configuration.

[ EventTracker Agent Configuration ' X

File Help

Select Systems

|et-a|::-:unfi._: ini ;I Agent based system

v l Apply the following settings to specified Agents I

Manager destinations:
|R1554/M5

5. To apply this configuration to the agent systems in the enterprise, click the Apply the following
settings to specified Agents button.

Apply client configuration across enterprise dialog box appears.
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[* Apply Agent Configuration Across Enterptise [ %]
The current settings can be distributed and applied to specified Agents across the enterprise. Select the Agents where you would
like to apply this configuration and select '‘Apply’. Select specified configurations to avoid overwriting the complete configuration
on the target system.

— Configuration Group:
 Apply &ll Settings ¥ General Settings ™ System Maonitor ™ Service Moritar
I” [ tanager Settings I™ Monitar Processes [T Pefformance
& Apply Only Modified Settings I~ Event Filters I~ LogFi I" FileT
I™  Log Backup I™  Network Connections: I | Corifig Assessmert
" Apply Only Selected Settings I~ System Suffiy I~ Bemedial &ction
~Managed Systems
Groups: |All Vista Agents L]
Systems: List of selected systems:
NTPLDTBLR102
NTPLDTBLR16
Add &ll>> I
Add > I
<- Hemove I
<< Remave Al
Apply Cancel

6. Selectasystemgroupfrom Selecta group dropdown.

EventTrackerdisplays the managed systems associated with the selected group.
7. Checktherequiredsystem options for which the configuration needsto be applied.

8. Selectthe Configuration groups option as required.

Description

Apply Only EventTrackerselects this option by default. Leave the
Modified Settings defaultselection to apply only modified settings.
Apply All Settings

Select this option to apply all settingsincluding the default
and modified settings.
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Description

Apply Only Selected

Settings Select this option to apply only the selected settings made

underrespective tabs.

EventTrackerenables the checkboxes. Select appropriately
and thenclick Apply.

9. Click the Apply button.

EventTrackerdisplays a warning message.

EventTracker Agent Configuration

@™% You have chosen to apply current configuration to specified
'-,_ _;' Agents, This will result in loss of specific Agent configuration
—  done earlier.
If the selected systems have earlier versions (v6x, v5x..) of
EventTracker Agent, they will not function properly.

Do you want to continue 7

Yes No

10. Click the Yesbutton.
The template configuration is loaded successfully on the selected systems.
5.3 Securing EventVault Storage
Provide EventVault storage access only to the required EventTracker administrators/users.

1. Backup purpose:
Provide the full permission for the userresponsible to take periodic backup of the data.

2. Archivesstored in UNC (Uniform Naming Convention) path:
a. Create aservice account.
b. Provide full permissionto the created service account.
c. Change the following servicestorun underthe created service account.
* EventTrackerScheduler
* EventTracker EventVault
* EventTrackerReporter

* EventTrackerIndexer
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* EventCorrelator (if available)

5.3.1 Changingthe Service account
1. Click the Start button and select Run.

2. Type services.msc, and then click the OK button.

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

services.msc v

OK Cancel Browse...

3. Inthe Serviceswindow, search for EventTracker services.

w4 Services -
File Action View Help
@ |5 = HE > ®0w®
Services (Local) . Semvices (Local)
EventTracker EventVault Name Description  Status Startup Type  LogOnAs
@ f.( Distributed Transaction Coo... Coordinates... Running Automatic (D... NetworkS...
ﬁ‘fﬁ::’e‘ﬁce DN Client The DNS Cli.. Running  Automatic (T.. Network S...
Gl Downloaded Maps Manager  Windows se... Disabled Network S...
‘.‘;’; Elasticsearch 7.2.1 (elasticse... Elasticsearc.. Running  Automatic Local Syste...
Description: &} Embedded Mode The Embed... Manual (Trig...  Local Syste...
?:;:f::::f:i;:zgs?:g:w log [«:’; Encrypting File System (EFS)  Provides th... Manual (Trig...  Local Syste...
data. ‘G Enterprise App Managemen... Enables ent... Manual Local Syste...
G EventTracker Agent Relays local ... Running  Automatic Local Syste...
G EventTracker Alerter Used by Eve.. Running  Automatic Local Syste...
% EventTracker Elasticsearch .. EventTracke... Running  Automatic Local Syste...
ventTracker EventVault An EventTra.. Running Automatic Local Syste...
& EventTracker Indexer EventTracke.. Running Automatic Local Syste...
G EventTracker Monitoring Da... Monitoring ... Running  Automatic Local Syste...
-.‘_;’; EventTracker Receiver Enables Eve.. Running  Automatic Local Syste...
1) EventTracker Remoting Agentinstal... Running Automatic NTPL\mah...
-.C;’; EventTracker Reporter Manage rep... Running  Automatic Local Syste...
G} EventTracker Scheduler Used by Eve... Running Automatic Local Syste...
i€, EventTracker WatchList An EventTra... Running  Automatic Local Syste...
G} Extensible Authentication P... The Extensi... Manual Local Syste...
-f,;"; Function Discovery Provide... The FDPHO... Manual Local Service
G Function Discovery Resourc... Publishes th... Manual (Trig...  Local Service
-Q; Geolocation Service This service ... Disabled Local Syste...
& Google Chrome Elevation S... Manual Local Syste...
i€ Gooale Undate Service (aup... Keeps vour ... Automatic (D... Local Svste...

', Extended 4 Standard /

4. Right click the service name and click Properties.

For example: Right click EventTracker EventVault service

‘EventTracker EventVault Properties (Local Computer)’ window displays.
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EventTracker EventVault Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on as:

(@ Local System account
[[] Allow service to interact with desktop

(O This account: Browse

Cancel Apply

5. Click Log On tab and select This account option.

Log on as:

domain name\user name

() Local System account
Allow service to interact with desktop 1

@) This account: toons\karen Browse...
Password: essccsscssccsse
Confirm password: eecscsssssesees

6. Enterthe usercredentialsand correct password.
The username should be in ‘domain name\username’ format.
7. Click the Apply button.

Warning message appears.

L ] 'j The new logon name will nat take effect until vou stop and restart the service,
*

8. Click the OK button.
9. Torun theservice with new logon name, stop and start the service.

10. Likewise, forrest of the services, repeatstep 4 to step 10 to change the service account.
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The Log On As column will display the changed service account name.

Mame ~ Description Status Startup Type Log On As
% Event Log Enables ev... Started Automatic Local System
%EventTracker Agent Relays loca... Started Automatic Local System
%EventTracker Alerter Used by Ev... Automatic Local System
S EventTracker Eventvault AnEventTr... Started  Automatic toonsisonal
S EventTracker Indexer EvertTrack... Started  Automatic toonssonal
%EvehtTrécker Receiver Enables Ev... Started Automatic Local System
% EventTracker Remoting Agentinst...  Started Automatic Local System
%8 EventTracker Reporter Manage re... Started Automatic toonsisonal
% EventTracker Scheduler Used by Ev... Started  Automatic Toons)sonal
%Extensible Authentication Protocol Service Provides wi... Manual Local System

6. Enabling 2FA option for EventTracker Web Login
To enable the 2FA for EventTracker Web Login, follow the steps below:

Log into the EventTracker Web Ul.

1. Click Admin> Manager.

8= Active Watch Lists 9] eventvault @) MITRE ATT&CK Rules
A Aerts [®" Faq Tile Configuration Tt) Parsing Rules
D Casebook Configuration L\;f‘ Group Management C'_' Report Settings
'-»|E Category O\ P Lookup Cenfiguration L systems
El Collection Point 'L;',‘ Knowledge Objects r_@“ Users
FCI Correlation Machine Learning Jobs -I' Weights
m Diagnostics @ Machine Learning Settings
| S Event Filters [@] Manager

Manager page opens.

2. Inthe 2FA authentication section, select the Enable 2FA option, and click Save.
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Netstrion. | Eventr ® e ook @

Il Manager & / 2dmin / Manager
a Configuratior N
]

Alert Events

seconds Generate alert based only on threat level
aximum number of alerts allowed 0
Configuration
kB website News Url Contact U
ttps://kbeventtracker.co 1 netsuricr s http eventtracker.com/contact
Tvasud (D opr (0] ntr Dete em D

Keyword Indexer

Correlation Receiver Cost Savings Usage data
Logon Banner Notes
PSA/RMM Integration
n
figuration, please logout and login into the application to view the PSA/RM Integration option under Admin menu
Enable DNS lockup for IP Addresses .
Unknown Process Detection Archiver Two-factor authentication (2FA)
wn process B Look up in NSRL Aschiver 2t Group level
Server Time: Jul 20 12:04 PN Response: 0.276 secs o1

Netsurion. EventTracker

Now the 2FA option is enabled by default while creating the new users.

6.1 Adding New Users

1. Click Admin> Users.
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2_: Active Watch Lists 3| Eventvault o) MITRE ATT&CK Rules
A Alerts [®&" raq Tile Configuration O Parsing Rules

D Casebook Configuration [S2 Group Management {:;I Report Settings

o|§ Category Q P Lookup Configuration I;I Systems

E2l collection point () Knowledge Objects ITQ% Users I
@ Correlation Machine Learning Jobs _'I'- Weights

E Diagnostics "g Machine Learning Settings

% Event Filters [@] manager

Users page opens.

= Netsurion. EveniTracker ®  mine ook

P Sl I . 2 \ e
ol ' @ 2 ' @ 0Q o @& 0Qj o @ 0Q w @ 09 o
o S b gl sidtesting o
L@,
2. Click icon to add a new user.
User Detail page opens. 2FA option is enabled by default for the users.
Users #& / Admin / Users
[= = a} ©alOToL e

Last Name niiats k
R image Netsurion. Evenflracker

Privilege Profile Fottem mage Netsurion. Eventlracker

4. Enter the required details and click Save.

Nexttime the userlogs into the EventTracker Web, the useris asked to provide their authentication to login.
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Note: You may also choose to uncheck Enable 2FA option to disable the feature.

Netsurion. Eventlracker

Two-factor authentication is enabled

o Step 1: Install an suthenticator &
o Step 2: Link the authenticator app 1o your & ntin one of the b ways sh

Using QR code

Enter the PIN from the authenticator app below

a [eeron

- N

Referthe following link to configure the authentication app.

https://www.netsurion.com/Corporate/media/Corporate/Files/Support-Docs/Two-factor-Authentication-
2FA-User-Guide.pdf

6.2 Enabling 2FA option for Existing Users

1. Click Admin> Users.
Users page opens.

2. Inthe two-factor authentication dropdown, select Disabled option.
All the Users accounts with disabled 2FA account display.
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Users

*o
S ST
1l o-fact uthen
i Al < LAUE ]
Al
abled
Disabled
Edit msp o
oi uu # 02 # 09 # D2 # |0gi #

Click # Edit on the Useraccount for which you want to enable 2FA and then click Save.
The Two-factorauthenticationis enabled forthe selected user.

Users

6.3 Disabling the 2FA

1. Click Admin—Users.
2. Click ®Add Userin the user page, uncheckthe 2FA option to disable the feature and then click Save.

= Netsurion. EventTracker’

3. Nexttime whenthe userlogs into EventTracker Web, the useris prompted toresetthe password.
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Netsurion. Eventlracker

Netsurion. FventTracker

yur Password has been reset. Please choose a new

@

®

Password Strength: none

7. Checking for Vulnerability Scanner

Itis a standard practice to scan critical machines for vulnerabilities. Scan the hardened EventTracker system
for vulnerabilities. Some of the following vulnerabilities maybe reported.

*The possibilities and their solutions/configuration changes are shown in the below table.

Vulnerabilities Recommended actions

'rsh' Remote Shell
Service Enabled This is a legacy service often EventTracker uses default port 514 forreceiving

(service-rsh)( configuredto blindly trustsome | syslogs messages.

CVE1999-0651) hostsand IPs. Configure the firewall to allow incoming connections
The protocol doesn't support on port 514 from trusted hosts or use another port
encryptionor any sortof strong | for receivingsyslogin EventTracker Manager
authentication mechanism. Configuration.
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Recommended actions

FTP serverdoes not
support AUTH
command (ftpgeneric-
0007)

Untrusted TLS/SSL
serverX.509
certificate
(tlsuntrusted-ca)

Guestaccess allowed
to Windows event
logs

Microsoft IS default
installation/welco me
page installed (http-
iis-defaultinstall-page)

By default, FTP clients send user
credentials (userID and password)
in clear textto the FTP server. This
allows malicious usersto intercept
the credentialsif they can
eavesdrop onthe connection.

The server's TLS/SSL certificate is
signed by a Certification Authority
(CA)whose publisheris not known
or a trusted one. It could indicate
that a TLS/SSL man-in-the-middle is
taking place and is eavesdropping
on TLS/SSL connections.

Windows eventlogs have been
configured to allow guestaccess.
They contain information about
application, security, and system
eventstaking place on the local
machine. These logs can contain
sensitive information, therefore
only administrators should be
allowedto access/read them.

The IS defaultinstallation or
"Welcome" page is installed on this
server. This usually indicates a
newly installed server which has
not yet been configured properly
and not be known about.
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FTP serveris installed on the EventTrackerserver
to transfer custom logs from remote sources.

* In case of 1IS6, FTP does notsupport AUTH
command. This is by design, use a third-party
FTP that supports AUTHcommand and
configure FTP overSSL.

Obtain a new certificate sighed by trusted
certificate authorities, such as Thawte or Verisign.

For each eventlog listed, find the following
registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSe
t\Services\Eventlog\[logname]

Underthis key, add a DWORD value named
"RestrictGuestAccess" and setit to 1.

Replace default page with relevant content page.
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Recommended actions

TCP timestamp
response (generictcp-
timestamp)

General Security
Issue

Clear text
authentication

The remote hostresponded witha
TCP timestamp. The TCP
timestamp response can be used
to approximate the remote host's
uptime, potentially aiding in
further attacks. Additionally, some
operating systems can be
fingerprinted based onthe
behavior of their TCP timestamps.

FTP specification primarily provides
a means for authenticating userids
and passwords storedin clear text,
thoughthere are secure
mechanisms to authenticate. User
ids and passwords can be stolen by
a malicious userif he is able to
monitor FTP traffic.

* These vulnerabilities are determined by Vulnerability scanners.
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Disable TCP timestamp responses on Windows.

For each eventlog listed, find the following
registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSe
t\Services\Tcpip\Parameters

Underthis key, add a DWORD value named
"Tcp13230pts " and setit to 1.

FTP serveris installed on the EventTrackerserver
to transfer custom logs from remote sources.

« Incaseof IIS6, FTP does notsupport AUTH
command. This is by design, eitheruse a
thirdparty FTP that supports AUTH command
and configure FTP over SSLor configure FTP
servertoallow connection fromtrusted host.
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion hasthe
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis#19 among MSSP Alert’s 2020 Top 250 MISSPs.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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