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Configure Alerts with Active WatchList

This update will allow the user(s) to configure alerts by extracting the values from the event and compare it
against the Active Watch List.

Who should read this document?

Customers who use v 8.2 Build 14.

Why to apply this update?

If the admin maintains a local black/white list data, he/she can configure the alerts and compare it with
Active Watch list, based on which the alert will be triggered.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Process to be followed after applying the update

e Goto Admin-> Alerts. In the Alert Management page, click the Add Alert icon.
e Enter the Alert name and the other required fields.

NOTE: Follow the steps in the document “BDS Alert Configuration” for extracting values.

In the below example, we have taken the extraction method as “Regular Expression” for Alert “EventTracker:

Critical Potential Breach from low reputation IP”.

e Configure the alert using Event level configuration or Alert level configuration.

Dashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment

ALERT CONFIGURATION ek | Renpedl nelne o m adon | Net > ] B
Alertrame  EventTracker: Critical potential breach from Threat level  Undefined Threshold level ~ Medium

Applies to Alert version Show in Mone

LOG TYPE EVENT TYPE CATEGORY EVENT ID SOURCE USER MATCH IN DESCRIPTION DESCRIPTION EXCEPTION

0 8010 EventTracker & WE
H ANC
. Server Time: Apr 17 01:00:30 PM Response: (L35 secs £ 1999 - 2017 EventTracker
EventTrackery ?
Secura. Comply. Sucoed
Figure 1

e Select the Token Type as Regular Expression.
e Enter the Sample Description, Regular Expression and a Short Description.

Here we have extracted the values “ProcessName” and “RemoteHostName”.
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ALERT NAME:
COMFIGURATION TYPE: Event Level

TOKEN Type  Regular Expression [M] stanparD properTy | LogTime SELECT

SAMPLE DESCRIPTION
LONNECLIUT LeELdlis-
Local Address: ACCOUNTING-WINT
Local Port: 51397

~
Remote Port: 443
User Name: aplante v
Memmmre Klmom o~ KASADWI T CVE

REGULAR EXPRESSION ( PCRE COMPLIANT )

(?s)Process\sName\s+(?P=ProcessMame= *)Process\slD: *Remote'sHostname:\s+(?P<RemoteHostname= *)Remote\sPort

EXTRACTED TOKEN(S)
TOKEN .
Processhame MSQRY3ZEXE [}
RemoteHostname 40,83.189.49 Tﬁh
v

Figure 2

The extracted values will be displayed in the Watch List Lookup pane.

e Click the lookupicon Ei to add data class and watch list.

Dashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment
ProcessName MSQRY32ZEXE Il
RemoteHostname 40,83.189.49

WATCH LIST LOOKUP

TOKEN LIST OPERATOR DATA CLASS

ProcessName N

WATCH LIST

SHORT DESCRIPTION

Network connection was established to <%RemoteHostname®» by new process <%ProcessMameit>,
<br=Event ID:<a href="http://kb.eventtracker.com/evtpass/evtpages/Eventld_B010_EventTracker_68011.asp">8010+</ax>

Figure 3
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From the Watch List tree, select the class or group to add to the watch list.

ALERT MAME:
CONFIGURATION TYPE: Event Level

Watch List

E-J1P Address

- AutoshunbadIPList

- DshieldBlockList

- EmergingThreatBlockedlPList

- IblocklistBlueTackBogonIPList
- IblocklistBlueTackHijackedIPLI.
- IblocklistBlueTackProxyIPList
~IBlocklistBlueTackspywarelPlis..
B ]Processes
-KnownExeWhitelist

Safe List

~1nsafe List

E-{ ] services

= JPort No

EID Users

ADVANCED ALERT CONFIGURATION

TOKEN TYPE  Regular Expression [M]  syanparp proPERTY  LogTime

SELECT

SAMPLE DESCRIPTION

Network connection established Between ACCOUNTING-WINY and 40.83.183.49 by unknown
process MSQRY32.EXE . ~
Connection Details:-
Local Address: ACCOUMNTING-WINT
Local Port: 51397

REGULAR EXPRESSION { PCRE COMPLIANT )

(?s)Process\sName\s+?P<ProcessName= *)ProcessisiD: *Remote'sHostname:\s+(?P<RemoteHos

EXTRACTED TOKEN(S)

TOKEN
ProcessMame MSQRY3ZEXE
RemoteHostname 40.83.189.48

WATCH LIST LOOKUP

TOKEM LIST OPERATOR DATA CLASS WATCH LIST

ProcessName IN

SHORT DESCRIPTION

Network connection was established to <%RemoteHostname®t> by new process <%ProcessMNameie,
<br>Event ID:<a

href="http://kb.eventtracker.com/evtpass/evipages/Eventld_8010_EventTracker 68011.asp">8010+</a>
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Figure 4

In the below example, for “ProcessName” we have added the Group “KnownExeWhitelist”. It will display the
Data Class and the watch list which gets added.
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WATCH LIST LOQKUP
TOKEN LIST OPERATOR DATA CLASS WATCH LIST
ProcessName N Processes KnownExeWhitelist =E_JE_ i Eﬁ!
Figure 5

The user can also select Operator as IN or NOT IN as per the user preference.

WATCH LIST LOOKUP
TOKEN LIST OPERATOR DATA CLASS 'WATCH LIST
ProcessName IN Processes KnownExeWhitelist Eli _@_ =]
Figure 6

=| .
*,to duplicate the record. Now the user

To add multiple lookup for the extracted token, click the clone icon *
can change the duplicated records as per requirement.

For example, we have taken the extracted token “RemoteHostName” and added the watch list
“EmergingThreatsBlockedIPList” by selecting it from the watch list tree.

WATCH LIST LOOKUP
TOKEN LIST OPERATOR DATA CLASS WATCH LIST ~
ProcessMame IN Pracesses KnownExeWhitelist =% (NE]
RemoteHostn:[¥] IN 1P Address EmergingThreatBlockedIPList ENIRE]
v
Figure 7

e Tosave the configuration, click Save and Finish.
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