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Configure Barracuda WAF to forward logs to EventTracker

This guide provides instructions to configure the Barracuda Web Application Firewall to send the syslog events
to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 9.x and later, and
Barracuda Web Application Firewall.

Barracuda Web Application Firewall Admins, who wish to forward syslog events to EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Overview

The Barracuda Web Application Firewall blocks an ever-expanding list of sophisticated web-based intrusions
and attacks that target applications hosted on web servers and in the cloud.

Barracuda Web Application Firewall can be integrated with EventTracker using syslog. With the help of
Barracuda Web Application Firewall KP items, we can monitor the network firewall logs, access logs, web
firewall logs, system logs and audit logs on web applications. It also triggers the alert for authentication
hijacking, buffer overflow attack, command injection attack, denial of service attack, and obfuscation attack.

Prerequisites

e EventTracker v9.x or above should be installed.

e Barracuda Web Application Firewall should be installed and proper access permissions to make
configuration changes.

Configuring Barracuda Firewall syslog

1. Go tothe ADVANCED > Export Logs page.
2. Inthe Export Logs section, click Add Export Log Server. The Add Export Log Server window appears,
specify values for the following:
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| Barracuda | web Application Firewall

SECURITY POLICIES ACCESS CONTROL ADVANCED
Backupa Ersigize Uipdaies Firrverare Updaie Expoai Logs Advwgred Helvworking Hetwork Frewal Logs Syabem Loga
Templales Wiew Inbernal Patienns Lievaries Adenin Access Control High furadabiity Appearance Sysbern Configuration
Secure Admniraton Troukieshooting Wity abidity Reporls Ciload Control Task Manager

Export Logs Add Export Log Server | Export Log Seftings | Help

Hamse Server Prodocod aldate Server Cerli Comment Actons
Syslog 10.5.21.25514 Syshog NG(udp Ha Edit | Dalate
MAME MODULE LOG LEVEL COMMENT
A AAA = | B-Emergency - Aidd
Logs Format Help
Syslog Header Custom Header -
Wb Firgwall Logs Format -
Access Logs Format -
Audit Logs Format -
Hetwark Firewall Logs Format Default * %t %un %t %s] %p %srci %srcp %di %dp %act %acl %dsc
System Logs Fomat Diefault = Bt %un %t %md %I %el %ms

Custom Headers | Help

Figure 1

e Name: Enter a name.

e Log Server Type: Select Syslog NG.

e |IP Address: Enter the EventTracker IP address.

e Port: Enter the Syslog server (514) port.

e Connection Type: Select the connection type to transmit the logs from the Barracuda Web
Application Firewall to the EventTracker.

e Validate Server Certificate: Select No.

e Client Certificate: Select No.

e Log Timestamp: Select Yes.

3. Click Add.
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14 Web Application Firewall: Add Export Log Server - Google Chrome - O X

waf.barracuda.com/« jJi-mod/index.cgi?password=8f0a3518fe54aabi5408cecdac13¢93’

Add Export Log Server m

Name

Log Server Type Syslog NG -

IP Address 1 1 1 1
Port 514

Connection Type ® UDP TCP SSL

Validate Server Certificate Yes ® No

Client Certificate Yes ® No
Log Timestamp and * Yesg No
Hostname
Comment

Figure 2

1. Go tothe ADVANCED > Export Logs page.
2. In the Export Logs section, click Export Log Settings. The Export Log Settings window appears, specify

values for the following:
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a | Web Application Firewall
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Secure Adminiralon Trowkleshooding Wulrerabdity Reports Clhoasd Conibred Task Manager
Export Logs Add Export Lo Server  Exporl Log Settings | Help
Hams Senver Profecol aldale Senver Cerll Comment Actions
Syslog 10,521 25514 Syshog NG(udp Ha Edit | Dalate

Module Log Levels

Logs Format
Fyslog Header
‘it Firgwall Logs Farmat
Access Logs Format
Audi Logs Fonmat
Metwvork Firewall Logs Format

Syshem Logs Format

Custom Header

Default
Default

| Help

LOG LEVEL COMMENT

- | Q-Emergency - Huidd

Help

= St %un %lt %sl Bp %Nsrci %srcp Sdi %dp %act %acl Y%dsc
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Figure 3

3

In the syslog settings section of the Export Log Settings dialog box, follow the below-mentioned

screenshot process.

4 Click Save.

Netsurion. EventTracker



Configure Barracuda WAF to forward logs to EventTracker

14 Web Application Firewall: Export Log Settings - Google Chrome - o X

wafbarracuda.com/cgi-mod/index.cgi?password=45d608342f28¢78b40eS54cae25bcobb3&et=1473710109&au

Export Log Settings Help

Export Web Firewall Logs @ Enable Disable

Expont Access Logs * Enable Disable

Export Audit Logs ® Enable Disable
Export System Logs & Enable Disable

Export Network Firewall @ Enable O Disable
Logs

Export Log Filters m
Web Firewall Log Severity g.information «

System Log Severity 6-Information

Syslog Settings Help

Web Firewall Logs Facility jocai0 »

Access Logs Facility locall =
Audit Logs Facilsty local) =
System Logs Fadcility loc. all -
Network Firewall Logs locald =
Facility PO

Figure 4
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11 Barracuda | Web Application Firewall

Export Logs Add Export Log Server  Export Log Seftings | Help
Hame Seriet Prodeszol Valkisle Server Corll..  Commant Asbond
Syslog 105212554 Sythog NGiudp Mo Edif | Deleta
Module Log Levels Help
HAME MODULE LOG LEVEL COMMENT
A AR » | (-Emergency - Agd |

Custom Header
Wb Feewall Logs Format -
Acorss Logs Format -

Audil Logs Format

Network Feewall Logs Format Default » St %un %k %sl Np Narci Nsrcp %d Sdp %act %acl SNdsc
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Figure 5

From the Web Firewall Logs Format list box, select Custom Format.
In the Web Firewall Logs Format field, type the following custom event format:
t=%t|ad=%ad | ci=%ci| cp=%cp | au=%au
3. From the Access Logs Format list box, select Custom Format.
4. Inthe Access Logs Format field, type the following custom event format:
t=%t| p=%p | s=%s |id=%id | ai=%ai | ap=%ap | ci=%ci | cp=%cp | si=%si| sp=%sp | cu=%cu
5. From the Audit Logs Format list box, select Custom Format.
6. Inthe Audit Logs Format field, type the following custom event format:
t=%t|trt=%trt|an=%an | li=%li | Ip=%Ip18.
7. From the Network Firewall Logs Format list box, select Default.
8. From System Logs Format list box, select Default.
9. Click Save Changes.

Barracuda Web Application Firewall events are automatically discovered. Events forwarded to EventTracker
by Barracuda Web Application Firewall are displayed on the Log Search tab of EventTracker.

Netsurion.. EventTracker




