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Configure NetMotion Mobility to forward logs

This guide provides instructions to retrieve the NetMotion Mobility events by syslog configuration. Once
EventTracker is configured to collect and parse these logs, dashboard and reports can be configured to
monitor NetMotion Mobility.

The configurations detailed in this guide are consistent with EventTracker version 9.x or above and
NetMotion Mobility.

Administrators who are assigned the task to monitor NetMotion Mobility events using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright Cisco Firepower threat defense (FTD) is the responsibility
of the user. Without limiting the rights under copyright, this paper may be freely distributed without
permission from Netsurion, if its content is unaltered, nothing is added to the content and credit to
Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

NetMotion Mobility is a mobile VPN software, designed specifically for wireless environments. NetMotion
Mobility provides IT managers with the security and centralized control to effectively manage a mobile
deployment.

EventTracker, when integrated with NetMotion Mobility, collects log from NetMotion Mobility and creates a
detailed reports, alerts, dashboards and saved searches. This KP (knowledge Pack) provides detailed
information about the User logon failure, in real time. It is helpful to investigate and take responsive actions
against Brute-Force Attack.

EventTracker provides a thorough information about policies such as pending policies that must be applied and
the policies that have been applied. It also provides information related to Proxy events which contain many
important information such as source user, source IP address and session ID. Sessions can be monitored to
identify details of user logon and logoff success required for Auditing.

Alerts are provided for critical events such as user logon failure to identify logon attempt. Using the
EventTracker’s Dashboards we can view and monitor events like user logon events (success, failed), user policy
details, user/group management, etc.

2. Prerequisites

e EventTracker manager v9.x is required.
e Enable external logging on your NetMotion Mobility appliance.

e Allow Port 514 in the firewall.

3. Integrating NetMotion Mobility with EventTracker

NetMotion Mobility can be integrated with EventTracker using syslog forwarding.

The NetMotion Mobility server can send NetMotion Mobility events to EventTracker. NetMotion Mobility
support for syslog is only implemented on the NetMotion Mobility server; the NetMotion Mobility client
cannot log messages to a syslog server.

To log NetMotion Mobility events to EventTracker:
1. Goto Mobility console > Configure > Server Settings.
In the left-hand pane, select the level at which you want to configure logging:
e To apply the setting to all Mobility servers in a server pool, select Global Server Settings.
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o To apply the setting to a single server, select the name of the Mobility server you want to configure.
Settings applied at the server level take precedence over global settings.

Configure the following settings:
e Select Syslog - On/Off, and then select the Turn syslog event logging on check box. This enables a
Mobility server to log Mobility events to a syslog server. Any information, warning, or error events that
are recorded in the Mobility event log are also sent to syslog. However, the Mobility server does not log
debug events to syslog. To record debug events, use the Mobility event log.
o Select Syslog - Server Host. In the Host box, enter the host name or IP address of the EventTracker.

2. By default, the syslog protocol uses UDP port 514. To configure the Mobility server to use a different port,
select Syslog - Server Port in the list of settings. In the Port box, enter the syslog server port.

3. Inasyslog message, the facility identifies the type of software component that generated the message.

Some facilities are reserved for the operating system, or for types of applications (for example, email).
Applications that are not assigned a facility can use a “local use” facility, which is not reserved.
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