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Abstract 
This document provides Information about FREAK Vulnerability (CVE-2015-0204) recently 
discovered on *nix based Operating Systems and devices running OpenSSL versions before 
0.9.8zd, 1.0.0 before 1.0.0p, and 1.0.1 before 1.0.1k. Systems running Windows Server 2003, 
Windows Vista, Windows Server 2008, Windows 7, Windows Server 2008 R2, Windows 8 and 
Windows 8.1, Windows Server 2012 and Windows Server 2012 R2, Windows RT and Windows RT 
8.1, windows 2008, 2008 R2, Windows 2012 and 2012 R2 Server Core installation are affected.  

This document also provides guidance to the user about detecting this threat using EventTracker 
Vulnerability Assessment Service (ETVAS) and EventTracker Intrusion Detection Service (ETIDS) 
and how to patch the vulnerable servers. 

EventTracker with ETIDS and ETVAS can be used to detect FREAK vulnerability in the Network.  

Scope 
      The configurations detailed in this guide are consistent with EventTracker 7.0, ETIDS and ETVAS. 

Target Audience 
IT administrators or Security administrators who are responsible for maintaining security for the 
IT infrastructure. 

The information contained in this document represents the current view of Prism Microsystems 
Inc. on the issues discussed as of the date of publication. Because Prism Microsystems must 
respond to changing market conditions, it should not be interpreted to be a commitment on the 
part of Prism Microsystems, and Prism Microsystems cannot guarantee the accuracy of any 
information presented after the date of publication.  

This document is for informational purposes only. Prism Microsystems MAKES NO 
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without limiting 
the rights under copyright, this paper may be freely distributed without permission from Prism, 
as long as its content is unaltered, nothing is added to the content and credit to Prism is 
provided.  

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other 
intellectual property rights covering subject matter in this document. Except as expressly 
provided in any written license agreement from Prism Microsystems, the furnishing of this 
document does not give you any license to these patents, trademarks, copyrights, or other 
intellectual property.  

The example companies, organizations, products, people and events depicted herein are 
fictitious. No association with any real company, organization, product, person or event is 
intended or should be inferred.  

© 2015 Prism Microsystems Corporation. All rights reserved. The names of actual companies and 
products mentioned herein may be the trademarks of their respective owners. 
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Introduction  
A newly discovered vulnerability in the SSL and TLS cryptographic protocols could allow attackers 
to intercept and decrypt communications between affected clients and servers. Dubbed the 
“FREAK” vulnerability, it facilitates man-in-the-middle (MITM) attacks against secure 
connections where the server accepts RSA_EXPORT cipher suites and the client either offers an 
RSA_EXPORT suite or uses an older, unpatched version of OpenSSL. Once the encryption is 
broken by the attackers, they could steal passwords and other personal information and 
potentially launch further attacks against the website. 

Microsoft revealed that the vulnerability did affect Microsoft products and existed in Secure 
Channel (Schannel), a security package that implements the SSL/TLS protocols. Using the 
vulnerability, a man-in-the-middle attacker could downgrade the key length of a RSA key to 
EXPORT-grade length in a TLS connection and decipher communications. Any Windows system 
using Schannel to connect to a remote TLS server with an insecure cipher suite is affected. 

EventTracker with ETIDS and ETVAS deployed in network can be easily automated to detect 
FREAK exploitation and report for the vulnerable devices. 

 

Affected operating systems 
• Linux OS running OpenSSL, 
• Windows OS. 
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Identify the vulnerable systems/devices in your 
network. 
 

Detecting FREAK Exploit attempt using EventTracker 
and ETIDS. 

If ETIDS is deployed in enterprise and it sees all the traffic passing to and from critical servers, 
then it forwards IDS alerts to EventTracker and the alerts, reports are generated, if any of such 
exploit attempts detected. 

For ETIDS configured to use Snort VRT rules EventTracker SNORT IDS alert and report will have 
alert message listed as “SSL request for export grade cipher suite attempt” 

For ETIDS configured to use Emerging Threat open rules for snort, EventTracker IDS alert and 
report will have alert message listed as “ET EXPLOIT FREAK Weak Export Suite from Server (CVE-
2015-0204)”. 

 

Detecting Vulnerable Systems using EventTracker 
Vulnerability Assessment Service (ETVAS). 

EventTracker provides ETVAS as virtual appliance which is easily deployed and configured to scan   
network and it provides report for vulnerable systems which is running vulnerable version of 
OpenSSL. Below is the sample report. 
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Figure 1 

 

Protecting systems by patching your vulnerable 
systems 

 

Ubuntu/Debian 
For currently supported versions of Ubuntu or Debian, update Bash to the latest version available 
via apt-get: 

sudo apt-get update && sudo apt-get install --only-upgrade openssl 

 

CentOS / Red Hat / Fedora 
sudo yum update openssl 
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Other devices running OpenSSL 
Contact Device vendor to know whether these devices are vulnerable and how to patch the 
device. 

Mitigation 

Linux Servers 
To mitigate the vulnerability described in this Document, you may also disable EXPORT-grade 
ciphers in your client or server. Doing so, on the server is recommended, especially when you 
cannot ensure that all clients connecting to your server have been patched. 

Disabling EXPORT ciphers on the command line 

OpenSSL allows for explicit disabling of EXPORT-grade ciphers by specifying a custom cipher 
string. For example, when invoking it on the command line, use: 

openssl ciphers MEDIUM 

Disabling EXPORT ciphers in httpd 

To disallow the use of EXPORT-grade ciphers by the httpd web server, add the !EXP directive to 
the SSLCipherSuite line in the /etc/httpd/conf.d/ssl.conf configuration file. For example: 

SSLCipherSuite HIGH:!aNULL:!MD5:!EXP 

Restarting Processes for the Changes to Take Effect 

The safest and simplest course of action is to perform a full system reboot. 

Windows systems 
Windows systems running Windows Server 2003, Windows Vista, Windows Server 2008, 
Windows 7, Windows Server 2008 R2, Windows 8 and Windows 8.1, Windows Server 2012 and 
Windows Server 2012 R2, Windows RT and Windows RT 8.1, windows 2008, 2008 R2, Windows 
2012 and 2012 R2 Server Core installation are affected. 

Microsoft has released Security Bulletin MS15-031 which resolves a vulnerability in Microsoft 
Windows that facilitates exploitation of the publicly disclosed FREAK technique, an industry-
wide issue that is not specific to Windows operating systems. 
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Make sure you have applied updates available in 
link https://technet.microsoft.com/library/security/MS15-031 on windows OS. 

References:- 
https://technet.microsoft.com/library/security/MS15-031 

https://www.openssl.org/news/secadv_20150108.txt  (look for CVE-2015-0204)  

https://www.ssllabs.com/ssltest/viewMyClient.html (Test your browser for SSL vulnerability) 

https://ssltools.websecurity.symantec.com/checker/views/certCheck.jsp(Check your certificate 
installation) 

 

https://technet.microsoft.com/library/security/MS15-031�
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https://www.ssllabs.com/ssltest/viewMyClient.html�
https://ssltools.websecurity.symantec.com/checker/views/certCheck.jsp�
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