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Abstract

This guide provides instructions to export the Resource Inventory from AWS portal.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product UI.

Scope

The instruction in this guide is consistent with Amazon Web Services.

Audience

This guide is for all Netsurion Open XDR users responsible for investigating and managing network security. This
guide assumes that you have Netsurion Open XDR access and understanding of networking technologies.
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1 Prerequisite

e Administrator or Resource Group and Tag Editor access to the AWS portal.

2 Downloading and Exporting Resource Inventory

1. Lloginto AWS Resource Groups and navigate to Tag Editor.

?‘E Services ¥

AWS Resource Groups X

¥ Resources
Create Resource Group

Saved Resource Groups

v Tagging Q. Search for services, features, marketplace products, and docs [Alt+S] 4 gusingh@netsurion.com @ 9560-4628-5005 ¥  N.Virginia ¥  Support ¥|
Tag Editor
Tag Policies Tag Editor
Find resources to tag
What's new You can search for resources that you want to tag across regions. Then, you can add, remove, or edit tags for resources in your search results. Learn more [

Regions
2. InTag Editor > Find resources to tag section, specify the following details, and then click Search
resources to search for the resources.
=  Specify Regions as All regions.
= Specify the Resource types as All supported resource types.
Tag Editor

Find resources to tag

You can search for resources that you want to tag across regions. Then, you can add, remove, or edit tags for resources in your search results. Learn more B

Regions
v
All regions X
Resource types
v

|| All supported resource types X ‘l

Tags - Optional

Q Q

Type the tag key and optional values shared by the resources you want to search for, and then choose Add or press Enter.

Add
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Wait sometime for the search to complete.

Resource search results

Choose up to 500 resources for which you want to edit tags.

Sometime, the following error occurs when we are not using resources in any or all regions, and you shall
ignore it.

®

ForbiddenException: AmazonMacie2: Macie is not enabled. - AWS::Macie::ClassificationJob (Occurred in 15 regions)

vy v

ForbiddenException: AmazonMacie2: Macie is not enabled - AWS::Macie::CustomDataldentifier (Occurred in 15 regions)
ForbiddenException: Macie is not enabled. - AWS::Macie::FindingsFilter (Occurred in 15 regions)
ForbiddenException: Macie is not enabled - AWS::Macie::Member (Occurred in 14 regions)

ForbiddenException: You don't have permissions to access this resource. - AWS::Organizations::Account (Occurred in 14 regions)

vy v v ¥

ForbiddenException: You don't have permissions to access this resource. - AWS::Organizations::Root (Occurred in 13 regions)

3. After the search is complete, it will display all the resource count and resource used in the AWS
environment.

Resource search results | Export 170 resources to CSV ¥ ‘

Choose up to 500 resources for which you want to edit tags.

@ 170 resources are loaded. Load more resources.

4. Click the Export drop-down list, and then click Export all tags.

‘ Export 170 resources to CSV a

Export all tags

Export only visible tag columns

The Export all tags downloads resources in.csv file format which contains inventory of customer resources.

Identifier Tag: Name Service Type Region Tag: aws:c Tag: aws:c Tag: aws:c Tag: lambc Tag: servel Tag: servel Tags
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our Open XDR platform with your
existing security investments and technology stack, easily scaling to fit your business needs. Netsurion's 24x7 SOC
operates as your trusted cybersecurity partner, working closely with your IT team to strengthen your cybersecurity
posture. Our solution delivers managed threat protection so you can confidently focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is a leader in
Managed Detection & Response (MXDR). Learn more at www.netsurion.com.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

Use the form to submit your technical support tickets. Or reach us directly at 1 (877) 333-1433

Managed XDR Enterprise Customers
Managed XDR Enterprise MSPs
Managed XDR Essentials

Software-Only Customers

https://www.netsurion.com/support
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SOC@Netsurion.com
SOC-MSP@Netsurion.com

Essentials@Netsurion.com

Software-Support@Netsurion.com
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