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Abstract

This guide provides instructions to configure and integrate Google Workspace with Netsurion Open XDR to
retrieve its event logs via APl integration and forward them to Netsurion Open XDR.

Note:

The screen/ figure references are only for illustration purposes and may not match the installed product Ul.

Scope

The configuration details in this guide are consistent with Google Workspace and Netsurion Open XDR 9.3 or later.
Audience

This guide is for the administrators responsible for configuring and monitoring Google Workspace in Netsurion
Open XDR.
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1 Overview

Google Workspace (formerly G Suite) is a package of cloud computing, productivity, and collaboration tools,
software, and products developed by Google. Google Workspace comprises Gmail, Hangouts, Calendar, Docs,
Sheets, Slides, Keep, Forms, Currents, Drive and Sites. Also, it consists of an admin panel and vault for managing

users and services.

Netsurion Open XDR manages the logs retrieved from Google Workspace. The alerts, reports, dashboards, and
saved searches in Netsurion Open XDR are enhanced by capturing important and critical activities in Google

Workspace.

2 Prerequisites

e Netsurion Open XDR 9.3 or later.

e Must have Admin permission for configuring Google Workspace API.

e PowerShell version 5.0 and above must be installed.

e Upgradation of the existing version v3.1.0 of Google Workspace Integrator (if configured).

Note

Refer to How-To-Upgrade-Google-Workspace-Integrator guide to upgrade the Google Workspace Integrator
from v3.1.0 to 4.0.0. There is no need to follow further instructions in this document when the integrator is

being upgraded.

e The Data Source Integrator package

Note

To get the Data Source Integrator package, contact your Netsurion Account Manager.

3 Integrating Google Workspace with Netsurion Open XDR

3.1 Creating Google Workspace Application for APl Access

1. Login to https://console.developers.google.com
2. Click the Select a Project drop-down.
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= Google Cloud | ¢ IS ~ ‘| ‘ Search (/) for resources, docs, products, and more ‘ Q, Search ‘ B E a6
API APIs & Services APIs & Services =+ ENABLE APIS AND SERVICES

K SEEEAHBREIIES 1hour 6hours 12hours  1day 2days 4days 7days 14da
b Library

o= Credentials Traffic = i i Errors = M Median latency =

B2 OAuth consent screen

=u  Page usage agreements

A Nodata is available for the selected time A Nodata is available for the selected time A Nodata is available for the selected time
frame. frame. frame.
UTC+5:30  6:00PM Nov7 600 AM UTC+5:30  6:00PM Nov7 600AM UTC#5:30  6:00PM Nov7 600AM

3. Onthe pop-up screen, click New Project.

Select a project EW PROJECT
Search projects and folders
Q| |
RECENT STARRED ALL
Name ID
v ¢ 3 T O somashekar-1995
CANCEL

4. Onthe New Project window, enter the Project Name and Organization Name.

5. Inthe Location field, click Browse and select the parent organization from the appearing window.
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= Google Cloud Search (/) for resources, docs, prod

New Project

Project name *
[ My Project 1851 (7]

Project ID: alpine-realm-386811. It cannot be changed later. EDIT

Organization *
| - <o - 0

Select an organization to attach it to a project. This selection can't be changed later.

Location *
| E I - o BROWSE |

Parent organization or folder

6. Click Create to complete the project creation.

7. Select the newly created project from the drop-down menu.

Select from I C: C0 ¥ NEWPROJECT %
Search projects and folders
Q|
RECENT STARRED ALL
Name ID
v Yr &8¢ Netsurion @ netsurion-384705
& I © A

CANCEL OPEN

8. Click Library or Enable APIS and Services to enable the API.
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= Go gle e* Eventtracker-Logger v Q
API APIs & Services APls & Services -+ ENABLE APIS AND SERVICES

«%»  Dashboard

©  Youdon'thave any APIs available to use yet. To get started, click "Enable APIs and senvices" or go to the AP library

Or Credentials

9. Inthe Search bar, type Admin SDK.

= Google Cloud 2o Netsurion w a
APT API Library Q Admin SOK y
AP Library > “Admin SDK"

= Filter tof 3results

Admin SDK API
Visibility ~ Google Enterprise APl @

Publi With the Admin SDK API, Google Workspace account administrators can view and manage resources like users and groups. You can also run
reports to audit usage within your account.

Category ~

Jeveloper Audit API
Google
Google Enterprise AP

This API has been replaced by the Admin SDK AP

10. Click Enable to enable the Admin SDK API service for the application that has been created.

= Google Cloud | & Netsurion = ‘
< Product details
Admin SDK API
Google Enterprise API

Manage Google Workspace account resources and audit usage.

m TRY THIS API (2 @ APIEnabled

OVERVIEW DOCUMENTATION SUPPORT RELATED PRODUCTS

Overview

With the Admin SDK API, Google Workspace account administrators can Additional details
view and manage resources like users and groups. You can also run reports
to audit usage within your account. Type: SaaS & APIs

Learn more @ Last updated: 2/6/23

Category: Google Enterprise APIs, Google Workspace

Service name: admin.googleapis.com

11. On the left panel, select APIs & Services and click Credentials to create the credentials for the
application.
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= Google Cloud ‘ 8+ Netsurion = ‘

1. Cloud overview > '
" . -

sm Products & solutions >

SINNED Welcome to the API Library.

_ L The API Library has documentation, links, and a smart st
API  APIs & Services >
Enabled APIs & services
B Billing Library Q, Search for APIs & Services
. Credentials
© 1AM & Admin >
QAuth consent screen \
r
p4 Marketplace Page usage agreements
[z} Compute Engine > Maps
@ Kubernetes Engine b
_ (& (igs
=z Cloud Storage >

12. In the next step, select the OAuth consent screen.

= oogle Clou * Netsurion search (/) for resources, docs, products, and more
= Google Cloud o Net S f focs, product |
API APIs & Services Edit app registration
»  Enabled APIs & services @ oOAuthconsentscreen — @) Scopes — € Summary
Ty Library
or  Credentials App information
i OAuth consent screen This shows in the consent screen, and helps end users know who you are and contact
you
=%  Page usage agreements
App name *
‘ NetsurionGW ‘

The name of the app asking for consent

User support email *
. - o -

For users to contact you with questions about their consent

App logo

This is your logo. It helps people recognize your app and is displayed on the OAuth
consent screen.

After you upload a logo, you will need to submit your app for verification unless the app
is configured for internal use only or has a publishing status of "Testing". Learn more [4

Logo file to upload BROWSE

Upload an image, not larger than 1MB on the consent screen that will help users
your app. Allc

20px by 120px for the best results

ecognize

13. Select the Application type as Internal.
14. Enter the Application name.
15. In the Scopes section, click Add Scope.
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16. Select the Admin SDK and search for the below keywords to add the scopes of Admin SDK.

e ./auth/admin.reports.audit.readonly and
e ./auth/admin.reports.usage.readonly

= Google Cloud l Search (/) for resources, docs, products, and more ] X Update selected scopes
API APIs & Services Edit app registration
| @  Oiv scopes for enabled APIs are lsted below. To add a missing scope to this screen, find and enable the
APl in the Google AP Library or use the Pasted Scopes text box below. Refresh the page to see any new
4+ Enabled APls & services & OAuthconsentscreen — @) Scopes — @ Summary APIs you enable from the Library.
i Library )
~ G Scopes express the permissions you request users to authorize for your = Filter S N googlespla = = == X @
app and allow your project to access specific types of private user data
OAuth from their Google Account. Learn more 2 API 4 Scope User-facing description
Admin SDK AP auth/admin reports usage readonly View usage reports for your G Suite domain
%o Pageusage agreements ADD OR REMOVE SCOPES
Manually add scopes
If the scopes you would like to add do not & scope should be on a
el , commas. Pleas ). When you are finished
TR T e ::vp :m mj:a)lrjwd by commas. Please p When you are finished
g Scope User-facing description
No rows to display 4
& Your sensitive scopes m
Sensitive scopes access to pr data.
= Google Cloud | % Netsurion + | | Search (/) e —
API APIs & Services Edit app registration
-
«»  Enabled APls & services @& oOaAuth consentscreen — @ Scopes — E) Summary

H Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more (4

O~ Credentials
He OAuth consent screen

= Page usage agreements ADD OR REMOVE SCOPES

Your non-sensitive scopes

APl Scope User-facing description

No rows to display

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data

APl 4 Scope User-facing description
Admin ...fauth/admin =w audit reports for your G ]
SDK API reports.audit Suite domain

readonly
Admin ...fauth/admin View usage reports for your G .
SDK API reports.usage Suite domain

readonly

17. On the Summary page, validate the provided details and click Save.

© Copyright Netsurion. All Rights Reserved. 9
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= Go gle Cloud 8* Netsurion ‘ | Search (/) for resources, docs, produ
API APIs & Services Edit app registration
¢+ Enabled APIs & services @& oAuthconsentscreen — @ Scopes — @) Summary
i Library
-  Credentials OAuth consent screen
2 OAuth consent screen
User type
=u  Page usage agreements Internal
App name
NetsurionGW

Support emai
I <

App logo
Not provided

Application homepage link

Not provided

Application privacy policy link

Not provided

Application terms of service link

Not provided

18. Once the OAuth consent screen details are saved, navigate to the Credentials menu to view the created
API details.

= Go gle Cloud ‘ 3* Netsurion v ‘ ‘ Search (/) for resources, docs, products, and more | Q Search | ﬁ' \g
HPI APIs & Services Credentials ~+ CREATE CREDENTIALS W DELETE &~ RESTORE DELETED CREDENTIALS
«+  Enabled APIs & services Create credentials to access your enabled APIs. Learn more (4
it Library
API Keys
Or  Credentials
[0 Name Creation date Resrictions
Y OAuth consent screen No API keys to display
Su Page usage agreements
OAuth 2.0 Client IDs
[0  Name Creation date ), Type Client ID
Wintegrator Web application 097-auur. .
Wi Web appl | L]
Service Accounts
[]  Email Name A
No service accounts to display

19. After the application credentials are created, click the project name to view the Client ID and Client
Secret as shown below.

© Copyright Netsurion. All Rights Reserved. 10
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= Google Cloud % Netsurion v Search (/) for resources, docs, products, and more ‘ Q search ﬁ' a ®

APL APIs & Services & Client ID for Web application W DELETE

<& Enabled APIs & services Additional information

~ Name *
i Library GWintegrator
O+  Credentials e s only used to identify the client in the i
Creation date April 24,2023 at 11:07.00 AM GMT+5
Ofuth consent screen
The domains of the URIs you add below will be automatically added to Client t
S Page usage agreements your OAuth consent screen as authorized domains (2. lent secrets

If you are in the process of changing client secrets, you can manually rotate them without downtime. Learn more

Authorized JavaScript origins @ Slent e I By
For use with requests from a browses Creation date April 24, 2023 at 11:07:00 AM GMT+5
Status @ Enabled
+ ADD URI

~+ ADD SECRET

Authorized redirect URIs @

For use with requests from a web serve

- URIsT*
http://localhost:5432

-+ ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect

20. Enter the redirect URI as http://localhost:5432.

21. Copy the Client ID, Client Secret, and the redirect URIs that will be used in Google Workspace
Integration.

3.2 Integrating Google Workspace with Netsurion Open XDR

1. Once the APl is configured, the following window will open once the user runs
Google_Workspace_Integrator.exe.

Note

1. By default, the configuration of organizations has been limited to five in the Google Workspace
integrator. The Add button will be disabled once the limit has been attained. The limit can be
increased or decreased by changing the digit value in the Limit.xml file present in the Config folder.

2. The usershouldloginto the Google Workspace account to validate the API credentials and provide
access to the requested permissions.

© Copyright Netsurion. All Rights Reserved. 11
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" Netsurion: Google Workspace Integrator

Help
Organization

Organization Name w|

Add

Client ID
Client Secrat L

Organization Name

Manager Name
Manager Port
Customer Group

Protocol Type: | TCP (Encrypted)

Cancel

2. Click Add to add a new organization, and the current integrator supports adding multiple organizations.

* Metsurion: Google Workspace Integrator

Help
Organization

Organization Mame [ v:

| A |

Chant 1D
Client Secret =

Organization Name

Manager Mame
Manager Port
Customer Group

Protocol Type: | TCP (Encrypted)

Cancel

3. Enter the Client ID, Client Secret, and Organization Name. Click Validate to validate the credentials.

© Copyright Netsurion. All Rights Reserved. 12
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" Netsurion: Google Workspace Integrator

Help

Organization

Organization Name | w

| Add |

AP Configuraticn
Crient 1D: | I - con |
Chent Secret: [
Organization Name |rv'='.=mn| Validate

MNetsurion Open XDR Configuration
[ ] Use sensor configuration

Manager Nama:

Manager Port: [0 )
Customer Group: |
Protocal Type: :_C P (Encrypted) w

|_Concel |

4. After validating, the user has to log in to the Google Workspace account to provide access as shown
below:

G Sign in with Google

Choose an account

to continue to NetsurionGW

] Signed out

(® Useanother account

© Copyright Netsurion. All Rights Reserved. 13
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G sign in with Google

NetsurionGW wants to access
your Google Account
O - o

This will allow NetsurionGW to:

® View audit reports for your G Suite domain @

®  View usage reports for your G Suite domain ®

Make sure you trust NetsurionGW

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See NetsurionGW's Privacy Policy and Terms of Service.

Cancel Allow

5. If the configuration is validated successfully, a success message ‘Google Workspace Credential validated

successfully’ will be displayed on the screen.

@ localhost:5432/?code=4/0AbURZ X <+

4 C O © localhost

Integrator got the authorization code. please close this windows.
Code: 4/0AbUR2VPsse:

Google Workspace Integrator

o.' Google Workspace credential validated successfully.

© Copyright Netsurion. All Rights Reserved. 14
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6. If the credentials are not validated successfully, the Google Workspace integrator window will not
respond as shown below:

'm Netsurion: Google Workspace Integrator (Not Responding)

Organization Name

— e [ ............................ —
oganization Nore: [ | I
on onfigul

r
Manager Name: |
Manager Port | =

=] |
| |

Now, the user needs to run Google_Workspace_Integrator.exe again to complete the process.
8. Open the Netsurion Google Workspace Integrator. Under the Netsurion Open XDR Configuration
section, either provide the Manager details to send the logs to a particular Netsurion Open XDR or use
the sensor configuration.
e Specify the Manager Name, Manager Port, Customer Group, and Protocol Type fields, and then
click Test Connection to validate the information.

-n
o
3
5
]
{
o
2
)
m

N

© Copyright Netsurion. All Rights Reserved. 15
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" Netsurion: Google Workspace Integrator

Help
Organizabon
Organization Name w
Add
Crint 10: = -
Chant Sacrat: [---r=rrrerrerresnrrarees. {n:_

Organization Name

Netsurion Open XDR Configuration
[ ] Use sensor configuration

Menager Name: [N - con

Manager Port: 14505 2
Customer Group: |Tcs| ]
Protocol Type: :_-:3 [Encrypted) v || Test Connection

[ Cancel

9. If the user wants to send logs to Netsurion Open XDR sensor, then select the Use sensor configuration

checkbox.
" Metsurion: Google Workspace Integrator

Help
Organization

Organization Name | v |

Add

Crient D: | - -

Client Secrat: | )

{]rganlzauun Mame

Netsurion Open XDR Configuration

'¥| Use sensor configuration o
Manager Name:
Manager Port: =
Customer Group
Protocol Type: | TCP (Encrypted)
| Cancel - | Save

10. If the connection is validated successfully, a success message ‘Integrator is connected with Netsurion
Open XDR manager successfully’ will be displayed on the screen.

© Copyright Netsurion. All Rights Reserved. 16
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Information #

Integrator is connected with Netsurion Open XDR manager
successiully.

11. After validating the APl and Manager successfully, click Save to save the Google Workspace configuration.

* Netsurion: Google Workspace Integrator

Help
QOrganization

Organization Name v:

Add

Client ID: | <~

Clignt Secraf; |~ (&

Organization Mame

MNetsurion Open XDR Configuration
[+] Use sensor configuration J

Manager Name

£

Manager Port: %
Customer Group:

Protocol Type: | TCP (Encrypted)

I Cancel | Save

12. Upon successful completion, a success message appears as shown below:

Google Workspace Integrator X

0? Google Workspace configuration successfully saved.

© Copyright Netsurion. All Rights Reserved. 17
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4 Data Source Integration (DSI) in Netsurion Open XDR

After the logs are received by Netsurion Open XDR, configure the Data Source Integrations in Netsurion Open
XDR.

The Data Source Integration package contains the following DSI assets for Google Workspace.
=  Categories_Google Workspace.iscat
= Alerts_Google Workspace.isalt
= Reports_Google Workspace.etcrx
=  KO_Google Workspace.etko

= Dashboards_Google Workspace.etwd

Note

Refer to the DSI Configuration guide for the procedures to configure the above DSl assets in Netsurion Open
XDR.

The following are the key assets available in this Data Source Integration.

4.1 Alerts

Name Description

Generated when a suspicious login activity has been

le Work : icious logi )
Google Workspace: Suspicious login detected in the Google Workspace account.

Generated when a login failure activity has been detected

Google Work : Login fail .
oogle ¥Workspace: Login fafiure in the Google Workspace account.

4.2 Reports

Name Description

Provides details of all login events that have happened in

Google Work - Login activiti
oogle ¥Workspace - Login activities the Google Workspace account.

Provides details of token activities like token generation for

Google Workspace - Token logs - .
& P g a user, validation, etc. in the Google Workspace account.

Provides details of all the events that have occurred over

Google Workspace - Mobile activities mobile in the Google Workspace account.

Provides details of all the admin events that have occurred

Google Workspace - Admin activities in the Google Workspace account.

© Copyright Netsurion. All Rights Reserved. 18
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4.3 Dashboards

Name

Google Workspace - Suspicious login by
geolocation

Google Workspace - Auth token usage by
username

Google Workspace - Login activities

Google Workspace - Admin activities by
username

4.4 Saved Searches

Name

Google Workspace - Admin activities

Google Workspace - Login activities

Google Workspace - Mobile activities

Google Workspace - Token logs

© Copyright Netsurion. All Rights Reserved.

Description

Displays data of all the suspicious logins by the user’s geo-
location.

Displays multiple types of auth token methods used by
username.

Displays data about login activities of all the users in the
Google Workspace account.

Displays data of all the admin activities of users in the
Google Workspace account.

Description

Provides details of all admin events that have occurred in
the Google Workspace account.

Provides details of all login events that have happened in
the Google Workspace account.

Provides details of all the events that have occurred over
mobile in the Google Workspace account.

Provides details of token activities like token generation for
a user, validation, etc. in the Google Workspace account.
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our Open XDR platform with your
existing security investments and technology stack, easily scaling to fit your business needs. Netsurion's 24x7 SOC
operates as your trusted cybersecurity partner, working closely with your IT team to strengthen your cybersecurity
posture. Our solution delivers managed threat protection so you can confidently focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is a leader in
Managed Detection & Response (MXDR). Learn more at www.netsurion.com.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

Use the form to submit your technical support tickets. Or reach us directly at 1 (877) 333-1433

Managed XDR Enterprise Customers SOC@Netsurion.com

Managed XDR Enterprise MSPs SOC-MSP@Netsurion.com
Managed XDR Essentials Essentials@Netsurion.com
Software-Only Customers Software-Support@Netsurion.com

https://www.netsurion.com/support
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