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How to- Upgrade EventTracker Agent using EtaDataDispatcher Utility

Abstract

The purpose of this document is to help users to deploy the EventTracker agent updates in silent
mode using EtaDataDispatcher Utility.

Target Audience
This guide is helpful for users who wish to deploy EventTracker agent updates for v8.1/8.2.

The information contained in this document represents the current view of Prism Microsystems,
Inc. on the issues discussed as of the date of publication. Because Prism Microsystems, Inc. must
respond to changing market conditions, it should not be interpreted to be a commitment on the
part of Prism Microsystems, Inc. and Prism Microsystems, Inc. cannot guarantee the accuracy of
any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems, Inc. MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this Guide may be freely distributed without permission from Prism, as
long as its content is unaltered, nothing is added to the content and credit to Prism is provided.

Prism Microsystems, Inc. may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, Inc. the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2016 Prism Microsystems, Inc. All rights reserved.

The names of actual companies and products mentioned herein may be the trademarks of their
respective owners.
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Process to be followed after applying the
Update in the Manager Console

Upgrade the EventTracker Agent Update using
EtaDataDispatcher.exe utility.

Pre-requisite: To run EtaDataDispatcher Utility, in the Agent system, Remedial Actions should be
enabled, before applying the update. The user can use this dispatcher utility to deploy Agent updates

from ET8XUAXX-XXX onwards.

NOTE: For 8.2 user(s), it's not required to enable the Remedial actions, if the customer has applied the

Service Pack 2 (Update-ET82U17-064).

e Select the EtaDataDispatcher.exe utility kept in the \\install directory\Prism

Microsystems\EventTracker\Agent.

e Right-click and select 'Run as administrator”.

e _|Of =
g( :';v | = Program Files (x86) = Prism Microsystems = EventTracker = Agent = - lml I Search Agent 'L‘J
Orgarize ¥ Open  Mew folder = ~ [ ﬂ
- E i hame ~ Date modified | Type Size ILI
- avortes = IETIC ST gt e, T = Pu]u AR Y bu i iy [u ]l o | AUETCIUUTT EALETTSIONT IF5RD
Deskt :
B Desktop 2] Data Encryption.di 12/30{2015 12:47 PM Application extension 82 KB
4 Downloads
: Databispatcher 630/2016 10:49 A Text Document Z KB
= Recent Places -
" DBEPopulation 1213002015 12:45 PM  Application 45 KB
- Libraries K etaconfig 51172016 9137 AM Application 2,085 KB
| Documents || etaconfig,exe.manif est 12/30/2015 12:47 P MANIFEST Fil= 3KB
@' Music i | etaconfig 6/29/2016 3:40 PM Configuration settings S5 KB
=/ Pictures ataDispatcher S {30f201C 12 AT DI aoplication
B Videos ) Bk, E.dl Open licati tensi 1,360 KB
'ii etagent. Cadesign plication extension ,
18] Computer B etagent I:a!: LT a8 cemimiskatar lication 419 KB
S| stagent. e, 2956 Traubleshaot compatibility  &sh Dump File 96,103 KB
€l Network 5] etagent.exe, 3924 [ Edit with Motepad-++ L<h Dump File 117,471 KB
- Pir te Taskbar )
=2 etagent. exe, 5356 Pin to Start Menu 5sh Dump File 133,116 KB
-] .
=:Z) ekagent.exe, 5560 Esh Dunp File 131,394 KB
= 2k Unlacker !
| etalog t Document 326 KB
Rest i i
| etalogsvr F5L0NE Previous versions t Docurnent 3,669 KB
5. EraUsBController Send to * |plication 107 KE
5. EtalISEController_x64 Cut plication 122 KB
(%) ETCheckPaoint,dil Copy plication extension 2,084 KB
% Etvmagent.di Create shortout plication extension 36 KB LI
1y Delete
EtaDataDispatcher Dake modified: 1203002015 12:47 PM 3 ﬂ'!, Rename
application Size: 791 KE -
Properties
Figure: 1
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e Select the checkbox for the option ‘Send Execute Script” and browse the 'ET8XUAXX-
XXX.bat'file from the \\install directory\Prism

Microsystems\EventTracker\Remotelnstaller\Script.

e Browse the agent update 'ET8XUAXX-XXX.exe ‘which needs to be run at the Agent system, in
the 'Send Script Data" option.

¥ EventTracker Data Dispatcher M= B

The current zettings can be distibuted and applied to specified agents across the enterprize. Select the Agents where you
would like to apply thiz configuration and select ‘Apply’.'Script’ folder will hold the executables or Scrpt files and 'Script data’
containg files which are uzed by zonipt files those are prezent in 'Execute Script’ folder.

— Actions
™ Send Script | Browsze |
¥ Send Script Data IE:HLIsers'x:'.::'.::'.:'JHDesktu:up"uETB1 UATE-02_ exe Browse

¥ Send Execute Script IE:'xLlsers"-.:'.::'.::'.ia'xDesktDp'xETB'I JAa16-00 bat

— Select Systemsz

Groups Select Group j

Sygtems: Lizt of Selected Systems:

&dd-

Add &l

<- Remove

<<Remove All

fit

Apply | Cloze |

e Select the Group from the dropdown list and choose the target system to which you wish to
deploy the agents.

Figure: 2
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¥ EventTracker Data Dispatcher [_ [}

The current zettings can be distributed and applied to specified agents across the enterprize. Select the Agents where pou
would like to apply this configuration and select ‘Apply’."Script’ folder will hold the executables or Script files and "Script data’
containg files which are used by zoript files thoge are pregent in 'Execute Script’ folder,

— Actions
™ Serd Script | Browsze |
W Send Script Data IE:"sLlsers'x:'.::'.::'.:':'xD esktophETETUATE-D | exe Browsze |
¥ Send Execute Script IE:'xLlsers'x:;.':'.:.:'.:.':.'xDesktu:up'xETB'I Ja16-0; .bat Browsze |

— Select Systems

Groups ITDDNS v|

Syztems: Lizt af Selected Systems:
PHPL-TEST4 FCLOOMN-I
PHPL-TESTLABZ R152vM1

R154-4M1

&dd-

Add All >

<- Remove

<<Remove Al

1

Apply | Cloze |

Figure: 3

e Select the systems and click the Add button, to add it to the List of selected systems box. This
is shown in the figure above.

e Click the Apply button for applying the changes.

The below message gets displayed.
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EventTracker DataDispatcher >

All settings applied to Selected Agents

0K

Figure: 4
e C(lick OK.
**IMPORTANT

» The Send Script (if selected), Send Script Data and Send Execute Script in the Action pane get
retained.

» The Systems within the group selected also get retained in the Systems pane.
» The Systems selected on List of Selected Systems pane will not be retained.

This is shown in the figure below:

EventTracker j 6
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% EventTracker Data Dispatcher M=

The current zettings can be distributed and applied to specified agentz acrozs the enterprize. Select the Agents where pou
would like to apply thiz configuration and select ‘Apply’."Script’ folder will kold the esecutables or Scpt files and 'Script data’
containg files which are uzed by script files those are present in 'Execute Script’ folder.

— Actions
[T Send Secript | Browse |
¥ Send Script Data IE:'\.LI gershiunznlzhDesklop ETETUATE-0" exe Browze |
V¥ Send Evecute Script IE:"-.LI gershaunanashDeskiophET31UATE-0;  bat Browse |

— Select Syztems

Groups  [TOONS |
Systems; Lizt of Selected Systems:
PHPL-TEST4
PHPL-TESTLABZ
MCLOOM-
R153vk1
R154-4041 Py
- >
Add All =
<- Remove
<<Remowve All
Apply | Cloze |
Figure: 5

NOTE: The above mentioned Ul changes will be available only after the user applies the Update:
ET81U16-031 (v8.1) and ET82U16-020 (v8.2).
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Steps to verify the deployment status in
the Manager console

e Selected files will be copied to the Agent\Config folder with the respective system, user and
domain name. ( CASPER@Karen@TOONS)

e To confirm whether the files were transferred to the targeted agent systems, go to the
\\install directory\Prism Microsystems\EventTracker\Agent\Config and check the folders:
'ExecuteScript” and ‘ScriptData”. The respective folders should be empty.

e |If the selected scripts and executables are still in the folder, the agent might be down or not
reachable.

=N NoR =<

@vvl WC:Program Files (86)\Prism MicroSystems\EventTracker\VAgent\Config\CASPER@rakesh@TOONS | 43| [ Search cas... o]

Organize » Include in library = Share with = Burn New folder =~ O IZE]
=

- Favori Name Date modified Type Size File version

[ Favorites i

Bl Desktop | ExecuteScript

& Downloads . SecriptData

/4/2016 7:05 PM File folder
/4/2016 7:05 PM File folder

P P

= Recent Places

| Photo Stream

- Libraries
3 Documents
rJ“- Music
| Pictures

Subversion

E Videos

M Computer
£, Local Disk (C:)
—a Development (E:)
—u Software (F:)
—a New Velume (G:)
% subbu (WLOUIE) (Z:)

ﬁ_‘ Metwork

2 items

Figure: 6
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Steps to verify the upgrade status in the
Remote Agent system

o Traverse to \\install directory\Prism Microsystems\EventTracker\Agent\ExecuteScript and
verify whether the files are copied in the agent system as shown below.

The batch file will be present in the folder \\install directory\Prism
Microsystems\EventTracker\Agent\ExecuteScript

I8 L= ExecuteScript

¢ Favorites

B Desktep % ETRIUATE-0
& Dewnloads

Date maodrfied lype Maze

i Recent places

Figure: 7

The executable file will be present in \\install directory\Prism
Microsystems\EventTracker\Agent\ScriptData.

848 | Bl ScriptData
m Home Share View

‘ - 1

" Faworites Date modified Type Size
B Desktop Y ETsvaisD /2016 755 PM

& Downloads

Figure:8

e Also the 'PatchBackupDir” folder gets created.

e The 'UpdateUtility-Log.txt"” under \\install directory\Prism
Microsystems\EventTracker\Agent will have the update install state detail as shown below:

EventTracker *j
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pdateUtility-Log({1).kxt - Motepad

File Edit Format Wiew Help

=10 x|

72772016 6:48:44 PM Log File written by updateutility
update ApE1ying : ETBLUALG K

EventTracker Update utility 5uccessfu11¥ installed update
ETEBlUAl6->x>x. Please ensure that the affected modules are
working fine and the update resolved your problem.

In case if the issue still persists, please contact
support8eEventTracker. com

[

Figure:9

e On successful Update execution ‘etalog.txt” present in the agent directory will contain the

detail of the execution status.

B
Fie Edt Format View Help
EVTFile_| Ec2 cab to VMESX3-vM2 manager agent for DLA processing. ;l
07/27/16 1 4] [TRACKNEWPROCESS] Line 461::EtaProcessNwiraceTcPThread() started. Thread 1p: 2132.
07/27/16 1. SYSMON] Line 87 service RemoteRegistry is stopped and has been reported.
07/27/16 1 SYSMON] Line sysInfoTrap.szsysName=R153vM2, gszsystemDispName=R1S3IvM2
07/27/16 1. SYSMON] Line 8 service aeLookupsvc is stopped and has been reported.
07/27/16 18 SYSMON] Line 393:: sysInfoTrap.szsSysMame=R1S3VM2, gszSystemDispName=R153vM2
07/27/16 18 VBETAGENT] Line 3541::Gett1ng or setting config for system: RLS3vM2
07/27/16 18 ETAGENT] Line 335299::recv() Tailed. Client:192.168.1.177, sock:1876, count:-1, rxlen:0, Error:10054
07/27/16 1 ETAREMGR] Line 262::Socket disconnected from VMESX3-VM2, WSAGetLastError() 131.
07/27/16 1. SYSMON] Line 393: ysInfoTrap.szSysName=R153vM2, gszsystemD‘lspName R1S3VM2
07/27/16 1 ETAREMGR] Line 182::Connected to VMESX3-vM2 for Remedial Action on Port: 14593
07/27/16 z20115y: H = = i
w#%* This Tog statement was written by D:\Program Files (x86)\MSI\EventTracker\Agent\ExecuteScript\ETBIlUALG6-)OK.bat wwwwwamnwwwwanw?
Script Execute Path is:D:\Program Files (xBﬁ)\HSI{EVEntTracker\ngent\ExecuteScﬂpt\
ngent working d"lr'ectur'¥ is: pINProgram Files (xB86)\MsSI\EventTrackeri\agent
agent scriptbata Path is: D: \Prngram Files (xSG)\HSI\EVentTraCkEr\AgEnt\SCr1ptData
Executing the ETBlUAL6-XXX.exe with /quiet mode
U7/ 27710 I8 A8 A4  [ETHGENT] L8 332557 SIgNdTel (0 STOP EVENTITacker uggm
07/27/16 18 144 TRACKNEWPROCESS] Line 2371::EtaProcessTracethread stngp
07/27/16 18 ETAGENT] Line 30740 : completed the task cnm1nﬁ out of LFM Thread.
07/27/16 18 45] [ETAGENT] Line 3059: "EventTracker Agent main thread is stopping.
07/27/16 L 5] [VISTAEVTLOG] Line 386:: w1nEvtLoEUnsubscr1be() called.
07/27/16 1 5] [VISTAEVTLOG] Line 900::Event Subscription Closed.
07/27/16 1 5] [ETAGENT] Line 3131::Monitor cdbrive thread stoppe
07¢2?¢16 1 5] [TRACKNEWPROCESS] Line 567: EtaPrucesst’rraceTCPThread() stopped. Thread ID: 2132. ExitCode: 0.
07/27/16 1R iz
07/27/16 18: ETAGENT] Line 36951::Script execution success for Manager <VMESX3-VMZ2>.
VT /LT I0 T ETHGENT | T ITE S TS0 T SO TP T EXECHC IO T ead S Topped:
07/27/16 18 ETAGENT] Line 3220::Process creation tracking tﬁread stopped.
07/27/16 1 ETAGENT] Line 3288::etastartLogrFilemonitorThread stopped.
07/27/16 1 ETAGENT] Line 3288::etastartpProcessFilteredevtrFileThread stopped.
07/27/16 1 ETAGENT] Line 328B::etastartpLArFiletransferthread sto
07/27/16 1. ETAGENT] Line 3288::EtastartpLABackLogrileTransferThread stnpped |
07/27/16 1 ETAGENT] Line 3288::AgentLogBackupThread stopped.
07/27/16 1 ETAGENT] Line 3288::aAgentRemedialactionthread stopped.
07/27/16 1. ETAGENT] Line 3300::eventTracker agent stopped monitoring.
07/27/16 18 ETAGENT] Line 3306::rRelease All memory allocated for LFM.
07/27/16 18 ETAGENT] Line 3348::Flushing 1 offline events.
07/27/16 18 ETAGENT] Line 3401::Flushing 3 online events.
07/27/16 18 ETAGENT] Line 3498::%*** Closed successfully =¥«
eleting the "D:\Program Files (xEG)\HSI\EvEntTracker\Agent\ExEcuteScr‘l T\ETBLUALG6-XXX. bat” Tile
"wunuwwanwwwwuus gnd of the 1o Pro a B86)\MSI\EventTrackaria it Exe(utescm TNETBLUALE O, bat wwwwuwwwwanwww™
07727716 18 Tng 15 a Agen
07/27/16 1 ETAGENT, wwwwuEuwuwsu pAgant Version: 8.1 — Build § wwwwswwwswww
07/27/16 1 ETAGENT w#x% pile version: [8.1.2.6] Product version: [8.1.0.0] #%%%
07/27/16 1 ETAGENT SNM is disabled.
07/27/16 1. ETAGENT] Line 1763 LFM enabled. Going to load log parser comp.
07/27/16 1. ETAGENT] Line 1787:: successfully loaded 1o parser component.
07/27/16 18 ETAGENT] Line 1809:: successfully called 1dispatch.
07/27/16 18 ETAGENT] Line 1851::Initializing all event mun1tur1ng classes.
07/27/16 18: ETAGENT] Line 1895::Sys Health Log started. Ll

Figure: 10

‘All" and 'Custom” option in EventTracker Data
Dispatcher

Only forv8.2

After applying the Update-ET82U17-064, the EventTracker Data Dispatcher window gets updated
with a new options like 'All” and 'Custom” under select System pane. When the 'All* option is

EventTracker j
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selected, all the systems will get listed. For ‘Custom” option, the user can create his/her customized
list of systems in .txt format and can browse the file. A figure is shown below:

¥J EventTracker Data Dispatcher o ] |

The current settings can be distibuted and applied to specified agents across the enterprize. Select the Agents where you
wauld lke to apply thiz configuration and select Apph’'Seript’ falder will hold the executables or Script fles and 'S cript data’
containz fles which are uzed by script files thoze are present in ‘Execute Script’ folder.

 Actiots

™ Send Seript | Browse |
" Send Sciipt Data I Browsze |

[ Send Execute Script I Browse |

— Select Systems

‘works on the system, which are listed in a plain text file. Please select a text file containing system names(One system per line).

Al
" Groups  |Select Group |

 Custom [CA0sersh . —. _a\Desklophit

Systems:
R153vM1
TESTA
TEST-2

List of Selected Spstems:

Add- >

Add Al s>

<- Remove

<<Remove Al

d1a.

Clear All

Apply | Close |

Figure: 11

Silent ETDataDispatcher upgrading process after
applying the Update: ET82U17-064 (For v8.2)

e Forsilentinstallation, the user will first have to create an xml file with the tag patterns shown
below:

<EtabatalispatcherParams>
<3criptr</Scriptr
<3cripthatar</S3cripthatasr
<Executedcriptr</Executelcripts
CAyatemar</ Svatemar

</EtalatalispatcherFParamss>

[ T Y "R 0 N T

Figure: 12

e Now, copy the location path and the file name for the respective tags.

EventTracker j »
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For example:

<Script>C:\Users\Karen\Desktop\silent\silent.ps1</Script>
Similarly,

1. For the ScriptData tag, provide the full path along with the script file name.
2. For ExecuteScript tag, provide the full path along with the exe name.
3. And for the Systems tag, enter the systems name separated by semi-colon (; ).

Note: All the following tags "Script”, "ScriptData", "ExecuteScript” and "Systems" accept values separated by
semicolon.

An example is shown below:

1 <EtalatalispatcherParams:>

Z <ScriptrC:hUsersh KEaren' Desktophsilenthsilent.psl</Scripts

] <ZcripthacasrC:\Users\Karen\Desktopi\silent\ET82UA17-056 .bat</3criptDatas

4 <Executedcript>C:\Usersi\Karen\Desktopisilent\ET82UA17-056.eXe</Executelcript>
5 <Zystems>rilsdyml ;test-1</3ystems>

&l </EtabatalispatcherParams:

Figure: 13
e After entering the values, save the xml file.
For silent installation through command prompt,
e Opencmd.
e Redirect control to path where EtaDataDispatcher.exe is located.
For example:

...install directory\EventTracker\Agent

e Type 'EtaDataDispatcher.exe” followed by the path where you have saved the xml file in the given
format:

'C:\Users\Karen\Desktop\silent\Param1.xml"

The figure is shown below:

EventTracker j
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| Administrator ystem32\cmd.exe

Microsoft Windows [Uersion 6.1.76H11
Copyright <(c> 28@? Microsoft Corporation. All rights reserved.

C:UWindowsssystem32 Jedn
C:n>ed C:nProgram Files (xB6>“\Prism Microsystems“EventTracker-Agent

C:~Program Files (xB6>“\Prism chPl:l.,y.,tem.,\EuentTPacker\ﬂgent)"EtaDataDlopatcheP
exe" "CixlsersiCu 2-\Desktophnsilents\Paraml .xml"

Figure: 14
It will fetch the tag values mentioned in the xml format and copy it accordingly.

Once it gets completed, you can verify it in the mentioned path: ....Install directory\Prism
Microsystems\EventTracker\Agent\Config folder.

Computer = Local Disk (C:)| = |Program Files (x36) - Prism Microsystems = EventTracker = Agent = Config = rls3vml@karen@ioons =

lude in library = Share with = MNew folder

Mame ~ Date modified Tvpe Size
Executescript 313112017 5:22 PM File Folder
Scripk 313112017 5:22 PM File Folder
== ScriptData 3/31/2017 5:22 FM File Folder
wid Files
Figure: 15

e After the installation is completed, the following Event ID gets generated in the Manager console.
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