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Removable Media Device Monitoring

This document will help you to enable the removable device monitoring feature in EventTracker v9.x and
explains the procedure of monitoring the activities of the various removable media.

Monitoring when users are attaching external/removable devices (USB, CDs, DVDs) to your systems is an
essential component of regulatory requirements and IT best practices. With the introduction of newer
portable devices, the security needs of protecting the integrity and confidential data have been changed. An
increasing need for portable access to the data has also increased the risk of sensitive or confidential data
exposure. Whatever data you are protecting, you need to protect from insider misuse. Therefore, to monitor
removable media device activities has become one of the most important compliance factors for the
enterprise. EventTracker’s advanced removable media monitoring feature protects and monitors system(s)
from illegal access or data theft. It delivers essential threat detection and compliance capabilities to detect
suspicious or malicious activity before any data loss. EventTracker helps the user(s) to disable the
unauthorized access to the machine and allows the connection of the trusted device.

Administrators who are assigned the task to monitor and manage events using EventTracker.
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The information contained in this document represents the current view of Netsurion on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1.0verview

The USB and removable media are a vital part of any enterprise for data transfer. They have many forms as
flash memory drives, cell phones, cameras, and PDAs that can serve as storage devices. These portable
devices are convenient for the transfer and storage of large data with or without network access and quickly
too. However, with these advantages, it has some security vulnerabilities. In the modern-day enterprise, USB
data transfer is the simplest way of data theft. The chances of data leakage, creation of duplicate documents
and illegal data transfer, etc have also increased.

As a SIEM solution, EventTracker not only can monitor the USB or removable media device communications,
but it also can identify the trusted USB and other devices. You can define the unique identifier number of the
USB so that the device will not be disabled upon insertion, and can access the information from the system.

2.EventTracker Monitoring Features

EventTracker will log every activity of the USB or other removable media devices
like a plug-in, plug-out, or data transfer, etc. A complete audit trail that consists of
the user, device type, serial number, time and all the file activities are captured
and sent as an event to the EventTracker Console for processing.

Every time a USB is inserted, the EventTracker agent looks at the USB exception list, and if there is no
violation of policy, permits access to the device, while logging the insert activity. If a violation of policy is
detected, access is prevented, and the violation is immediately sent to the EventTracker Console. At this
point, if access is permitted, EventTracker also begins to monitor all the
activities on the device, and every file that is written to or deleted from the //
device is recorded.

EventTracker can restrict access to all the USB Devices on a system and can
exempt the specified USB devices from monitoring which are added in the
USB Exception list.
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EventTracker can disable the USB or other removable media device upon insertion, and thus safeguards
the network from viruses and Trojans.

For security and compliance purposes, EventTracker logs the USB communication in detail as incidents.

Event Properties

Event |

Date: 111120011 Source: EventTracker +
Time: 54001 P Category: Disk

Type: Information  Ewent [0 3243
User: TOOMNS sonal
Computer: MCLOOM

Description:

Detected new diive <F:> -~
Yolume Label: PMNPL4
Yolume Serial Mo: 2186692866
Yolurme 1D W2 olume{116f4852-Fa5d-11e0-ab24-
001 BB Foc?is
Type: Removable
File Syster: FAT
Device [D: USBYWID_058F&PID_B3374<6G7IFL
Metwork Yolume: Mo
Descrption: Change affects physical device or diive.

||

0K ] [ Cancel

Figure 1

In EventTracker, user can configure alerts to receive the notification upon removable media activities.

Example: EventTracker: USB device disabled, Media Insert alert etc.
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Lol et T sy [ L [ e ]

Figure 2

EventTracker has a provision to configure the reports to analyze the removable media device activities.
These reports are helpful to find unauthorized access to the systems. To configure the USB device report,
open EventTracker >> Click Operations menu >> Click Reports tab >> In the Report Tree, click USB Device

Report node.
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Reports Wizard - Selection

Select Category/Reports to Configure

Report Type: () On Demand () Queued @ Scheduled () Defined

Security Operations Compliance Flex reports Alphabetical Favorites

e TSI LA LILHT s L

- [E] 175 ACS Metrics Report
trE Log on/off Activity
trB Metflow Report

trB Metweork Traffic

i @ Passwiord Reset Repart
TJB Performance

tJB Printer Usage

[ RsA SecurlD report

""" @ Service Downtime

TJB Software Maintenance
+JE StatusTracker Resource Summary
""" @ System shutdown

----- (E] usB Device Disabled Report
B® A=1 | J<E Device Report

(E] usB Device Report Detail

------ (E] usB Device Report Summary

E User Activity

Figure 3

3. Implementing Removable Media Monitoring Feature

1. When a USB device is plugged in or a media is inserted to the CD/DVD drive, Windows sends media
insertion notification with the drive letter/name to the EventTracker Windows Agent.

2. Upon receiving the notification, EventTracker Windows Agent launches USBTracker.exe with drive
details. USBTracker.exe is an EventTracker utility that monitors removable media file changes

activities.
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3. USBTracker.exe generates event 3239 and starts monitoring all activities (files
added/modified/deleted/copied) that happen on the removable media.

4. When the USB device is unplugged or media is ejected, Windows sends a media removal notification
to the USBTracker.exe.

5. Upon receiving the notification, USBTracker.exe stops monitoring and generates event 3240 with
details on all activities and exits.

NOTE:

This feature is supported for Windows only and requires EventTracker Agent to be installed and
configured.

Windows has a built-in CD recorder feature that lets you drag and drop files using Windows Explorer to
write files to a CD. Before burning the CD, Windows buffers the files in the ‘staging area’. The staging area
is a hidden folder that is wusually "Drive_letter:\Documents and Settings\Username\Local
Settings\Application Data\Microsoft\CD Burning ".

By monitoring the staging area for the list of files being queued up for writing, you can unravel rather a
disquieting puzzle who? when? and what?

Windows copies the files copied from CD-ROM (CTRL + C or mouse right-click) to the clipboard. By
monitoring the clipboard, you can keep tabs on the file copy activity.

Click the Admin drop-down list and then click the Windows Agent Config.
Select the system from the Select system drop-down list.
Click the System Monitor tab.
Report insert/remove checkbox is selected by default. Leave as it is.
4. Select the Record activity checkbox under USB and Other Device Changes.
This enables monitoring of all removable media (USB, CD-R, CD-RW, and DVD) on the managed

system.
5. Click Save.
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ka EventTracker Agent Configuration *
File Help

Select Systems
|ETTVMBLF|22D'I G-4 ﬂ Agent based sypstem

B |

Manager destinations:
|E TTYMBLR 220164

Log Backup ] Perfarmance ] Metwaork Connections ]
Laogfile Manitor ] File Tranzfer ] spzlog FTP zerver ] Suzpicious Activity ]
Managers ] Ewent Filtkers ~ Systern Manitor ] Maritor Processes | Services

Set performance threshalds for CPU, Memory and Disk space usage. Monitor
device changes such as media or USE inzertion and removwal. Ain event iz
generated when the condition iz zatisfied. To stop monitoring, unselect that

parameter.
Ferfarmance:
[¥ CPU Perfomance [%) : ’@
[¥ Mernary Uszage (3] 90 -
[¥ Dizk Space: ™ Used more than [Z]: |50

Advanced {* Freeless than MB):  [5120

UISE and other Device Changes:
[v Report inzert/remove

[ Dizable USE Devices

o
-
~

Figure 4

e This option will report the device detected and device removal of Event ids 3228 and 3229 for
USB/Pen drive/External CDs, DVDs.

NOTE: It will not report device detected and removal for mobile devices/External hard
disk/Keyboard/Mouse.

Enabling this option will record add/modify/delete activity from hard disk to external devices. Event
id 3240 will be generated. Supported Devices: Pen Drives and CDs, DVDs.
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USE and other Device Changes:
W Beport insert/remove
[~ Disable USE Devices IlF Recoed aclivy I

g K
i ;
«

[ Sane I Close

Figure 5

NOTE: It will not record activity for External CDs, DVDs, and mobile devices.

There are sub-options under this option, namely,
a. Mass Storage Devices
b. All Devices
c. All devices ( Except Human Interface devices Class )

ISH mnd oiher Device Changes
W Bepoil naeitiemve
& Disable USE Densces FF Recoed sctiety

¥ Mazs Shorage Deacas
A8 Davvicns
Al Dewces [Except Humasn Irteslace Devices Class)

Save Clos= |

Figure 6

ISH Emcepion List

a. Mass Storage Devices
It will disable Pen Drive/External CDs, DVDs/Hard disks and Mobile devices (having Flash Drives
and which does not have SD cards), connected as USB storage. For example: Non- Android
Mobiles such as sm-b310e and Android mobiles of earlier versions such as 2.0 series.

b. All Devices
It will disable Pen drive/External CDs, DVDs/Mouse/USB Head Phones/ USB External CDs, DVDs
except Keyboard.

c. All Devices ( Except Human Interface Devices Class)
All devices such as Pen drive/External CDs, DVDs/Mouse/USB Head Phones/ USB External CDs,
DVDs will be displayed except Human Interface Devices (HIDs) which includes Keyboard,
Mouse, Joystick and Numeric Keypad.
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4. Exempt Authorized USB Drives

This option helps you restrict users to use only authorized USB devices.

1. Click the USB Exception List. EventTracker enables this button only when you select the Disable USB
devices check box.

EventTracker displays the USB Exception List pop-up window.

The USB Exception list is parted into two sections:

It will work for the devices which have volume level such as the Pen Drive.

1. Select an appropriate Format option.
. Type the serial number in the Enter USB Serial number field.
3. Click Add.
EventTracker adds the newly entered Volume serial number in the exception list.

Ed USB Exception List bt

USE Serial Mumbers [Decimal/Hesadecimal format)

USE devices with fallowing wolume serial numbers will not be dizabled when inzerted.

123154545456 [0 1 CACS53B 20

Farmat
f Dec { He=

Enter USE Yolurme Serial Mo : |

Edit | Bemove

Dewvice identifiers[Device id/Hardware id/Clasz GUID]

USE devices with fallowing Device identifiers or Hardware identifiers ar Class GUID wil
not be dizabled when inserted.

Enter USE identifiers : |

fidd | | |

LCancel | Save & Cloze |

Figure 7

1. Verify if the USB device is inserted properly on the system.
2. Open My Computer and note the drive letter for the USB device.
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3. Open the command prompt and change to the USB drive by typing <drive letter>.
4. Type "dir” to see the directory listing.

L st | S -

F:sdix
Uplume in drive F_ is PHPL4
Uolume Serial Humber is DEEF—?5EB

Figure 8
5. Note down the volume serial number shown in the ‘Hexadecimal’ format.

6. Inthe USB Exception list window, enter this serial number in Enter USB Volume Serial number
text box.

7. Click the Hex option.

8. Click the Add button to add the serial number.

The output will be below.

i USE Exception List |
USE Serial Mumbers [Decimal/Hexadecimal farmat)

JSE devices with following walume serial numbers will not be dizabled when inzerted.

| 2186692866 [0 XB2564300 |

Format
" Dec f{« Hex

Enter USE Volume Senial Mo |

Device identifiers[Device id/Hardware id/Class GUID)

USB devices with following Device identifiers or Hardware identifiers or Class GUID will
not be dizabled when ingerted.

Enter USE identifiers : |

| _so | o |

Cancel | Save & Close |

Figure 9
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NOTE:

e In the command prompt, the volume serial number will always be in the ‘Hexadecimal’ format.
You can convert it into a ‘Decimal’ format if required.
e It works only for Pen drive and no other Mass storage devices.

You can convert the USB serial number from Hexadecimal to Decimal format, and vice versa.

1. Enter the USB serial format in USB Volume Serial No field.

USE Serial Mumbers [Decimal/Hexadecimal farmat)

ISE devices with following volume zerial numbers will ot be dizabled when inzerted.

Farrnat
" Dec ™+ Hex

Enter USE Yolume Serial Mo |DEEFE|5EB

Add ‘

Figure 10
2. To convert the number in decimal format, click the Dec option.

Format
* Dec 1 Hex

Enter USE Yolume Serial No : [35395601 34

Add |

Figure 11
EventTracker automatically converts the number from Hexadecimal to Decimal.
3. To convert the number again in hexadecimal format, click the Hex option.
NOTE: EventTracker will not allow you to enter an invalid number (containing alphabet or signs) when the

decimal (Dec) option is selected.

The USB devices with the Device Identifiers- Device id/Hardware id/ Class GUID will not be disabled
when inserted.
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a) Device id: It differs for all devices.
For adding Device id to the exception list:

1. Right click on Computer, select Manage.

GetFoldersize

Manage

TortomeSVN

Map network drve...

Disconnect network drve

Creste shortcut
Delete

Rename

Figure 12
2. Select Device Manager.

NOTE: Based on the device, select from the listed options.

For Example:

1. The Latest Android mobiles when inserted will display as “Portable devices “. The screen is

displayed below:

A Computer Management

File Action View Help

== 2E = HE =

A Computer Management (Local
« |} System Tools
D) Task Scheduler
2] Event Viewer
23] Shared Folders
&% Local Users and Groups
K) Performance
4= Device Manager
« £2 Storage
& Disk Management
=4 Services and Applications

[ )
- = Felix Actions
1% Computer =
Device Manager -
Disk drives
B2, Display adapters

VD/CD-ROM drives

7% Human Interface Devices
@ IDE ATA/ATAPI controllers
~= Keyboards
¥ Mice and other pointing devices
B Monitors
&¥ Network adapters
4[5 Other devices

31 Universal Serial Bus (USB) Controller

| &P Portable Devices

T Processor=

% Sound, video and game controflers
/% Systern devices

@ Universal Serial Bus controllers

More Actions

Figure 13
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2. The Android mobiles of earlier versions such as 2.0 (having Flash devices), when inserted will
display within USB Mass Storage Device. Here we have shown example for USB Mass storage

Device.
A Computer Managernent [ TN -~ |
fde  Acton  Yew LHelp
%z aE
& Computer Management (Lecal | « 2 Carper [Acxions
e J] Syvtem Took = Computes I =
(D Task Scheduler o Dk deives Devics Mansger
] tvert Viewer B Dusphay sdapten Mere Actscna »

B Sheced Folden
& Local Usars and Groups
A3 Perfermance
2 Device Manager
o [ Sacvage
B Ovik Management
Ty Services and Apphcations

L1 OVD/CD-ROM deives
Q@ Muman Interface Devices
cd 0L ATAJATAP comtrolien
— Veytoamat
I Mace and other powting devices
B Monton
& Network adaptens
+ Jn Other devscen
0 M Bus Contrefler
7 Ports (COM & LPT)
B Processon
& Sound wdec and game controlens
W System devices
« @ Univerial Senal Bun controlien
9 Genen USE Hub
9 Genenc USE Huty
9 Standeed Esdanced PCH1o USE Host Controlier

a 8 wt Controtier
a USH Mass Storage Devce

VoY
§ USH Rost b

Figure 14

3. Right click on the USB Mass Storage device. Select Properties.

1§ Universal Serial Bus controliers
9 Genenc USB Hub
9 Generic USE Mub
¥ Standard Enhanced PCl to USE Most Controlles
9 Standaed Enhanced PCl to USS Host Controller
3 USB Mass Stewane Devica
¥ USBRootM Update Driver Software...
9 USBRootH Enable

Uainstall
Scan for hardware changes

Properties

Figure 15

The USB Mass Storage Device Properties display.

1. Select the Detail tab.
2.

In the Property option, select Device Instance Path from the dropdown list.

Netsurion.
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USE Mass Storage Device Properties @

General I Driver | Details

LUSB Mass Storage Device

Broperty
[EDevice Instance Path v]

Value
USBWID_D3FD&PID_BADPAEADSHOZYE11000108 |

[ ok || cance |

Figure 16
3. Copy the Value: highlighted in the figure above and paste it in the Device Identifiers field as

displayed in the figure below:

— Device identifiers[Device id/Hardware id/Clazz GUID]

USE devices with fallowing Device identifiers or Hardware identifiers or Clazs GUID will
not be dizabled when inzerted.

Enter USE identifiers|: I

Add | Edit | Hemove |
Cancel | Save & Cloze |
Figure 17

4. Click the Add button.

It gets added and is displayed.
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i USB Exception List ==
USE Serial Mumbers [Decimal/Hexadecimal format]

USE devices with following volurme serial numbers will not be dizabled when inserted.

Format
* Dec  Hex

Enter USE Yolume Serial Mo : |

Add | |

Device identifiers(Device id/Hardware id/Class GUID)

LISE devices with following Device identifiers or Hardware identifiers or Clazs GUID will
not be dizabled when inserted.

USE'YWID 03F0&PID Sa07WAEADIHDZYE 11000108

Erter USB identifiers : |

Edit | Remove |

LCancel | Save & Cloze |

Figure 18

The Disable USB Devices checkbox when clicked blocks the entry of all the USB devices. However, for

the authentic USB devices, we can add its USB serial number or device ID to allow the USB data
transfer.

The following are the possible substring match for the Device ID to allow more than one device at a
time.

1. To allow devices from a particular vendor: Enter only the VID part like USB\Vid_0781
In this example, 0781 is for SanDisk.

2. To allow devices from a particular vendor and a particular product:

Enter VID and PID parts like USB\Vid_0781&Pid_5567
In this example, 5567 is for SanDisk Cruzer Blade.

3. To allow a device from a particular vendor and a particular product:

Enter VID, PID, and device serial number like
USB\Vid_0781&Pid_5567\20040203321B6B6256E9

Click here for more details on PID/VID.
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b) Hardware id: Remains the same for a device of same class type but different for other class
type. (e.g. Hardware id of all HP optical mouse will be same but hardware id of Lenovo, Dell or
HP will differ from each other)
1. For adding Hardware id to the exception list,
2. Select Hardware id from the dropdown list in the Property option.

USE Mass Storage Device Properties @

General I Driver | Details

USE Mass Storage Device

Property
[ Hardware Ids - ]

Value

USE\VID_03F0&PID_5AN74REV_1100 ]
USB'VID_D3FO0&PID_5A07

[ ok |[ cancel

Figure 19
3. Copy the value and paste it in the Device identifiers field.

4. Click the Add button.

It gets added and displayed.

kud USE Exception List [==2a)
USE Serial Mumbers [Decimal/Hexadecimal format]
USE devices with following wolume serial numbers will not be dizabled when inzerted.

Farmat
* Dec " Hex

Enter USB Yolume Serial Mo |

Add |

Device identifiers(Device id/Hardware id/Class GUID]
USE devices with following Device identifiers or Hardware identifiers or Clazs GUID will
ot be dizabled when inserted.

Edit | Bemove

LCancel | Save & Cloze |

Figure 20
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c) Class GUID: Remains the same for a device class.( e.g. class GUID of the optical mouse will be
the same for all types of mice whether it is Lenovo, Dell or HP).

Below displayed, is a table with the devices and their respective values.

Battery {72631e54-78a4-11d0-bcf7-00aa00b7b32a}
Biometric {53D29EF7-377C-4D14-864B-EB3A85769359}
Bluetooth {e0cbf06c-cd8b-4647-bb8a-263b43f0f974}
CDROM {4d36€965-e325-11ce-bfc1-08002be10318}
DiskDrive {4d36e€967-e325-11ce-bfc1-08002be10318}
Display {4d36e968-e325-11ce-bfc1-08002be10318}
FDC {4d36€969-e325-11ce-bfc1-08002be10318}
FloppyDisk {4d36e980-e325-11ce-bfc1-08002be10318}
HDC {4d36e96a-e325-11ce-bfc1-08002be10318}
HIDClass {745a17a0-74d3-11d0-b6fe-00a0c90f57da}
Dot4 {48721b56-6795-11d2-b1a8-0080c72e74a2}
Dot4Print {49cebac8-6f86-11d2-b1e5-0080c72e74a2}
61883 {7ebefbc0-3200-11d2-b4c2-00a0C9697d07}
AVC {c06ff265-ae09-48f0-812c-16753d7cba83}
SBP2 {d48179be-ec20-11d1-b6b8-00c04fa372a7}
1394 {6bdd1fc1-810f-11d0-bec7-08002be2092f}
Image {6bdd1fc6-810f-11d0-bec7-08002be2092f}
Infrared {6bdd1fc5-810f-11d0-bec7-08002be2092f}
Keyboard {4d36e96b-e325-11ce-bfc1-08002be10318}

MediumChanger

{ce5939ae-ebde-11d0-b181-0000f8753ec4}

MTD

{4d36e970-e325-11ce-bfc1-08002be10318}

Modem {4d36e96d-e325-11ce-bfc1-08002be10318}
Monitor {4d36e96e-e325-11ce-bfc1-08002be10318}
Mouse {4d36e96f-e325-11ce-bfc1-08002be10318}

Multifunction {4d36e971-e325-11ce-bfc1-08002be10318}
Media {4d36e96c-e325-11ce-bfc1-08002be10318}
MultiportSerial {50906cb8-bal2-11d1-bf5d-0000f805f530}

Net {4d36e972-e325-11ce-bfc1-08002be10318}
NetClient {4d36e973-e325-11ce-bfc1-08002be10318}
NetService {4d36e974-e325-11ce-bfc1-08002be10318}
NetTrans {4d36€975-e325-11ce-bfc1-08002be10318}

SecurityAccelerator

{268c95al-edfe-11d3-95c¢3-0010dc4050a5}

PCMCIA

{4d36e977-e325-11ce-bfc1-08002be10318}

Ports

{4d36e978-e325-11ce-bfc1-08002be10318}

Printer

{4d36e979-e325-11ce-bfc1-08002be10318}
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Processor {50127dc3-0f36-415e-abcc-4cb3be910b65}
SCSIAdapter {4d36e97b-e325-11ce-bfc1-08002be10318}
Sensor {5175d334-c371-4806-b3ba-71fd53c9258d}
SmartCardReader {50dd5230-ba8a-11d1-bf5d-0000f805f530}
Volume {71a27cdd-812a-11d0-bec7-08002be2092f}
System {4d36e97d-e325-11ce-bfc1-08002be10318}
TapeDrive {6d807884-7d21-11cf-801c-08002be10318}
uUsB {36fc9e60-c465-11cf-8056-444553540000}

Windows CE USB {25dbce51-6c8f-4a72-8a6d-b54c2b4fc835}

ActiveSync Devices

(WCEUSBS)

NOTE: By providing the below device values, you can avoid the disabling of the mobile devices.

Windows Portable {eec5ad98-8080-425f-922a-dabf3de3f69a}
Devices (WPD)
USB {36fc9e60-c465-11cf-8056-444553540000}

For References: https://msdn.microsoft.com/en-us/library/ff553426(VS.85).aspx

For adding Class GUID in the exception list,

1. Select Device Class GUID from the dropdown list.

USB Mass Storage Device Properties @

General | Driver | Details

LISB Mass Storage Device

Property

Value
{36fc9eb0-c465-11cf-8056-444553540000}

[ ok ][ Ccancel

Figure 21
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2. Copy and paste and the Value: in the Device Identifier field.
3. Click the Add button.

It gets added and displayed as shown in the figure below:

ks USE Exception List (==3m]
USE Serial Numbers [Decimal/Hexadecimal format)

USE devices with following wolume zerial numbers will not be dizabled when inzerted.

Farmat

Enter USE Volume Serial Ho |

Add |

Device identifiers(Device id/Hardware id/Clags GUID]
USE devices with following Device identifiers or Hardware identifiers or Clazs GUID il
not be dizabled when inserted.

{36fc3e60-c465-11 cf-3056-444553540000}F

Enter USE identifiers : |

Edit | Bemove |

LCancel | Save & Cloze |

Figure 22
4. Click Save & Close.

5. Click Save on the System Monitoring page.

Configure Alerts to receive notifications. You can also view these Alert events on the Alerts Dashboard.

1.
2.
3.
4.
5.
6.

Click the Admin drop-down list and then click Alerts.

Locate the EventTracker: USB device disabled & Media Insert Alerts.
Select the severity of the threat from the Threat Level drop-down list.
Select the check box under Active, if not selected.

Set appropriate Alert actions to receive notifications.

Click OK on the message box.
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= Netsurion. Eventlracker

O i Teoke @ 1aheshwar Redcy

L Alerts R / Acimin / Mlerts  Wizar
Q : .
Configuration hak Bentflier Custon ptems Adiors Ned
L]
Alert name Threat level Threshold level
EventTracker: USB device disabled Serious v Medium v
Applies to Alert version
EventTracker 7.0 and later 10
logType  Event Type Category Event Id Source User Match in Description Description Exception
0 24 EventTracker
Figure 23

= Neétsurion. Eventlracker

LI Alerts
Q . .
Configuration " Event
L]
Alert name Threat level Threshold level
Media insert alert High A Medium
Applies to Alert version
EventTracker 7.0 and later 10
Log Type Event Type Category Event Id Source User Match in Description
0 3228 EventTracker
Figure 24

To view Categories, click the Admin drop-down list and then click Category.

Category: EventTracker: USB device disabled

Description: All events logged by EventTracker when it disables the unauthorized USB devices, which is
not in the exception list. Event Id: 3242.
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= Netsurion. EventTrack

LIl Category

Category Detalls
Category Tree Search

Parent Group
“|=] EVENTIFACKER SUSPICIOUS NETWOTK COMNECTIONS
EventTracker
@ EventTracker: Syslog receiver port added
@ EventTracker: Syslog receiver port deleted Description

EventTracker: Syslog receiver port modified o 5 . L . . .
@ ysiog P All events logged by EventTracker when it disables unauthorized USB device, which is not in the exception list. Event Id: 3242

@ EventTracker: System agent component removed

@ EventTracker: System asset value assigned

@ EventTracker: System group created Applies ta

-
@ EventTracker: System group deleted EventTracker 7.0 and later

EventTracker: System group modified - - -
@ Y € Show In | Operations [] Compliance [] Security
@ EventTracker: System type changed

o @ EventTracker: Truncated description

@ EventTracker: Unknown MD5 hash detected Event Rule
[E] EventTracker: Usage data suomission failed Log Type Event Type Category Event Id Source User Match in Description
@ EventTracker: Usage data submission success

0 0 0 3242 EventTracker

¥ 5| eventlracker: USB device disabled

@ EventTracker: US3 or other device menitering
@ EventTracker: VCP port added

@ EventTracker: VCP port deleted

@ EventTracker: VCP port modified

@ EventTracker: Vulnerability parser result

@ EventTracker: Weightage added

@ EventTracker: Weightage deleted

@ EventTracker: Weightage modified

- [Z] EventTracker: Windows log backup and clear ~

Figure 25

Category: EventTracker: USB or other device monitoring

Description: All events logged by EventTracker while monitoring USB, CD, and DVD device or media
insertion and removal. Event Id: 3228, 3229, 3239, 3240.

= Netsurion. Eventlracker _ Adminv  Tooks~ (@) Maheshwar Red
Ll Category & / Admin / Cate
Q

Category Details
CategoryTree | Search
® Parent Group Event Category Name
|51 EVERTIraCKer: SUSpICIoUS NESHOrK conneetions
EventTracker EventTracker: USE or other device monitoring
(2] Eventiracier: Systog recever port added

[E] EventTracker: Sysiog receiver port deleted Description

- (2] Eventtracker: syt t mosifies
[E] ventiracken sysig recater port it All events logged by EventTracker while monitoring USB, CD, and DVD device or media insertion and removal. Event Ic: 3229, 3228, 3240, 3239

[E] EventTracker: System agent component removed

5] Eventivacker: ystem asset vau assignes

(5] ventiracker system aroup createa Appiies to Category version

7
(2] eventiracker. system group celeted BT el D

Eventiracker Syst cifiec
[E] ventiaceer system grouo mocifi Showln ] Operations [ Compliance [] Security
[E] EventTracker System tyoe changed

5] Fventiraccer Tuncotes escripton

Add | Edit || Delete
[E] EventTracker: Unknown MDS hash detected Event Rule
* (2] eventiracker: Usage oata suomission failed Log Type Event Type Category Event Id Source User  Match in Description Description Exception Lucene Query
[E] EventTracker: Usage data submission success
0 0 0 3228 EventTracker (event_id:3228 AND event source:"EventTracker’)

5] Eventivacker: USs evice asabled

0 0 0 3229 EventTracker (event_id:3229 AND event source:"EventTracker’)
8] EventTracker: USB or other device monitoring

[E] EventTracker, VCP port agded 0 0 0 3240 Eventlracker (2vent ic:3240 AND event source! EventTracker’)
[E] EventTracker vCP port celeted 0 0 0 3239 EventTracker (event_id:3239 AND event source:"EventTracker’)
[E] EventTracker: VCP port modified

2] Eventiraccer Vuineroitty parser resut
Cancel

[E] EventTracker: Weightage added

+[E] BventTracker: Weiohtaoe celeted

Figure 26
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4.6 EventTracker Device Monitoring Reports

Operations -> Reports -> EventTracker: USB or other device monitoring

EventTracker Agent for Windows can be configured to monitor insert/removal and files
added/modified/deleted/copied to and from removable media. If this feature is enabled, this report
provides information on those activities across selected computers for the chosen time period.

Usage: This report must be run and reviewed regularly for all critical servers and workstations.

Top 1 Categories with Top 1 Compuber's

EventTracker: USE or other device monitoring

16

12

B FELIX

+
5
&

Figure 27
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Category Detail Report Sorted By Computer

Category EventTracker: USB or other device monitoring had 1 Computers generating 22 events
Event IDs included are 3228, 3229, 3239, 3240

Computer FELIX generated 22 events. Details of Events are given below.

Log Time User Event 1d Source Event Description

QITFA015 3:12:57 PM 3228 EventTracker Detectad new drive <F:>

Dievice Type: Flosd

Vialume Label: Freedgent GoFlex Drive

Volume Serial No: 1546817573

Walume I0: WA Nolume! BcBeas-rSd0-1 1a4
-b0G-fef 2 Getaf T,

Fille: Systam: NTFS

Device 10:
USBWID OBC2AMD S0Z1YNADSSAR)

Metwark Volurne: Na

Deeription: Change affects physical device or
drie,

<EventData > < Data>Detected new drive B5tF: Bgt;
Device Type: Fload
volume Label: Fresdgent GoFlex Drive
Volume Serial No: 1546817573
Walume I0: WA Nolume! BcBeas-rSd0-1 1a4
-bf0G-fel 2BGeteb T,
Fille: Systam: NTFS
Device 10:
USBAWID _OBC2Ramp;PID_S021\NAOSSAR)
Metwark Valurme: Na
Deeription: Change affects physical device or
drive, < /Data > < EventData>

QITFI015 3:14:45 PM ] 3209 EventTracker Drive <F:> ramoved,

Metwark Valurme: Na

Deeription: Change affects physical device or
drie,

<EventData > < Data>Drive &It F:Egl; rermaved.
Metwark Valurme: Na
Description: Change affects physical device or
drive, < fDigka =< fEventData>

Figure 28
Operations -> Reports -> USB Device Disabled Report

This report provides information on the disabled USB devices across selected computers for the chosen
time period.

Usage: This report would be useful when you are looking for a quick report on disabled USB devices.
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Computer FELIX USB devices used is 5

Log Time User Device Device ID

9/9/2015 6:42:22PM Aol T USB Mass Storage Device USBA\VID_0951&PID_1629\0018F30C9F.
9/9/2015 6:42:48PM | USB Mass Storage Device USB\VID_0951&PID_1629\0018F30C9F
9/9/2015 6:43:25PM _— USB Mass Storage Device USB\VID_0951&PID_1629\0018F30C9F
9/9/2015 6:44:13PM ST USB Mass Storage Device USB\VID_0BC2&PID_5021\NA0D5SA8]
9/9/2015 6:44:42PM T T USB Mass Storage Device USB\VID_0BC2&PID_5021\NAO5SA8]
9/9/2015 6:49:10PM Mool USB Input Device USB\VID_17EF&PID_6019468259f07&(
9/9/2015 6:54:07PM Al USB Input Device USB\VID_0461&PID_4E22\6&25e9f078&!
9/9/2015 6:54:12PM I USB Input Device USB\VID_0461&PID_4E22\6&25e9f078&!
9/9/2015 6:55:07PM Winieiin USB Input Device USB\VID_0461&PID_4E22\6&25e9f07 81
9/9/2015 6:59:30PM - MTP USBE Device USB\VID_OFCE&PID_0180\YT9100L4LK

Figure 29

Operations -> Reports -> USB Device Report -> USB Device Report Detail

This report provides detailed information on the files added/modified/deleted to the USB device. It can be
tuned by applying Refine or Filter criteria, systems, and time period.

Usage: This report is usually run during a detailed investigation phase, as needed.

Computer FELIX Removable media devices used is 1
CD\DVD Device (E:\) with Serial No. 2663209342 active users is 1
Console User TOONSY\ * 7 file activities is 8
Active Users: TOONS\ 1.1
File Activity Time File Activity File/Folder Name
9/9/2015 06:47:50PM Added EventTracker USB or other device monitoring~329°1441622724 . pdf
/9/2015 06:47:50PM Added EventTracker USB or other device monitoring~329°1441622724 pdf
0/9/2015 07:09:54PM Deleted EventTracker USB or other device monitoring~329.1441622724 . pdf
9/9/2015 07:09:54PM Deleted EventTracker USB or other device monitoring~329°1441622724. pdf
9/9/2015 07:10:29PM Added export ush device disabled.issch
9/9/2015 07:10:29PM Added export ush device disabled.issch
9/9/2015 07:10:42PM Added 8.0 EventTracker1433054376_latest.cer
9/9/2015 07:10:42PM Added 8.0 EventTracker1433054376_latest.cer
Figure 30

Operations -> Reports -> USB Device Report -> USB Device Report Summary

This report provides summary information on the files added/modified/deleted to the USB device. Charts
are included per system per activity top 10 USB devices sorted by the top 5 users.
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Usage: This report would be useful when you are looking for a quick report for the files
added/modified/deleted/copied to and from USB devices.

Campiuter FELIX Remowabbe media devices ussd i3 1

Top 10 Removabls media Davics Leage (Acded fles) Sorisd By Top 5 Uesrs

v Fllam Count

Top 10 Removabls medla Device Leags (Delsted flee) Sorisd By Top 5 Ussrs
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Figure 31
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EventTracker detected the new drive [3228]

{2 Event Properties - Event 3228, EventTracker IEI

General | Details

Petected new drive <F:>
Device Type: Fixed
Volume Label: FreeAgent GoFlex Drive
Volume Serial No: 1546817573
Volume ID: AWM Volumel8c5flleaa-fod0-11 ed- bfl6-fcf286 6671
File System: NTFS

| s

m

Device ID: USB\VID_OBC2&PID_5021\NAQOSSAB) - E]
Log Mame: Application
Source: EventTracker Logged: 9/7/2015 3:12:57 PM =
Event ID: 3228 Task Category: (2)
Level: Infermation Keywords: Classic
User: TOOMS\akriti Computer: Felix.Toons.local
OpCode:

Maore Information:  Event Log Online Help

Figure 32

Description:

Detected new drive <F:>
Device Type: Fixed
Volume Label: FreeAgent GoFlex Drive
Volume Serial No: 1546817573
Volume ID: \\?\Volume{8c5f0eaa-f5d0-11e4-bf06-fcf286e6e67f}\
File System: NTFS
Device ID: USB\VID_0BC2&PID_5021\NAO5SA8)J
Network Volume: No

Description: Change affects physical devices or drive.
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EventTracker <drive name> removed [3229]

i2] Event Properties - Event 3229, EventTracker @

General | Details

Drive <F:> removed.
Network Volume: No
Description: Change affects physical device or drive.

Log Name: Application

Source: EventTracker Logged: 9/7/2015 3:14:45 PM hd
Event ID: 3229 Task Category: (2)

Level: Information Keywords: Classic

User: TOONS\akriti Computer: Felix.Toons.local

OpCode:

More Information: Event Log Online Help

Figure 33
Description:

Drive <F:> removed.
Network Volume: No
Description: Change affects physical device or drive.

USB device is disabled by EventTracker [3242]
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{24! Event Properties - Event 3242, EventTracker @

General I Details |

>

USB Device is disabled by EventTracker. Please contact your system administrator.
Device Type: USB Device
Device ID: USB\VID_0BC2&PID_5021\NA05SAS)
Device Description: USB Mass Storage Device
Device Friendly Name: N/A
Driver: {36fc9e60-c465-11cf-8056-444553540000 \0007

(]

Device ClassGUID: {36fc9e60-c465-11cf-8056-444553540000} - @
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:16:17 PM *
Event ID: 3242 Task Category: (2)
Level: Information Keywords: Classic
User: TOONS\akriti Computer: Felix.Toons.local
OpCode:

More Information: Event Log Online Help

Figure 34

Description:

USB Device is disabled by EventTracker. Please contact your system administrator.
Device Type: USB Device
Device ID: USB\VID_0OBC2&PID_5021\NAQ5SA8]J
Device Description: USB Mass Storage Device
Device Friendly Name: N/A
Driver: {36fc9e60-c465-11cf-8056-444553540000}\0007
Device ClassGUID: {36fc9e60-c465-11cf-8056-444553540000}
Device Mfg: Compatible USB storage device
Hardware ID: USB\VID_OBC2&PID_5021&REV_0148
Enumerator: USB
Local Information: Port_#0002.Hub_#0003

Physical Device Object Name: \Device\USBPDO-6

Service Name: USBSTOR
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BUS Number: 0

Capability: Removable UniquelD RawDeviceOK SurpriseRemovalOK

USB Monitoring started for<drive name> [3239]

e

12| Event Properties - Event 3239, EventTracker @

General ' Details l

Drive Monitoring started for E:\
Device Type: CD/DVD I
Volume Label: Aug 24 2015
Volume Serial No: 2663209342
Volume ID: \\?\Volume{08f823d3-f5d0-11 ed-bcaa-806e6f6e6963 1\

>

m

File System: UDF

Device ID: N/A -

25 S %
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:47:42 PM EI
Event ID: 3239 Task Category: (2)
Level: Information Keywords: Classic
User: N/A Computer: Felix.Toons.local

OpCode:
More Information: Event Log Online Help

Figure 35
Description:

Drive Monitoring started for E:\
Device Type: CD/DVD
Volume Label: Aug 24 2015
Volume Serial No: 2663209342
Volume ID: \\?\Volume{08f823d3-f5d0-11e4-bcaa-806e6f6e6963}\
File System: UDF
Device ID: N/A
Network Volume: No
Description: Change affects media in drive.

Console User: TOONS\akriti

Active Users: TOONS\akriti
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USB Monitoring stopped for<drive name> [3240]

{2 Event Properties - Event 3240, EventTracker @

Generar[ Details |

Drive Monitoring stopped for E:\
Device Type: CD/DVD
Volume Label: Aug 24 2015
Volume Serial No: 2663209342
Volume ID: \\?\Volume{08f823d3-f5d0-11ed-bcaa-8066f6e6963 1\
File System: UDF

] »

Device ID: N/A - @
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:45:40 PM E]
Event ID: 3240 Task Category: (2)
Level: Information Keywords: Classic
User: N/A Computer: Felix.Toons.local

OpCode:
More Information: Event Log Online Help

Figure 36
Description:

Drive Monitoring stopped for E:\
Device Type: CD/DVD
Volume Label: Aug 24 2015
Volume Serial No: 2663209342
Volume ID: \\?\Volume{08f823d3-f5d0-11e4-bcaa-806e6f6e6963}\
File System: UDF
Device ID: N/A
Network Volume: No
Description: Change affects media in drive.
Console User: TOONS\akriti
Active Users: TOONS\akriti
Files copied by using Live File System:

USBDeview |Added|09/07/2015 03:44:46 PM
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Files accessed by user: TOONS\akriti

desktop.ini| Existing|09/07/2015 02:23:19 PM

EventTracker Windows Agent monitors CD/DVD burning activities carried only through the Windows
Explorer and does not monitor burning activities done via third party tools such as Nero, lomega, etc.
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