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System Transfer Guide (v8.2/v8.3 to v9.0)

Transfer of EventTracker Manager from existing system to new system may be necessitated due to many
possible reasons, like installing a newer version in the new system.

The purpose of this document is to help users transfer EventTracker Manager from existing system to new
system, and to verify the expected functionality and performance of all its components. If you encounter any
problems during the transfer process, please contact Support to get quick and thorough instructions.

EventTracker users like ‘Administrators’ or ‘Technical experts’ who wish to transfer EventTracker Manager
from existing system to new system.

The information contained in this document represents the current view of Netsurion. on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Instructions for Advanced User

The Quick steps to transfer EventTracker Manager from existing system to new system:

1. Install EventTracker 9.0 console on a new system
2. Update all EventTracker Agents/Sensors to point to the new Manager
3. Update all Change Audit Agents/Sensors to point to new Manager
4. Transfer data from the existing system to the new system
5. Verify the agent status in System Manager
NOTE: Take a backup of any custom configured reports, alerts or filters, behavior rules (not mandatory).

**IMPORTANT:

1. Itis recommended to first migrate the Collection Master and then migrate the Collection point.
2. Please apply all the updates in proper order for v8.2/v8.3, before proceeding with the migration.

Settings for the ‘New manager’ system:
NOTE: User should be a Sys Admin for the SQL.

I.  Install EventTracker v9.0 in a new system by selecting appropriate Console type. For detailed
installation instructions, please refer EventTracker Installation Guide for respective versions.

NOTE: After successful migration from (v8.x to v9.0), please apply all the v9.0 updates in
appropriate order.

II.  Reconfigure the EventTracker Agents\Sensors and ChangeAudit agents\sensors to the New manager
system. To do this, please follow the sections: “Update all EventTracker agents to point to the new
manager” and “Update all Change Audit agents to point to the new manager”.

Agents which are sending events to existing manager needs to be re-configured to send the events to the
new manager. How to change the EventTracker manager is well described with the help of the given scenario.

Scenario: In the following example, we have described how to point all the agents, which are sending events
to ‘Mcloon’ (the existing manager) to send all events to system ‘ELC’ (new manager).

Netsurion. EventTracker
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Assumption:

e MCLOON has deployed agents to ESXSERVER and SAFARI.

Settings for existing manager system:

1. Open EventTracker Control Panel, and then double click EventTracker Agent Configuration.

EventTracker displays the ‘EventTracker Agent Configuration’ dialog box. (Refer Figure 1)

— EventTracker Agent Configuration ﬂ
File Help
Select Spztems
FACLOOM j Agent bazed syztem
B |
Manager destinations:
MCLOON
Log Backup ] Perfarmance ] Hetwork, Connections ]
Logfile kaonitor ] File Tranzfer ] guzlog FTP zerver ]

Managers ] Ewvent Filterz ] System Monitor ] bonitor Processes ] Semvices ]

YWindows Manager(z)

Manager M ame | Part | Mode | Encrypt |
MCLOOM 14505 UDP Mo
adi | Edt | Remove |

avzlog Manager(s]

b anager Hame | Fort tode Encrypt
Add | Edit | Bemove | tezzage Options |
Save Cloze
Figure 1
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2. Select a system from the Select Systems drop-down list, which is reporting to ‘Mcloon’.

For example: SAFARI

—_— EventTracker Agent Configuration “
File Help Agent based System
Select Syztermns t
|S.¢.F.-‘1‘-.F|| j Agent bazed syztem
B |
Manager destinations:
(MCLOON
Log Backup ] Perfarmance ] Hetwork, Connections ]
Logfile kaonitor ] File Transfer ] guzlog FTP zerver ]
Managers l Ewvent Filters ] Syzterm kanitar ] banitar Processes ] Services ]
YWindows Manager(z)
M anager M ame | Part | Mode | Encrypt |
MCLOON | 14505 oP MNa
‘ Existing Manager
Add Edi | Remove |
svslag Manag¥ Add New Manager
t anager Mame | Part | tode Encrpt
Add | Edit | Bemove | teszzage Options |
Save Cloze
Figure 2

3. Click the Add button.
EventTracker displays the Add Destination dialog box. (Refer Figure 3)
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— Add Destination
Diestination: |ELE:| New Eventlracker
Manager
Fort: |1 4505

— Connect to Manager using

the best choice for most installations.

* High Perfarmance Mode (UDF)
" Guaranteed Delivery Mode [TCP)
Encrypt: Mo -

Ewvent cache folder:

High Performance tMode uzes minimal netwark, traffic [10F] and iz

C:%Program Files [#86]%Prizm Microsystems
SEwventT rackerdbgenthged

= Minimur Amourt of Free space to be left on
Storage Device [Z];

Minimurm Amount of Free space to be left an
Storage Device [ME]:

k. Cancel

Figure 3: Add Destination

4. Enter the name of the new manager in the Destination field.

5. Click the OK button.

EventTracker displays the new manager name in the ‘Windows Manager(s)’ pane.
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— EventTracker Agent Configuration “

File Help

Select Systems

|S.&F.-’-‘-.FII ﬂ Agent bazed system

B |
Manager destinations:
ELC.mzloon

Log Backup ] Perfarmance ] M etwork, Connections

Logfile Monitor ] File Transfer ] ayzlog FTP server ]
Managers ] Ewvent Filters ] System Monitor ] b onitor Processes ] Semvices ]

Windows Manager(z)]

M anager M ame | Part | Mode | Encrppt |
ELC 14505  UDP Mo

MCLOOM ‘ 14505  UDP Mo

Mew Manager Name

add 7l Edi | Eemwe|

........................

zuglog b anager(s]

Manager M ame | Part | Mode | Encrppt |

Save Cloze

Figure 4

6. Select the existing manager (i.e. Mcloon), and then click the Remove button.
EventTracker removes the existing manager name from the list.
NOTE:
You can keep both the managers in the list.

7. Click the File Transfer tab, and click the Add button.

8. In the DLA manager dialog box, enter the new manager’s name in the System box.

9. Make required selection in Encrypt dropdown.

Netsurion. EventTracker




System Transfer Guide (v8.2/v8.3 to v9.0)

— DLA Manager “

For successiul processing of \Windows logs that are fikered out
by the real-time zettingz, an instance of EventTracker Receiver
MUST be running on the configured poart.

Pleaze make sure that aVirttual Collection Paint iz configured on
the target systerm with appropriate Receiver port humber.

Swzten: |E|-E

Eort |1 4504

Encropt: |Mo -

oK LCancel
Figure 5
10. Click the OK button.
i EventTracker Agent Configuration ﬂ
File Help
Select Systems
|SAFAFH ﬂ Agent bazed system

v Apply the following setings to specified Agents |

Manager destinations:
MCLOON

Log Backup ] Performance ] Metwork, Connections ]
M anagers EventFiIters] SystemMonitnr] tonitar Processes Service&]

Lagfile Monitor File: Trarsfer ] syzlog FTP zerver ]

Thisz feature allows file tranzfer of selected Windows and application log files at
zcheduled times. Windows logs that are filtered out by the real-time settings are
tranzlated and cached for transfer [further filkering iz available]. Application log
fles placed in the folder are ransfered.

M anager | Part | Encrypted
ELC 14505 Mo Add
PCLOON 14505 Tes ;
Edit
< > Bemove ‘

W Send‘windows events via File Transfer ;
= : Filkers
Maote: Filter settings apply

v Send other |og files |E:\F‘rogram Files [861Prizm MicrospstermshEve ...

Al filez placed in thig folder will be transfered to the configured manager(z).

Frequency Purge Tranzfered Files

( - Advanced
Ewenr |1 + | hour After: m -

(" Daily at [11:22:08 AW = Send Now

Set 0 to digable purging

Figure 6
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11. Select the existing manager (i.e. Mcloon), and click the Remove button.
EventTracker removes the existing manager name from the list.
NOTE:
After migration is complete, the user can delete or retain the old manager name.

12. Now, from File dropdown, select the License Server.

— EventTracker Agent Configuration
m Help
[ Load Temnplate
- UnLoad Template ﬁl Agent bazed spstem
Save |
Save As
Security
Systemn
License Server =T glet ] Metwork Connections ]
Exit le Transfer ] suzlog FTP server ]
WIEAMEUETs [ Event Filters | System Monitor ] bonitor Processes ] Semvices ]

Figure 7

13. Update the License Server with the New Manager name, and then click on OK.

— License Server Configuration E

Connect to zerver uzing

Server[MamesP]: |E Ld

Part: |1 4503

k. | Cancel

Figure 8

14. Click the Save button to save the configurations made in Manager and File Transfer tabs.

15. Click the check box, and select the Apply the following settings to specified Agents button.

Netsurion. EventTracker
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‘I IFI Apply the following zettings to specified Agents |

Figure 9

EventTracker displays ‘Apply Agent Configuration Across Enterprise’ dialog box. (Refer Figure 6).

Netsurion. Eventlracker
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— Apply Agent Configuration Across Enterprise “

The current settings can be distibuted and applied to specified Agents across the enterprize. Select the Agents where you would
like to apply thiz configuration and zelect ‘Apply’. Select specified configurations to avoid avenariting the complete configuration
on the target system.

Configuration Groups

" Apply & Settings v 3 I
[+ [ u
{* Apply Only Modified 5ettings u B [+
u [
" Apply Only Selected Settings B B
b anaged Systems
Groups:
Systems: List of selected systems:
R CLOOM
SAFARI
Add All >
Add - Add Agent System

Groups to this list

<- Bemove

<< Remove All

il

Apply LCancel

Figure 10: Apply Agent Configuration Across Enterprise

16. In the Configuration Groups pane, select ‘Apply Only Modified Settings’ option.

Selecting this option will only change the ‘Manager System’ name and retain the old configuration
settings for the agents.

17. From the Groups dropdown, select the group name where the agent systems are present.

18. In the Systems list, select the agent name, and then click the Add >> button to add the agent or click
Add All >> button to add all the agents to the List of selected systems

19. Click the Apply button.

Netsurion. EventTracker
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EventTracker displays a warning message. (Refer Figure 7)

EventTracker Agent Configuration

I.-"'_"\-.I You have chosen to apply current cenfiguration to specified Agents.
' This will result in loss of specific Agent configuration done earlier.
If the selected systems have earlier versions (vx, v3x..) of EventTracker

Agent, they will not function properly.

Do you want to continue 7

Figure 11
20. Click Yes, and then click the Close button.

NOTE: For the non-windows devices such as firewall, router, switches, etc., change the forwarding IP address
to the new EventTracker Manager console IP Address.

The below mentioned steps are to be performed in an Old Manager (v8.2/v8.3).
Download the package from the below link:

https://sharepoint.eventtracker.com/prism/SystemTransformationPackage

Open the folder “ScriptForWCConfigurationChange”.
\ScriptForWCConfigurationChange\ScriptForWCConfigurationChange

e In the script files, in place of “Old Manager” type the v8.2/v8.3 Manager name. In place of “New
Manager” type the 9.0 Manager name.

Netsurion. EventTracker
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=

GU

Organize ~

. Open =

/¢ Favorites
Bl Desktop
&8 Downloads

%] Recent Places
. OneDrive

- Libraries
¥ Documents
&) Music
[ Pictures
B videos

Computer
&, Local Disk (C)
a Local Disk (D:)

i Network

VBScript Script File

Share with =

Replace-FileStringForLServerWC.vbs Date mo|

! v SystemTransformatonPkg » ScriptForWCConfigurationChange b ScriptForWCConfigurationChange

Print  Bumn  Newfolder

Name ’ Date modified Type Size
Replace-FileStringForl ServerWCvbs 5/31/2017 12:38 AM  VBScript Script File 1KB
Replace-FileStringForServerWCavbs 6/8/20171:14 AM  VBScript Script File 1KB
ReplaceWCManagerNameFromRegister...  5/31/201712:39 AM  Windows Batch File 1KB
SectionUpdateUsingVBSForWC.bat 5/30/2017 8:24 AM  Windows Batch File 3KB

| Replace-FileStringForLServerWC.vbs - Notepad
File Edit Format View Help

Const ForReading = 1

Const ForWriting = 2

set objFso = CrEatEDbjE\:t(”Sl:r“i\}(‘ing.
set objFile = objFso.OpenTextri
strText = objFile.ReadAll
objFile.close

STrNewText = ReE'\a:E(strText, "ls_name = OLD MANAGER", "1s_name = NEW MANAGER[')
set objFile = objFs0.openTextFile(WScript.Arguments. Item(0), Forwriting)
objFile.writeLine strNewText

objFile.Close

esystemobject™)
e(wscript.Arguments. Item(0), Forreading)

Replace-FileStringForLServerWC.vbs

=)

Computer
&, Local Disk (C:)
a Local Disk (D:)

€ Network

VBSeript Script File

Replace-FileStringForServerWC.ybs Date mod

\"/. ¥ SystemTransformatonPkg b ScriptForWCConfigurationChange b ScriptForWCConfigurationChange
Organize ¥ gg.Open v  Sharewith v  Print  Bum  Newfolder
B Name Date modified Type Size
W
B Desktop Replace-FileStringForl ServerWCivbs 5/31/201712:38 AM  VBScript Script File 1KB
& Downloads Replace-FileStringForServerWC.vbs 6/8/2017 1:14 AM VBScript Script File 1KB
| Recent Places ReplaceWCManagerNameFromRegister....  5/31/2017 1239 AM  Windows Batch File 1KB
4@ OneDrive SectionUpdateUsingVBSForWC.bat 5/30/2017 8:24 AM  Windows Batch File 3KB
) Libraries
) Documents | Replace-FileStringForServerWC.vbs - Notepad
& Music File Edit Format View Help
Const ForReading = 1 B
I Pictures Const Forwriting = 2
BE videos set objFso

CreatEDhjEEt("S(l"i\Jt'ing.F'i'leSystEmDhjE[t")

set obJFile = objFso.0penTextFile(WScript.Arguments. Item(0), ForReading)
strText — objFile.Readall
objFile.Close

STrNewText kegWacE(strText, "servername = OLD MANAGER", “"Servername = NEW MANAGER™)
set objFile = objFs0.openTextrile(wscript.Arguments. Item(0), Forwriting)
objFile.writeLine strnewText

‘Oh]F'HE.C'\DSE

Replace-FileStraingForServerWC.vbs

Netsurion. EventTracker
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@C/‘vl J + SystemTransformatonPkg » ScriptForWCConfigurationChange » ScriptForWCConfigurationChange

QOrganize Open Share with + Print Burn New folder

- Favorites Name Date modified Type Size
Bl Desktop 5| Replace-FileStringForLServerWC vbs 5/31/2017 12:38 AM VBScript Script File 1KB
18 Downloads Replace-FileStringForServerWC.vbs VBScript Script File 1KB
%] Recent Places ReplaceWCManagerNameFromRegister.... Windaws Batch File 1KB
4@ OneDrive | SectionUpdateUsingVBSForWC.bat /2017 824 AM  Windows Batch File 3KB
4 Libraries
¥ Documents | ReplaceWCManagerNameFromRegister.bat - Notepad
J} Music File Edit Format View Help
] Pictures This script file register the EventTracker message DLL 7
B videos I
@echo off
58t EXECUTE_PATH=%~dp0
1% Computer cg HEXECUTE_PATHS%
cd ..
&, Local Disk (C) set AGENT_PATH=%cd%

Local Disk (D) set LOG_FILE_PATH="%cd%\etalog.txt"
=1 :

echo, "Ewswswwwwwwwws This Jog statement was written by %0 wwwwwssswsswsw® 5 3 0G_FILE_PATH%
& echo.script Execute Path 1s:XEXECUTE_PATH¥ >> ¥LOG_FILE_PATHX

M Network echo. Agent working directory is: %AGENT_PATH% >> %LOG_FILE_PATHX%

56t BAT_FILE_PATH="%EXECUTE_PATH%ReplacewcManagerNameFromRegister. bat”

echo.changing the server name to "NEW MANAGER" >> %LOG_FILE_PATH%
reg add "HKLM\SOFTWARE\Prism Microsystems\WCwindows" /v Server /t REG_SZ /d "NEW MANAGER" /reg:32 /f >>
%LOG_FILE_PATH%

echg, "exxskkssasrisss gnd of The log %-fQ **ssssssssisss” 55 % 06 FILE_PATHY
:: Put this line as last line, it will delete the file it self.
del /F BAT_FILE_PATH¥% >> ¥LOG_FILE_PATH%

ReplaceWCManagerNameFromRegister... D|
Windows Batch File

ReplaceWCManagerNameRegister.bat

e Make the above changes in the files and save it.
e Now, open the ..install directory\EventTracker\Agent and run the “etaDataDispatcher” as an

administrator.

Netsurion. EventTracker
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\\_)9 | . = Computer = Local Disk {C:) = Program Files (x86) = Prism Microsystems + EventTracker = Agent = - m I Search Agent Fe
Crganize Cpen  Mew Folder G E;I .@.
¢ Favorites Name Date modified Type « | Size | -
B Deskiop | Cache 11/20§2017 3:54 PM File folder
8 Downloads | Config 2i6/2018 S5 P File folder
. Recent Places | DLA 2[7/2018 S35 P File folder
- Libraries . MessageDll 10/2302017 3114 PM File folder
3 Documments | QtherFiles 10/2302017 3:26 FM File folder
J? Music ., R155-VM9 10/23/2017 3:28 PM File: Folder
= Pictures | SCAP 11/20/2017 Z:33 PM File: Folder
B videos | Script 10/23(2017 3:14PM  File Folder
Jxml 10/23/2017 3114 PM File Folder
18 Computer
| etalog.kxk.bak. 1 213/2018 3115 PM 1 File 5122 KE
&"‘! Metwork | etalog.txt.bak.2 11/13/2017 1:41 PM 2 File 5125 KE
=" pBPopulation SIZ6/2017 11:54 PM Application 46 KB
ke etaconfig 10/9/2017 6:41 PM Application 2,308 KB
[m7 etagent BIZ6/Z017 12:58 FM Application 445 KB
[m3] EtalisBCantraller SIZ6/2017 11:54 PM Application 108 KB
(3] EtalisBcontroller 64 SIZ6/2017 11:54 PM Application 123 KB
(=7 ETManDaeman SIZ6/2017 11:54 PM Application 194 KB
= EvtOpts 5iz6/2017 11:54 PM Application 176 KB <l
@ EtaDataDispatcher Date modified: 7/4/2017 3:32 PM Date created: 5/26/2017 11:54 FM
Application Size: 626 KB
[ Do not shaw this windaw at logon Cloze |

Figure 12

e Check the “Send Script Data” and “Send Executive Script” option.
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& EventTracker Data Dispatcher - &

The curmert settings can be distibuted and applied to specified agents across the enterprise. Select the Agents where you
would like to apply this configuration and select "Apphy”."Script” folder will hold the executables or Script files and "Script data”
contains files which are used by script files those are present in "Execute Script’ folder.

Actions
[] Send Script Browse
Send Script Data Erowze
Send Execute Script Erowse
Select Systems

Works on all the Event Tracker managed systems
" Al

() Groups  Select Group

() Custom
Systems: List of Selected Systems:
MCLOOM
SAFARI
Add- =
Add All =
<- Remove
<<Remove All
Clear Al
Apphy Close
Figure 13

e For “ Send Script Data” option, browse the script files (vb script files)and select the ones shown in the
below figure:

Netsurion. EventTracker
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ﬂEventTracker Data Dispatcher [_ |0 -

12l recent Places :
= ReplacewCManagerMameFromReqgister

SectionlpdatelUsing¥ESFar

2[6/2016 5:48 PM
S{30{2017 §:24 AM

windows Batch File
Windows Batch File

ﬂﬂpen
{ ;“; ;; | * ScriptForwCConf, .. = ScriptForw'CConfigurationChange - lmjl Search ScriptForwCCanfigura. .. [_0]
Organize *  Mew folder == = i .@.
-, Fawaorites
B Deskiop
4§ Downloads pt Scripk File

- Libraries
3 Documents
J‘- Music
k= Pickures

E Yideos

1M Computer

'Eh Metwork

1 | 2

File narne: I"Replace-FiIeStringFl:urServerWC" "REp|aEE-Fi|Ej I-ﬂ-” files {*.) j

Open Cancel |

Figure 14

e For “Send Execute Script”, browse and select the batch files i.e.
“ReplaceWCManagerNameFromRegister” and “SectionUpdateUsingVBSForWC”.
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ﬁEventTracker Data Dispatcher M= E3 |

The current settings can be distibuted and applied to specified agents across the enterprize. Select the Agents where pou
wiould like to apply this configuration and select ‘Apply’.'Script' folder will hold the executables or Script files and "Script data’
containg files which are used by sornipt files thoze are present in ‘Execute Scrpt’ folder.

—Actions
[ serd Script I Browze |
¥ Send Serpt Data IE:'\U zerghe's =t oo\ DesktophScriptForw/CConfigurationChange: Browvse |
¥ Send Execute Scrpt IE:'\Users'\c!'.:‘.!'.:n'\Desktu:up'\Su:riptFu:urWEEu:unfiguratiu:unEhange'\Su:ri|: Brovse |

— Select Spztems
whork.s on all the EventTracker managed sustems

4

 Groups ISeIEctGroup j

" Custom I Bravse

Systems: Lizt of Selected Systems:
MCLOON SAFARI

Add- >

add All >

<- Remove

<{Remove Al

414

Clear All

Apply | Cloze |

Figure 15

e Click on Apply and a success message gets displayed.

EventTracker DataDispatcher EH |

All settings applied to Selected Agents,

Figure 16

lll.  Ensure that no reports are running. This can be done by verifying task manager. Right click on the task
bar, click Task manager, and then click the Processes tab in v8.2/v8.3.

Netsurion. EventTracker




System Transfer Guide (v8.2/v8.3 to v9.0)

IV.  Verify the processes and make sure that ‘Prism.Reports.ServiceProcessor.exe’ is not running in
v8.2/v8.3.

V.  After forwarding all the agents Stop\Disable all the EventTracker services including SQL in both
environments (v8.2/v8.3 and 9.0).

Services can be accessed from Start -> Control Panel -> Administrative Tools -> Services.

. EventTracker Daemon
o EventTracker Agent
. EventTracker Scheduler
. EventTracker Alerter
. EventTracker EventVault
. EventTracker Indexer
J EventTracker Receiver
o EventTracker Remoting
. EventTracker Reporter
. EventTracker WatchList
J EventTracker Elasticsearch Indexer(applicable for 9.0)
. elasticsearch-service-x64(applicable for 9.0)
) WcwsService (If Change Audit is installed)
) TrapTracker Receiver (If TrapTracker is installed)
) Event Correlator (If Correlator update is installed)
VI.  Before copying the EventTracker v8.2/v8.3 configuration files, cut the archives folder of EventTracker

v9.0 and keep it as a backup.

VIl.  Inthe EventTracker 9.0 Environment, create a folder named “EventTrackerV9” in C drive.

VIll.  Copy the following files from install path of EventTracker 9.0 which is in the common folder and paste
the copied files to the path “C:\EventTrackerV9”

Netsurion. EventTracker
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a. EventTracker.mdf

b. EventTracker_log.LDF

c. EventTrackerAlerts.mdf

d. EventTrackerAlerts_log.LDF

e. EventTrackerData.mdf

bal

EventTrackerData_log.LDF

IX.  Share the Archive path of EventTracker v8.2/v8.3 (old machine). It should be accessed from 9.0 (New
machine).

X.  Create folders named Common, EventTracker,TrapTracker and WcWindows in the Backup folder
which is in shared path by copying it from v8.2/v8.3.

Go to the <installdir>\Common folder.<Installdir> is the full path of the directory where EventTracker
is installed.

a) From the above folder copy the *.mdf and *.Idf files, and store them in the newly created
Common sub folder under the Backup folder. ( SiteDB needs to be copied, if it is a
v8.2/v8.3 Collection Master)

Xl.  Create a Backup folder in a shared path where EventTracker 9.0 machine can access.
1. From the <installdir>\EventTracker, copy the following folders/files to the Backup folder.
e Reports
e Cache

o AgentConfig
e All the files with .etw extension
For users who are having the TrapTracker feature,
2. From the <installdir>\TrapTracker copy the following files to the Backup\TrapTracker folder
e mymibs.bin
e All files with .ini extension

For users who are having the Change Audit feature,
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3. From the <installdir>\WCWindows copy the following folders to the Backup\WCWindows
folder
e Policies

e SnapShots
e All files with .ini extension

If the user has used the custom profile,

4, Create a sub folder named EventTrackerWeb\images\People under Backup folder and copy
the People folder to Backup\EventTrackerWeb\images\People\

5. Paste all the files and folders from backup of v8.2/v8.3 to 9.0 machine to the respective folders
as mentioned below:

b) Copy the *.mdf and *.Idf files from the EventTracker v8.2/v8.3 backup in the shared path
Backup\Common and replace it in the --%InstallDir%\\Common\ folder. ( SiteDB needs to
be copied, if it is a v8.2/v8.3 Collection Master)

c) Copy the following folders from the Backup\EventTracker folder, and replace them under
installdir\EventTracker.

v' Archives (Note: Replace the shared Archives of v8.2/v8.3 to the Archive path
configured in the new environment)

Reports

Cache

AgentConfig

AN NN

All the files with .etw extension

d) For users who are having TrapTracker feature they can copy the following files from the
Backup\TrapTracker folder, and replace them under <installdir>\TrapTracker.

v" mymibs.bin
v" All files with .ini extension

e) For users who are having Change Audit feature they can copy the following folders from
the Backup\WCWindows folder and replace them under <installdir>\WCWindows.

v' Policies
v" SnapShots
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v" All files with .ini extension

For users using custom profile,

6. Copy the following folder from the Backup\EventTrackerWeb\images\People folder and
replace them under <installdir>\EventTrackerWeb\images\People

I-_ -~ -
'I"rapTracke
|

F g —

1 B -

= - - — i

BackUpID [ A

| EventTracke "Ageij
| | |

— —

— e, — = — e, —

I-_ - =

WCWindow:

|

EventTracke [— L—
—_— Images —_— People

| Web | |

1. Follow the steps mentioned in the “Common to all Console Types” section.
Download the package from the below link:

https://sharepoint.eventtracker.com/prism/SystemTransformationPackage
3. Open the folder “SystemTransformationPkg”

\SystemTransformationPkg\SystemTransformatonPkg
4. Start the SQL Service in EventTracker 9.0

5. Before running the batch file, update the SQL Server instance in-
UpdateArchivePath_tbl_config.bat as shown in the figure below:

Netsurion. EventTracker



https://sharepoint.eventtracker.com/prism/SystemTransformationPackage

System Transfer Guide (v8.2/v8.3 to v9.0)

<1 Application Tools

Home Share View Manage o

|
[u]
*

<)

=1 o Cut x |iﬁ '@Nsw item = EOpEn v FHselectan
- W Copy path L] 1] Easy access + % Edit Select none
Pin to Copy Paste = Mave Copy Delete Rename New Properties
[7] Paste shortatt  tqv o~ = folder > @ History  HH Invert selection
Clipboard Organize New Open Select
T » SystemTransformatonPkg v & Search SystemTransformaton... @
MName Date mccl\i}\ed Type Size (o)
7 Quick access B
Readme.tt 1/ 7PM Text Document 4KB
[ Desktop + e . . .
[%] systemTransformater.bat 1/30/2018 212 PM Windows Batch File 1KB
Y’
!’ Downloads #* By UpdateArchivePath_thl_config.sql 1/30/2018 206 PM Microsoft SOL Ser... 5KB
|5 Documents 4 [Z] UpdateArchivePath_tbl_config.bat 1/30/2018 205PM  Windows Batch File 1KE
=] Pictures * [=] CPiesArch_SiteDEPathUpdate.bat 1/30/2018 2:03 PM Windows Batch File 1KB
24-1-2018 % CPMerge.exe 1/24/201812:5 Application 70 KB
M |2y CPiesArch_SiteDBPathUpdate.sql 1/23/2 | UpdateArchivePath_tbl_config.bat - Notepad - O X
= 129590
EventTrackerWeb ) K0_2 CIMData.sql /2212 File Edit Format View Help
System Transfer Guide ﬂ KO_Windows Security.etko 1/22/2018 :File Name: UpdateArchivePath_tbl_config.bat
| KO_Windows.etko 1/22/2018 419 PM| :Description: At CM machine it updated cp’es path like archive,siteDB path etc.
— P P P 2 ) P
f@ OneDrive J KO _EventTracker.etko 1/22/2018 419 PM
4] EventTracker.Reports.QueueParameters.dil  1/22/2012 4:02 P SQLCMD -5 .\SQLEXPRESS -i UpdateArchivePath_tbl config.sql > report.txt
[ This PC — )
== |%] EventTracker.KnowledgeObject.dil 1
B Desktop | EventTracker.ErrorLegger.dll 1
[/ Documents EventTracker.Extensions.dll 1
4 Downloads [ EventTracker.Generic.APLdII 1
D Music =] EventTracker.Infrastructure.dll 1 Replace the instance name accordingly
= Pictures %] EventTracker.Common.dil 1/
B Videos U\ EventTracker.Converter.dil 1
=3 KO_1_Clear KO details.sql 1
‘i Local Disk (C:) N
|=) Upgrade_Alert.sql 1
= Local Disk (E) |5":J Upgrade_Report.sql 1
¥ Network [y Upgrade Template.sql 1 .
=+ EventTracker.Database. Migration.exe 1 Application 182 KB
32items  1item selected 203 bytes
Figure 17

The SQL instance can be taken from the registry path

“HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Prism Microsystems\EventTracker\Manager” from
the SQLINSTANCENAME key
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# Registry Editor =R
File Edit View Favorites Help
4 ). Wow6432Node /[ Name Type Data
-zp 25| Default) REG SZ
>-J4 Adobe 25| ArchivePath REG_SZ D:\Program Files (x86)\Prism Microsysterns\Event...
} ﬁ'p"l'zhe Software Foundation j;;:%](hangEAud\t REG_DWORD 0x00000001 (1)
s 34]EA_ReloadLocalHashSafelist  REG_DWORD 0:00000000 (0)
AT Technologies 34| EA_ReloadLocalHashUnsafelist REG_DWORD 000000000 (0)
1 Auchv? 3|EA_ReloadProcessFilterRule  REG_DWORD 0:00000000 (0)
Badboy 25]EslnstallPath REG_SZ C:\Program Files\Elasticsearch-5.5.2
|, Business Objects ab]EsVersion REG_SZ 552
Classes 34| ETConsoleType REG_DWORD 000000001 (1)
Clients 2| ETCorrelator REG_DWORD 0:00000000 (0)
»- ). Description 2b] ETFixedKey REG_SZ Prism
Fortinet aB]INSTALLPATH REG_SZ CAET build 9\EventTracker
-1, Google WInstallTime REG_DWORD 0x53fab947 (1509603655
InstallShield 24|KO_ReloadObjects REG_DWORD 000000000 (0)
Intel 84 LastCabProcessedTime REG_DWORD 0:5a7c18c2 (1518082242)
-Ji JavaSoft 34 LastCorrelProcessedTime REG_DWORD 0x5a65824d (1516601933)
JreMetrics a5]SiteName REG_SZ NTPLDTBLRLZ
> | Juniper Networks REG_SZ AEVENTTRACKERD
Khronos ab]SQLNativeDrv REG_SZ SQL Server Native Client 10.0
) kj::r‘;‘:nem || 8 statusTracker REG_DWORD 0:00000001 (1)
Moot 8| TrapTracker REG_DWORD 000000001 (1)
o Modilla 28] WebServer REG_SZ s
mozilla.org
MoszillaPlugins
-Ji Notepad++
> Nuance
>}, ODBC 3
OpenVPNTech
Policies
4. ], Prism Microsystems
4| EventTracker
L)l 80
Agent
ASPNET_SETREG 4
i1 Manager
iSMARTset
TrapTracker
WCWindows
Realtelc
-}, Realtek Semiconductor Corp.
RegisteredApplications -

Computer\HKEY_LOCAL_MACHINE\SOFT\

elelalclziv/i&ianels

3:06 PM F
2828 |

@]

Figure 18

BB o W

#0003 ]

6. Run the following batch files kept in the “SystemTransformationPkg” with admin privileges.

o -Run "SystemTransformater.bat" and wait for completion.
o -Run "UpdateArchivePath_tbl_config.bat" and wait for completion.

7. Now start all EventTracker services.

1. Follow the steps mentioned in the “Common to all Console Types” section.
The steps for CP Migration are the same as the “Standard Console”.

NOTE: After the migration is completed, the user can append the archives using Append Archives in
EventTracker Control Panel.

1. Follow the steps mentioned in the “Common to all Console Types” section.
The steps for CM Migration are the same as the “Standard Console”.
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2. After following the above steps, Attach the CP Site Databases manually to the SQL from the Common

folder of EventTracker install directory.
(<InstallDir>\PrismMicrosystems\Common\Sites_DB\CP_SITENAME\Common).

3. -Run " CPiesArch_SiteDBPathUpdate.bat" and wait for completion.

:J\:J [+ SystemTransformatonPkg »
Organize ~ Open Share with + Print Bum New folder =~ 0 @
X Fovaries Name Date modified Type Size E
B Desktop Database Structure 2/1/20185:18PM  File folder
& Downloads ScriptForWCConfigurationChange 2/1/20185:16 PM  File folder
il Recent Places 3 CPMergeexe 1/24/2018 1252 PM  Application T0KB
@ OneDrive =1 EventTracker.Database Migration.exe 1/22/20183:57PM  Application 182 KB
! EventTrackerDatabaseCreatsStructure.exe  1/22/2013 357 PM Application 53KB
S Libraries | EventTracker.C dil 1/22/2018 4:02PM__DLL File 213 KB
=&l Documents __ B " CPiesArch SiteDBPathUpdate.bat - Notepad [E=N[E=R =]
o Music 7B File Edit Format View Help
[E=] Pictures Bt triTe Name: cpiesArch_sitepsrathupdate. bat
B Videos @) Ev :Description: At M machine it updated cp'es path Tike archive,siteDg path etc.
7] Ev{ SQLCMD -5 . \SQLEXPRESS -1 CPiesArch_sitepepathupdate.sql > report.txt
1% Computer 2] Eve
&, Local Disk (C) ) Eve
a Local Disk (D:) [ Ew
7] v
€ Network 4] Bv 3
[ i
LK
L Kg Replace the S0L instance name accordingly
kg
Ey cr
Eykd
Eika
[E up
5 up
[ up
5 up
L P
IRe ~
Cl ESATCh_SIteUBPathupdate.nat IS0 0TS 205 PV Windows Batch rie ITRE
SystemTransformater.bat 1/30/2018 212PM  Windows Batch File 1KB |
UpdateArchivePath_tbl_config.bat 1/30/2018 205PM  Windows Batch File 1KB
b EventTracker Database Miaration.exe.con...  1/22/2018 3:57 PM XML Configuratio.. 1KB b
\,—/ CPiesArch SiteDBPathUpdate.bat Date modified: 1/30/2018 2:05 PM Date created: 2/7/2018 5:18 PM
% | Windows Batch File Size: 199 bytes

Figure 19

As the 8.2/8.3 CM gets dismantled, and the 8.2/8.3 CPs as well as the 9.0 CPs starts reporting to the 9.0 CM, it
becomes important to merge the 8.2/8.3 CPs to 9.0 CPs.

In our example, we are merging an older v8.2/v8.3 CP (NTPLDTBLR103) to v9.0 CP i.e. (R1S5-VM3).

In the EventTracker Database, it will list both the CPs before merging. This is shown below:
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4 Microsoft SOL Server Management Studio Quick Launch L o B x
File Edit View Debug Tools Window Help
-0 8- -2 E Doy GBBE| LD - - | & 5 SR AE

Object Explorer v o x

Connect~ @7 &3 (VI

= L-d R153-VM11 (SQL Server 13.0.4411.0 - T(
= [ Databases

[ System Databases

3 Database Snapshots

[J EventTracker

| ) EventTrackerAlerts

| || EventTrackerData

| NTPLDTBLR103[182 93]

]

3 Security

[ Server Objects

[3 Replication

1 PolyBase

[ AlwaysOn High Availability

[ Management

[ Integration Services Catalogs

[ SOL Server Agent (Agent XPs disabl

Figure 20

To merge the CPs,

Download the package from the site.

Copy the package “SystemTransformatonPkg”.
Run the “CPMerge.exe”.

Provide the Collection Point details.

B Application Tools -
Home Share View Manage o
&« v » SystemTransformatonPkg ~ O Search SystemTransformaton... @
Name Date medified Type Size o)
3t Quick access
Database Structure 2/5/2018 631 PM File folder
I Desktop o g
% CPMerge.exe 1/24/201812:52PM  Application 70 KB
; Downloads ' EventTracker.Database Migration.exe 172272 Application 182 KB
z| Documents = EventTrackerDatabaseCreateStructure.exe 1/, Application 53 KB
&= Pictures |_'| EventTracker.Commaon.dll 1/22/2018 402PM  Application extens... 213KB
ET_9.0_Archive |J EventTracker.Converter.dll 1/22/2018 4:02PM  Application extens... 19 KB
Logs |_'| EventTracker.Database. Structure.dil 172272 7 PM Application extens... 365 KB
7| EventTracker.ErrorLogger.dil 1/22/2018 4:02 PM Application extens... 34KB
Software 99
#] EventTracker.Extensions.dll 1/22/2018 4:02PM| ¥ Collection Point — X
System32 ~ . e
|J EventTracker.FeatureDBUpgradation.dll 1/22/2018 Collection poirt details
& This PC |_'| EventTracker.Generic. APLdIl 1722 :02 PM Fron (EENATERER ”
|#] EventTracker.Infrastructure.dil 1/22/2018 4:02 PM
i, Local Disk (C) - o
EventTracker.KnowledgeObject.dll 1/22/2018 402 PM To |R155—VM3[1521SE_1 63 "l
= Local Disk (B EventTracker.MenuPriviege.Upgrade.dil 1/22/2018 3:57 PM e
- o
|%] EventTracker.Reports.QueueParameters.dll  1/22/2018 £:02 P
= NewVolume (D:] [ Microsoft.ApplicationBlocks.Data.dll 1422, 5 pivi | Ready
=¥ Network [] KO_EventTracker.etko 1/22/2018 419PM  ETKO File 29KB
|j KO_Windows Security.etko 1/22/20184:19PM ETKO File 16 KB
|j KO_Windows.etko ETKO File TKB
2 CPiesirch_SiteDBPathUpdate.sql Microsoft SQL Ser... 2KB
\_;J KO_1_Clear KO details.sql Microsoft SQL Ser... 1KB
\_i: KO_2_CIMData.sql Microsoft SQL Ser... 64 KB
\_—:,\J UpdateArchivePath_thl_config.sql Microsoft SQL Ser... 5KB
24 Upgrade_Alert.sql Microsoft SQL Ser... 3KB
= Upgrade_Report.sql Microsoft SQL Ser... 2KB
= Upgrade_Template.sql Microsoft SOL Ser... 1KB
|j Readme.bd Text Document 4KB
=] report.bt Text Document 1KB
33items 1 item selected 70.0 KB

Figure 21
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5. To start the merging, click on GO.

Application Tools - X
Share View Manage [7]
» SystemTransformatonPkg > v @] | Search SystemTransformaton... ©
Name Date modified Tpe Size &
s Quick access
Database Structure 0186:31PM  File folder
I Desktop * :
% CPMerge.exe Application T0KB
¥ Downloads £y EventTracker.Database Migration.exe Application 182 KB
Documents 4 it pyentTrackerDatabaseCreateStructure.exe Application 53KB
&= Pictures #  [d] eventTracker.Common.dil Application extens... 213KB
ET_9.0_Archive [] EventTracker.Converterdl Application exts 19KB
Logs [#] EventTracker.Database.Structure.dll Application exten 365 KB
Software <] EventTrackerErrorLogger.dil Application exts 34KB
EventTracker.Extensions.dil 9c — *
System3z EventTracker FeatureDBUpgradation.dll
] EventTracker.FestureDBUpgradation. Coled P rmarger <
[ This PC [] EventTracker.Generic. APLdIl g
[ EventTrackerInfrastructure.dil i
Local Disk (C) =
4] EventTrackerKnowledgeObject.dil o Operation successful. 4
= Local Disk (E) EventTracker.MenuPriviege.Upgrade.dil il
New Volume ) Evi Reports.QueusP dil
ew Volume (D: ~
= [%] Microsoft.ApplicationBlocks.Data.dll s ]
¥ Network || KO_EventTracker.etko
11 k0 Windows Security <tko ETKO File 16 KB
[ ] kO_Windows.etke ETKO File 7KB
2y CPiesArch_SiteDBPathUpdate.sql Microsoft SQL Ser... 2kB
2 KO_1_Clear KO details.sql Microsoft SQL Ser... 1KB
2y K0_2_CIMData.sql Microsoft SQIL Ser... 64 KB
2 UpdateArchivePath_tbl_cenfig.sql Microsoft SQL Ser... SKB
2y Upgrade_Alertsql Microsoft SQL Ser... 3KB
2y Upgrade_Report.sql Microsoft SQL Ser... 2kB
2y Upgrade_Template.sql Microsoft SQL Ser... 1KB
5] Prism.CollectionMaster_alter MDE _files.. Text Document 1KB
2] Readment Text Document 4K8 v
Figure 22
6. Once the CP merging is completed, it will show a success message as shown above.
Verify the merging in the EventTracker Database:
4 SOLOueryS.sql - R1S5-VM11.R1SS-VM3[192.168.1.63] (TOONS\mythili.r (58)) - Microsoft SOL Server Management Studio Quick Launch Pl- & x
File Edit View Project Debug Tools Window Help
G-0|H- -2 MWDoy BBBEB LA |9 - 5 lme=w-
‘ ‘ Execute Debug | | | | ‘ z
Object Explorer BIFR ClLCuery5.sql - R1..ONS\mythili.r > ) S0LQu = [properties - ax
#x*** Script for SelectTopNRows command from SSMS — ***#*=/ +
@ = ] / P P TN Current connection parameters -
enne k] o5 SISELECT TOP 1@ee@ [Cab_Id] - L
= [ R1S5-VM11 (SOL Server 13.0.4411.0 - T ,[Cab_Name] o | *
= [3 Databases , [Db_Name] B Aggregate Status
[ System Databases »[From_Date] Connection failure:
[ Database Snapshots .[To_Date] Elapsed time
|J EventTracker s [CheckSum_Size] ape=e
i EventTrackerAlert s [CheckSum] Finish time
u ventTrackerAlerts [cab_size] T
+ {Tota?_caunt] Rows returned
s[Port
’[Filepath] Start time
[23 Server Objects , [ChecksumType] State Open
23 Replication . [systems] Bl Connection
[ PolyBase »[IsCabIndexed] Connection name  R155-VM11 (TOONS\m
23 AlwaysOn High Availability s E"I‘Z:p:'jsap:atriﬂ"d“&d] - | B Connection Details
3 Management 00% - e Connection elapser
[ Integration Services Catalogs = Connectien finish 2/
[ SOL Server Agent (Agent XPs disabl (0 Reuits 3 Messages Connection rows re 2
Cab_ld  Cab_Name Db_Name From_Date To_Date CheckSum_Size  Che = Connection start il 2/5/20
1149 etar1517834274-14505.cab  EtwArchive-14505-1517834274mmdb ~ 2018-07-30 21:14:06.000  2018-01-30 21:19:48.000 40 Ox6 Connection state  Open
2 148 etar1517834268-14505cab  EtwArchive-14505-1517834268mdb 201807130 21:07:36.000  2018-01-3021:15:38.000 40 3 Display name 155-u1
3 -147 etar1517834263-14505.cab  EtwArchive-14505-1517834263mmdb  2018-07-30 19:48:31.000  2018-01-30 21:10:16.000 40 135 chin‘nama TOONS\mythili.r
4 146 etar1517834255-145050cab  EtwArchive-14505-1517834255mdb 201807130 21:03:36.000  2018-01-30 21:07:59.000 40 3 Server name ;
5 -145 etar1517834245-14505.cab  EtwArchive-14505-1517834245mdb  2018-071-30 21:01:38.000  2018-01-30 21:05:52.000 40 3 Server version
6 144 etarl517834236-14505cab  EtwArchive-14505-1517834236mdb  2018-01-30 19:47:22000  2018-01-3021:03:42000 40 6 Session Tr;mg D
7 143 etar1517834223-14505cab  EtwArchive-14505-1517834223mdb 20180730 20:53:34.000  2018-01-30 20:59:47.000 40 6 SPEJ .
8 -142 etar1517834213-14505.cab  EtwArchive-14505-1517834213mdb  2018-07-30 19:46:42.000  2018-01-30 20:56:22.000 40 135
9 41 etor1517834207-14505cab  EtwArchive-14505-1517834207mdb 20180730 20:46:36.000  2018-01-30 20:52:48.000 40 3
10 140 etar1517834197-14505.cab  EtwArchive-14505-1517834197.mdb ~ 2018-071-30 20:42:54.000  2018-01-30 20:45:02.000 40 06 - N
ame
d L The name of the connection.
@ Query executed successfully. R155-VM11 (13.0 5P1)  TOONS\mythili.r (58) | R155-VM3[192.168.1.63] | 00:00:00 | 264 rows

Figure 23
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Verify the merged CP in the EventTracker UlI> Admin > Collection Master:

== EventTracker:

A&  Adminv  Tooks~ () MythiliR. ~

Collection Master & / Admin / Collection Master

Q Archive Status Collection Point Details
]

O Display name Name Version Archive path Archives Incidents Port

O  Edit R1S5-VM3[192.... R155-VM3[192.162.1.63] 9.0 - Build 18 DAET_Archive_CM_8\R155-VM3[1... 14507 @® o3

EventTracker:: Server Time: Feb 0507:36 PM  Response: 0.93 secs © 1999 - 2018 EventTracker
‘Actionable Security Intelligence
Figure 24

NOTE: After the Collection Point (CP) merging, if the old Site is not deleted in Database, then you have to
delete it manually.

1. Will there be a data loss during migration of EventTracker?

Yes. As we are stopping the EventTracker services in v8.2/v8.3 and 9.0 environments, there will be a
downtime and data loss.

2. What will happen to the LFM and DLA?
The user needs to re-configure the LFM and DLA after migration.
3. Do we need to take a backup of the configuration files?

It is not mandatory. It is recommended to have a backup of your configuration files.
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