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Abstract

This guide providesinstructions to configure/ retrieve the Amazon Elastic Container Registry (ECR) events
using Amazon CloudTrail and Amazon EventBridge. After EventTrackeris configured to collect and parse
these logs thenthe dashboards and reports can be configured to monitor the Amazon ECR events.

Audience

This guide is intended for use by all EventTrackerusersresponsible forinvestigatingand managing network
and cloud security. This guide assumes that you have EventTrackeraccess and understanding of networking
technologies and Amazon Web Services.
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1. Overview

Amazon Web Services (AWS) is a collection of remote computing services (also called web services) that
together make up a cloud computing platform, offered overthe internet by Amazon.com.

Amazon CloudTrail is enabled on your AWS account when you create it. When an activity occurs in your AWS
account, that activity is recordedin a CloudTrail event. With CloudTrail, you can get the history of the AWS
APl calls for youraccount, including the API calls made via the AWS Management Console, AWS SDKs,
command-line tools, and higher-level AWS services (such as AWS CloudFormation). Amazon EC2 and
AmazonVPCare the e.g., of few services which are integrated with CloudTrail, i.e., CloudTrail captures the
API calls made on behalf of Amazon EC2 and Amazon VPC.

EventTrackercollects the events delivered to CloudTrail and filters them out to get some critical eventtypes
for creating reports, dashboards, and alerts. These are considered as Knowledge Packs and help to reduce
the effortto manually login to the AWS account and figuring what events are supposed to be critical. The
events collected by EventTracker will include services like Amazon EC2 and Amazon VPC.

2. Prerequisites

=  Theuser musthave root-levelaccessto the AWS console.
= EventTrackersyslogVCP port should be NAT with public IP Address.

3. Integrating AWS CloudTrail with EventTracker

3.1 Enabling CloudTrail Logging
1. Loginto AWS CloudTrail.
2. Navigate to the Trails section and click the Create trail button.

CloudTrail X CloudTrail > Trails
— Trails G
Event history &
Insights

Mt

Home Organization S3 Log file CloudWatch Logs
Name 'y region Insights & P 9 9

: Status v
region ¥

trail - trail v bucket v prefix v log group

ion [4 No trails
Forums [A No trails to display.

A
FAGs 2 Create trail

Use the old console

3. Provide the Trail name and enable CloudWatch Logs.
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General details

A trail created in the console is a multi-region trail. Learn more [

Trail name
E r a disp!

3-128 characters. Only

rs, numbers, periods, underscores, and dashes are allowed

To review accounts in your organization, open AWS Organizations. See all accounts [

CloudWatch Logs - optional

Configure CloudWatch Logs to monitor your trail logs and notify you when specific activity occurs. Standard CloudWatch and CloudWatch Logs
charges apply. Learn more E

CloudWatch Logs  Info
Enabled

Log group  Info

0O New

Existing

Log group name

aws-cloudtrail-logs-828890237078-8aaac850

1-512 characters. Only letters, numbers, dashes, underscore vard slashes, and periods are allow

IAM Role  Info
AWS CloudTrail assumes this role to send CloudTrail events to your CloudWatch Logs log group.
O New
Existing
Role name

P Policy document

4. Provide the Log group name and Role name.
5. Click Nextand select the Management events and Insights events in the Eventtype.

Events info

Record API activity for individual resources, or for all current and future resources in AWS account. Additional charges apply E

Event type

Choose the type of events that you want to log.

Management events Data events Insights events

Capture management operations performed Log the resource operations performed on or Identify unusual activity, errors, or user
on your AWS resources. within a resource. behavior in your account.

6. Click Nextand review the settingand click Create trail.
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Cancel Create trail

It starts sending the CloudTrail logs to CloudWatch.

For forwarding the CloudTrail logs to EventTracker. You need to create a subscription filter for the log group
which you have createdin step 4. Follow the below instruction forintegrating CloudWatch with
EventTracker.

3.2 Implementing EventTracker Lambda function
1. Click the Servicesand select Lambda.

Q, Search for services, feat

All services

{#} Compute
EC2
Lightsail [2

Lambda

EC2 Image Builder

B, Storage

2. Inthe Navigation pane choose Functions, then click the Create function.

AWS Lambda X Lambda ®
0 Updated console (preview)
L Functions (2) Last fetched now i‘
Q 1) 8

Function name v Description Package type ¥ Runtime v Codesize v Last modified

3. SelectBrowse serverless app repository.
4. Search EventTracker in public applications. You will get the ETS-AWS-Logforwarderin results.
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Lambda Functions Create function

Create function

Choose one of the following options to create your function.

Author from scratch Use a blueprint Container image Browse serverless app repository -]
Start with a simple Hello World example. Build a Lambda application from sample code and Select a container image to deploy for your function. Deploy a sample Lambda application from the AWS
configuration presets for common use cases. Serverless Application Repository.
Public applications (1) Private applications info
Q EventTracker X Sortby | gest Match v

Show apps that create custom IAM roles or resource policies

ETS-AWS-Logforwarder

This function will help sending the CloudWatch logs
to EventTracker manager via syslog.

EventTrackerAWSAgent
ETS_AWS_Logforwarder Jl LogSender

Netsurion 0 deployments

5. Fill in the details and click Deploy.

Application settings

Application name
The stack name of this application created via AWS CloudFormation

ETS-AWS-Logforwarder

¥ EventTrackerAWSIntegrator

EventTrackerManagerlP
EventTracker Manager IP Address (e.g. 1.1.1.3)

OrganisationName
Organisation Name (e.g. Contoso)

SyslogOverTLS
Enable Syslog Over TLS (e.q. true or false)

true

SyslogPort
EventTracker Syslog VCP Port (e.g. 4514)

Cancel

Enter the EventTracker Public Manager IP address.
Enable syslogoverTLS as True or False.

Enter the syslog port.

Afteryou click Deploy, a function is created.

O N

© Copyright Netsurion. All Rights Reserved. 7



3.3 Creating Subscription filters for CloudWatch

Click the Services and select CloudWatch.

In the navigation pane, choose the Log group.

Click the Log group provided while creating CloudTrail.
Goto the Subscriptionfilter.

> wnN e

Netsuion.

» Log group details

Log streams Metric filters Contributor Insights

Subscription filters (0

We now support up to 2 subscription filters per log group

Filter name

Filter pattern

Destination ARN

No subscription filter

Create Elasticsearch subscription filter Create Lambda subscription filter

5. Click the Create Lambda subscriptionfilter.

6. Under the lambda function, select the lambda function (created after deploying the application)
created fromthe dropdown.

7. Entersubscription filter name, i.e., CloudTrailTrigger.

8. Click Start streaming.

3.4 Creating Rules in Amazon EventBridge

1. Click the services and select EventBridge.
2. Inthe navigation pane select Rules, click the Create Rule.

Rules (2/2)
Q

Name

A

Status

v

Type

v

Any status ¥

Description

3. Addan appropriate name and description to the rule to be created.

Name and description

Name

ECR_Image_Scan

Maximum of 64 characters consisting of lower/upper case letters, ., -, _.

Description - optional

This will forward ECR Image scan results to the lambda functionl

4. Underthe Define pattern section select the Event pattern and Custom pattern options. Enterthe
following Event pattern below:
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"detail-type": ["ECRImage Scan"],
"source":["aws.ecr"],
"detail":{
"scan-status":["COMPLETE"]
}
}

Define pattern

Build or customize an Event Pattern or set a Schedule to invoke Targets.

Q Event pattern Info Schedule Info
Build a pattern to match events Invoke your targets on a schedule
Event matching pattern Event pattern (® Copied ‘ Copy || Edit ‘
You can use pre-defined pattern provided by a service or create a
custom pattern 1

"detail-type™: ["ECR Image S5can”],
"source”: ["aws.ecr™],

© Custom pattern "detail”: {
"scan-status™: ["COMPLETE"]

Pre-defined pattern by service

1
}

i

5. Under the Select event bus section, select “AWS default event bus” and make sure “Enable the

rule on the selected eventbus”is Active.
6. Underthe Selecttargets section choose the lambda function and select the EventTracker lambda

function as the target and click the Add target.

© Copyright Netsurion. All Rights Reserved. 9
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Select targets

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets
per rule).

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

Lambda function v

Function

Q

serverlessrepo-EventTrack-EventTrackerAWSIntegrato-KXiZcxguojy 1

P Retry policy and dead-letter queue

3.5 Attaching a policy to the Lambda function
1. Click the servicesand select IAM.
2. Inthe lAM navigation pane, select Policies, and further click the Create Policy.
3. Underthe Visual editortab, select Service as “Elastic Container Registry”.
4. UnderActions, go to the Read section and select the checkbox for DescribelmageScanFindings.

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor JSON Import managed policy
Expand all | Collapse all

w Elastic Container Registry (1 action) Clone Remove

I » Service Elastic Container Registry

¥ Actions Read

DescribelmageScanFindings

v Resources| @® Specific

close All resources

repository arn‘aws'ecr*: 987654321235 repository/* EDIT ©

» Request conditions Specify request conditions (optional)

© Add additional permissions

© Copyright Netsurion. All Rights Reserved. 10
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5. UnderResources, select the Specificradio button and the Any in this account checkbox.

6. Provide a suitable name and description to the policy and click the Create policy.

7. Oncedone, cross-checkthe policy created by doing a search in the policy page with the name
with which it was created.

Policies > scan_read_ECR

Summary Delete policy

Policy ARN arn:aws:iam:: 987654321235 -policy/scan_read_ECR @

Description This permission grants describeimagescanfinding access on part of Amazon ECR, giving the ability to read vulnerability scan reparts for all image scans in ECR.
Permissions Policy usage Tags Policy versions Access Advisor

Policy summary Edit policy (2]

8. Gotothe EventTrackerlambdafunctionin AWS Lambda, choose Permissionsinthe
Configuration tab, and click the Role name, which will open the corresponding IAM page related
toit.

Code Test Monitor Configuration Aliases Versions

General configuration s
3 Execution role

Triggers
Role name
Permissions serverlessrepo-EventTrack-EventTrackerAWSIntegrato-KAS IKHIKWBZ [
Destinations
Environment variables Resource summary

9. Click the Attach policies in the permissionstab under Roles.

© Copyright Netsurion. All Rights Reserved. 11
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Users
- Role description Edit
Instance Profile ARNs [}
Policies

Path

|dentity providers
Creation time 2021-10-28 09:48 UTC+0530

Account seftings
Last activity 2021-11-04 17:16 UTC+0530 (12 days ago)

v Access reports Maximum session duration 1 hour Edit
Access analyzer
. Permissions Trust relationships Tags Access Advisor Revoke sessions
Archive rules
Analyzers ~ Permissions policies

Settings

O Get started with permissions

Credential report
This role doesn't have any permissions yet. Get started by attaching one or more policies to this role. Learn more

Organization activity

Service control policies (SCPs) Attach policies

10. Type the name of the policy createdin the previous steps, click the checkbox forit, and click the
Attach policy, which will provide the describeimagescanfinding permission tothe EventTracker
lambda function.

Attach Permissions

Create policy

Filter policies + Q, scan_read_ECR

Policy name « Type

vV » scan_read_ECR Customer managed

4. System Extraction

1. Login to the EventTracker Manager.

2. Navigate to Admin > Manager > syslog/Virtual Collection Point.

3. Hoveroverthe gearicon forgetting the Extract Id option. Click the Extract device Id for
extracting the system name using the below regexs:

4. Fill in the following details:
(ForVulnerability scan)
Regular expression: Organisation:(?P<tenant>[4,]+),Event Source:(?P<computer>AWS\.ECR),
Token Name: computer~tenant

(For CloudTrail logs)

Regular expression: Organisation:(?P<Tenant>[,]+).*?"eventSource":"(?P<Computer>[*"]+)
Token Name: computer~tenant

© Copyright Netsurion. All Rights Reserved. 12
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Configuration

{ Virtual Collection Point Direct Log Archiver Agent Settings Email Collection Master Ports

Elasticsearch
syslog
Enable syslog receiver [ Do not resolve sender’s IP address to host name otal available: Unlimited

Port Purge frequency

number Description Cache path (days) Archive path

514 All Syslog Systems DAET- 0 D:\Program Files (x86)\Prism o

[UDP) G 3IMNSTALL\EventTracker\Cache Microsystems\EventTracker\Archives

6514 DAET- 0 D:\Program Files (x86)\Prism ’
9.3INSTALL\EventTracker\Cache Microsystems\EventTracker\Archives

513 DAET- 0 D:\Program Files (x86)\Prism X
9.3INSTALL\EventTracker\Cache Micresystemns\EventTracker\Archives -

Regular expression (D
Organisation:(?P <tenant>[* ]+),Event Source:(?P <computer=> Al

Token name @

[ Active [ Ignore syslog message if regular
computer~tenant /] g y=log 9 g

expression does not match

The provided token must be same as Named Capture Group given in the re

m Clear Close

5. Click the Add button for saving the extraction logic.

5. EventTracker Knowledge Pack

Once the logs are received by EventTracker, the Knowledge Packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTrackerto support the services based on the CloudTrail
logs:

5.1 Flex Reports

= Amazon ECR - Repository-related activities — This report contains relevant information related to
the repositoriesin Amazon ECR.

© Copyright Netsurion. All Rights Reserved. 13
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Timestamp  Action Username  Resource Name User IP Repository Rame  Service: Region Computer
0T0904:12Z  PutimapeScanningConfguraticn john /M awsian: M 157.41.93.191 dock GCrAMAZONaWS COm us-ast-1  aws-nlemallaws-sdk- ECR-SYSLOG
PV I265Lnue 9273
120226 84 332 metal x88_640p
£aUDK_B4.B1_Sarver_\I25.302-
058va/1.8.0_302vendonOrack_C
oeporatienciyiretry-medeistandsnd

2021-08-0T03.04:122  PutimageTaghlatabity john amawsiom: 73537597562 jobe  157.41.93.191 dock ecramazonaws com es-east-1 aws-niemallaws-sdk- ECR-SVSLOG
VaI1.1285Linuxid 9273
1.8¢.226.84 332 metal1 x36_640p
€nIDK_54-B8_Sarver_VINZS.302-
O3ievar1.8.0_302vendoriOracie_C
orporatonciyiretry-made/standerd

0T0204.12Z  PutimapeScanningConfguratica  john arnawsian

S62jota  157.41.93.181 dock BCLAMAZONAWS.COM us-8811  aws-nlemal3aws.sdk. ECR-SYSLOG
BVa1LIZBSLnU4 9273
18¢.226.64 132 metall x86_5¢0p
enUDK_B4-81_Server_\I25,302-
D3java/1.8.0_302vendorOracke_C
orporssoneigirelry.madelstandsrd

2021-05-0T0904:12Z  PetimageTaghutabity phn omawsam 73759762 o 1574193131 dock CT ATRIONAWS COm us-cast-1 aws-miemalJows-sdk- ECR-SYSLOG
Pvalt 12.85Lnuxie 8 272
1.8¢.228.84 332 matal1 x88_840p
€AJDK_54-B1_Server_VIN25.302-
U5i8val1.8.0_302vendor/Oracks_C
orporationcig/netry-made/standad

2021.09-13T14.26:582 zalisaToken dock A aws 843, 73953755756 2.8885  54.161.20767 CrATSIEAWS COM US-e88L  SWS- ECR.SYSLOG
med-oleiec2-Gockar-ecr C¥2.2.37Python3 5 BLinud.14.24
03190eaB6cd1 29167 3
85 433 aman2 x85_E4exends_64
amzn 2promptioffcommandiecr. get-
ogn-password
2021-09-13T14.26:582 {2t 2.dock armaws st3.730537557562:85u  54.161.207.67 CrAMEZCNAWS COM US-EBSL WS- ECR-SYSLOG
med-olRiac2-GockEr-ecti C¥2.2.37PythoN3.8 BLinu0ni4.14.24
0319%0a66cd129167

S
&

4

3>
85423 amzn2 x85_E4exendh_64
amzn 2promptioficommandiecr get-
b d

= Amazon ECR - Registry-related activities — This report contains relevantinformation related to the
registriesin Amazon ECR.

Action Timestamp  Action Username
2021-10-3T14:56:53Z DeleteRegisiryPoicy john

User IP e Region  User Agent EventSource Computer
ws:iam:739837597562;john  103.99.19.14 ecr.amazonaws.com us-east-1 aws-niermna¥3aws-sdk- syslog local  ECR-SY!
javal1.12.89Linux/4.9 272~

1.8¢ 226 84332 mefall x36_840p
€enJDK_54-Bit_Server_VM/25,302-
08;aval1.8.0_302vender/Oracie_C
orporationcég/iretry-mode/standard

G
G

2021-10-3T14)55:24Z PutRegistryPoicy  john am:awsiam: 739537597562 )john  103,89.19.14 ecramazonaws.com us-£ast-1 aws-nternal3aws-sdk- sysiog local  ECR-SYSLOG
Javal1. 12 69Lhuxi4.9.273.
.1.8c.226.84.332 metal! x86_640p
enJDK_64-B_Server_VIM/25.302-
08val1.8.0_302vendor/Oracle_C
orporationcfgiretry-mode/standard

2021-10-3T14:55:53Z DeleteRegisiryPolicy john am:aws:iam:739537897562;0hn  103.99.19.14 ecramazonaws.com us-cast-1 aws-niernailaws-sdk- sysiog local  ECR-SYSLOG
javall 1268Linuxi4 9 273
1.8¢.226 84,332 metall x36_640p
enJDK_64.81t_Server_VIM/25.202.
08javar1.8.0_302vendor/Oracle_C
orporationcfg/retry-mode/standard

2021-10.3T14:55:24Z PutRegistryPolcy  john am:aws:lam:739537597562:ohn  103.99.19.14 ecr. com us-2asi.1 ke syslog local  ECR-SYSLOG
javal! 12 69Linuxi4.9.273-
1.ac.226 84.332 metal! .x86_640p
enJDIK_B4-Bt_Server_VI25,302-
08iaval1 8.0_302vander/Oracie_C
orporationctgiretry-modelstandard

2021-10-3T14,55:53Z DekdeRegistryPoicy john amiawsiam 733837597562 john 1039919 14 ecramazonaws com us-east-1 aws-niernallaws-sdk- sysiog bcal  ECR-SYSLOG
javall 12 69Linux/4 8 273-
.1.8c.226.84.332 metall x36_540p
enJOK_64-Bit_Server_VIM/25.202.
08jval1.8.0_302vendor/Cracle_C
orporationcfgiretry-modelstandard
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Scan Time
11102021 13:28:21

111012021 13:28:21

11102021 13:28:21

1111072021 13.28.21

11102021 13:28:21

1111072021 13.28.21
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Amazon ECR - Vulnerability scan — This report shows relevant details related to the vulnerability
scans performed by AWS when animage is pushed to an ECR repository.

AWS Account Repository Name Image HASH ‘CVE Name Severity Description Reference

56046285005 sideam-dev sha256:2eaccB21a631f2c80c9406 CVE-2019-8457 HIGH SQLite3 from 3.6.0 to and including _ hitps:/isecurity-
0753453CI71906037 Medld2480082 3.27 2is vulnerable to heap out-of-  tracker debian.orgracker/CVE-
bbbaga88cs bound read in the rireenode() 2019-8457
function when handling invalid riree
tables.
7856046285005 siHeam-dev sha256:2eacc821a63 11208009406 CVE-2018-6551 HIGH The mallocimplementation in the  hitps /isecurity-
0753453cf71906b37edffdf2480082 GNU C Library (aka glibc or libc6), — tracker debian.orgiracker/CVE-
bbbagadsce from version 2.24t0 2.26 on 20186551

powerpe, and only in version 2.26
on i386, did not properly handle
malloc calls with arguments close
to SIZE_MAX and could retum a
painter to a heap region thatis
smallerthan requested, eventually
leading to heap corruption

7856046285005 siHeam-dev sha256:2eacc821a63 11208009406  CVE-2017-12652 HIGH linpng before 1.6.32 does not https iisecurity-
0753453719663 7fledffdf2480b82 properly check the length of chunks  tracker debian.orgracker/CVE-
bbDagagscs againsttne user limit 2017-12652

856046285005 siHteam-dev sha266.2eacc821a631f2c80c0406 CVE-2016-2779 HIGH runuser in util-linux allows local hitps Hisecurity-
0753453CI71906b37MedlTd2480082 users to escape to the parent tracker debian. orgAracker/CVE-
bbbaBa88cs session via a crafted TIOCSTlioc  2016-2778

call, which pushes characters to the
terminal's input buffer.

7856046285005 siHeam-dev sha256:2eacc821a63 11208009406  CVE-2017-8923 HIGH The zend_string_exiend funclionin  hitps /isecurity-
0753453719663 7fledffdf2480b82 Zendizend_string.h in PHP through tracker debian.orgiracker/CVE-
bbDagagscs 7.1.5 does not prevent changesto  2017-8923

string objects that resultin a
negative length, which allows
Temote attackers to cause a denial
of service (application crash) or
possibly have unspecified other
impact by leveraging a scripts use
of = with along string.

56046285005 siteam-dev sha256:2eacc821a53112c80c9406 CVE-2018-6485 HIGH Aninteger overflow in the hitps:lise curity-
0753453CI719d6b37MedAr2480082 implementation of the tracker debian org/racker/GVE-
bbbaBaBBcE posix_memalign in memalign 2018-6485

functions in the GNU C Library (aka
alibc or libc6) 226 and earlier could

5.2 Alerts

Amazon ECR: Forced repository deletion detected — This alert is triggered when an ECR repository is
deleted which has images presentiniit.

Amazon ECR: High priority lifecycle policyadded — This alert is triggered when a high priority
lifecycle policy is added to a repository which may override the existing policies.

Amazon ECR: Image scan disabled — This alert is triggered when animage scanning is changed from
enabled todisabled foran ECR repository.

Amazon ECR: Image tag overwrite enabled - This alert is triggered when an image tagging is
changed fromimmutable to mutable, which disables the image overwrite protection.

Amazon ECR: Registry policy changes detected - This alert is triggered when changes in the critical
registry policies are detected.

Amazon ECR: Repository policy changes detected - This alert is triggered when changesin the
critical repository policies are detected.

5.3 Dashboards

Amazon ECR - Image related Activity

© Copyright Netsurion. All Rights Reserved. 15
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Amazon ECR - Image related activity

putimagescanningconfiguration putimagetagmutability

Oct 21 03:44 PM - Oct 22 03:45 PM

=  Amazon ECR - Registry related Activity

Amazon ECR - Registry related activity

deleteregistrypolicy putregistrypolicy

Oct 21 03:44 PM - Oct

© Copyright Netsurion. All Rights Reserved.
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= Amazon ECR - Repository activity by IP Address

Amazon ECR - Repository activity by IP 0G - %

action src_ip_address src_user_name Count

createrepository 103.99.17.219  arnaws.ecrus-east-1:739537597562:repository/demo-repo 3

deletelifecyclepolicy 103.99.19.124  arn:aws:iam: 739537597 562:root 3
deleterepository 103.99.17.219  armaws:ecrus-east-1:739537597562:repository/demo-repo 3
putlifecyclepolicy 103.99.19.124  arnaws:iam::739537597562:root 3

Oct 271 03:44 PM - Oct 22 03:45 PM

=  Amazon ECR - Critical Activities

Amazon ECR - Critical activities

e
!

@ . 103.99.17.219 @
puthifecyclepolicy

103.99.19.124 deleterepository

103.99.19.14
103.99.19.14_ 9

\ J/ deleteregistrypolicy

istrypolicy

putimagescanningconfiguration

157.41.93.191

157.41.93.191

© Copyright Netsurion. All Rights Reserved. 17
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= Amazon ECR - Image vulnerabilities by Severity

Amazon ECR - Image vulnerabilities by severity G -
application_name: si-team-dev application_name: ga-team
<
M medium high high
Nov 15 08:09 PM - Nov 16 08:10 PM
=  Amazon ECR - Image vulnerabilities by CVE
Amazon ECR - Image vulnerabilities by CVE
Series: object_name
4
3
2
1
0 -+ ¢ o % -
A e Al AN A~ PR A A . A e
QQD.-'B 2OV \ﬁ'l \6‘0}’ 1()\1 S ﬂQ\1 155\1 A I Y o ¢
o e S oy o e N o o o
o ct Loy !
sha256:2eacc821a63112c80c94060753453cf719dbb37ffedffdf248bb82bbba8a88c8
sha256:9facc821a63 172cB0c 2406075345 3cf7fdeb3 T feedffdf248bbB82bbbadadin2
Mov 15 08:09 PM - Nov 16 08:10 PM
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=  Amazon ECR - Vulnerability Details

Amazon ECR - Vulnerability details OC =%
object_name threat_category threat info
sha256:2eacc821263112¢80c94060753453cf7fodEbaTifedffdf248bb82bbbaBaBBE high https://security-
sha256:2eacc821a631f2c80c94060753453¢7f0d6b3Tifedffdf248bb82bbbasad8acd high https://security-
sha256:9faccB821a631f2c80c94060753453cf7f9d6b3 Tfeedffdi248bb82bbbaBadab2 high https://security-
sha256:2eacc821a631f2¢80c94060753453cf7fadeb3Tffedfidf248bbs2bbbaBagBea high https://security-
sha256:2eaccB821a63112c80c84060753453¢7f0d6b3 Tiedffdf248bb82bbbataglicd high https://security-
sha256:2eacc8212631f2c80c94060753453cf7fod6b3 Tffedffdf248bbs2bbbasgagscs high hitps://security- £
sha256:2eacc821363112¢80c94060753453cf7fodeb3 Tiedffof248bbs2bbbasasscs high hitps://security-
sha256:2ea0c82136312c80c94060753453cf7fodeb3Tiedffdf248bba2bbbagadscs high hitps://security-
sha256:2eacc82136312¢80c94060753453cf7fadeb3 THedffof248bba2bbbadadscs high https://security-
sha256:2e2cc821263112¢80c94060753453cf7fodeb3Tfedffof248bbs2bbbaBasscs high https:;‘,-’se:uriiy-v
1 »
Nov 15 09:22 PM - Nov 16 09:23 PM

6. Importing Amazon ECR Knowledge Pack into EventTracker
NOTE: Importthe Knowledge Packitemsin the following sequence:

= (Categories

= Alerts

= TokenValues

= Knowledge Objects

= FlexReports

= Dashboards
1. Launch the EventTracker Control Panel.
2. Double click Export-Import Utility.
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Emn&?s&“*?
H B R

EventVault Diagnostics License Export Import Append
Manager Utility Archives
|E_ % |Z_ g i =
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi... Manageme... Configuration
@ "
|
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

i

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to
2. Click the Impaort button.

Options Location
(@) Category
3. Click the Import tab.
6.1 Categories
1. Click the Category option, and then click the Browse - button.

2. Navigate to the location havinga file with the extension “.iscat” and then click Import.
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Iy I
Export Import

1. Provide the path and file name of the Categories file. Use the ... button to browse and locate the import file.
2. Click the Import button.

Options Location

ez

() Fitters
() Merts

() Systems and Groups Source :
NS 53untegration\Configuration rtems'-.Category_A‘."a'S_iscatI B

() Token Value

() Reports

(") Behavior Comelation

Import Close

3. EventTrackerdisplaysa success message:

o Selected category details are imported successfully.

oK

6.2 Alerts

1. Click the Alertoption, and then click the Browse ' button
2. Navigate to the location havinga file with the extension “.isalt” and then click Import.
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I
Export Import

1. Provide the path and file name of the Alers file. Use the "._." button to browse and locate the import file.
2 Click the Impart buttan.

Options Location

O Category Import E4nail settings
Set Active

() Fitters P This setting is applicable only forimports from Legacy (vEx)
® Only f notifications set Alert files. For v7, the active status will be set based on

® Aett 1 () By default "Active" key available in the configuration section.

erts
() Systems and Groups Watchlist Configuration

Import Watchlist configuration

This =etting is applicable only for alerts which have Advanced watchlist configured. |
Nate: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

() Token Value

() Behavior Comrelation

Source :
E:\Net5_Projects"AWS S3\Integration \Configuration tems'\Alerts_AWS isalt

Import Close

3. EventTrackerdisplaysa success message.

o Selected alert configurations are imported successfully.

QK

6.3 Token Values

1. Inthe EventTracker Control Panel, select Export/ Import utility and select the Import tab. Click the
Reports option and choose New (*.istoken).
2. Navigate to the location havinga file with the extension “.istoken” and then click Import.
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N : x —
Export Import

1. Provide the path and file name of token value file. Use the °..." button to browse and locate the import file.
2. Click the Import button

Oyplion= Location
() Category
() Filters
() Merts
Source :
O Systems and Groups tegrationConfiguration tems“\Parsing Rules_AWSistoken |} ... 2

(® Token Value | |

() Reports

(") Behavior Comelation

Import Cloze

6.4 Knowledge Objects

1. Click Knowledge Objects underthe Admin optionin the EventTracker page.

&. Admin + Tools v .

g_: Active Watch Lists @ Event Filters r:f Parsing Rules #& /Das
Alerts Eventvault =] Report Settings
+ P 9
ehavior Correlation Rules & FAQ Tile Configuration ystems
Eehavior Correlation Rul FAQ Tile Configurati s
[_¢ Behavior Correlation Settings [ Group Management 91:,)‘ Users
mi
;rs( ﬂ Casebook Configuration Q IP Lookup Configuration _f‘I"- Weights
DE Category |(_) Knowledge Objects I Windows Agent Config

E Diagnostics @ Manager

2. Click the Import Object icon.
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& / Admin / Knowledge Objects

ijects{-:l-:} T I!. @

| Import Objects i

3. A pop-up box will appear, click Browse, and navigate to the file path with the extension “.etko”
button.

Import

KO_AWS.etko Upload

4, Alist of available Knowledge Objects willappear. Select the relevant files and click Import.

Import

Object mame Applies to Group name

1

2 Impart T

6.5 Flex Reports

1. Inthe EventTracker Control Panel, select Export/ Import utility and select the Import tab. Click the
Reports option and choose “New (*.etcrx)”.
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Expert  Import

1. Provide the path and file name of Schedule Repor file, Use the °..." bution to browse and locate the import file
2. Click the Import button
Nete : ¥ repestis] contains template, first import iemplate and proceed with exportimpont utiity.

Ogtions Location
O Category

(O Fiters

o S—— :
(O Systems and Groups

(0 Token Value

(®) Reparts 1

(O Behavior Comelation

2. Afteryou have selected the “New (*.etcrx)”, a new pop-up window will appear. Click the Select File
button and navigate to the file path with a file havingthe extension “.etcrx”.

—
3. Selectall the relevantfiles and thenclick the Import button
Mote : ¥ report(s) containg template, firl impont template and proceed with repont mpont process
Seloct file [E ' MetS_Proects  AWS 51 Untegration ' Configurston Bems'\Repats_AWS stor Cbect fie J_
Porplatie repodty
Title Frequency  Show al - Q E,
= Thie Ses Carowgps Systoms Faraparecy
= Amazon AWS Bucket Level Acthvly NTPLDTBLR42 s _compuler ] s _compulerd aws_
EA | EQIT | Amazon AWS Logn Faled Activiy NTPLDTBLR4S Def it aws_compulerd Undefirned
EA | EDIT | Amazon AWS Logn Success Actrty NTPLDTBLRAS Def it o _oompulers sl _oompulert Unchefirued
EA | EQIT | Amazon AWS Metwodk, Intedface Actrty NTPLDTBLR4S Deed it s _compuler ] aws_compulerd aws_ . | Lindefined
EA | EDIT | Amazon AWS Polcy Activity NTPLOTELR4S D st awrs_compulierd aws_computerd aws_ | Uindefined
E | EQIT | Amazon AWS Securty Group Actrty NTPLDTBLRAS Def st v _compulerd aws_compulerd awn_ . | Lindefined
£ IT | Amazan AWS Lser Managemsnt Activ.. NTPLDTBLR4S Do it s _computerd awn_computerd e _ . | Uindefined
b Set run Bime oplion is nol applcable for Defined Reports and Hourly Reports
St run time for report () from __:-‘.M = atinlervalof | _ | mirdes  Set {D
Replace to Fepisce st geserd 3
=
e e mre o SOUD{E ) B e LS are v J- @

4. EventTrackerdisplaysa success message:
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Selected reports configurations are imported successfully

oK

6.6 Dashboards

1. Login to EventTracker.
2. Navigate to Dashboard = My Dashboard.
3. In My Dashboard, click Import Button.

— EventTracker::

| Home

Incidents

Behavior Correlation

@R LT

& / Dashboard / My Dashboard

©)0

| Import configuration |

4. Selectthe Browse button and navigate to the file path where the dashboard file is saved and click the

Upload button.
5. Aftercompleted, choose Select All and click Import.

© Copyright Netsurion. All Rights Reserved.
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- =

Available widgets 2

Fe=n -

¥ Amaron AWS Login Success ... ¥ Amazron AWS Login Failed A... ¥ Amazon AWS Policy Activit...

#| Armazon AWS Policy Activit.. #] Amazon AWS Login Failed A... [# Amazon AWS All Operations...

¥ Amazon AWS Login Failed A.. ¥ Amazon AWS User #| Armazon AWS User
Managemen... Managemen...

#| Armazon AWS Policy Activit.. #) Amazon AWS Bucket and #| Amazon AWS Critical Secur..
Chj...

#*| Amazon AWS VM Instances

6. Click the Customize dashlet button as shown below:

& / Dashboard / My Dashboard

IR LTEOO

7. Searchfor Amazon ECR in the Search bar and then selectthe Amazon ECR dashlets and then click the
Add button.

Customize dashlets

Amazon ECR - Cntical activites Amazon ECR - Image related ac... Amazan ECR - Image vulmerabili Amazon ECR - Image vulnerab

Amazon ECR - Registry related Amazon ECR - Repository activit amazon ECR - Vulnerabdity dat
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7. Verifying Amazon ECR Knowledge Pack in EventTracker
7.1 Categories

1. Login to EventTracker.
Click the Admindropdown, and then click Categories.

3. Inthe CategoryTree toview the imported categories, scrolldown and expand the Amazon AWS group
folderto view the imported categories:

Category

Categories

@ *All emror events

@ *All information events
@ *All warning events

E] *Security: All security events

A

(E] Amazon AWS All Operations Activity

E] Amazon AWS Bucket and Object Activity
(E] Amazon AWS Critical Security Activity
E] Amazon AWS Login Failed Activity

@ Amazon AWS Login Success Activity

(E] Amazon AWS Network Activity

(E] Amazon AWS Policy Activity

(E] Amazon AWS User Management Activity

(] Amazon AWS VM Instances Activity

7.2 Alerts

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Alerts.
2. Inthesearch box enter Amazon ECR and thenclick the Search button.
3. EventTrackerdisplays all the alerts related to Amazon ECR.
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d
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¥
|

AARRAA |

e e 8@ |

[T YL WSS S

7.3 Token Values

In the EventTracker web interface, click the Admindropdown, and then click Parsing Rules.

1.
2. Inthe Parsing Rulestab, click the Amazon AWS group folderto view the imported Token Values.

Parsing Rules

Parsing Rule Template
[+ ] +]

Groups (‘B 888 Token-Value Display name v

Default

pr—— _llm_ @ Display name

~ N Arress Kew D

7.4 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.
2. Inthe Knowledge Objecttree, expand the Amazon AWS Events and Amazon ECR Scan group folders

to view the imported Knowledge Objects.

Knowledge Objects

Qo |

Grou ps {:—i—:} @ _||E|_ Object name Amazon AWS Events
Applies to Amazon &WS
=
Amazon AWS Events [T
I I @ N Rules
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7.5 Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.

Report Configuration

Report Dashboard

Explorer

2. Inthe Reports Configuration pane, select the Defined option.
3. Click the Amazon AWS group folderto view the imported reports.

Report Configuration
Scheduled Cueued 1
Report Groups (-B EEE Reports configuration: Amazon AWS
. Security @ il C%
H Compliance Title
' Operations by Amazon AWS Security Group Activity
d Flex }:T:{ Amazon AWS Policy Activity
H DpenDMS r
F ikl Amazon AWS Bucket-Level Activity
Amazon AWS 2 [ -
E I—l @ irl Amazon AWS User Management Activity
[ Aczure Intune [ @ .
ikl Amazon AWS Metwaork Interface Activity
(= cisco il @ B
. ikl Amazon AWS Login Success Activity
[ EveniTracker Il @ -
- }jTj{ Amazon AWS Login Failed Activity
3 FaGP M @& I i e !

7.6 Dashboards

1. IntheEventTrackerwebinterface, click the Home ButtonE and select My Dashboard.
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2. Inthe Amazon AWS dashboard, you should now be able to view the following screen.

My Dashboard

F3BIGIP Dell Storage Amazon 53 TrendMicr... OpenDNS Windows MuleSoft A..

Amazon AWS Login Success Activity By User Type G -x

Series: src_ip_address
100

50 4 _
1
0
<

User Type

106.51.23.1 106.51.18.146 106.51.16.194 [N 49.207.48.86 1498418

. 1.6.70.233

May 27 07:57 PM - Jun 03 07:58 PM
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis #23 among MSSP Alert’s 2021 Top 250 MSSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSPs SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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