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Integrate ArrayOS SPX

This guide provides instructions to configure ArrayOS to send the syslog events to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 7.X and later, and ArrayOS

SPX series 8.4.6 and later.

ArrayOS SPX users, who wish to forward syslog events to EventTracker manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Pre-requisite

e EventTracker should be installed
e ArrayOS SPX 8.4.6 (or later) should be installed

Configurations

This section provides instructions for configuring the Array SPX with EventTracker Enterprise. This document
is not intended to suggest optimum installations or configurations. It is assumed that the reader has both
working knowledge of all products involved, and the ability to perform the tasks outlined in this section.
Administrators should have access to the product documentation for all products to install the required
components.

All Array SPX components must be installed and working prior to the integration. Perform the necessary tests
to confirm that this is true before proceeding.

1. Login to the WebUI.
. Select Monitoring from the column on the left.
3. Select Enable Logging. If the check box is grayed out, enter Config mode by clicking the Config radio
button in the upper left corner.
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NETWORKS

Mode: (" Enable ¢ Config

Username: array

: SPX Host Name: Test2

Integrate ArrayOS SPX

Help | Logout

L

[ -- Base System --

Global Home

SYSTEM CONFIGURATION

General Settings
Basic Networking
Advanced Networking
Clustering

Webwall

Global Admin

Site Admin

Admin Roles

Admin Authentication

GLOBAL RESOURCES

Local Databases
SecurlD Servers
SSL Backend Server
Thin Client Support

System Management

Config Management
Monitoring

Troubleshooting

Change Password

VIRTUAL SIT!

Virtual Sites
Service Management

Logging

General |

Statistics

'HTTP Logging | L3 VPN Logging | ATF Logging | Email

GENERAL SETTINGS

Enable Timestamp:

Enable Time Zone:

Level

Enable Logging:

Facility:

v
: [V (Check this box to include timestamp on log entry)
: I~ (Check this box to include time zone on log entry)

LOCALO ~
: IG: INFO ']

CLEAR LOG SETTINGS
Clear Log Settings:

1 _ Clear NOW |

* Note: Clearing settings will also set HTTP Logging and Email Alert settings back to the default.

LOG TEST

Generate a Test Log Message

: _Generate NOW I

Logging

Statistics

. | Syslog Servers ]

'HTTP Logging | L3 VPN Logging | AT

Figure 1

4. Navigate to Logging->Syslog Servers and click Add Server Entry.

REMOTE SYSLOG SERVER CONFIGURATION

* Note: The Protocol (TCP or UDP) used for each Remote Syslog Server must be the same for ALL servers.

Delete Server Entry | Add Server Entry

Host IP

| Host Port | Protocol

Source Port I Log Level

Figure 2

5. Enter the Host IP and Host Port information of the EventTracker log server. Select the log levels or

leave all the boxes unchecked to enable all log levels.
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Statistics
| Syslog Servers |

Logging
; HTTP Logging | L3 VPN Logging | ATF Logging

ADD SERVER ENTRY Cancel | Save & Add Another | Save

* Note: The Protocol (TCP or UDP) used for each Remote Syslog Server must be the same for ALL servers.

Host IP: |10.10.39.60

Protocol: I UDP 'I (If Protocol is disabled, this server will use the same protocol from other configured server)
Host Port: |514
Source Port: |514

Log Level [Description (Log Number)]: (Default = All log levels if no checkbox below is checked.)
[EMERGENCY (7)]:

[ALERT (6)]:
[CRITICAL (5)]:
[ERROR (4)]:
[WARNING (3)]:
[NOTICE (2)1:
[INFO (1)]:
[DEBUG (0)]:

8 i i | 8 5

Figure 3

6. Click Save.
The Event Tracker server will now appear in the list.
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Import ArrayOS SPX knowledge pack into EventTracker

Launch EventTracker Control Panel.

Double click Import Export Utility.

Click the Import tab.

Import Category/ Alert/ Scheduled reports as given below.

P w DR

Click Category option, and then click the browse E] button.

Locate the All ArrayOS group categories.iscat file, and then click the Open button.
3. Click the Import button to import the categories.

EventTracker displays success message.

Export Import Utility [Z|

L)
- | ,} Selected Cateqaory dekails are imparked successFully.

Figure 4

4. Click OK and then click the Close button.

Click Alert option, and then click the browse :] button.

Locate the All ArrayOS group alerts.isalt file, and then click the Open button.
3. Click the Import button to import the alerts.

EventTracker displays success message.

Export Import Utility E'

L.
» | } Selected Alert Configurations are imporked successFully,

Figure 5

4. Click OK and then click the Close button.
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Verify ArrayOS SPX knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Categories.
3. Inthe Category Tree, expand ArrayOS SPX group folder to see the imported categories.

Incdents  Status  Behavior  Dashboard  Netflow = Search  Reports My EvenfTracker | Change Audt  Config Assessment
Category Management
| Category Tree [ ‘.’auu«Al

rJy.,q'_;’, P a Totsl catenney mwousns 1 399 Totsl catennries 1 2006
~ PJA;--{.):\-.’ACm Last 90 modified categories
3 [5] AweyO8 SPX Cantiow Hame Modited date Modted by
o f'_]‘"ﬁ" SFX Fite Acoems Aray0S SPXC Mal peoy sarvioe Confguration change G050
= Pjuv/.)ﬁv.w.lw. Array0S SPX NAP servie CONTOUrston Chande QIS
~ "va/as SFX S8 ArrayQS5 SPX SHTP service configurstion change YIS e N
. ubom:vA~.w Array0s SPX ACL Geted YiEnL N A
<9 M
. FJM.,O'»S"A‘-’\AC.L ArrayQS SPX DHOP © range 20000 QSIS N
ArrayQS SPX Authectcaton Talure NS N
a uvum BN VPN Dece
ArrayOS SPX Authestication success LR~ 5 1 )
z :J».-,oa X VPN NAT
- ArrayOS S2% Cache seting chanpes VIS MM
B FJA'-’.O:'S
’ ArrayQS SPX Contral Connecton ntalled Vil sse NN
- :JM'A Saanty Oamwenn AR .
Array0% SPX DHCP Server no response NN LN
- :]wa 5L VPN
- "Jlroxm'—o-v
= ’JC'WM"
. UC»)P:-!
o :JC-» ITE0 Senr
~ :JC.:oA:i
R Cnon ACS a
< ]
Figure 6

Logon to EventTracker Enterprise.
Click the Admin dropdown, and then click Alerts.

3. Inthe Search field, type ‘ArrayOS SPX’, and then click the Go button.
Alert Management page will display all the imported ArrayOS SPX alerts.
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Incidents  Status  Behavior Dashboard  Netflow  Search  Reports My EventTracker = Change Audt  Conlig Assossment

Alert Management Searche | Co Page Size: 25 ¥]

[ | AcrayOs SPX. Aubeetication fskse Crece v r r r r r r r r &

I | Arey03 S7X Falio creste new process | Crece ] cl el © rlr r r -

I | Amey03 SPX vae shve stepoed | Crtcas Pl i e r r r

[ | Aray0S S mewis mask | crece = el G| © 2] B r r r

[~ | Aray0Ss SPX_P sotress reschtion faled | Crece = 1l r rlr - - -

[~ | Amay0s S9%  coatiet crecs < r.r r rr - - r

[~ | ArrayOS SPX LDAP Binding error Crece ~ r r r r r r r r

[ | Aray0S SPX LOAP server uvesponaive | Crecs = ERAE el r r r

I | Atrex0s 59X Vemory slecuion takre | Crmcel PRIRT ST ST | r r r r

[~ | Anvbe0S Accountng errer Vedum r r | r | r r { r r - -

I | Axubeds Anomey detecten | sercun CRIRT ST ST e r r w

[ AnuseOS AP floos amack [ crecs - G- G| O r r r = r

| Ante0s Autentcaton fated ! ertcn - r I r r - - = - -

[ | ArvbedS Cartfcate suantcation eror ' r cl cl r r - I -

F | AubeOS Cendficste conversion eror WYedun r r r r r r » r - -
l] ] _.I_J

SChck "Activate Now' after making all changes Actrate Now Add wert Cewele
Figure 7

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Message from webpage [zl

L] E Successfully saved configuration.
L

Figure 8

5. Click the OK button, and then click the Activate now button.
NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select the
respective checkbox in the Alert management page, and then click the Activate Now button.
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