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Integrate Azure MFA On-Premise

This guide provides instructions to configure Microsoft Azure Multi-Factor Authentication (MFA) to send logs to
EventTracker.

The configuration details in this guide are consistent with EventTracker version v9.x or above and Azure MFA
On-Premise

Administrators who are assigned the task to monitor Azure MFA On-Premise events using EventTracker.

The information contained in this document represents the current view of Netsurion on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

Microsoft Azure Multi-Factor Authentication (MFA) prompts the users during the sign-in process for an additional form
of identification, such as to enter a code on cellphone or to provide a fingerprint scan.

EventTracker helps to monitor events from Azure MFA On-Premise. Its dashboard and reports will help you
to detect authentication activities.

EventTracker’s built-in knowledge pack enables you to gather business intelligence providing increased
security, performance, availability, and reliability of your systems.

Through alerts, knowledge base solutions, and reports, EventTracker helps you correct problems long
before a disastrous failure occurs.

2. Prerequisites

e Admin privileges for Azure MFA and should be installed.
e EventTracker agent should be installed in the system.

3. Integration of Azure MFA On-Premise with
EventTracker

Follow the below steps to configure syslog.

1. Logon to the server running the Multi-Factor Authentication Server with administrative privileges.
Open the Multi-Factor Authentication Server Management console by searching for it on the Start
Screen.

3. Inthe left pane, click Logging-> syslog tab.
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Figure 1

4. Check the “Enable logging to syslog server” box.
5. Enter the EventTracker Manager IP in the syslog server field.

Integration is complete, EventTrackser will receive Azure MFA logs.
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4. EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support Azure MFA.

e Azure MFA: Authentication Success - This category provides information related to successful
authentication.

e Azure MFA: Authentication Failure — This category provides information related to all authentication
failure.

e Azure MFA: Authentication Failure - This alert is generated when any authentication failure is
detected by Azure MFA.

e Azure MFA - Authentication Failure - This report gives information about all the authentication
failure detected by Azure MFA. Report contains username, source IP, guide, call status along with
other useful information for further analysis.

Computer Call Status IP Address EventDescription
05/07/2020 12:09:16 PM 1720000 xx-SYSLOG FAILED_PHONE_BUSY 080dc30d-9b6d-4191-3378-46d762944486 Auth Already In Progress  ericschm May 07 12:09:16 172.27.100.13 Apr 30 18:47:20

RAMADFS02 Apr 30 18:47:20 ramadfs02 pfsvc:
infauriNRNArNA-OhRA_41Q1 RITR.

| 05/07/2020 12:09:16 P 172003 x%-3YSLOG FAILED_PHONE_APP_NO_RESPON b345747¢-09d3-4b26-94¢7-58045fasf1aa Mobile App No Response ~ ericschm May 07 12:09:16 172.27.100.13 Apr 30 18:49:49
SE RAMADFS02 Apr 30 18:49:49 ramadfs02 pfsvc:
infRvrh345747r-19d3-4h7A-94e7-
05/07/2020 12:09:16 PM 172.xx 3. xx-5YSLOG FAILED_PHONE_APP_NO_RESPON e0fec917-a60a-4743-92dd-9039bd20b93e Mobile App No Response  ericschm May 07 12:09:16 172.27.100.13 Apr 30 18:48:26
SE RAMADFS02 Apr 30 18:48:26 ramadfs02 pfsvc:
Figure 2

e Azure MFA - Authentication Success - This report gives information about all the successful
authentication detected by Azure MFA. Report contains username, source IP, guide, call status along
with other useful information for further analysis.

LogTime Computer Call Status Guid IPAddress  Message Username EventDescription

05/07/2020 12:09:23 PM 1720000 xx-SYSLOG SUCCESS_PHONE_APP_AUTHENTI 76bae747-3fb2-4c8e-a312-  172xxxxxx  Mobile App A { .com May 07 12:09:23 172.xx.xxxx Apr 30 06:59:07
CATED 3dcadfd7c997 RAMMFAQ1 Apr 30 06:59:07 rammfa01 pfsvc:

05/07/2020 12:09:23 PM 1720 3¢ Xx-SYSLOG SUCCESS_PHONE_APP_AUTHENTI 2ddadce3-ebcB-4c72-b3e9- Mobile App Authenticated  joshmede May 07 12:09:23 172.xx0x.xx Apr 30 06:59:27
CATED 6ebafBb2c962 RAMADFS02 Apr 30 06:59:27 ramadfs02 pfsvc:

infsvci2ddadce3-ebcb-4c72-b3e9-

05/07/2020 12:09:23 PM 172000 xx-3YSLOG SUCCESS_PHONE_APP_AUTHENTI 2f7d1d88-2ab7-49a4-935+- Mobile App Authenticated ~ mattclay May 07 12:09:23 172.xx.xx.xx Apr 30 07:11:20

CATED c143d38ec20c RAMADFS02 Apr 30 07:11:20 ramadfs02 pfsvc:
Figure 3
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action
event_category
event_computer
event_datetime
event_datetime_utc

event_description

event_group_name
event_id
event_log_type
event_source
event_type
event_user_domain
event_user_name
log_source
log_type
object_id
reason
source_type
src_user_name
ags
ags

+= 172.27.100.13-syslog
+= 5/7/2020 5:16:17 PM

+- 1588851977

May 07 17:16:17 172.27.100.13 Apr 29 06:47:28 RAMADFS02 Apr 29 06:47:28 ramadfs02 pfsvc: ijpfsvc|7c819]

succeeded for user 'davejohn'. Call status: SUCCESS_PHONE_APP_AUTHENTICATED - "Mobile App Authentic

+- Default
+- 128

+=- Application

+=- N/A

+= Azure MFA

+=- SUCCESS_PHONE_APP_AUTHENTICATED
+= 7c8195d4-b738-45fa-9b4d-8d16dfa842d1
+- Mobile App Authenticated

+- Azure MFA

+=- davejohn

+=- Authentication Suc

+=- Authentication Activities

Figure 4

4.4 Dashboards

e Azure MFA: Authentication Success

Azure MFA: Authentication Success G - X

M lJohn will BMark MBing M Joey HTina M June W parker

B mike M Tom

Figure 5
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e Azure MFA: Authentication Failure

Azure MFA: Authentication Failure 7 = X

L4

[ Mark Johnny M Simmy M Yen Baron  Mcasy Wtk [HZesd

Blim W william
Figure 6

e Azure MFA: User Location
Azure MFA: User location G =%
¢
)
4

Figure 7
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e Azure MFA: Authentication Failed with Method Used

Azure MFA: Authentication Failed with Method used G=-X

aarolave
hone_app_notification_failed
failed_phone_busy
success_sms_sent .
failed_phone_app_no_response 4

failed_user_hungup_on_us

.‘ phone_app_no_respons . ed_phone_ . .falled_phone_app_novfrtationjaded 0 ed_use gup_on_us -

Figure 8

e Azure MFA: Authentication Request Mode

Azure MFA: Authentication Request Mode G =X

150
100

50

G

(\942’9\3 o

Figure 9
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5. Importing Azure MFA On-Premise knowledge pack
into EventTracker

NOTE: Import knowledge pack items in the following sequence.

e (Category

o Alert

e Token template

e Knowledge Object
e Report

e Dashboard

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.

EventTracker Control Panel I;Ii-

NI

EventVault Diagnostics License Export Import Append
Manager Utality i

|ﬁ§ Qmi

EveniTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi.__. Manageme. .. Configuration
L
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 10

3. Click the Import tab.

1. Click Category option, and then click Browse -],

Netsturion. EventTracker
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" Export Import Utility

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Fiters
O Mers

Source :

—
! |

) Systems and Groups

) Token Value
) Reports

(O Behavior Comelation

Import | | Close

Figure 11

2. Locate Categories_Azure MFA.iscat file, and then click Open.
3. Toimport categories, click Import.

EventTracker displays success message.

Export Import Utility -

o Selected category details are imported successfully.

Figure 12

4. Click OK, and then click Close.

1. Click Alert option, and then click Browse |:| .

Netsturion. EventTracker




Integrate Azure MFA On-Premise

i

Export | Import

1. Provide the path and file name of the Alerts file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Export Import Utility

Options Location

O Category Import E-mail settings
Set Active

) Filters _ g § ) This setting is applicable only for impaorts from Legacy (vEx)
(®) Only if notifications set Aler files. For w7, the active status will be set based on

@ Alorts | () By default "Active" key available in the configuration section.

) Systems and Groups Watchlist Configuration

Import Watchlist corfiguration

This setting is applicable anly for alerts which have Advanced watchlist configured.
B Mote: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

) Token Values

) Behavior Comelation

Source :

~isalt |

Import | | Close |
Figure 13
2. Locate Alerts_Azure MFA.isalt file, and then click Open.
3. Toimport alerts, click Import.
EventTracker displays success message.
Export Import Utility -

o Selected alert configurations are imported successfully.

Figure 14

4. Click OK, and then click Close.

1. Click Parsing rule under Admin option in the EventTracker manager page.

Netsturion. EventTracker
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8= Active Watch Lists [®@7 FAQ Tile Configuration I O Parsing Rules I
A Alerts 2 Group Management Q':::J Report Settings
§ | casebook Configuration &, 1P Lookup Configuration [ systems
O[E Category -‘G)- Knowledge Objects D Users
m Diagnostics Machine Learning Jobs I+ Weights
ﬁ'_] Event Filters ‘,i, Machine Learning Settings
EQ—] Eventvault @ Manager
Figure 15
2. Click Template.
Parsing Rules
Parsing Rule Template
Gr @ Bas
oups o]
Figure 16

3. Toimport token template, click Import.

M / Admin / Parsing Rules

C x|y

Figure 17

4. Locate the Templates_Azure MFA.ettd type file by clicking Browse, enable all the templates and click
import.
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Figure 18
5. Click OK.

1. Click Knowledge objects under Admin option in the EventTracker manager page.

—
= EventTracker:: A Admine  Tools
n Home E; Active Watch Lists ﬂ Collection Master F‘ Group Management [_] Systems & / Dashb
Q A Alerts @ Carrelation Q IP Laokup Configuration g.,,)\ Users
1 @ Behavior Correlation Rules m Diagnostics ) Knowledge Objects [‘- Weights
Ld .
ﬂ Behavior Correlation Settings \,T] Event Filters @ Manager ] Windows Agent Config
5‘2?::"3' C-yb'::.::iﬁmm,m LEEIC?!PISN‘:LE; {7] Casebook Configuration [9] Eventvautt () Parsing Rules
o|§ Category ?] FAQ Configuration ‘:’ﬂ Report Settings
Attacker - News
Figure 19

2. Click Import ¥as highlighted in the below image:

Knowledge Objects & / dmin / Knowledge Objects

n
a @ etfile o

=

EventTracker

Figure 20

3. Click Browse.
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Import

Figure 21

4. Locate the file named KO_Azure MFA.etko.

5. Now select the check box and then click * Import.

Import
Object name Applies to Group name
Azure MFA MS Azure MFA MS Azure MFA
Figure 22

6. Knowledge objects are now imported successfully.

File imported successfully.

Figure 23
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5.5 Report

1. Click Reports option and select New (*.etcrx) option.

Export | Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Note : K report{s) contains template, first import template and proceed with exportimport utility.
Options Location
Category

. © sy

Source :

[Fisseh [

Systems and Groups

Token Value

Reports I

ofelo oo o0 o

Behavior Comelation

Figure 24

2. Locate the file named Reports_ Azure MFA.etcrx and select the check box.

Mote : f report(s) contains template. first import template and proceed with report import process.

Select file “' TPTOILTD Tl TR L L e [T g e, oa\Reports_Azure MFA etonc | | Select file
Ayvailable reports
Title | | Frequency Show all =
| Thie Sites Groups Systems Frequency|

Azure MFA - Authentication Failed R155-VM30 Undefined

]
B e e R

<

Mote: Set run time option is not applicable for Defined Reports and Houry Reportz

Set run time for report(s) from [ | AM - at interval of [ _ | minutes

Activate Wil
Replace | | to | || Reploce | | Assign systems |

G T t
Mote: Make sure that Site(s), Group(s) and Systemiz) selections are valid.

Figure 25
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3. Click Import ¥ to import the report. EventTracker displays success message.

Export Import Utility .

Selected reports configurations are imported successfully

Figure 26

5.6 Dashboards

NOTE- Below steps given are specific to EventTracker 9 and later.

1. Open EventTracker in browser and logon.

Hame

My Dashboard
Threats
Incidents Indicators of Compromise
USE activities, Mew senvices or software install 5]

Behavior Comelation
Change Audit
Compliance

Figure 27

2. Navigate to My Dashboard option as shown above.

3. Click Import ¥ as show below:

EventTracker: O i oo @ emagmin®

My Dashboard # / Dasnboard / My Dashboard

N ®eeRLTOO0
Figure 28
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4. Import dashboard file Dashboard_Azure MFA.etwd and select Select All checkbox.
5. Click Import as shown below.

Available widgets

¥ Select All
&) Azure MFA: Authentication... ™ Azure MFA: Authentication...
#| Azure MFA: Authentication... ¥ Azure MFA: Authentication..

| Azure MFA: User location

Import Close
Figure 29
6. Import is now completed successfully.
Selected dashlets imported successfully.
Figure 30
7. In My Dashboard page select ®to add dashboard.
My Dashboard # / Dstboird/ My Deshoad

- @@m@o

Figure 31

8. Choose appropriate name for Title and Description. Click Save.
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Edit Dashboard

Title
Azure MFA

Description

Microsoft Azure MFA

Delete Cancel
Figure 32
9. In My Dashboard page select @ to add dashlets.
My Dashboard # / Dashbond My Dasbon
eeRLTO0
Figure 33
10. Select imported dashlets and click Add.
Customize dashlets
Azure MFA Q
¥| Azure MFA: Authentication Faile.. ! Azure MFA: Authentication Failu.. ¥ Azure MFA: Authentication Req... ¥| Azure MFA: Authentication Succ...
¥| Azure MFA: User location
m Delete Close
Figure 34
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6. Verifying Azure MFA On-Premise knowledge pack in
EventTracker

6.1 Category

1. Logon to EventTracker.

2. Click Admin dropdown, and then click Category.

— EventTracker::

35 Active Watch Lists [E Collection Master <) Group Management [} Systems / Dashbl
Home 3 = % —
A Alerts @ Correlation Q IP Lookup Configuration (q?_‘ Users
1 @ Behavior Correlation Rules ﬂ Diagnostics & Knowledge Objects _’[‘- Weights
":‘ﬂ Behavior Correlation Settings \?1 Event Filters @ Manager [ windows Agent Config
E‘:i':hal C.yb?::nr(ea‘:hi.r@m"w_.“ ng'ca.t.?rsugiﬁ 4:] Casebook Configuration [5] Eventvault |:,r Parsing Rules
n|§ Category [®" FAQ Configuration i.m Report Settings

- MNews

Attacker

Figure 35
3. In Category Tree to view imported category, scroll down and expand Azure MFA group folder to

view the imported category.

Category

Category Tree Search

=i All Categories
@ *All error events
@ *All information events
@ *All warning events
@ *Security: All security events
t} [ Acceliion SFT
t} [3 Aruba Clearpass
[ Azure MFA
é @ Azure MFA: Authentication Failure

E] Azure MFA: Authentication Success

Figure 36
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1. Logon to EventTracker.
2. Click the Admin menu, and then click Alerts.

— EventTracker:s ®  anne
n Home E; Active Watch Lists E_] Collection Master F‘ Group Management [_] Systems & / Dasht]
a @ Correlation Q IP Lookup Configuration ,C,Q Users
2 @ Behavior Correlation Rules E Diagnaostics \"_) Knowledge Objects .'T‘- Weights
B .
' Behavior Carrelation Settings V_] Event Filters @ Manager CJ Windows Agent Config
ﬂfe"('ial qbl:::nr(ﬂ]fmmmwmt L';Eic‘?l,‘?“"glg £7] casebook Configuration 9] Eventvault (7 Parsing Rules
off Category [&) FAQ Canfiguration & Report Settings
Attacker - News
Figure 37
‘ ’ H
3. Inthe Search box, type ‘Azure MFA’, and then click Go.
Alert Management page will display the imported alert.
Alert Name A Threat Active Email
G‘ﬁ Azure MFA: Authentication Failure ®
Figure 38

4. To activate the imported alert, toggle the Active switch.

EventTracker displays message box.

Successfully saved configuration.

[ Prevent this page from creating additional dialogs

Figure 39

5. Click OK, and then click Activate Now.

NOTE: Specify appropriate system in alert configuration for better performance.
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6.3 Token templates

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing rules.

EventTracker:: A |admin-  Tools-
] Home Ef— Active Watch Lists E] Collection Master F" Group Management lj Systems # / Dazhb
a A\ Alerts @ Correlation Q IP Lookup Configuration .Q@. Users
1 @ Behavior Correlation Rules E Diagnostics (} Knowledge Objects .’l"- Weights
E .
} Behavior Correlation Settings {'ﬂ Event Filters @ Manager ] Windaws Agent Config
Eﬂz‘?al qbg:;ﬂ’::ﬂ@mnwm ngm‘?t.‘.)rsu‘ig :I Casebook Configuration [OJ Eventvault D Parsing Rules
o|§ Category [@) FAQ Configuration Q Report Settings
Atacker - Mews
Figure 40

2. On Template tab, click on the Azure MFA group folder to view the imported token values.
Parsing Rules

Parsing Rule Template

Qoo
Groups @ &8 Group : Azure MFA
Defau =
Acceliion SET T @ Template Name Template Description
Azure MFA i @ Azure MFA Microsoft Azure MFA
Figure 41

6.4 Knowledge Object

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

EventTracker::
n Home E‘f— Active Watch Lists [E] collection Master [F Group Management [ systems & /Dashb
a A Alerts @ Correlation Q IP Lookup Configuration ,QQ Users
1 @ Behavior Correlation Rules ﬂ Diagnostics - Knowledge Objects (l"— Weights
'f.-“‘u Behavior Correlation Settings \31 Event Filters @ Manager CJ windows Agent Config
3‘2'9&':""' qyb‘:::;e“hgmmmm‘ L'}‘:'“‘?',‘?'Sﬂg 7] Casebook Configuration [¥] eventvautt 17 Parsing Rules
ofz Cstegory [& FAQ Configuration &Y Report Settings
Attacker - News
Figure 42

2. In the Knowledge Object tree, expand Azure MFA group folder to view the imported knowledge
object.

Netsturion. EventTracker




Integrate Azure MFA On-Premise

Knowledge Objects

Qe |

Groups @ & i Object name Azure MEA
= Applies to MS Azure MFA

Rules

Title Event source

+1  Azure MFA syslog
Message Signature: (Zi)pfsvc\i\s{\|(pfAuth|pfsvc)\||pfauth)
Message Exception:

Expressions

Azure MFA @ Ml Expression type Expression 1
Figure 43

3. Click Activate Now to apply imported knowledge objects.

6.5 Report

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

EventTracker::

Report Configuration

Report Dashboard Indicators of Compromise
USE activities. Mew senvices or software install =]

Explorer
Figure 44

2. In Reports Configuration pane, select Defined option.
3. Click on the Azure MFA group folder to view the imported reports.
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Report Configuration

() Scheduled © Queued @ Defined

Report Groups @ EEE Reports configuration: Azure MFA
s Security = @ [iry 62)
“a  Compliance 55 Title
"= Operations (R (3 Azure MFA - Authentication Failed
" Flex = )(E;{ Azure MFA - Authentication Success
[ Accellion SFT Tm' @
[3 Aruba ClearPass T @
[ Azure MFA M @&

Figure 45

6.6 Dashboards

1. Inthe EventTracker web interface, Click Home and select “My Dashboard”.

Dashboard

R, My Dashboard

) Threats

Figure 46

2. Inthe “Azure MFA” dashboard you should be now able to see something like this.

Azure MFA: Authentication Request Mode G -x

350
300
250

200

100

50

o &
& €%

Figure 47
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