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Integrate Microsoft Azure

This guide provides instructions to configure Azure to generate logs for critical events. Once EventTracker is
configured to collect and parse these logs, dashboard and reports can be configured to monitor Azure
Activity, Azure Intune and Keyvault.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 9.x and later,
and Microsoft Azure.

IT Admins, Azure administrators and EventTracker users who wish to forward logs to EventTracker Manager
and monitor events using EventTracker Enterprise.

The information contained in this document represents the current view of Netsurion. on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Overview

EventTracker Knowledge pack for Microsoft Azure captures important and critical activities in Azure.
Monitoring these activities is critical from a security aspect and is required for compliance and operational
reasons. The dashboards, reports will help you in getting deeper insights to analyze various security use cases
like azure resource and service activities and changes.

EventTracker helps you to monitor day to day activities of Azure resource activities, Intune and Keyvault audit
activities.

Prerequisites

e EventTracker v9.x or above should be installed.
e PowerShell 5.0 should be installed on EventTracker Manager.

e App should be registered in Azure AD with Azure Management APl and Microsoft graph APl permission.
Instructions are mentioned here.

e Please enable following URL, if there is any web filter or firewall in between:

o https://graph.microsoft.com
o https://login.windows.net
o https://manage.office.com

Configure Azure to forward logs to EventTracker

1. To create “Microsoft graph and Azure Management API” enabled app in Azure AD, please follow the
steps mentioned here.
2. After successful creation of user and application, run the Azure Integrator.

You need to follow these steps, if you want to create application.

1. Please contact EventTracker Support for Azure Integration package.

2. Run executable file “Azure Integrator.exe”.
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Integrate Microsoft Azure

. Azure Integrator u_-' =

ri=
.—...—.
Ly

This will help to integrate Azure with EventTracker.
Follow the following intructions:

» Click Browse button and navigate to location.
= Select the location.
» Click on Install button.

uounsiaN

NJISS HQEUo Iy

19081 | JUSAT

abiau) A

B

Destination folder
C:\Program Fies (x86) Wzurelntegrator] W | | Browse..,

Installation progress

Figure 1
After launching integrator, it will check for PowerShell compatibility. If it is found compatible,
integrator will allow you to configure Azure. Otherwise, update PowerShell on the EventTracker

Manager machine.
Please follow the Register Application section and permission sections for application creation

respectively. Fill the details in the Application.
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AP Client Id |sdfgdgdfa -sdfssd-sdfsasd-afdsfasdfad

AP Key I

Redirect :

e lhtlp.x‘x‘localhost

Tenant Id Ibidsfsdf-asfdgbg-asdfadf -asdfbbgfewnw
Suberition 1D | 785452adsdf-454-454784-789ssdfsdafdsf3
Organisation Name lcontoso. com

Group Name lconlos

—Select the Azure Products to Monitor

™ &zure Monitar
™ Azure Intune ‘

I~ Azure Keyvault

| 0K I Cancel

4
Figure 2

4. Fill the details of the app registered in Azure AD with Microsoft graph and Azure Management API
permission. If user doesn’t have app registered in Azure AD, please follow the instructions
mentioned here.

5. Provide the tenant ID for the enterprise. Please follow the instruction mentioned here, if tenant ID
is not known.

6. Once you have filled the appropriate fields in the forms, it will enable the Select Azure Product
checkboxes.

7. Select the Check box which is required to monitor.

8. If Azure Intune has been selected, it will pop up the browser window to authorize the client. Login
with Azure administrator account to authorize the application.
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9. If the browser window is not popped-up, it will pop up a form with URL. Click “Copy URL to
Clipboard” button.

Authonization
LRL

%200 eviceM anagementipps. Read Allkstate=12345

Copy URL
to Chpboard

Redirected
Auth URL

OK

4

Figure 3

10. Once the link is copied, paste it in your web browser and login with azure administrator
credentials.

11. If the application is authorized, the page will redirect to your localhost or redirect to the URL,
which you are given.

12. Copy the redirected URL from the browser and paste it in Redirected Auth URL text box and click
OK to proceed further.

13. If Azure Keyvault Auditing is enabled, please provide the azure Keyvault auditing storage account
and storage account resource group.
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= Azure Integrator — X
APl Client 1d |sdfadadfg -sdfssd-sdfsasd-afdsfasdiad
APl Key |
Redirect ;
DAL lhltp.e"."localhost
Tenant Id |bidsfsdf-asfdgbg-asdfadf -asdfbbafewr
Subcrition 1D I?85452a4sdf-454-454?84-?89
Organisation Name Icontoso.com
Group Name Icontos

— Select the Azure Products ta Monitor

vV Azure Monitor
V' &zure Intune
vV &zure Keyvault

Storage Account {audit_storage_keyvault
Name
Storage [Keyvault_resource_group

resource Group

| Ok I Cancel I

Figure 4

14. Once you provide all the details in Integrator “OK” button will be enabled.
15. Click on OK button to complete the Integration.
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If Application has not been registered in Azure AD, please follow the below procedure. This procedure should
be carried out by a user having Global Administrator rights in Azure.

1. Signin to the Azure portal.
If your account gives you access to more than one, click your account in the top right corner, and set
your portal session to the desired Azure AD tenant.

3. In the left-hand navigation pane, click the Azure Active Directory service, click App registrations, and
click New application registration.

developer - App registrations
er - App registrations
0 i + MNew application registration :E Endpoints x Troubleshoot
Crerview
= . . - _— . . -
rs' Quick start o view and manage your registrations for converged applications, please visit the Microsoft Application Console.
5 | Search by name or Appld
MANAG L
£ Users and groups
DISPLAY NAME
© B Erterprise applications
AdminUserApp
Lo B Devices Preview)
ﬂ WebApp-OpenlDConnect-Dothet
= B App registrations
m MuwaApUau
E Y Application praxy
] 4 Licenses
» Azure AD Connect
o
Domain names
D Mobility (MDM and MAM)
Password reset

Figure 5

4. When the Create page appears, enter your application's registration information:
e Name: Enter an appropriate application name
e Application type: Select Web app / API
e Sign-On URL: Enter http://localhost
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developer - App registrations » Create

O X

b

I NewApplication

Application type @

I ‘Web app / APl

*

Sign-on URL®

I https.//localhost

Figure 6

5. When finished, click Create. Azure AD assigns a unique Application ID to your application, and you are

taken to your application's main registration page. Please note down the Application ID.

6. To add permission(s) to access resource APIs from your client,

Click the Required Permissions section on the Settings page.

Click the Add button.

Click Select an API to select the type of resources you want to pick from and then select
Microsoft Graph.
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developer - App registrations N J Required permissions > Add APl access ) Selectan AP

GENIRAL am APPUICATION PIRMI_. DILIGATED PIRMIS.

) 11 ropens ]
operties > Windows Azure Active Directory (Microsoft Azure Act... 0
2 Microsoft Graph
-] Reply URLS >
Microsoft Rights Management Services (Microsoft Azure AMS)
e s Owners >
Azure Key Vault
L] AP1ACCESS Windows Azure Senvice Management AP
= Required parmissions > Microsoft Visual Studio Team Services (Microsoft VisuaiStudio.On
3
s > Office 385 Management APis

TROUBLESHOOTING + SUPPORT
X Troubieshoot >

S New uppon request

O ®« ® ¢ -« & B B

$ &

Figure 7

7. After selecting Microsoft Graph, add following application permissions:
e Read all identity risky user information
e Read all usage reports.
e Read your organization security events.

Netsurion. Eventlracker




Integrate Microsoft Azure

Enable Access O
Microsoft Graph
H Save @ Delete
T Fead all access reviews T W Yes T
+ Read all identity risky user information @ Yes
Read and create online meetings (preview) 0 Ves
v Read all usage reports @ Yes
Read all users' relevant people lists @ Yes
Flag chat messages for violating policy @ Yes
Read all chat messages @ Yes
Read all channel messages 0 Ves
Flag channel messages for viclating policy @ Yes
Read and write all applications O Yes
Manage apps that this app creates or owns @ Yes
Read online meeting details (preview) 0 Yes
Access media streams in a call as an app (preview) 0 Ves
Join group calls and meetings as a guest (preview) @ Yes
Join group calls and meetings as an app (preview) @ Yes
Initiate outgoing group calls from the app (preview) @ Yes
Initiate outgeoing 1:1 calls from the app (preview) 0 Yes
Read all audit log data 0 Ves
| Read your organization's security events @ Yes
Read and update your organization's security events @ Yes
Read and write items in all site collections (preview) 0 Yes
Figure 8
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8. Click Grant permissions after selecting Required permissions. For granting permissions, user(s) with
“Global Administrator” privileges are required.

X Required permissions
J ol ter settings + Add | Grant Permissions
GENERAL AP APPLICATION PERMI... DELEGATED PERMIS
-
ropiE ? Micrasoft Gragh 1 i]
o 5 ;
Raply URLs / Windows Azure Active Directory (MicrosoftAzureAct... O 2
i Owners b
A1 ACCESS
Required permissions >

Figure 9

9. You are taken to the application's main registration page, which opens the Settings page for the
application. To add a secret key for your web application's credentials:
e C(lick the Keys section on the Settings page.
e Add a description for your key.
e Select Never from expires drop-down.
e C(lick Save. The right-most column will contain the key value, after you save the configuration.

Make note of value generated. This will be used in the integrator as client secret.

& e
 §

& = &% § @
»
i

Figure 10

10. Please note down the Application ID after completing app configuration.
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1. After creating the Azure application (which is similar to a service account), the application needs to be
granted Security reader access to the subscription(s) via a service principal object.

2. Select Subscriptions -> Your subscription -> Access control (IAM) -> Add -> select the Security Reader
role -> type the name of your application registration from the previous step -> select the application
when it appears in the results -> click the Save button.

Role @
S Roles Q) Refresh 2 Help Security Reader
Showing subscriptions in spluni Don't see a

subscription? B Overview Name @& Type ® Role & Azure AD user, group, or application

|~ Create a resource Subscriptions Pay-As-You-Go - Access control (JAM)
Subscription

All services =+ idd

% FAVORITES

Switch directories Al ~ 4 selected v
£ Al resources My rale @ Status @ i Access control (IAM) Group by @ Select @
7 selected v || 3setected ~ Role v azuremoni
B Recent X Diagnose and solve problems
S X ureMonitor
& App services R COST MANAGEMENT + BILLING
NAME Tvee ROLE
B3 Virtual machines (classi... SUBSCRIP... SUBSCRIPTION 1D Invoices
API MANAGEMENT SERVICE CONTRIBUTOR
B Virtual machines Pay-As-You-... e = ... @ Costanalysis
B Sal databases B3 Extemal services API Management Servi
X @ Payment methods
@ Cloud services (classic)
conTRIBUTOR
& Partner information
% Subscriptions B
@ Azure Active Directory SETTINGS

Before you can enable this, you need a storage account. You can use your existing storage account or
create a new storage account in resource group to store the logs.

1. Signinto the Azure portal.
In the Microsoft Azure portal, click Keyvault.
Navigate to the Diagnostic logs under the MONITORING.
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A £ ’
“] Automation script . udittvent
A A

MONITORING
Alert rules

k2 Diagnostics logs

& Log analyt CMS)
p Log search
il Metncs (Previe

Figure 12

4. Click "Turn on diagnostics"

5. Enter the Name for the setting. Example (Keyvault_logger)
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6. Select “Archive to Storage Account” and pick the storage account you have just created.

Yo U b charged rormal data rates for shorage and Braniactions when you tend
hagniitan T 8 TOape B count

Figure 13
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Figure 14

Select the AuditEvent log and Retention days as required.

Click Save.

If you are enabling Azure Keyvault you have to enable addition role to the storage account for
accessing Keyvault log.

Follow these steps to assign the Reader role so that a user can access blobs from the Azure portal. In
this example, the assignment is scoped to the storage account:

In the Azure portal, navigate to your storage account.

. Select Access control (IAM) to display the access control settings for the storage account. Select

the Role assignments tab to see the list of role assignments.

In the Add role assignment window, select the Reader role.

From the Assign access to field, select Azure AD Application which we created.
Save the role assignment.

Repeat the same procedure to assign Storage Blob Data Reader to the application.

Sign in to the Azure portal.
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2. In the Microsoft Azure portal, click Azure Active Directory.

3. Under Manage, click Properties. Make note of the value in Directory ID box. This will be used as
Tenant ID in the integrator.

I Enterprise applications - H Save

[ =]

Devices *

5

App registrations
Country or region
prox) United States

Location

United States datacenters

Azure AD Connect
Notification language

i~/ Custom domain names v

Company branding

Directory ID

ﬂ- User settings

Properties

Figure 15

Verify Azure Integration

After providing details in Azure Integrator, please follow the steps to verify the Azure integration.

1. Check if the following task is created in Task Scheduler.

@ Task Scheduler
File Action  Wiew Help
= |
© T“"frsckh;d:': (‘L“;L) Marne Status  Triggers Mext Run Time LastFun Time ™
Vi js LE;D\E’DU Y (& {AB1F1256-975F-4112-B3CB-E010762D34E0} Ready When the task is created or modified 0271772017 23225
= Microsoft (® Adobe Acrabat Update Task Disabled  Multiple triggers defined 04/06/2010 Z00:00 PM  DB/27/2015 :28:39
%) Symantec Endpaint Py || (2295 Logging Disabled At 1147 M every day 04/06/201011:47:32 &M 12/15/2015 11:47:3
SR (% Acure keywault lngger Disabled At 7:10 PM every day - After triggered, repest every 1 hour indefinitely. 04/05/2019 3:10:29 P 1143071999 12:00:0
(® Azure Monitar Ready 11/30/1999 12:00:0
-?—-EraveSu&wareUpdateTaskMa(hineCure Ready Multiple triggers defined 04/06/201911:08:06 40 04/05/201912:06:4
(® BraveSoftwarelpdateTaskMachineUs Ready At 11:0BAM every day - Mfter triggered, repeat every 1 hour for a duration of 1day.  04/05/2010 H08:06 P D4/05/2012 2:08:06
(@ Cisco AMP Disabled At 1:55 PM every day - After triggered, repeat every 1 hour indefinitely, 04/05/2019 2:55:37 P 0771172018 11:55:3
() EventTracker-Attackers Ready At 5:12 PM every day 04/05/2019512:00PM 04/05/2019 10:30:0
-iL-EventTrazker-DSh\eldOrgEIu(kedIPList Ready At 5:12 PM every day 04/05/20195:12:00PM 04/05/2019 10:30:0
(® EventTracker-EmergingThreatBlockedIPList Ready ~ At5:12 PM every day 04/05/20105:12:00 P D4/05/2012 10:30:0
(® EventTracker-IblocklistBlueTackBoganlPList Ready At 512 PM every day 04/05/2019 3:12:00PM 0470572019 10:30:0
':L'EventTraEker-\h\nckhstE\ueTatkHuacked\PL\st Ready At 5:12 PM every day 04/05/2019512:00PM 04/05/2019 10:30:0
'iL'EventTraEker-\h\nckl\stB\ueTatkmeylPList Ready At 5:12 PM every day 04/05/2019512:00Ph 04/05/2019 10:30:0
(® EventTracker-IblocklistBlueTackSpyWareList Ready ~ At5:12 PM every day 04/05/20105:12:00 P D4/05/2012 10:30:0
(® EventTracker-Monitor&lertSurge Ready At 512 PM on 03/18/2019 - After triggered, repeat every 13 minutes indefinitely, 04/05/2019 2:57:00 P 04/05/2019 2:42:00
(’ >
Figure 16
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EventTracker Knowledge Pack (KP)

Once logs are received in EventTracker; Reports, Knowledge Objects and Dashboards can be configured in
EventTracker.

The following Knowledge Packs are available in EventTracker v9.x and later to support Azure monitoring:

e Azure - Intune Audit Events: This report will provide you information related to Azure Intune Audit

Events.

Sample Report:

04/08/2019 06:52.20 Fht
04/08/2019 06:52:20 Pht
04/0812019 065221 Pht
04/08:2019 065221 Pht
0410812019 06:52.21 Pht
0410812019 06:52:22 Pht

0410812019 06:52.22 Pht
04/08/2019 06:52:23 P
0410872019 06:52.23 P
04/08/2019 06:52.23 P

0410372019 065224 P
0410372019 06:52.25 P
0410372019 06:52.25 P
0410872019 06:52.26 P
0410572019 065226 P
04/08/2019 06:52.27 PM
04/08/2019 06:52.27 PM
04/08/2019 06:52.27 Pht

ATUREINTLEN_009
AZUREINTLEN_009
ATUREINTLEN_009
ATUREINTLEN_009
ATUREINTLEN_009
ATUREINTLEN_009

ATUREINTLEN_009
AZUREINTLEN_009
AZUREINTLEN_009
AZUREINTLEN_009

ATUREINTLEN_009
AZUREINTIUEN_009
ATUREINTIEN_009
AZUREINTIUEN_009
ATZUREINTIUEN_009
AZUREINTIEN_009
AZUREINTIUEN_009
AZUREINTLEN_009

Activity Date Time
2018-03.07T15:50:34 30910452

2019-03-07T15,51:18.22103462
2019-03-07T14:47.55 8286927

2019-03-07T14:50:48.0748327 2
2019-03-07T14:50:45.0748327 2
2019-03-06T2208:16.30369892

2019-03-07T14:47.:55 8286927
2019-03-06T16:32:15.15994397
2019-03-06T16:32:15.15994307
2019-03-06T22 08:16.30368802

2019-03-06T16: 28:50.03401 762
2019-03-06T16:28:50.03401 792
2019-03-06T16:29:42 64504992
2019-03-06T16:29:42.6480499.2
2019-03-06T16:29:42.64504992
2019-03-06T16:28:42.64804992
2019-03-05T22:36:46.22750352
2019-03-05T22 36:46.22750352

Create MobileAppAssignmert
Delete MotileAppAssignment
Create Mobile 8 ppassignment
Create Mabile & ppassignment
Create Mabile & ppassignment

SyncwindowsAUtaplotDevices
Windowrs AutopilctSettings
Creste Mabile & ppa ssignment

Create MabileAppassignment
Create Mobileppassignment

SynowindowsatoplotDevices
Windows AutopiotSettings
Delete Moblletnp

Delete WoblleApn
Delete hokileAppAssionment
Delete hokileAppAssionment
Delete hobileAppassignment
Delete MobieAppAssionment
Patch MokileApp
Patch MobileApp

Success
Success
Success
Success
Success
Success

Success
Success
Success
Success

Success
Success
Success
Success
Success
Success
Success

Success

Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension

Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsaft Intune portal extension

Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension
Microsoft Intune portal extension

Microsoft Intune portal extension

Category
Applcation
Applcation
Applcation
Applcation
Applcation
Envallment

Applcation
Applcation
Applcation
Enraliment

Appliation
Appliction
Applicstion
Application
Application
Application
Application
Applcation

Figure 17

ity Operation Type
Create
Delete
Create
Create
Creste
Action

Creste
Create
Creste
Action

Delete
Delete
Delete
Delste
Delste
Delste
Patch

Patch

Creste Mobile ppA ssignmert
Delete MobileAppAssignment
Create Mobile&ppa ssignmert
Create Mobile&ppa ssignmert
Creste Mobileappa ssignmert

Syncing Windows Autopilct
Devices
Creste Mobileappa ssignmert

Greate MobileAppa ssignment
Create MobileAppassignmert
Synoing Windows Autopilot
Devices

Delete application.

Delete appiication.

Delete MobileAppAssignment
Delete hobileAppAssionment
Delete MobileAppAssignment
Delete MobileAppAssionment
Moty spplication.

Modity pplication

Component Hame
Mobilespp
Mobiepp
Mobiespp
Mobiespp
Mobiledpp
Envoliment

Mobiledpp
Moblespp
Moklespp
Enroliment

hobiledpp
HobleApn
Moblletpn
MoblleApn
Moblledpn
MobileApn
Mobiletpn
Mobiepp

User Hame
netadmin@cortaso local
netadmin@cortasa local
netedmin@cortaso local
netedmin@cortasa local
netedimin@eorteso local
netedimin@eortesa local

netedimin@eorteso local
netadimin@cortese local
netadmin@oortasa logal
netadmin@oortasa logal

netadmin@contoso local
netadmindeontoso local
netadmin@eonteso local
netadmin@contoso local
netadmin@conteso local
netadmin@conteso local
netadmin@conteso local

netadmin@cortasa local

User Type
tPro
HtPro
tPro
tPro
tPro
tPro

HPra
tPra
tPra
tPra

tPra
tPro
tPra
tFro
tFro
HtPro
tPro
HPra
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Sample Log
event_category += 0
event_computer + = azureintuen_009
event_datetime +o DAOE2019 T:AZT3 P
event_datetime utc +- 1554733153
event_descriplion id =

displayMame = Delete Mobiletppassignment
componentilame = MobileApp

activity =

activityDateTime = 2015-03-05T21:13:08.01717432Z
activityType = Delete MabileAppsssignment
activityOperationType = Delete

activityResult = Success

correlationld =

category = Application

actor =

type = ItFro

userPermissions =

applicationld =

applicationDisplayMame = Microsoft Intuneg portal exdension
userPrincipalName = contoso.admin@contososerlacal
sendcePrincipalName =

ipAddress =

userid =

Fesources =

displayMame = Microsoft Word
type = MobileApp

resourceld =

modifiedProperties =

Figure 18

e Azure — Key vault Audit Events: This report will provide you information related to Azure Keyvault
Audit Events.
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Sample Log:

= Apr03 170644 PR tirme = 2019-03-11T1424:45,97851907 category = Auditbvent operationMarme = VaultGet resultType = Success callerpAddress
event_iog_type += Lpplication

event tipe +- Information

svent id +=- 3230

EVENL SOUNTE += azure_keywault

event_user_domain +- MSA

event_computer += azurekey 009

event user narme 4= Mo

event description tirme = 2019-03-11T14:24:45.97851 007

cateqory = AuditEvent
operationMame = WaultGet
resultType = Success
callerlpAddress =

identity =

claim =

httpi/fschermas,microsoft.com/fidentity/claims fobjectidentifier =
httpe/fschermas amlsoap,orgfus/2005/05/identity/claims/upn = john@contoso.org

appid =

properties =

Figure 19
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Sample Dashboards

1. Azure - Azure Intune Audit Activities by Category

Azure Intune Audit Activities by category

b application: 83,16% (741)
‘.’.'

M application © deviceconfiguration M enroliment [ device M compliance

Figure 20

2. Azure Intune Audit Activities by Type

Azure Intune Audit Activities by Type

Series; log_type

a00
create mobileappassignment378 ‘
400 v
200
[ IS
o - ee
S 2 el @ 2
2 e. ) 2 (2-;\'
2
Action
create mobileappassignment delete mohileappassignment

delete deviceconfigurationassignment

B synowindowsautonil otdevices windowsautonilotsettings

Figure 21
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3. Azure Intune Audit Activities by User

Azure Intune Audit Activities by User G =-x

src_user_name: contoso.admin@contos.., src_user_name: netadmin@contoso.loc., src_user_name: jehn.admin@contosall.. src_user_name: contoso.admin@contos..,

I mobileapp deviceconfiguration W mobileapp enrollment [ manageddevices I manageddevices I deviceconfiguration

I devicecompliancepolicy M manageddevices M deviceconfiguration I devicecompliancepolicy

Figure 22

4. Azure Intune Audit Activities by Status

Azure Intune Audit Activities by Status

log_status: success

compliance: 1.80% (1&)

[ application deviceconfiguration [ enrollment [l device

M compliance

Figure 23
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5. Azure Intune Audit Activities by Component

Azure Intune Audit Activities by Component

B mobileapp deviceconfiguration I enrollment M manageddevices

M devicecompliancepolicy

Figure 24

6. Azure Keyvault Audit Activities by Type

Azure Keyvault Audit Activities BY Type

vaultget: 100.00% (16)

[ vaultget

Figure 25
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7. Azure Keyvault Audit Activities By user

Azure Keyvault Audit Activities By User
Seres g 1ISAr namea
20 Jjohn@contoso.org:8
10 -
e

Action
alfredo@contoso.org Jjohn@contoso.org

Figure 26

8. Azure Keyvault Audit Activities By Geo Location

Azure Keyvault Audit Activities By Geo Location G =-%

Figure 27
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9. Azure Keyvault Audit Activities by Status

Azure Keyvault Audit Activities By Status

success: 100.00% (16)

[ success

Figure 28

Import Knowledge Pack into EventTracker

1. Launch EventTracker Control Panel.

2. Double click Export/Import Utility, and then click the Import tab.

= EventTracker Control Panel - E
" EventTracker
eriora bl ST RIS
J— )
e R
—) 0 &
EventVault Diagnostics License Export Import Append
Manager Uttillity Archives
/
— —
EventTracker Traffic Analyzer Agent Port About
Agent Confi... Manageme... Configuration EventTracker
E-mail: support@Event Tracker.com

Figure 29

3. Import Tokens/Flex Reports as given below.
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1. Click Knowledge objects under Admin option in the EventTracker manager page.

2. Locate the file named KO_Azure.etko.

Import

KO_Azure.etko

W EBrowse... Upload

Close

Figure 30

3. Now select all the check box and then click on * ‘Import’ option.

4. Knowledge objects are now imported successfully.

File imported successfully.

Figure 31
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1. Click Reports option and select new (.etcrx) from the option.

B Export Import Utility — ot
Export  Import

1. Provide the path and file name of Schedule Report file. Use the *..." button to browse and locate the import file.
2. Click the Import button
Maote : i report(s) contains template, first impart template and proceed with exportimport utility

Options Location
O Category

O Fiters

O Metts (O Legacy (“issch) (®) New (“eten)
(O Systems and Groups

(O RSS Feeds

(® Repors

(O Behavior Rules

O scap

() Token Value

Close

Figure 32

2. Locate the file named Flex Reports_Azure.etcrx and select all the check box.
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-

o Reports Import

Mate : If report(s) containg template, first import template and proceed with repaort import process.

Select file |D:\intune final\Flex Reportz_ézure etors | | Select file
Awailable reports
Title | Frequency  Show all - Q Q
| Title Sites Groups Systems Frequency|

1 Y NTPLDTELR47

] re d
| [ EDIT  Azure Intune Audit Activities NTPLDTELR47 L Undeined

Mote: Set run time option is not applicable for Defined Reports and Howrly Repaorts

Set run time for report(s] from l;l ab - at interval of l:l minutes

| to | || Replace || Azzigh spstems |

Replace

Mote: bake sure that Sitefz), Group(z] and Spstem|z) zelections are walid.

Figure 33

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility *

o Selected reports configurations are imported successfully.

Figure 34
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Dashlets

In EventTracker 9.0, we have added a new feature which will help to import/export the dashlet. Following is
the procedure to do that:

1. Login into EventTracker Enterprise Web console.

EventTracker:

1 Username
i Password
8,333,946

logs processed since install on Dec 30, 2017

35,002

logs processed today

Contact Us FAQ Help

Figure 35

2. Go to My Dashboard option.

88 Dashboard

Behavior Correlation

Compliance

My Dashboard

Home

Incidents

Threats

Figure 36
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3. Click on import button and select .etwd File.

# / Dashboard / My Dashboard

CRCECR-BOIN A Y [ONO)

Figure 37

4. Browse to the file path.

Mote: If dashlet configured using persisted report, first import the report and proceed with
impaorting dashlet.

Dashboard_Azure_Intune.etwd Upload

Figure 38

5. Click Upload and select the Dashboards which you want to import.
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Mote: If dashlet configured using persisted report, first import the report and proceed with
importing dashlet,

W Erowse.., Upload

Available widgets

| Select Al
# pzure Intune Audit Activi... ¢ pzure Intune Audit Activi...
¢ pzure Intune Audit Activi... ¢ pzure Intune Audit Activi...
¢ pzure Intune Audit Activi... ¢ pzure Intune Audit Activi...

Figure 39

6. Click on Import button. It will upload all the selected dashboards.
7. Repeat the same procedure to import Dashboard_Keyvault.etwd for Keyvault Dashboards.

Verify Knowledge Pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Knowledge Object.

3. In Knowledge Object Group Tree to view imported knowledge object, scroll down and click Azure

group folder.

Knowledge Object are displayed in the pane.
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Knowledge Objects A/ Admin / Knowledge Objects

Search objects.. Q| Q objects@ T & L3

Groups @@ M Object name Azure Intune Audit Activities @t

Appliesto Aaure lntune

Rules
Title Log type Event source Eventid Event type
Az Inture Audit Activities Azure intune 1230 [CRACRINA
=
- Message Sighature:
[ 22ure Intune Audit activities [CA
aure Keywault Audit Activities @ m Message Exception:
Expressions
Expression Expression Format
type Expression 1 2 string
Regular (F3hic\=hs (71D 5.47) displayHamels +\=hs + (7<Display_Marne > *Zicomponenthamels +\2hs (7<Component_Narme » Tactivity & m
Expression
Regular (Tshactivis\= Tactivity DateTimehs #\=\s +(F <hctivity_Date Time>. Tactivit/Typels-+=ts-+ (7 <dctivity Type > Tactivity OperationTypehs + =\s + (7 <Operation_Type > TacthvityResultis +1=1s + & m
Expression  (7<Result> *7) comelationld. Toategonyis +1=1s + (F<Category> *Tactor
Regular (ahactons e Types \=\e 7 <types, S\s+(2 ellser_Perrmissions *Pap plication|dhs 1\=vs (7 <Epplic stion_id>.*%applicationDisplayhamets 1 =\s + &
Expression  (7<Application_Display_Name > *userPrincipalbamets +\=\s (7 <UserPrincipalbame > “%)servicePrineipaltame\s +\=4s (7 <Service Prinicipalllame »*7)ip =+ {7<IP_Address> #userldls 1=
(7<User i "Bresaurcess Ai=vs + (P<log_info )

Figure 40

1. Logon to EventTracker Enterprise.

2. Click the Reports menu, and then Configuration.
3. Select Defined in report type.
4

. In Report Groups Tree to view imported Scheduled Reports, scroll down and click Azure group folder.

Reports are displayed in the Reports configuration pane.

Report Configuration

O Scheduled O Queued  ® Defined

Search.,
Report Groups E—j Reports configuration: Azure
S sy e ~ @ Tm_ 2
&
All Campliance Repatr... rll-m__
O Title Created on
Apache Web Server ﬁm:
|:| i Azure — Key vault Sudit Events Apr05 044140 P
Aruba Airtave il =
X Azure Intune Audit Adtivities bar 11 013:40 PR
Arubats o F:_
Azure

Bitdefender GravityZ...

= = ==
SHCISHS (Sl ISISECCHC

Bluecoat Content Ana..

Cisco AP

Cisco A58

(PR TR TR TS g L TR TRR TR FRR

Figure 41

1. Logon to EventTracker Enterprise.
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2. Click the Dashboard menu, and then My Dashboard.

Customize dashlets

Azure Q
Azure Intune Audit Activities by ... Azure Intune Audit Activities by ... Azure Intune Audit Activities by ... Azure Intune Audit Activities by ...
Azure Intune Audit Activities by ... Azure Intune Audit Activities Ti... Azure Keyvault Audit Activities ... Azure Keyvault Audit Activities ...
Azure Keyvault Audit Activities ... Azure Keyvault Audit Activities ... Azure Keyvault Audit Activities ...

Delete Close

Figure 42

3. Then click on Customize Dashlet button @ and search for “Azure”.

4. Click on Add, for adding the dashlets to the My Dashboard.
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