Netsurion. | EventTracker

Integrate Barracuda NextGen
Firewall F-Series

Publication Date: September 18, 2020




Integrate Barracuda NextGen Firewall F-Series

This guide provides instructions to configure Barracuda NG Firewall F-Series to send the syslog to
EventTracker. Once syslog is being configured to send to EventTracker manager, alerts and reports can be
configured into EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 8.x and later, Barracuda
NG Firewall F-Series (F18, F80, F180, F280, F380, F400, F600, F800, F900, f1000).

Administrators who are responsible for monitoring Barracuda NG Firewall F-Series which are running using
EventTracker Manager.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Barracuda NG Firewall F-Series

The Barracuda NextGen Firewall F-Series is a family of hardware, virtual, and cloud-based appliances that
protect and enhance your dispersed network infrastructure. They deliver advanced security by tightly
integrating a comprehensive set of next-generation firewall technologies, including layer 7 application
profiling, intrusion prevention, web filtering, malware and advanced threat protection, antispam protection,
and network access control.

In addition, the F-Series combines highly resilient VPN technology with intelligent traffic management and
WAN optimization capabilities. This lets you reduce line costs, increase overall network availability, improve
site-to-site connectivity, and ensure uninterrupted access to applications hosted in the cloud. Scalable
centralized management helps you reduce administrative overhead while defining and enforcing granular
policies across your entire dispersed network.

e EventTracker v8.x should be installed.

e Barracuda NG Firewall F-Series (F18, F80, F180, F280, F380, F400, F600, F800, F900, f1000) should be
installed and configured.

e An exception should be added into windows firewall on EventTracker machine for syslog port 514.

2. Configuring Barracuda NextGen Firewall to send
syslog to EventTracker

1. Launch NextGen Admin.
Enter the Management IP, Username, and Password.

KlBarraCUda ' NextGen Firewall

Control Center SSH

[© Firewall _

P Address / Name |192.168.200200 ]

Username {'TC! |

Password [ooncooooou‘

Add to Favorites

Sign in

Figure 1
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3. Click Sign In.

1. Configure the data transfer settings for the EventTracker server. You can optionally choose to send all the syslog
data via SSL-encrypted connection.

Go to CONFIGURATION > Configuration Tree > Box > Infrastructure Services > Syslog Streaming.

In the left menu, select Logstream Destinations.

Click Lock.

Click + in the Destinations table. The Destinations window opens.

Configure the EventTracker server logstream destination.

Enter the name “e.g. EventTracker”.

Remote Loghost — Select explicit-IP

LNV R WN

Loghost IP Address — Enter the IP address of the EventTracker server.
10. Loghost Port — EventTracker server port.

Define profiles specifying the log file types to be transferred / streamed.

Go to CONFIGURATION > Configuration Tree > Box > Infrastructure Services > Syslog Streaming.
In the left menu, select Logdata Filters.

Click Lock.

Click the + icon to add a new filter.

Enter a Name “e.g. FILTO1” and click OK. The Filters window opens.

Click + in the Data Selection table and select Firewall_Audit_Log.

In the Affected Box Logdata section, select Selection from the Data Selector dropdown.

Click + to add a Data Selection. The Data Selection window opens.

. Enter a Name and click OK.

10. In the Log Groups table, click + and select Firewall-Activity-Only from the list.

W o N R WDNRE

Data Selection

Log Groups E @&

Firewall-Activity-Onby

Log Message Filter Al » @&

Selected Message Types N @&

Figure 2
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11. In the Data Selection Table, from the log message filter select the following filters.

o Auth

o Config

o Firewall

o Network

o virscan

o wifi

o Watchdog
12. Click OK.
13. In the Affected Service Logdata section, select None from the Data Selector dropdown.
14. Click OK.

1. Goto CONFIGURATION > Configuration Tree > Box > Infrastructure Services > Syslog Streaming.

Stream Configuration

Active Stream yes ~| &

Log Destinations e &

Eventtracker

Log Fiters qp E
FILTO

Figure 3

2. Set Enable the Syslog service to yes.

3. Click on + on log destination and select the Log Destination which we configured in the section Configuring the
Logstream Destinations

4. Click on + on log filter and select the filter which we configured in the section Configuring Logdata Filters

5. Click Send Changes and Activate.

3. EventTracker Knowledge Pack

Once logs are received into EventTracker, categories, reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support Windows.

Netsurion. | EventTracker
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06/20/2017 12:20:52 P BARRACUDA-NG 55:e3:ca45.cdel

06/20/2017 12:20:52 PM BARRACUDA-NG al:8ciccied:f1:ff

06/20/2017 12:20:52 P BARRACUDA-NG 55:edica4iiclel

062062017 11:45:32 AM BARRACU al:8ciccied:f1:ff

082072017 11:45:32 AM BARRACU 55e3:cadS.cie

0682002017 12:20:53 PM BARRACU 55:e3.ca45.cie
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Barracuda NG Firewall-Login failures: This alert is generated when a login failure by a user is done on

Barracuda Firewall console.

Barracuda NG Firewall-Attacks detection: This alert is generated when any Security events has been

triggered by a user.

Barracuda NG Firewall-IDS alerts: This alert is generated when any IDS/IPS is detected.
Barracuda NG Firewall-Virus detection: This alert is generated when any virus or malware is detected

by the Barracuda NG firewall.

Barracuda NG Firewall-Allowed traffic- This report provides details about all the traffic that is allowed

to pass by the NG Firewall.

Computer

182.168.1.111

152 168.1.111

182.168.1.111

121.227.12.153 Allowe FWD

121.227.12.153 Allow cumulative
121.227.12.153 Allow LIN
Figure 4

Pass TCP

Source MAC Address Source IP Address Destination IP Address Action  Activity Type Rule Name Protocol Count

Pass TCP 1

. |

Barracuda NG Firewall-Denied traffic- This report provides details about all the traffic that is denied to

pass by the NG Firewall.

Source MAC
Computer Address

DA-NG 1 i

DA-NG 1

DA-NG 1 i

DA-NG 1 1

182.168.1.1

182.168.1.1

182.168.1.1

Source IP Destination Activity
Address

0602002017 12220052 PN BARRACU  55:edca:45cle 182.168.1.1

IP Address Action Type

121227121 Drop LN uoe

a3

121227121 Block cumulative TCP
a3

121227121 Block FWD uoe
a3

130226914 Drop LOUT TCP
1

Figure 5

Protocol Name

Rule Rule
Description Count

DROPALL Drop by Rule ™

BLOCKALL Block by Rule "B

BLOCKALL Block by Rule ™

DROPALL Drop by Rule &
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e Barracuda NG Firewall-Login success- This report provides details on all the successful logon that is done
in the NG Firewall console.

LogTime Computer Device IP Address User Hame Client IP address

06/25/2017 03:45:59 PN PMPL-5-KP 182.168.105.1 root 192168113

06/292017 03:456:55 PM PHPL-5-KP 192.168.105.1 Steven 152.168.112.191

06/29/2017 03:45:59 PM PMPL-5-KP 182.168.105.1 kewin 192.168.32.95
Figure 6

e Barracuda NG Firewall-Login failures- This report provides details about all the login failures that is done
in the NG Firewall console.

LogTime Computer Device IP Address User Hame Client IP address Reason

05/20/2017 03:45:59 P PNPLEKP  192.188.105.1 katie 192.182.10.94 No Access from this ip address
{182.168.1.125).

06/29/2017 03:46:59 PM PHNPL-G-KP  192.168.105.1 root 182.168.11.124 Invalid Password.

05/28/2017 03:4T-21 PM PNPLEKP  192.188.105.1 katie 192.182.10.94 No Access from this ip address
{182.168.1.125).

08252017 03:47:21 PM PNPL-G6-KF  192.168.105.1 root 182.168.11.124 Invalid Password.

Figure 7

e Barracuda NG Firewall-IDS alerts: This report provides details about all the IDS/IPS attacks that is
attempted to compromise the NG Firewall.

Netsurion. | EventTracker
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Computer Source IP Address  Threat Url Threat File Threat Hits  Blocked Start Time
06/29/2017 02:18:53 PM PNPL-8-KP 192.168.105.1 hitp:iicachelytisf-thezoo- equationgroup.pdf  http/hitps High db1dgBweg52fvSe 6 1 06.28.20M7 17.22.40.
v0.60-74-gedcdedTytisf- g%8e2g3g
thezoo-
cdcded®malwares\binari
es\equationgroup. pdf
06/29/2017 02:18:53 PM PNPL-E-KP 192.168.105.1 hitp:ifeicar_com.apk eicar_com.apk httpihitps High eShBeShersograg 2 1 06.29.2017 07.14.59.
w2hZw 35
06/2%2017 02:18:53 PN PNPL-5-KP 1592.168.105.1 hitp://cachewytisf-thezoo- eginoxone.exe http/hitps High Sbs4TrgSgweggtq L ] 06.28.2017 15.02.00.
v0.60-74-gcdcdodytisf- Sayikje
thezoo-
cdcdcddmalwares\binari
esleginoxone.exe
06/29/2017 02:18:53 PM PNPL-6-KP 182.168.105.1 hitp:10.17.33.114fvirus/9 uno.zip httpihitps Medium hSwrh1bsd12g9h2 7 1 06.28.2017 13.01.00.
luno.zip gw3Zv32vd
Figure 8

e Barracuda NG Firewall-Attack detection- This report provides details about on all the security events
that is triggered by the user.

Computer Source IP Address  Attack Detected Attack Details
06/20/2017 11:45:32 AN BARRACUDA-NG  192.168.1.111 Address-Port Scan 13 13 unallowed requests for source
IP 192.168.1.111 within 60
seconds
06/20/2017 11:45:32 AM  BARRACUDA-NG 192.163.1.68 Address-Port Scan L4 15 unallowed reguests for source

IP 152.168.1.68 within 60 seconds

Figure 9

e Barracuda NG Firewall-Virus detection- This report provides details on all the Virus/malware that is
detected by the Barracuda Anti-Virus scan.

Computer  Activity Type User Name Source IP Address Destination IP Address Protocol Scan Type Application Context Action Info Risk/Severity Attack Count LastObserved

08/30/2017 11:51:43 AM  PNPL-5-KP Lout Katie 192.168.105.104 17221712142 TCP Virug Scan  Eicar.com.exe Virus High 12 3d 12hr.03m.00s.
Blocked(Eicar-
Test Virus)
06/30/2017 11:51:43 AM  PNPL-5-KP LIN Bane 192.168.105.104 172.119.45.1 TCP Virus Scan  cncrover-guard.exe  Virus Critical %8 &d Thr17m.11s
Blocked(Trojan
Detected)
08/30/2017 11:51:43 AM  PNPL-8-KP LIN Donald 182.112.34.10 172.14.181.22 TCP Virus Scan  miranda-im-v.0.12.rar  Virus Critical % 1d 12hr.12.44
Blocked ([ ADW
ARE)
06/3072017 11:51:43 AN PNPL-5-KP Lout Trunx 172.1.15.141 10.111.35.14 TCP Virus Scan  ServiceChecker- Malicious File  High L 3d 12hr.03m.00s
2.5.13.exe Blocked by
Rule
08/30/2017 11:51:43 AM  PNPL-5-KP Lout Pierce 1721881172 17221712142 TCP Virus Scan  ophcrack-win32- Malicious. Critical ] 10d Thr.41m. 158
installer.bat Content
Detected
Figure 10
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e Barracuda NG Firewall-Wi-fi authentication- This report provides details about all Wi-fi authentication

that are done by use.

LogTime Computer Device IP Address User Name Client IP address
06/2002017 04:22:23 PM PNPL-5-KP 10.17.133.103 Leon 1724211177,
D8/2502017 04:22:25 PM PHPL-5-KP 1017133103 Sophie 172.18.1.23

Figure 11

4. Importing Barracuda NG Firewall knowledge pack
into EventTracker

NOTE: Import knowledge pack items in the following sequence:

o Alerts
e Token templates
e Flex Reports

NOTE: Export knowledge pack items in the following sequence:

o Alerts
e Token templates
e Flex Reports

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.

Netsurion. | EventTracker
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-EventTracker Control Panel o ] 3

By B2 A5 By
—
Event¥ault Diagnostics License Export Import Append
Manager Utillity Archives

IE g I L Xf ; g
EvenitTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi... Manageme... Editor Configuration

: O L
TrapTracker Change Audit About
EventTracker
E-mail: support@E ventTracker.com

Figure 12

3. Click the Import tab.

1. Click Alerts option, and then click the browse [:] button.
2. Locate the Barracuda NG Firewall alerts.isalt file, and then click the Open button.

P4 Export Import Utility = B

Export | Imnport

1. Pravide the path and file name of the Alerts file. Use the '..." button to browse and locate the import file.
2. Click. the Import button,

Options Lacation

() Categary

() Filters P
Import E-mail settings

@ Alerts Set Active

This zetting iz applicable only for imports from Legacy
[wEx] &lert files. For w7, the active status will be zet

_ based on "Active' key available in the configuration
(2 By default section.

i @ Only if notifications set
(") Systems and Groups

) RSS Feeds
"' Reports Source :

*isalt C]
() Behavior Rules

©) SCAR

() Taken Value

Impart ] ’ Cloze

Figure 13

3. Toimport alerts, click the Import button.
EventTracker displays success message.
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Export Import Utility R

|]01| Selected alert configurations are imported successfully,

Figure 14

4. Click OK, and then click the Close button.

1. Click the Admin menu, and then click Parsing rule.

Select Template tab, and then click on ¥ ‘Import’ option.
Click on Browse button.

SELECT FILE Mo file selected T

Mote: Pleaze select file of type * ettd {eventtracker template dashlets)

Mo data found

Figure 15

4. Locate Barracuda NG Firewall.ettd file, and then click the Open button.
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CTED FILE IS: Barmacuda NG Firewall templates.ettd )
TEMPLATE NAME SEPARATOR TEMPLATE DESCRIPTION ADDED DATE ADDED BY GROUP NAME

Jun 15 19:50:42 192.168.1.111 Jun 15 12:50:44 CHAD12 CHAD12/box_Firewall_Activ
ity: -D4:00 Security CHADZ Allow: type=FWD|proto=TCP|srclF=p2|srclP=102.168.1.
. 120|srcPort=57543frcMAC= rcadSicdel|dstiP=121.227 12.10|dstPort=443|dst e -
Barracuda MG Firewall-Allowed traffic n : . 6/20/2017 3:50:56 PM deepu.v Barracuda MG firewall
Service=https|dstiF=|rule=Pass|info=Allow by Rule|srcMAT=0.0.0.0/dstNAT=0.0.0.0|

duration=0|count=1|receivedBytes=0fsentBytes=0freceivedPackets=0|zentPackets

=0|user=|protocol=|application=|target=|content=|urlcat=

Barracuda NG firewall

Barracuda MG Firewall-Attacks dex wn
192.162.1.111 Jun 15 18:50:43 CHAD12 CHAD12/box_Firewall_Activ
rity CHAD1Z Droj N|proto=UDP|srclF=p2|srclP=192.163.1.1
) ) 6035|sreMAC= cad5:c3e1|dstiP=121.227.12.153|dstPort=443]dst o B
Barracuda MG Firewall-Denied traffic n 6/20/2017 3:54:03 PM deepu.v Barracuda MG firewall

Service=https|dstiF=|rule=DROPALLin

0.0.0|duration =0jcount=1|racsivads;

=Drop by Rule|srcNAT=0.0.0.0)dstNAT=0.
~0|raceivedPackets=0fsentPa

ckets=0|user=|protocel=|application=|target=|content=|urlcat=

g

43 192.163.105.1 Jun 15 13:50:

Figure 16

5. Now select the check box and then click on ¥ ‘Import’ option.
EventTracker displays success message.

Templates) imported successfully

Figure 17

6. Click on OK button.

1. Click Reports option, and then click the browse [:] button.
2. Locate the Barracuda NG Firewall.etcrx file, and then click the Open button.

Netsurion. | EventTracker
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Y Reports import x

Mote : f reportis) contains template, first import template and proceed with exportimport utility.

Select file |E:\My KP"Bamacuda NG Firewall F series\Baracuda NG Firewall reports etcrx | | setectfie |
Awvailable reports
Title | | Frequency  Show all - Q Q
O Tltle Sites Groups Systems Frequency

[ | lamacuda NG Fire: DS alerts PMNPL-E-KP vent Tracke PMNPL-6-KP Undefined
[] |EDIT |Bamacuda NG Firewall-Allowed traffic PMNPL&-KP Evert Tracker PMNPL&-KF Undefined
[ |EDIT | Baracuda NG Firewall-Attacks detection | PNPL-6-KP Default bamracuda-NG Undefined
[] |EDIT |Bamacuda NG Firewall-Deniied traffic PNPL&-KP Evert Tracker PNPL&-KP Undefined
[] |EDIT | Bamacuda NG Firewall-Login failures PNPL-E-KP Event Tracker PNPL-E-KP Undefined
[] |EDIT |Bamacuda NG Firewall-Virus detection | PNPL-6-KP Event Tracker PMNPL&-KP Undefined
[ |EDIT |Bamacuda NG Firewall-Wifi authenticat... | PNPL-6-KP Event Tracker PNPL-&-KP Undefined

Mote: Set run time option is not applicable for Defined Reports and Hourly Reports

Set run time for report(s) from I;I}\M - at interval of l:lrirllts

-]
®

Mote: Make sure that Site(s), Group(s) and System(s) selections are valid.

Figure 18

3. Click the Import button to import the scheduled reports. EventTracker displays success message.

Export Import Utility et

o Selected reports configurations are imported successfully,

Figure 19
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5. Verifying Barracuda NG Firewall knowledge pack in
EventTracker

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Alerts.
2. Inthe Search field, type Barracuda NG Firewall, and then click Go.
Alert Management page will display the imported Barracuda NG Firewall alert.

Dashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment

ALE RT MANAG EM E NT Saarch by Alert name ¥ barracuda ng QQ

@ ACTIVATE NOW | Click “Activate Now" after making all changes Page Size 25 ¥

REMEDIAL REMEDIAL
FORWARD FORWARD ACTION ACTION
AS AS A

ALERT NAME ~ THREAT ACTIVE E-MAIL MESSAGE RSS AT APPLIES TO
SRR SYSLOG  CONSOLE  AGENT
Barracuda MG Firewall-Attacks detec... Iedium Barracuda NG Fire...
Barracuda NG Firewall-Login failures fedium Barracuda NG Fire...
Barracuda MG Firewall: ID5 alerts Serious Barracuda NG Fire...
Barracuda NG Firewall: Virus detection Sericus Barracuda NG Fire...
Figure 20

3. To activate the imported alerts, select the respective checkbox in the Active column. EventTracker

displays message box.

Successfully saved configuration.

OK ‘

Figure 21
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4. Click the OK button, and then click the Activate now button.

NOTE:

e You can select alert notification such as beep, email, and message etc. For this, select the respective
checkbox in the Alert management page, and then click the Activate Now button.

1. Logon to EventTracker web interface.
2. Click the Admin menu, and then click Parsing Rules and click Template.
3. Click on Barracuda NG Firewall group option.

PARSING RULE

Parsing Rule Termnplats

GROUPS @ g8
N Group - Bamracuda Miz firewa
Default — - .
Search... Cl - .'. 1
A10 ADC [ @
Amazon Web Services # TEMPLATE MAME TEMPLATE DESCRIPTION  ADDED BY ADDED DATE ACTIVE EDIT
Amazon Web Senvices .
e TR 1 fﬁ Barracuda MG Firewall.—. | Barracuda MG Firewall F seri... ETAdmin 620/ 2017 2:25:26 PM + _ﬁ
Barracudz Message Ar. .1 Barracuda MG Firewall... | Barracuda MG Firewall F sefi.. ETade B/20y2017 2:50:56 PM + &
Barracuda NG firewal._. .1 Barracuda MG Firewall.. | Barracuda MG Firewall F sefi.. FTadgmin &/20/2017 3:5403 PM L #
Barracudz Spam Firew 7.4 Barracuda MG Firswall.— | Barracudz MG Firswall F serni.. grade 6/28/2017 3:51:08 PM L &
Barracuda W5G (3 Barracuda MG Firewall.— | Barracudz MG Firewall F seni... eTadmin B/29/201T 3:45:21 PM Ld _ﬂ
Elue Coat Prooy 56 -_ﬁ Barracuda NG Firewall.. | Barracuda NG Firewall F seri.. ETAdr 202N T 3ETA Ld #
Centrify Server Suit (3 Barracuda MG Firewall | Barracudz MG Firewall F seri.. ETAGm &30 T 1239:23 PM o ﬂ'
Check Point -_ﬁ Barracuda MG Firewall _ | Barracudzs MG Firewall F seri.. ETAds G/ 20T 42525 PM "] &
Ciscz ASA @ DELETE 1OVE TO GROUP
Figure 22

1. Inthe EventTracker web interface, click the Reports menu, and then select Configuration.

2. In Reports Configuration pane, select Defined option.

3. Insearch box enter ‘Barracuda NG Firewall, and then click the Search button.

Netsurion. | EventTracker
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EventTracker displays Flex reports of ‘Barracuda NG Firewall.

REPORTS CONFIGURATION

Scheduled © Queued @ Defined Search Qe
- 7y BER
REPORT GROUPS Kt} BEd [REFORTS CONFIGURATION : BARRACUDA NG FIREWALL
J Hex ~ B /- -\
@0e [ Tetaka )
=i \\-‘ -/
(= [ @
TITLE CREATED ON MODIFIED ON
B Amazon Web Services | \f
Barracuda NG Firewall-Wirus detection B/30/2017 12:48:40 PM T3/2017 1:44:28 PM (:D _‘ +
= Apache Web Szrver | j
Barracuds MG Firewall-Wifi suthentication B20/2017 4:30:58 PM T/3/2017 4:32-54 PM @ VEl |+
= Barracuda Meszage Ar.. | \9' .
Barrscuds NG Firewsll-Legin failures 672972017 3:56:38 PM 56/29/2017 4:18:33 PM @ i [+
= Barracuda MG Firewal... I & .
Barracuds MG Firewall-Login success B/29,/2017 2 6/29/2017 4:17:32 PM @ Vil |4+
B Barracuda Spam Firewr... | '\f —
. Barracuds MG Firewall- IDS alerts 6/20/2017 2:25:51 PM 73,2017 4:31:56 PM @ yel +
B sarracuda ssLver 7 —
FarmeusE ’ il Barracuda NG Firewall-Attacks detection B20/2017 £0D33TPM  T/3/2017 43228 PM @®E=
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Figure 23

6. Creating Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature is
available from EventTracker v8.0.

1. Open EventTracker in browser and logon.

Iy EventTracker

Configumtion
Dashboard

Explorer

Figure 24
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2. Navigate to Reports>Configuration.
3. Select Barracuda NG Firewall in report groups. Check Defined dialog box.

REPORTS CONFIGURATION
cheduled Queued @ Defined Search QQ

7 Bam
REPORT GROUPS & g8 [REFORTS COMFIGURATION : BARRACUDA NG FIREWALL
J e N - . ~
@0 e L otal: § /l
2 si0anc &
TITLE CREATED ON MODIFIED OMN
2 amazon Web Servicss I @&
# [ | Barracuds NG Firewall-Virus detection 6/30/2017 12:48:49 PM 7/3/2017 1:44:28 PM @ —| +
= Apache Web Ssrve &
Barracuds MG Firewall-Wifi suthentication B29/2017 4:30:58 PM T3/201T 4:32:54 PM @ _‘ +
B Barracuda Meszage Ar.. | \”.
» Barracuda MG Firewall-Login failures B/29/2017 35638 PM 6/29/2017 4:18:33 PM (D '—l +
B Barracuda MG Firewal... | \j —
k[ | Barracuds WG Firewall-Login swecess 6/28/2017 2:53:57 PM 5/29/2017 4:17:32 PM @ Vil [+
B sarscuca Spam Firew... I @&
»{ | Barracuda MG Firewall- 105 alerts 62072017 2:28:51 PM T/3/201T 4:21:56 PM G) '—| +
B carracuda ssLven & —
FarrEnes ’ Igc ¥1|| Barracugs NG Firewall-Attacks detection 6/20/2017 4:03:37 P 7/3/2017 43228 PM oN=lE
SEIERET B oS @ ¥7|| Barracuds NG Firewall-Denied traffic 6/20/2017 4:02:06 PM spoporearszem (D) |50 (&
B Blue Coat Prosty 56 | \j » Esrracuds MG Firewall-Allowed traffic F20/2017 400012 PRt G/30/2017 6:28:29 PM @ _‘ +

Figure 25

4. Click on ‘schedule’ @ to plan a report for later execution.
5. Click Next to proceed.
6. Inreview page, check Persist data in EventVault Explorer option.

Netsurion. | EventTracker




Integrate Barracuda NextGen Firewall F-Series

REPORT WIZARD CANCE <BACK | | NEXT>

CANGEL
[TITLE: BARRACUDA EWA RUS DETECTION

Review oost details and configure the publishing options.

Step 8 of 10 e80eeeeld

DISK COST ANALYSIS

WSS

Required dizk =p

Enable pubdishing cption (Configure SMTP Server in manager configuration screen to use this option

iz E-rnail

0 E-ma [Uze commal) to separate multiple e-mail recipients]
Update status via RES | SelectFeed ¥

Show in e ¥

[ Persist data in Eventvault Explarer]

Figure 26

7. In next page, check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

REPORT WIZARD CANCEL | | <BACK |  NEXT>

L

Sedect columin 1o persist

stpocito | OO0 000080
RETENTIOMN SETTING

Retention pericd:| 7 days O

Dersict in detabass anly [Reports will nor be published and will anly be stored in the respective dorabass]
SELECT COLUMNS TO PERSIST
COLUMN NAME PERSIST
Computer rl
Activity Type ’
Application ID s
Uzar Hzme v
Source [P Address s
Destination IP Address ’ v

Figure 27
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8. Proceed to next step and click Schedule.
9. Wait till the reports get generated.

1. Open EventTracker in browser and logon.
Incidents

Compliance
Event-O-Meter
Flex

Incidents
Mews
Operations
Security

Threats

Figure 28
2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.
[ localhost:3080/EventTracker/CustomDashboard/AddEditDashboard aspr..  — O *
@ localhost:5080,/EventTracker/CustomDashboard/AddEditDashboard.aspx? Q,

FLEX DASHBOARD

Title

Barracuda MG Firewsall

Description

Barracuda MNextGen Firewall F Series

Figure 29
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3. Fill suitable title and description and click Save.
4. Click & to configure a new flex dashlet. Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE MOTE

Bamracuda NG Firewall-Virus detection

DATA SOURCE

Barracuda NG Firewall-Virus detection v
CHART TYPE DURATION VALUE FIELD SETTING  AS OF
Stacked Column ¥ 24 Hours ¥ COUNT Y Recent ¥
AXIS LABELS [X-AXIE] LABEL TEXT
Source IP Address v
WALUES [Y-AXIS] VALUE TEXT
Select column Y
FILTER FILTER WALUES
Select column v v
LEGEND [SERIES] SELECT
Threat Info Y Al Y

| ‘irus Blocked|Eicar-Test Virus) -H irus Blocked(Trojan Detected) -l | Malicious Content Detected -|
| Malicious File Blocked by Rule -H Wirus Blocked({ADWARE) -l

Figure 30

5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.
7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test to evaluate. Evaluated chart is shown.
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BARRACUDA NG FIREWALL-VIRUS DET..

Series: Threat Info

]
4
2
o
3 o 1% ] o
s e A L A0
© 2 P
1 e a1 .\\'L \gﬁ:-\' Ak i ) -\OB
e B by \1.”:_ \uﬁ- .1(3.-

B Malicious Content Detected I Malicious File Blocked by Rule

B virus Blocked(ADWARE) I Virus Blocked|Eicar-Test Virus)

Malicious Content Malicious File Blocked Wiruz Blocked[ADWARE) Wirus BIccked%Eic;r—Test Winus Blocked(Trojan
Dietected by Rule LABEL COUNT Wirnus Detected)
LABEL COUNT LABEL COUNT 1921123410 2 LABEL COUNT LABEL COUNT
172.168.11.72 2 172.1.15.141 2 - 192.168.105.104 2 192.168.105.104 2
17211255101 2
Figure 31

14. If satisfied, click Configure.
CUSTOMIZE WIDGETS

arracuda MG Firswall-Advancad ... Barracuda MG Firewall-Allowsd tra... Barracuda MG Firewall-Deniad traffic Barracuda MG Firewall-Login failures

Bamracuda MG Firewall-Login swooess Barracuda MG Firewall-Security ave... Barracuda MG Firewall-Wifi access

Figure 32
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15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click @ to add dashlet to earlier created dashboard.

6.3 Sample Flex Dashboards

e REPORT: Barracuda NG Firewall-Allowed traffic
WIDGET TITLE: Barracuda NG Firewall-Allowed traffic
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: Source IP Address
LEGEND[SERIES]: Activity Type

BARRACUDA NG FIREWALL-ALLOWED T... FeO®

Series: Activity Type

B curulative [0 AWD B LN

DE/29 1715 - 06/30 17:15

Figure 33
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e REPORT: Barracuda NG Firewall-Denied traffic
WIDGET TITLE: Barracuda NG Firewall-Denied traffic
CHART TYPE: PIE
AXIS LABELS [X-AXIS]: Source IP Address
LEGEND[SERIES]: Rule Description

BARRACUDA NG FIREWALL-DENIED TRAFFIC Feo®

Rule Description: Block by Ruls Rule Description: Drop by Rule

W 102162105104 [ 10.10.102 M 192.168.105.104
06/20 17:15 - D620 1715
Figure 34

Netsurion. | EventTracker’




Integrate Barracuda NextGen Firewall F-Series

e REPORT: Barracuda NG Firewall-Login success
WIDGET TITLE: Barracuda NG Firewall-Login success
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: User-Name
LEGEND[SERIES]: Action

BARRACUDA NG FIREWALL-LOGIN SUC... Fe O ®

Action: Allowed

M siever I root I kevin

06/29 16:58 - 06/30 16258

Figure 35
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e REPORT: Barracuda NG Firewall-Login failures
WIDGET TITLE: Barracuda NG Firewall-Login failures
CHART TYPE: Pie
AXIS LABELS [X-AXIS]: User-Name
LEGEND[SERIES]: Reason

BARRACUDA MG FIREWALL-LOGIN FAILURES ) G} @

Reazon: Invalid Password. Reazon: Mo Access from this ip address (152.168.1.125).

W root W kzt=

06/20 16:58 - 0630 1658

Figure 36
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e REPORT: Barracuda NG Firewall-IDS alerts
WIDGET TITLE: Barracuda NG Firewall-IDS alerts
CHART TYPE: Pie
AXIS LABELS [X-AXIS]: Threat File
LEGEND: Risk

BARRACUDA NG FIREWALL-IDS ALERTS FeoO®

Risk: Critical Risk: High Riskz Medium

M sicarcom.zip B =qustiongroup.pdf [l sginoxcnecxe B urnozip W unorar

W sicar_com.apk

06/30 0458 - 06/30 16:58

Figure 37

Netsurion. | EventTracker’




Integrate Barracuda NextGen Firewall F-Series

e REPORT: Barracuda NG Firewall-Wi-fi authentication
WIDGET TITLE: Barracuda NG Firewall-Wi-fi authentication
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: User-Name
LEGEND[SERIES]: Client IP Address

BARRACUDA NG FIREWALL-WIFI AUTHE... Foe O®

Series: Client IP address

B 1721211177 17219023,

6/2

(=]

17:15 - 06/30 17:15

Figure 38

Netsurion. | EventTracker’




