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Barracuda NextGen Firewall X

This guide provides instructions to configure the Barracuda NextGen Firewall X to send the syslog events to
the EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 9.x and later, and
Barracuda NextGen Firewall X Firewall.

Barracuda NextGen Firewall X Admins, who wish to forward syslog events to EventTracker.

The information contained in this document represents the current view of Netsurion on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

The Barracuda NextGen Firewall X blocks an ever-expanding list of sophisticated web-based intrusions and
attacks that target applications hosted on the web servers and in the cloud.

Barracuda NextGen Firewall X can be integrated with EventTracker using syslog. With the help of Barracuda
NextGen Firewall X KP items, we can monitor the network firewall logs, access logs, web firewall logs, system
logs and audit logs on web applications. It also triggers the alert for authentication hijacking, buffer overflow
attack, command injection attack, denial of service attack, and obfuscation attack.

2. Prerequisites

e EventTracker v9.x or above should be installed.

e Barracuda NextGen Firewall X should be installed and proper access permissions tomake
configuration changes.

3. Configuring Barracuda Firewall syslog

1. Go tothe LOGS > Log Settings page.

2. In the Stream target field, type the hostname or IP address of EventTracker. You can define
only one target.

3. Select the Protocol and Port. The default port for UDP is 514.

4. Select which log streams to enable.

5. Click Save Changes.
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SYSLOG STREAMING

Stream target: 10.010.70

Hostname or IP address of receiver.

Protocol/Port: uDP w| |514

Note: Not all receivers support TCP.
Stream Firewall Log: O Yes @ No
Stream HTTP Log: O Yes ® No
Stream Network Log: O Yes ® No
Stream VPN Log: O Yes ® No
Stream Service Log: O Yes @ No
Stream Authentication Log: O Yes @ No

Figure 1

4. EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker alerts and categories can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker v9.x to support Barracuda NextGen Firewall X
monitoring:

e Barracuda: Application platform exploits - This category-based report provides information related
to the application platform exploit.

e Barracuda: Authentication hijacking - This category-based report provides information related to
the authentication hijacking.

e Barracuda: Buffer overflow attack - This category-based report provides information related to the
buffer overflow attack.

e Barracuda: Command injection attack - This category-based report provides information related to
the command injection attack.

e Barracuda: Cookie poisoning attack - This category-based report provides information related to a
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cookie poisoning attack.

Barracuda: Cross-site scripting attack - This category-based report provides information related to
the cross-site scripting attack.

Barracuda: Denial-of-service attack - This category-based report provides information related to the
denial-of-service attack.

Barracuda: Directory traversal attack - This category-based report provides information related to
the directory traversal attack.

Barracuda: Error message interception - This category-based report provides information related to
the error message interception.

Barracuda: Firewall received messages - This category-based report provides information related to
the firewall received messages.

Barracuda: Firewall scan messages - This category-based report provides information related to the
firewall scan messages.

Barracuda: Firewall sending messages - This category-based report provides information related to
the firewall sending messages.

Barracuda: Forceful browsing attack - This category-based report provides information related to
the forceful browsing attack.

Barracuda: Form tampering attack - This category-based report provides information related to the
form tampering attack.

Barracuda: Malicious file execution attack - This category-based report provides information related
to the malicious file execution attack.

Barracuda: Obfuscation attack - This category-based report provides information related to the
obfuscation attack.

Barracuda: Protocol exploit attack - This category-based report provides information related to the
protocol exploit attack.

Barracuda: SQL injection attack - This category-based report provides information related to the SQL
injection attack.

Barracuda: Traffic allowed - This category-based report provides information related to traffic the

Netsurion. EventTracker®



Barracuda NextGen Firewall X

allowed.

e Barracuda: Traffic denied- This category-based report provides information related to the traffic
denied.

e Barracuda: Authentication hijacking- This alert is generated when the authentication hijackingoccurs.
e Barracuda: Buffer overflow attack- This alert is generated when a buffer overflow attack occurs.

e Barracuda: Command injection attack- This alert is generated when the command injection attack
occurs.

e Barracuda: Cookie poisoning attack- This alert is generated when a cookie poisoning attack occurs.
e Barracuda: Cross-site scripting attack- This alert is generated when cross-site scriptingattack.
e Barracuda: Denial-of-service attack- This alert is generated when a denial-of-service attack occurs.

e Barracuda: Error message interception- This alert is generated when the error message interception
occurs.

5. Importing Barracuda Firewall Knowledge pack into
EventTracker

1. Launch the EventTracker Control Panel.

2. Double click Export/Import Utility, and then click the Import tab.
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B B2

Ei, &

- &
EventVault Diagnostics License Export Import Append
Manager Utility Archives
\, lkd o
— — 3 ; —_—— ‘,
EventTracker Traffic Analyzer Agent Port About
Agent Confi... Manageme... Configuration EventTracker

E-mail: support @Event Tracker.com

Figure 2

3. Import Category and Alerts as given below.

1. Click the Category option, and then click the browse [ .. |button.

"% Export Import Utility - ®
Export  Import

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location
(®) Category
() Fitters
() Mens

Source
“iscat

(") Systems and Groups

() Token Value

(") Reports

(") Behavior Comelation

Impart Close

Figure 3
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2. Locate All Barracuda firewall group of Categories.iscat file, and then click the Open button.
3. Click the Import button to import the categories.
4. EventTracker displays a success message.

Export Import Utility ==

:I Selected category details are imported successfully,

Figure 4

5. Click OK, and then click the Close button.

1. Click the Alert option, and then click the browse [ .. | button.

P Export Import Utility — *
Export Import

1. Provide the path and file name of the Alers file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Category Import E-mail settings
Set Active

) Fiters e This setting is applicable only for imports from Legacy (whx)
@ Only if notfications st Alert files. For w7, the active status will be set based on

® Aet (") By defautt "Active" key available in the corfiguration section.

erts
() Systems and Groups Watchlist Corfiguration

Import Watchlist corfiguration

This setting is applicable only for alerts which have Advanced watchlist configured.
Mate: i this option is enabled the user should make sure the watchlist groups are available
() Reports aon the consale where the alerts are imported.

() Token Value

{7 Behavior Comelation

Source :

" izalt

Import Close

Figure 5

2. Locate All Barracuda firewall group of Alerts.isalt file, and then click the Open button.
3. Click the Import button to import the alerts.
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EventTracker displays a success message.

Export Import Utility (=]

| Selected alert configurations are imported successfully.

Figure 6

4. Click OK, and then click the Close button.

6. Verifying Barracuda Firewall knowledge pack in
EventTracker

6.1 Categories

1. Login to EventTracker.
2. Click the Admin menu, and then click Category.

— EventTracker::

H Home §E— Active Watch Lists @ Event Filters O Parsing Rules
Q A Aerts LOJ Eventvault QEJ Report Settings

0 0 Behavior Correlation Rules [®] FAQTile Configuration ] systems

[‘5. Behavior Correlation Settings [§2 Group Management 2 Users
Potential Cyber Breaches Indicators of Cot ) . X . 2 .
Unsafe connections or processes, new TCP ent... USB activities, New g Casebook Configuration Q IP Lookup Configuration :I*- Weights
I OE Category I C_) Knowledge Objects ] Windows Agent Config
Attacker m Diagnostics @ Manager
Figure 7
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3. Click the search, and then search with Barracuda.

Category A& / Admin / Category

Total category groups: 30 Total categories: 356

Category Tree Search
Last 10 modified categories
"
banaida Q Q Name Modified date Modified by

Category Barracuda: Application platform exploit Jun 12 05:38:35 PM
v Barracuda: Application platform Barracuda: Authentication hijacking Jun 12 05:38:35 PM
exploit Barracuda: Buffer overflow attack Jun 12 05:38:35 PM
' Barracuda: Authentication hijacking Barracuda: Command injection attack Jun 12 05:38:35 PM
‘v Barracuda: Buffer overflow attack Barracuda: Cookie poisoning attack Jun 12 05:38:35 PM
v Barracuda: Command injection attack Barracuda: Cross-site scripting attack Jun 12 05:38:35 PM
v Barracuda: Cookie poisoning attack Barracuda: Denial-of-service attack Jun 12 05:38:35 PM
+ Barracuda: Cross-site scripting attack Barracuda: Directory traversal attack Jun 12 05:38:35 PM
R I —_—— Barracuda: Error message interception Jun 12 05:38:35 PM

Barracuda: Firewall received messages Jun 12 05:38:35 PM

v Barracuda: Directory traversal attack

v Barracuda: Error message
interception

v Barracuda: Firewall received
messages

Figure 8

1. Login to EventTracker.
2. Click the Admin menu, and then click Alerts.

e Admin~
n Home 8= Active Watch Lists [E] Collection Master [FZ Group Management ] systems & / Dashi
Q A Nerts @ Correlation Q IP Lookup Configuration D users
2 Behavior Correlation Rules  [Jif} Diagnostics ) Knowledge Objects T+ weights
{3 Behavior Correlation Settings 2] Event Filters [@] Manager [ Windows Agent Config
;ﬂimﬂ'mimmﬂ Indicators of C& 1 casenook Configuration  [9] Eventvautt (7 Parsing Rules
ofs Category [@) FAQ Configuration &7 Report Settings
Attacker = News

Figure 9

3. Inthe Search box, type ‘Barracuda’, and then click the
search. Alert Management page will display all the imported

alerts.
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4. To activate the imported alerts, select the respective checkbox in the Active

column. EventTracker displays a message box.

Alerts A& / Admin / Alerts
Show| Al & Search by  Alert name |v barracuda Q Q
153
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level
@ ; Click *Activate Now' after making all changes Total: 9 ‘Page Size| 25 |v
Forward as Forward as Rermedial Remedial
O Alert Name A Threat Active E-mail SNMP Syslo Action Action Applies To
Y209 at Console at Agent
O 88 s da: Authentication hijacki [ o) O O O O O
O & Barracuda: Buffer overflow attack ® [ @) O O O O O
O 8ds da: C d injection attack a@ O O O O O
O 88 sarracuda: Cookie Poisoning attack [ @] g a O o O
O N Barracuda: Cross-site scripting attack ® [ @) O O O O O
O &8 Barracuda: Denial-of-service attack @ [ o) 0O O O O O
O §f Barracuda: Error intercepti e @ O O m] O |
0O & s da: Malicious file Execution attack [ @] O O ] ] O
O W Barracuda: Obfuscation attack [ @] O O ] O O
Figure 10

Successfully saved configuration.

Figure 11

5. Click OK, and then click the Activate Now button.

NOTE: Specify appropriate systems in the alert configuration for better performance.
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