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About this guide 
This guide provides instructions to configure Barracuda SSL VPN to send the syslog events to 
EventTracker Enterprise. 

 

Scope 
The configurations detailed in this guide are consistent with EventTracker Enterprise version 
7.x and later, and Barracuda SSL VPN 380,480,680,880 with firmware version 2.1 and later. 
 

Audience 
BARRACUDA SSL VPN users, who wish to forward syslog events to EventTracker manager. 

 
 
 
 
 
 
The information contained in this document represents the current view of Prism 
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism 
Microsystems must respond to changing market conditions, it should not be interpreted to be 
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot 
guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Prism Microsystems MAKES NO 
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without limiting 
the rights under copyright, this paper may be freely distributed without permission from 
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism 
is provided.  

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other 
intellectual property rights covering subject matter in this document. Except as expressly 
provided in any written license agreement from Prism Microsystems, the furnishing of this 
document does not give you any license to these patents, trademarks, copyrights, or other 
intellectual property.  

The example companies, organizations, products, people and events depicted herein are 
fictitious. No association with any real company, organization, product, person or event is 
intended or should be inferred.  

© 2014 Prism Microsystems Corporation. All rights reserved. The names of actual companies 
and products mentioned herein may be the trademarks of their respective owners. 
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Overview 
The Barracuda SSL VPN is an integrated hardware and software solution enabling secure, 
clientless remote access to internal network resources from any Web browser. It provides 
comprehensive control over file systems and Web-based applications requiring external 
access.  

EventTracker supports Barracuda SSL VPN and it forwards the syslog messages to 
EventTracker manager. EventTracker generates the alerts, reports and dashlets for critical 
events. 

Pre-requisite 
• EventTracker V 7.x should be installed. 
• Web browser access to Barracuda SSL VPN device. 

 

Configure Barracuda SSL VPN to forward 
all the logs to EventTracker 

Barracuda SSL VPN uses syslog logging with both IPV4 and IPV6 support. 
 

Configure Syslog logging  
1. Login to Barracuda SSL VPN web interface using “ssladmin” account on port 443 using 

valid credentials. 

 



 
EventTracker: Integrating Barracuda SSL VPN 

  4 

 

Figure 1 

 

2. Accounts dashboard will be shown, click on Manage Systems. 
 

 

Figure 2 
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3. Systems dashboard will be shown, click on Advanced. 

 

Figure 3 

4. Navigate to Advanced>Syslog. 

 

Figure 4 
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5. Syslog Options are shown, assign a syslog host. (i.e. Eventtracker). 

 

Figure 5 

EventTracker Knowledge Pack 
Once Barracuda SSL VPN events are enabled and Barracuda SSL VPN events are received 
in EventTracker. Alerts, reports and dashlets can be configured in EventTracker.  

The following Knowledge Packs are available in EventTracker to support Barracuda SSL 
VPN monitoring. 

Categories 
• Barracuda SSL VPN: User logoff - This category based report provides information related 

to user logout. 
• Barracuda SSL VPN: User logon failure - This category based report provides information 

related to user logon failure. 
• Barracuda SSL VPN: User logon success - This category based report provides information 

related to user logon success. 

Alerts 
• Barracuda SSL VPN: User logon failure - This alert is generated when user logon fails. 
• Barracuda SSL VPN: User logon success - This alert is generated when user logon 

succeeds. 
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Import Barracuda SSL VPN knowledge 
pack into EventTracker 

1. Launch EventTracker Control Panel. 

2. Double click Export Import Utility, and then click Import tab. 

Import Category/Alert/Tokens/ Flex Reports/Behavior Rules as given below. 

 

Import Category 

1. Click Category option, and then click the browse   button. 

 

 
Figure 6 

 

2. Locate Barracuda SSL VPN.iscat file, and then click the Open button. 

3. To import categories, click the Import button. 
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EventTracker displays success message. 

 
Figure 7 

 

4. Click OK, and then click the Close button. 

 

Import Alerts 

1. Click Alerts option, and then click the browse   button. 

 
Figure 8 

 

2. Locate Barracuda SSL VPN.isalt file, and then click the Open button. 
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3. To import alerts, click the Import button. 

EventTracker displays success message. 

 
Figure 9 

 

4. Click OK, and then click the Close button. 

 

Import Token Value 

1. Click Token Value option, and then click the browse   button. 

2. Locate Barracuda SSL VPN.istoken file, and then click the Open button. 

 Figure 10 
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3. To import token value, click the Import button. 

EventTracker displays success message. 

 

Figure 11 
 

4. Click OK, and then click the Close button. 

 

Import Flex Reports 

1. Click Scheduled Reports option, and then click the browse   button. 

2. Locate Barracuda SSL VPN.issch file, and then click the Open button. 

 Figure 12 
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3. To import scheduled reports, click the Import button. 

EventTracker displays success message. 

 

Figure 13 
 

4. Click OK, and then click the Close button. 

 

Import Behavior Rules 

1. Click Behavior Rules option, and then click the browse   button. 

2. Locate Barracuda SSL VPN.isrule file, and then click the Open button. 

 

Figure 14 
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3. To import behavior rules, click the Import button. 

EventTracker displays success message. 

 

Figure 15 

 

4. Click OK, and then click the Close button. 

 

Verify Barracuda SSL VPN knowledge 
pack in EventTracker 
Verify Barracuda SSL VPN Categories 

1. Logon to EventTracker Enterprise. 

2. Click the Admin menu, and then click Category. 

3. In Category Tree to view imported categories, scroll down and expand Barracuda SSL VPN 
group folder to view the imported categories. 
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Figure 16 
 

Verify Barracuda SSL VPN Alerts 
1. Logon to EventTracker Enterprise. 

2. Click the Admin menu, and then click Alerts. 

3. In Search field, type ‘Barracuda SSL VPN’, and then click the Go button. 

Alert Management page will display all the imported Barracuda SSL VPN alerts. 

 

Figure 17 
4. To activate the imported alerts, select the respective checkbox in the Active column. 
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EventTracker displays message box. 

 
Figure 18 

 
5. Click OK, and then click the Activate Now button. 

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select 
the respective checkbox in the Alert management page, and then click the Activate Now 
button. 

 

Verify Barracuda SSL VPN Token Values 
1. Logon to EventTracker Enterprise. 

2. Click the Admin menu, and then click Parsing Rules. 

3. In Token Value Group Tree to view imported token values, scroll down and click Barracuda 

SSL VPN group folder. Token values are displayed in the token value pane. 

 

Figure 19 
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Verify Barracuda SSL VPN Flex Reports 
1. Logon to EventTracker Enterprise. 

2. Click the Reports menu, and then Configuration.  

3. Select Defined in report type. 

4. In Report Groups Tree to view imported Scheduled Reports, scroll down and click Barracuda 

SSL VPN group folder. Scheduled Reports are displayed in the Reports configuration pane. 

 

 Figure 20 

 

Verify Barracuda SSL VPN Behavior Rules 
1. Logon to EventTracker Enterprise. 

2. Click the Admin menu, and then click Behavior rules. 

3. Behavior Rules window will be displayed, where EventTracker displays the imported 
behavior rules. 
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Figure 21 

 

Configure Barracuda SSL VPN 
dashboards 
Configure Behavior Dashboard 

1. Logon to EventTracker Enterprise. 

2. Select Behavior, and then select Security.Click on the Down double arrow  from the Security 

tab. 

3. Select Customize. 

       Available Dashlets window displays. 

 
Figure 22 
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4. Select required behavior dashlets and click Add. 

Behavior dashboard will be displayed as shown below. 

 

Figure 23 

       Click on available chart to view behavior details. 
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Figure 24 

 

Configure Flex Dashboard 
1. Logon to EventTracker Enterprise. 

2. Select Reports then click Configuration. 

3. Select Barracuda SSL VPN from the Report group pane. Select Defined option. 

4. Click on schedule icon  of the report which you want to configure. 

5. When you reach the Step 8 of 10 Select Persist data in Eventvault Explorer option. 

Wait until your report gets generated. 

6. Once your report gets generated, Click Dashboard select Flex 

7. Click on the Down double arrow  from the security tab then select configure. 

8. EventTracker displays Keyword flex window where the generated reports are shown in 

Available reports section. 

9. Expand the report and select the column name which you want to see in flex dashboard.  

For example:  Please see the image below. 
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Figure 24 

 

    10.    Give appropriate title name and notes. 

    11.    Click Configure. 

    12.    Again select Flex tab then click on the icon , select Customize. 

         Available Dashlets window displays. 

 

Figure 25 
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    13.    Select required flex dashlets and click Add. 

Flex dashboard will be displayed as shown below. 

Figure 26 
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Sample Flex reports for  Barracuda SSL 
VPN using  EventTracker 

A. Flex Report for Barracuda SSL VPN User Logon failure. 
 

 

 

 

 

 

 

 

 

http://localhost:8080/EventTracker/Reports/EvtDefinedRpt.aspx?Enterprise=�
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B. Flex Report for Barracuda SSL VPN User Logon Success. 
 

 

 

 

 

 

 

 

 

 

 

 

http://localhost:8080/EventTracker/Reports/EvtDefinedRpt.aspx?Enterprise=�
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C. Flex Report for Barracuda SSL VPN User Logoff. 

 

 

http://localhost:8080/EventTracker/Reports/EvtDefinedRpt.aspx?Enterprise=�
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