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EventTracker: Integrating Barracuda SSL VPN

About this guide

This guide provides instructions to configure Barracuda SSL VPN to send the syslog events to
EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.x and later, and Barracuda SSL VPN 380,480,680,880 with firmware version 2.1 and later.

Audience

BARRACUDA SSL VPN users, who wish to forward syslog events to EventTracker manager.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document /s for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
Iintellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 20174 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.

EventTracker j

Secure. Comply. Succeed.



EventTracker: Integrating Barracuda SSL VPN

Table of Contents

ADOUL TS BUIAE ... 1
ST alo ] LI PSP PP U ST PP PR 1
AUGIBNCR. .. 1

OVBIVIBW. ...ttt bbb bbb bbb 3

P BT QUISTEO .ttt 3

Configure Barracuda SSL VPN to forward all the logs to EventTracker ..., 3
CONFIGUIE SYSIOZ IOBEINE ...veviiiieiteie ettt b b 3

EventTracker KNOwIedge PacK.........coviiiiiiii i 6
CAEEEONIES .. 6
PULBIES R bR R R bbbttt b 6

Import Barracuda SSL VPN knowledge pack into EventTracker........cocooiiiiiiiiiiccn, 7
IMPOIt CAEEEOIY . c.iiiiiiii i 7
IMIPOIE ALBIES .o 8
IMPOIFE TOKEN VAU ..ttt bbbt bbbt nnenbenne e 9
IMPOrt FIEX REPOIES .o 10
IMPOrt BERAVIOr RUIES ... s 1

Verify Barracuda SSL VPN knowledge pack in EVENTTIacker ... 12
Verify Barracuda SSL VPN CategOrieS ......cccviiiiiiiiiiiei e 12
Verify Barracuda SSL VPN AlBIES ......ciiiiiii e 13
Verify Barracuda SSL VPN TOKEN VAIUES .....coveiiiiiiiiiist e 14
Verify Barracuda SSL VPN FleX REPOIES......coiiiiiiiiiiii e 15
Verify Barracuda SSL VPN Behavior RUIES ... 15

Configure Barracuda SSL VPN dashboards ... 16
Configure Behavior Dashbo@rd ..o 16
Configure FIex DAashbOard .........cccoiviiiiiiii e 18

Sample Flex reports for Barracuda SSL VPN using EventTracker ... 21

EventTracker 4 2

Secure. Comply. Succeed.



EventTracker: Integrating Barracuda SSL VPN

Overview

The Barracuda SSL VPN is an integrated hardware and software solution enabling secure,
clientless remote access to internal network resources from any Web browser. It provides

comprehensive control over file systems and Web-based applications requiring external
access.

EventTracker supports Barracuda SSL VPN and it forwards the syslog messages to
EventTracker manager. EventTracker generates the alerts, reports and dashlets for critical
events.

Pre-requisite

e EventTracker VV 7.x should be installed.
e \Web browser access to Barracuda SSL VPN device.

Configure Barracuda SSL VPN to forward
all the logs to EventTracker

Barracuda SSL VPN uses syslog logging with both IPV4 and IPV6 support.

Configure Syslog logging

1. Login to Barracuda SSL VPN web interface using ‘ssladmin” account on port 443 using
valid credentials.

EventTracker ? 3
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V4 Barracuda | SSL VPN

Welcome to the Barracuda SSL VPN, 3 secure gateway to your network,

Language:  English -

Username: Issladmln

Passwiord: I""'

P virtual Keyboard

Figure 1

2. Accounts dashboard will be shown, click on Manage Systems.

k[Barracuda | ssL vPN ssladmin

Manage System

RESOURCES | ACCOUNT Log Dut English

=]
Quick Launch My Web Forwards My Network Places My aApplications My SSL Tunnels
My Remote Assistance My Profiles My Resource Categories | Device Configuration User Downloads

My Resources Help
| Filter By All Categorized Resources - | = =)
R
[_] L] =
O
= ¢ = my M
Barracuda Demo IPsec Barracuds Demo FFTR Demo client Documents OhA 2003 Terminal Server

(2

Wwordpress Blog Wordpress Risk-based

Figure 2
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3. Systems dashboard will be shown, click on Advanced.

L Barracuda | SSL VPN Default (=] ssladmin

Manage Account
RESOURCES | ACCESS CONTROL | ADVANCED Log Out English [~]

Quick Launch User Activity Logs Audit Logs virus Checking
Configuration Administration

Users Online Help Virus Scan History Help.

Users Online Type Scanned Infected

Web Forward file upload 96 =]

a 100 200 300 400 soo oo Hetwork Place file upload 276 1z
I — Mapped Drive file upload 326 23
( BB Current users online: 275 WishDay file upload 53 1

BB Most users ever online: 366 Total 751 42

Most Active Users Help Most Popular Resources Help

Most Active Users — Last 24hr Most Popular Resources — Last 24hr

1,500 1,000
T g
E 1000 H
E E soo
T, 500 E
] [
=

: Q ( A
A‘*\‘:l— ,\‘(‘e@ 1‘5‘,-- ?\Q‘\\e A\OO" .,_ed:- ,S\,&é\ ;@‘}C“ <‘\\6\ ,\‘bo’a »q’g:‘ \0@6- ,\\G}- »G&Lj- 4\\<\’§\- AQ‘}\- /(\60\:
Figure 3
4. Navigate to Advanced>Syslog.
| ff Barracuca | SSL VPN Defaut  [~] ssladmin

Manage Account

Attributes

RESOURCES

Configuration
Server Agents

ADVANCED

Cryptography
Availahle Protocoks Selected Protocols
Supported Pratocals: S5Lv3 - S5LvZHello -
TLSw
TLSw11
TLSw1.2

_ Availahle Cighers Selected Ciphers

Slpooiedlengers: S5L_DH_znan_EXPORT_Y » did > TLS_EMPTY_RENEGOTIA -
SSL_DH_annn_EXPORT_V|= | TLS_RSA_WITH_AES 128, | |IF the selected cipher list is
S5L_DH_anon_wITH_3DE| | TLS_RSA_MWYITH_AES_128 empty then all avallable dphers

S5L_DH_snon_WITH_DES are supported.
SSL_DOH_anon WITH_RCA. ]

SSL DHE _DSS ExPORT WARNING: Editing these
SEL_DHE_DSS_WITH_3Dt properties may cause

compatibility problems with
some older browsers.

SEL_DHE_DES_WITH_DE
SEL_DHE_RSA_EXPORT_
SEL_DHE_RSA_MWITH_3Dt _

ColL_MUE RoA LWITL ME

Font And Encoding

Figure 4
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5. Syslog Options are shown, assign a syslog host. (i.e. Eventtracker).

(A Baracud | SSLVPN Defaut  [+] ssladmin

Manage Account

BASIC | RESOURCES | ACCESS CONTROL | ADVANCED

Configuration Syslog Notifications SSL Certificates Attributes

Server Agents

Syslog Options

Syslog Identifier: SEL WPN The identifier that is preficed to all Syslog messages.
Inchude Timestamp: Cives @Hg Include & timestamp in the Syslog message,

1se LDP: @vas Mg s UDP instead of damain socket,

The: hostname of the syslog server, NOTE: Your syslog server wil have to be configured to accept remate
Syslog host: Iocalhost - EEL L £ g

Figure 5

EventTracker Knowledge Pack

Once Barracuda SSL VPN events are enabled and Barracuda SSL VPN events are received

in EventTracker. Alerts, reports and dashlets can be configured in EventTracker.

The following Knowledge Packs are available in EventTracker to support Barracuda SSL

VPN monitoring.

Categories

e Barracuda SSL VPN: User logoff - This category based report provides information related

to user logout.

e Barracuda SSL VPN: User logon failure - This category based report provides information

related to user logon failure.

e Barracuda SSL VPN: User logon success - This category based report provides information

related to user logon success.

Alerts

e Barracuda SSL VPN: User logon failure - This alert is generated when user logon fails.
e Barracuda SSL VPN: User logon success - This alert is generated when user logon
succeeds.

EventTracker j
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Import Barracuda SSL VPN knowledge
pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility, and then click Import tab.

Import Category/Alert/Tokens/ Flex Reports/Behavior Rules as given below.

Import Category

1. Click Category option, and then click the browse l_J button.

Export | Import

'8 Export Impert Utility =] = [==

1. Provide the path and file name of the Categories file. Use the °..." button to browse and locate the import file.
2. Click the Import buttan.

Ciptions Location
@ Category

Fitters
Alerts
Systems and Groups Source
iscat
RSS Feeds
Scheduled Reports
Behavior Rules

SCAP

Token Value

Import | | Close

Figure 6

2. Locate Barracuda SSL VPN.iscat file, and then click the Open button.

3. To import categories, click the Import button.

EventTracker ﬁ
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EventTracker displays success message.

Export Import Utility

==

Figure 7

4, Click OK, and then click the Close button.

Import Alerts

1. Click Alerts option, and then click the browse B button.

'Y Export Import Utility

Export | Import

1. Provide the path and file name of the Alerts file. Use the
2. Click the Import button.

7) Systems and Groups

) By default
) RSS Feeds
) Scheduled Reports Source :
“isalt
[ :%ehavior Rules
) SCAP
) Token Value

_.." button to browse and locate the import file.

Cptiong Location

™) Category

) Fiters Impaort E-mail settings
@ Alerts Set Active

@ Only if netffications set

This setting is applicable only for imports from Legacy
{wEx) Alert files. For w7, the active status will be set
based on "Active" key available in the configuration
section.

L]

Impart Close

| |

2. Locate Barracuda SSL VPN.isalt file, a

Figure 8

nd then click the Open button.

EventTracker
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3. Toimport alerts, click the Import button.

EventTracker displays success message.

Export Import Utility =]

:I Selected alert configurations are imported successfully,

Figure 9

4. Click OK, and then click the Close button.

Import Token Value

1. Click Token Value option, and then click the browse [:] button.
2. Locate Barracuda SSL VPN.istoken file, and then click the Open button.

73 — = T
% Export Import Utility h — IE !
Export | Import

1. Provide the path and file name of token value file. Uze the ... button ta browse and locate the impart file.
2. Click the Impart button

Options Location

~) Category
) Filters

T Alerts

Saurce

| Spstems and Groups
“iztoken E]
I RS5 Feeds

) Scheduled Reports
"\ Behavior Rules
) SCAP

@ TokenWalue

Irnpart ] [ Cloze

Figure 10
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3. To import token value, click the Import button.

EventTracker displays success message.

e

Export Import Utility 2

:I Selected token walues are imported successfully,

Figure 11

4, Click OK, and then click the Close button.

Import Flex Reports

1. Click Scheduled Reports option, and then click the browse D button.
2. Locate Barracuda SSL VPN.issch file, and then click the Open button.

A Export Import Utility & 8 " I

Expart | Impart

1. Prowvide the path and file name of Schedule Repart file. Use the ' button to browse and locate the impart file.
2. Click the Import button

Options Location

~ Category
I Filters
T Alerts

~) System= and Groups Source :

*izzch D
I FASS Feeds

[T] Schedule Settings
@ Scheduled Reports

0220515

"~ Behaviar Rules kurnarmitesh

| SCAaP

) Token %alue

[ Impart ] [ Cloze

Figure 12

EventTracker j
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3. Toimport scheduled reports, click the Import button.

EventTracker displays success message.

Export Import Utility %

Figure 13

4. Click OK, and then click the Close button.

Import Behavior Rules

1. Click Behavior Rules option, and then click the browse EJ button.
2. Locate Barracuda SSL VPN.isrule file, and then click the Open button.

L Export Import Utility — - EX, e
Export | Import

1. Provide the path and file hame af Behavior file. Uze the "' button ta browse and locate the import file.
2. Click the Import button

O plions Location

! Categom

) Filters

0 Alerts
Source :
~1 Spztems and Groups “izmle D
) RSS Feeds
"1 Scheduled Reports
@ Behavior Rules

_ SCaP

_) Tokenalue

Import ] [ Cloze

Figure 14
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3. To import behavior rules, click the Import button.

EventTracker displays success message.

Export Import Utility i e

[0} Selected behawvior rules are imported successfully,

Ok

Figure 15

4. Click OK, and then click the Close button.

\Verify Barracuda SSL VPN knowledge
pack in EventTracker

Verify Barracuda SSL VPN Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Category.

3. In Category Tree to view imported categories, scroll down and expand Barracuda SSL VPN
group folder to view the imported categories.

EventTracker j 12
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Dashboard  Incidents  Behavior  Status  MNetflow | Search Reports MyEventTracker | Change Audit  Confiy Assessment
Category Management
‘ Categary Tree Search
+] [] Bamacuda firewall - Total category groups : 267 Total categories : 2,601
| [7] Banacuda ssLvPN
: Last 10 modified categories
Barracuda SSLVPN: User logoff
Hame: Modified date Madified by
Baracuda S3LVPH. lser logan failure Barracuda S5L WPMN: User logoff 04/06M 5 11:43:52 AW
Barracuda SSLVPH: User logen suseess | Barracuda SSL WPRE Uset lagan failure O4DEN S 1:43:52 AM
| [ Gentrity Server Suite T Barracuda S5L VPN User logan success O4/D6A5 1:43:52 AM
+| [ change Audit JUNGS: DHCP errar 04002015 B:14:10 Pt kumarnitesh
+ [‘j Chedk Point JUNOS: TFTF errar 04/02r15 6:13:44 Pl kumarnitesh
+] [ ciseo 3750 smitch JUNGS: Weh interface error 040245 B:13:16 Pt kumarnitesh
41 [ ciseo ACE JUNCS: SHMP error 04102015 B:12:45 Pt kumarntesh
el ’:j Cisco ACS JUMOS: License errar 04/02r15 6:12:20 P kumarnitesh
Pl d Cise Aironst JUMOS: Intrusion detection prevention 04/0215 6:11:59 PM kumarnitesh
JUNGS: Chassis errar 04/02/15 B:11:41 PM kumarntesh
| [0 ciseo asa
+ F’_‘} Cisco Catalyst
+| [0 cisco Director
4] [ cisco 108
+| [0 Cissa anPort ESA
| [1] Cisco lronFor s
+| [1] cissa 15E
Figure 16
Verify Barracuda SSL VPN Alerts
1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.
. 1 1 .
3. In Search field, type ‘Barracuda SSL VPN', and then click the Go button.
Alert Management page will display all the imported Barracuda SSL VPN alerts.
d i Behavi Status  Metflow | Search  Reports My FEventTracker | Change Audit  Config Assessment
Alert Management Search: barracuda sslvpn Go Showe Al Page Size: 25
Forward Forward Aot lacti
] |alert Hame Threat level \Active Beep E-mail Rss as as ot ion o lon Applies To
SHMP syslog 'Console \Agent
D Barracuda SSL WPN: User logon failure “7| High D D D D D D |:| D “ersion 2.1
& later
D Barracuda SSL VPN User 1ogon SUCCESs “7| High D D D D D D |:| D “ersion 2.1
2 later
***Click "Activate How' after making all changes | cfivate Now Add slert Delete
Figure 17

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker j
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EventTracker displays message box.

5

Message from webpage

I " Successfully saved configuration.

Figure 18

5. Click OK, and then click the Activate Now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select
the respective checkbox in the Alert management page, and then click the Activate Now
button.

VVerify Barracuda SSL VPN Token Values

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Parsing Rules.
3. In Token Value Group Tree to view imported token values, scroll down and click Barracuda

SSL VPN group folder. Token values are displayed in the token value pane.

Dashboard  Incidents  Behavior Status  Netflow | Search Reports My EventTracker | Change Audit  Config Assessment

Parsing Rule Template

= Token-Walue Groups
3 [ s Token-Value Display name = ye Group : Barrasuda S5L VPN

[ Display name & Token name Separator Terminator

Stetus Reason

#

Host Address : n

&l

[C]] source P Address

[ cisee ironPart EsA 1) username

Username

]

rj CISCO lranport WS
[1 ciseo 1SE

[1 ciseozant

[23 clavister firemall

\ rges

[ Forigate

rj Juniper Junos

[13 Losbinder saL
[3 mysov

[23 senicmall UTM

| AddRule | | Edl | Delete | | Movetogroup | | Token-value Wizard |

@..

Figure 19

EventTracker *j 1%
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\VVerify Barracuda SSL VPN Flex Reports

1. Logon to EventTracker Enterprise.

2. Click the Reports menu, and then Configuration.

3. Select Defined in report type.

4. In Report Groups Tree to view imported Scheduled Reports, scroll down and click Barracuda

SSL VPN group folder. Scheduled Reports are displayed in the Reports configuration pane.

Dashboard Incidents Behavior Status  Hetflow |Sean:h Reports My EventTracker |Changenuﬂil Config Assessment

’ﬁ’ Report groups g Reports configuration > Barracuda SSL VPH
= [ Report -
B | (= [ Repottaroues Scheduled ) Queued @ Defined Search [l
H ‘, Security
& ¢ ey
‘, Compliance
- Title Created on Modified on - . .
‘, Operations
¢ Barracuca SEL VPN User Logon faiure 0320/ 5 4:08: 00 PM 0407/ 5 2:16:32 PM (i B L
Flex
Barracuda S5L VPR User Logon Success 03/20/15 305:02 P 040713 21706 P O 5 [+
I:'j Centrity Senrer Suite 1
rj Cisco ACS Barracuda SSL VPN User Locoft 03/20/15 12:48:07 PM 040715 21756 P b ’.‘E] +

[ cison Firemall

[ ciseo trenPart B

!:j Cisco lranF ot ISA
[ ciseo 158

[ cravister

[] EventTradcer

[ Frex

r_j Impensa

!’j Juniper Junes

[3 LocbingersF
[ Locbinder saL
[ moates

[} Fersistent Delete Mo o group

Figure 20

\VVerify Barracuda SSL VPN Behavior Rules

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Behavior rules.

3. Behavior Rules window will be displayed, where EventTracker displays the imported
behavior rules.

EventTracker ? 15
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Dashboard  Incidents  Behavior Status  Netflow | Search Reports My EventTracker | Change Audit  Config Assessment

. Behavior Rules Pagesize 25
System Activity v -
Winddowes Logaon Failure Activity 7
Windowes Process Activity 7
USB Activity 7
Windows Run&svay Process Activiy 7
Windows Software Install Activity 7
Windows Spplications Activity 7
Winclowes Metwark Activity 7 04/09/15 £:51:05 PM L
Windowes Interactive Logon Activity Wirkstation Mame System Mame 7 0409415 12:54:01 PM i
Batracuda SSL VPN User Logan Success Host Address Source P Address 7 0409415 6:5210 PM
Barracuda S5L YPN User Logoff Host &ddress Source P Address 7 040945 6:52:11 PM
Batracuda SSL VPN User Login Failed Host Address Source P Address 7 040915 6:52:16 PM s

Figure 21

Configure Barracuda SSL VPN

dashboards

Configure Behavior Dashboard

1. Logon to EventTracker Enterprise.

2. Select Behavior, and then select Security.Click on the Down double arrow ¥ from the Security

tab.
3. Select Customize.

Available Dashlets window displays.

Behavior Dashlets

Barracuda S5SL ¥PH User Login Barracuda S5L VPH User

Barracuda S5L ¥PH User Logon

Failed Logoff Success
. Windows Applications Windows Interactive Logon
EventlD Activity Activity Activity
Windows Hetwork Activity Windows Process Activity Windows Software Install Activity

Figure 22

Adld

Close

EventTracker
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4. Select required behavior dashlets and click Add.

Behavior dashboard will be displayed as shown below.

Dashboard  Incidents Behavior Status  Netflow ‘ Search  Reports My EventTracker | Change Audit  Config Assessment

Site | GLIGE Activities for 5 days  + View details for Barracuda S5L VPN User Login Fails » & @ WLES

Erterprise Actsity [1]- Barractuda S5LYPN User Login Failed A= Enterprise Actvity [2)- Barraceuda S5L VPN lser Logelf

B RAMSEY [14] B BRIAN[10] DOMINIC [3] B DOMINIC [11] W BRIAN [9] RAMSEY [9]
Activities from D408 05:32 P - D4/10 05:32 P Activities fram D405 05:32 P~ D4/10 05:32 P
Enterprise Activity [3] - Barracuda S5L VPN User Logon Success N A= x]

W BRIAN [22] @ RAMSEY [16] ™ DOMINIC [15]

Fotivities from D405 05:32 Pl - D410 05:32 Pl
Figure 23

Click on available chart to view behavior details.

Last refreshed at 05:37.29 P14 .ﬂ

EventTracker j
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Dashhoard Incidents Behavior Status Metflow | Search Reports  MyEwventTracker | Change Audit  Config Assessment

Fiterist  Site GIOE Activities for: 1 day Activities from 0409 02:34 PM - 0410 02:34 PM Last refreshed &t 02:39.31 PM '.‘;‘
Behavior Barracuda S5L PN User Logan Succe Activities from : ERIAN Log Search Trend Analysis
Sort By ' Username 9 Occurrence Source IP Address Occurrence G0
b
4B DR 108.220.18.156 12 40
9% 40
0
Unique Username : 3 20
Total Occurrence | 29 10
0
Username Occurrence 04/04 04105 04006 04/07 04/08 0408 04709 04/09 04110
BRIAN 12 o
RAMSEY g Activities for Username Top 5w u = - @
DOMNIC 8

W BRIAN[12) W RAMSEY 9] B DOMINIC [8]

Figure 24

Configure Flex Dashboard

—-_

Logon to EventTracker Enterprise.
2. Select Reports then click Configuration.

3. Select Barracuda SSL VPN from the Report group pane. Select Defined option.

4. Click on schedule icon o of the report which you want to configure.

5. When you reach the Step 8 of 10 Select Persist data in Eventvault Explorer option.
Wait until your report gets generated.

6. Once your report gets generated, Click Dashboard select Flex

7. Click on the Down double arrow ¥ from the security tab then select configure.

8. EventTracker displays Keyword flex window where the generated reports are shown in
Available reports section.

9. Expand the report and select the column name which you want to see in flex dashboard.

For example: Please see the image below.

EventTracker j 18
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Title: Barracuda SSL VPN Top 10 User Logon Failures| Chart type: Column graph «»  Interval: one week -
Hotes: Value field setting:  Count -
*Note aggregats funetions otier than "Count' are applicabls only for numens data fpen.
|Report title |\l’alue column|\l’alue ﬁlter| |
|Barracuda S5L VPH User Logon failure |Username | | |
Available reports Values
- Barracuda S5L WP User Logon | Dominic [ 21| | Ramsey [ 21| | Mary [ 15
Success
[=-Barracuda S5L PN User Logon | Sarmuel [ 17] | Williams [ 17| |Jason [ 18]
failure
» [Brian | 18] | Kris I 11] [ karren [
amputer
Usermname | tark | 1 "
Source IP Address
t-Reason
[#-Barracuda 5L VPN User Logoff
Configure Cancel
Figure 24

10. Give appropriate title name and notes.

11. Click Configure.

12.  Again select Flex tab then click on the icon¥, select Customize.

Available Dashlets window displays.

D Barracuda SSL ¥PH Top 10 User Logon Failures I:' Barracuda SSL ¥YPH Top 10 User Logon Success

D Barracuda SSL ¥PH Top 10 User Logoff

Al Delste Close

Figure 25

EventTracker j
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13. Select required flex dashlets and click Add.

Flex dashboard will be displayed as shown below.

Dashboard | Incidents Behavior Status  Netflow ‘ Search Reports My EventTracker ‘ Change Audit ~ Config Assessment

[ Security ] Operations [ Compliance 1 Flex ¥ |

Security dashlet [2] - Barracuda S5L YPN Top 10 User Logokf

Barracuda SSL VPH User Logoff : Username

8 Al={X Security dashlet [1] - Barracuda SSL ¥PN Top 10 User Logon Success

Barracuda SSL VPH User Logon Success : Username

& # & & &t SRR & @ LI & @ & N I
of o & R o o i 4 i W & & A
w Gzc& L A N AN &
Security dashlet [2] - Barracuda 5L PN Top 10 User Logen Failures o W
Barracuda S5L WPH User Logon failure : Username

& AR A 5 o o 3 LR S

& F S
006\ q@(‘\ * cjoé‘ @\\\\0 P - o

Figure 26
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Sample Flex reports for Barracuda SSL

VPN using EventTracker

A. Flex Report for Barracuda SSL VPN User Logon failure.

LogTime
D4/08/2015 10:4%03 AN

04/09/2015 1050007 AM
04 002015 10045035 Ahl
CAM0E2015 104204 AN
D320H 5 101503 Ak
D4/0802045 101241 AN
D4/03/2015 121207 Ak
D4/08/2015 11:10:50 A
D4HD72015 045343 PM
04/08/2015 11007 P
D4/03/201 5 071907 AN
D4/03/2045 081312 P
D4/08/2015 12:55:00 A
D4/08/2015 0E:11:03 AM
04 02015 0% 2252 PM
Q4092015 0110042 B
D03/201 5 0 40009 P
04/03/2015 O7-11:06 Fid
D4/08/201 5 0E:14:43 P
D4/03/2015 07 4544 AW
D4 r2015 02 44:53 AW
0409/2015 071013 AM
4032015 06 41:23 Al
4032045 0456141 AN
D4 2015 11:26:42 A
OHDE2015 1004205 AM

Barracuda SSL VPN User Logon failure

Computer
BARRACUDA-VPN-1

BARRACUDA-VPN-2
BARRACUDA-VPN-1
BARRACUDA-VPN-2
BARRACUDA-VPN-1
BARRACUDA.VPN-1
BARRACLDA-VPN-2
BARRACUDA-VPN-1
BARRACUDA-VPN-1
BARRACUDA-WPN-2
BARRACUDA-VPN-1
BARRACUDA-VPN-1
BARRACUDA-VP-2
BARRACUDA-VPN-1
BARRACUDA-VPN-1
BARRACUDA-VPN-2
BARRACLDA-VPN-2
BARRACUDA.VPN-1
BARRACUDA-VPN-1
BARRACLDA-VPN-1
BARRACUDA-WPN-1
BARRACUDA-VPN.-2
BARRACUDAYPN-1
BARRACUDA-VPN-1
BARRACLDA-VPN-2
BARRACUDA-VPN-1

Username
Droeninic:
Ramsey
Evlan
Ramsey
Drominic
Brian
Rommasy
Droeninic:

Source IP Address
10/60.109.1

106.40.10G .4
66.90.104.2
106401084
10801084
55.90.104.2
10640106 4
10601091
66901042
106,40 108 .4
10,80.109.1
65.40.104.2
10640105 4
66901042
10501081
1065401084
10640 10E 4
1080108 1
10801084
66.90.104.2
10801091
106,40 108 4
56.90.104.2
108010814
10640106 4
56.90.104.2

Reagon
Bad username or password

Bl ugername or password
Bad usenname or password
Bied username oF passsword
Biad usernams or password
Biad ugarneame or passeord
B uessrname or passwiord
Bad username or password
Bad username or password
Bad username or password
Biad uzerneme or password
B uesarnoame or passeord
Bad username or password
Bl Ugername or password
Bad usenname or password
Bied username oF passsword
Bad usernams or password
B ezarnaame or passwiord
Bad usermname or password
B uhername or passeord
B0 USBIname of password
Biad username or password
Bied LEEernEme oF passssord
Bad username or password
Budd uesarnaames or password
BB usEnniame Ur_nﬂ&:i‘-.l.iﬁrd
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LogTime

0408201 S 1004303 Ak
0440972015 10:50:07 A
044 0201 S 104203 AN
04/05/2015 10:4%.04 A
04/08/20M 5 1011203 AM
040972015 10:1 241 AM
0440872015 12:1%:07 A
0440562015 11:10:50 A
D4/ 0/2015 04:58:43 PM
0440942015 11:10:07 P
040872015 071307 AM
04082015 051312 FM
040872015 125500 M
044082015 08:11:03 AM
04402015 032252 PM
04/09/2015 01:10:42 PM
04/082015 D240:00 PM
040872015 07:11:06 FM
04082015 DE14:43 PM
04/08/2015 074344 AM
041072015 024455 AM
0409205 071013 AM
040802015 D6:41:23 AM
04082015 0d:56:11 AM
O4H05N S 11:26:42 A
040812015 023017 B

B. Flex Report for Barracuda SSL VPN User Logon Success.

Barracuda SSL VPN User Logon Success

Computer
BARRACUDA-VPN-1

BaRRACUDA-VPRN-1
BARRACUDA-VPN-1
BARRACUDA-VPR.2
BARRACUDA-VPN-1
BARRACUDA-VPN-1
BARRACUDA-VPN-2
BARRACUDA-VPN-1
BARRACUDA-WVPN-1
BARRACUDA-VPN-2
BARRACUDA-VPN-1
BARRACUDA-YFN-1
BARRACUDA-VYPN-2
BARRACUDA-VPR-1
BARRACUDA-YPN-1
BARRACUDA-VPR-2
BARRACUDA-VPN-1
BARRACUDA-VPN-1
BARRACUDA-YPH-2
BARRACUDA-VPR-1
BARRACUDA-VPHN-1
BARRACUDA-VPR-2
BARRACUDA-YPN-1
BARRACUDAL- VPN
BARRACUDA-YPH-2
BARRACUDA- VPN

Username
Ramsey
Brrian
Ramsey
Cromiinic:
Brian
Ramzey
Croumimic:
Brrian
Ramzey
Craumimic:
Birian
Ramsey
Chauminiic:
Brian
Ramszey
Chanrinic:
Birian
Ramsey
Douminic
Birian
Ramsey
Darinic:
Brrian
Ramsey
Dominic

Brian

Source IP Address
10422410196
108.220.13.156
104,224 10196
107 04,10 164
108 220183156
10422410196
107 0410164
108.220.13 156
104 22410196
107 .04.10.164
10822018156
104.224.10.196
107.04.10.164
108 22018156
104.224.10.196
107.04.10.164
10622018156
104.224.10.196
107.04.10.164
108.220.13156
104,224 10196
107.04.10 164
10522018156
10422410196
107.04 10,164
108 2018156
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C. Flex Report for Barracuda SSL VPN User Logoff.

Barracuda SSL VPN User Logoff

LogTime Computer Username Source IP Address
04/0B/201 5 10:49:03 Ak BARRACUDA-YPN-2 Ramsey 107 0410464
04/09/201 5 10:50:07 A BARRACUDA-YPH-1 Ciorrinic 1017 48

041 0/201 5 10 49:03 AM BARRACLDA-WPN-2 Ramsey 107 0410164
04/0B/2015 10049:04 AW BARRACUDA-YPH-1 Brian 108 22018156
04/08/2015 10:19:03 AM BARRACUDA-WPN-1 Darrinic 1017 48
04095 1001 2 A BARRACUDA-YPH-2 Ramnsey 107 0410164
0408205 121907 AW BARRACUDA-YPN-1 Domenic: 101748
04082015 14:10:50 &M BARRACUDA-WPN.1 Brian 108.220.13.156
04 0420 5 04:55:43 PM BARRACUDA-VPN-1 Dominic 101,748
040972015 11:10:07 PM BARRACUDA-WPN.2 Ramsey 107 B4 A0 164
04/08/201 5 07:19:07 Ak BARRACUDA-YPN-1 Erian 108.220.18 156
04/08/201 5 061312 PM BARRACUDA-YPH-1 Diorrinic 104748
0410872015 12:55:00 AM BARRACUDA-WFH-2 Ramsey 107 0410164
04/08/2015 06:11:03 AM BARRACUDA-YPN-2 Ransey 107 0410164
041 02015 032252 PM BARRACUDA-YPN-1 Brian 10822018156
04092015 014042 P BARRACUDA-WPN-1 Brian 108.220.15.156
04/08/201 5 03:40,09 PM BARFACUDA-VPN-2 Ransey 107 0410164
04/084201 5 07:11:06 PM BARRACUDA-VPN-1 Dorrinic 1017 48
04/08/201 5 08:14:43 PM BARRACUDA-VPN-1 Erian 10822018156
04 /084201 5 07 4344 A BARRACUDAYPR.A Erian 10622018 156
041 /20 5 0 44:53 AW BARRACUDA-WFN-1 Darminic 101 7 48
04/09/201 5 07:40:13 AW BARRACUDA-VPH-1 Brian 108 22013158
04/08/2011 5 06:41:23 AM BARRACUDA-WPN-2 Ramsey 107 0440164
04/0B/2015 04:56:11 AM BARRACUDA-YFH-1 Dorrinic 1017 48
04102015 11:26:42 AM BARRACUDA-WPH-1 Brian 108 22018156
04/08/2015 10:49:03 AM BARRACUDA-VPN.2 Rainsey 107 .04.10.164
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