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Integrate Barracuda Web Application Firewall

This guide provides instructions to configure the Barracuda Web Application Firewall to send the syslog events
to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 9.x and later, and
Barracuda Web Application Firewall.

Barracuda Web Application Firewall Admins, who wish to forward syslog events to EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Overview

The Barracuda Web Application Firewall blocks an ever-expanding list of sophisticated web-based intrusions
and attacks that target applications hosted on web servers and in the cloud.

Barracuda Web Application Firewall can be integrated with EventTracker using syslog. With the help of
Barracuda Web Application Firewall KP items, we can monitor the network firewall logs, access logs, web
firewall logs, system logs and audit logs on web applications. It also triggers the alert for authentication
hijacking, buffer overflow attack, command injection attack, denial of service attack, and obfuscation attack.

Prerequisites

e EventTracker v9.x or above should be installed.

e Barracuda Web Application Firewall should be installed and proper access permissions to make
configuration changes.

Configuring Barracuda Firewall syslog

1. Go tothe ADVANCED > Export Logs page.
2. Inthe Export Logs section, click Add Export Log Server. The Add Export Log Server window appears,
specify values for the following:
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l( Barracuda | Web Application Firewall

SECURITY POLICIES ACCESS CONTROL ADVANCED
Backupa Ersigize Uipdaies Firrverare Updaie Expoai Logs Advwgred Helvworking Hetwork Frewal Logs Syabem Loga
Templales Wiew Inbernal Patienns Lievaries Adenin Access Control High furadabiity Appearance Sysbern Configuration
Secure Admniraton Troukieshooting Wity abidity Reporls Ciload Control Task Manager

Export Logs Add Export Log Server | Export Log Seftings | Help

Hamse Server Prodocod aldate Server Cerli Comment Actons
Syslog 10.5.21.25514 Syshog NG(udp Ha Edit | Dalate
MAME MODULE LOG LEVEL COMMENT
A AAA = | B-Emergency - Aidd
Logs Format Help
Syslog Header Custom Header -
Wb Firgwall Logs Format -
Access Logs Format -
Audit Logs Format -
Hetwark Firewall Logs Format Default * %t %un %t %s] %p %srci %srcp %di %dp %act %acl %dsc
System Logs Fomat Diefault = Bt %un %t %md %I %el %ms

Custom Headers | Help

Figure 1

e Name: Enter a name.

e Log Server Type: Select Syslog NG.

e |IP Address: Enter the EventTracker IP address.

e Port: Enter the Syslog server (514) port.

e Connection Type: Select the connection type to transmit the logs from the Barracuda Web
Application Firewall to the EventTracker.

e Validate Server Certificate: Select No.

e Client Certificate: Select No.

e Log Timestamp: Select Yes.

3. Click Add.
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14 Web Application Firewall: Add Export Log Server - Google Chrome - O X

waf.barracuda.com/« jJi-mod/index.cgi?password=8f0a3518fe54aabi5408cecdac13¢93’

Add Export Log Server m

Name

Log Server Type Syslog NG -

IP Address 1 1 1 1
Port 514

Connection Type ® UDP TCP SSL

Validate Server Certificate Yes ® No

Client Certificate Yes ® No
Log Timestamp and * Yesg No
Hostname
Comment

Figure 2

1. Go tothe ADVANCED > Export Logs page.
2. In the Export Logs section, click Export Log Settings. The Export Log Settings window appears, specify

values for the following:
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— ]
l( Barr

a | Web Application Firewall

SECURITY POLICIES ACCESS CONTROL ADVANCED

Backups Emstrgize Updates Finrmare Updale Export Logs Actvars ¢ Hetworking Hetwork Frgwal Logs Syabem Loga
Templates View Inbernal Patienns Libvaries Adrein Bccess Confred High Zwradabiity Appearance Sysbem Confguration
Secure Adminiralon Trowkleshooding Wulrerabdity Reports Clhoasd Conibred Task Manager
Export Logs Add Export Lo Server  Exporl Log Settings | Help
Hame Senver Profocol aldale Senver Cerll Comment ACtons
Syslog 10,521 25514 Syshog NG(udp Ha Edit | Dalate
Module Log Levels | Help
MAME MODULE LOG LEVEL COMMENT
A BAA - | Q-Emergency - Huidd
Logs Format Help
Syilog Header Custom Header -
‘it Firgwall Logs Farmat -
Access Logs Format -
Aundit Logs Fanmat -
Metaork Firewall Logs Format Default * %t %un %t %sl Bp %srci %srcp Bd %dp %act Wacl Ydsc
System Logs Format Default + %t %un %it %md %l %l %ms

Figure 3

3

In the syslog settings section of the Export Log Settings dialog box, follow the below-mentioned

screenshot process.

4 Click Save.
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14 Web Application Firewall: Export Log Settings - Google Chrome - o X

waf.barracuda.com/cgi-mod/index.cgi?password=45d608342f28¢78b40e54cae25bc9b63&et=1473710109&au

Export Log Settings Help

Export Web Firewall Logs @ Enable Disable

Expon Access Logs * Enable Disable

Export Audit Logs ® Enable Disable
Export System Logs & Enable Disable

Export Network Firewall @ Enable O Disable
Logs

Export Log Filters m
Web Firewall Log Severity g.information «

System Log Severity 6-Information «

Syslog Settings Help

Wieb Firewall Logs Facility 15cai0 »

Access Logs Facility locall =
Audit Logs Facilsty local) =
System Logs Fadcility loc. all -
Network Firewall Logs locald v
Facility PO

Figure 4
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quest Sin ot
L.{ Barracuda | Web Application Firewall

SECURITY POLICIES ACCESS CONTROL
Backups Erdigie Updates Fermoarw Update Expoat Logs Aty g il it liiing Heptwork Firdwal Loga Syubems Loga
Tearmpiaiers Wewi Iedernal Patieir Lir i Adeein Accey Cortral High fu plabdity et M Syabers Confcus sor

St e ALY Trenbisahooling e palily Fegeaiis Clhoidl Coomitved Taih Mansger

Export Logs Add Export Log Server Export Log Seftings | Help
Hame Soreer Protocol Wakiate Serqer Certl C ormrmrd AL bon
Sysheg M2 2554 Sviiog NGiudp N Edit | Delate
Module Log Levels Help
NAME RAOCAUILE LOG LEWEL COMMENT
A | BB »  D-Emergency = Add |

Syshog Heade Custom Header -

Wb Fewacall Logs Format -

Actess Logs Format -

Auda Logs Format -
Bk Pl Lot Foinat Deefault * %1 %un % %sl %p Nsrci Barcp % Ndp Nact Nacl Bdsc
System Logs Format Dief ault » %1 %un % %md %0 %l %ms

Figure 5

1. From the Web Firewall Logs Format list box, select Custom Format.
In the Web Firewall Logs Format field, type the following custom event format:
t=%t|ad=%ad | ci=%ci| cp=%cp | au=%au

3. From the Access Logs Format list box, select Custom Format.

4. Inthe Access Logs Format field, type the following custom event format:
t=%t | p=%p | s=%s | id=%id | ai=%ai | ap=%ap | ci=%ci | cp=%cp | si=%si | sp=%sp | cu=%cu

5. From the Audit Logs Format list box, select Custom Format.

6. In the Audit Logs Format field, type the following custom event format:
t=%t|trt=%trt|an=%an | li=%li | Ip=%Ip18.

7. From the Network Firewall Logs Format list box, select Default.

8. From System Logs Format list box, select Default.

9. Click Save Changes.

Barracuda Web Application Firewall events are automatically discovered. Events forwarded to EventTracker
by Barracuda Web Application Firewall are displayed on the Log Search tab of EventTracker.
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EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker, Alerts and, categories can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker v9.x to support Barracuda Web Application
Firewall monitoring:

e Barracuda: Application platform exploits - This category based report provides information related to
application platform exploit.

e Barracuda: Authentication hijacking - This category based report provides information related to
authentication hijacking.

e Barracuda: Buffer overflow attack - This category based report provides information related to buffer
overflow attack.

e Barracuda: Command injection attack - This category based report provides information related to the
command injection attack.

e Barracuda: Cookie poisoning attack - This category based report provides information related to a
cookie poisoning attack.

e Barracuda: Cross-site scripting attack - This category based report provides information related to
cross-site scripting attack.

e Barracuda: Denial-of-service attack - This category based report provides information related to the
denial-of-service attack.

e Barracuda: Directory traversal attack - This category based report provides information related to
directory traversal attack.

e Barracuda: Error message interception - This category based report provides information related to
error message interception.

e Barracuda: Firewall received messages - This category based report provides information related to
firewall received messages.

e Barracuda: Firewall scan messages - This category based report provides information related to firewall

sCan messages.
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e Barracuda: Firewall sending messages - This category based report provides information related to
firewall sending messages.

e Barracuda: Forceful browsing attack - This category based report provides information related to
forceful browsing attack.

e Barracuda: Form tampering attack - This category based report provides information related to form
tampering attack.

e Barracuda: Malicious file execution attack - This category based report provides information related to
the malicious file execution attack.

e Barracuda: Obfuscation attack - This category based report provides information related to obfuscation
attack.

e Barracuda: Protocol exploit attack - This category based report provides information related to
protocol exploit attack.

e Barracuda: SQL injection attack - This category based report provides information related to the SQL
injection attack.

e Barracuda: Traffic allowed - This category based report provides information related to traffic allowed.

e Barracuda: Traffic denied- This category based report provides information related to traffic denied.

e Barracuda: Authentication hijacking- This alert is generated when authentication hijacking occurs.

e Barracuda: Buffer overflow attack- This alert is generated when a buffer overflow attack occurs.

e Barracuda: Command injection attack- This alert is generated when command injection attack occurs.
e Barracuda: Cookie poisoning attack- This alert is generated when a cookie poisoning attack occurs.

e Barracuda: Cross-site scripting attack- This alert is generated when cross-site scripting attack.

e Barracuda: Denial-of-service attack- This alert is generated when a denial-of-service attack occurs.

e Barracuda: Error message interception- This alert is generated when error message interception

Ooccurs.
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e Barracuda: Malicious file execution attack- This alert is generated when a malicious file execution
attack occurs.

e Barracuda: Obfuscation attack- This alert is generated when the obfuscation attack occurs.

Importing Barracuda Firewall Knowledge pack into
EventTracker

1. Launch the EventTracker Control Panel.

2. Double click Export/Import Utility, and then click the Import tab.

» - EventTracker Control Panel — o

T TNR
e \'“i\'i\\\\;\;\é@{
R

o = "t 3
— 4 .
EventVault Diagnostics License Export Import Append
Manager Utility Archives
f
EventTracker Traffic Analyzer Agent Port About
Agent Confi__. Manageme. .. Configuration EventTracker

E-mail: support @Event Tracker.com

Figure 6
3. Import Category and Alerts as given below.

Category

1. Click Category option, and then click the browse [:] button
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Py Export Import Utility — X
Export  Import

1. Provide the path and file name of the Categories file. Use the °..." buttan to browse and locate the import file.
2. Click the Import button.

Options Location

(®) Category

() Fitters

() Mlerts

() Systems and Groups Source :
“iscat

() Token Value

() Reports

(") Behavior Comelation

Import Cloge

Figure 7

2. Locate All Barracuda firewall group of Categories.iscat file, and then click the Open button.
3. Click the Import button to import the categories.

4. EventTracker displays a success message.

Export Import Utility ==

| Selected category details are imported successfully,

Figure 8

5. Click OK, and then click the Close button.

1. Click the Alert option, and then click the browse :] button.
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"% Export Import Utility

Export Import

2. Click the Import button.

1. Provide the path and file name of the Alerts file. Use the "..." button to browse and locate the import file.

Options Location

() Category Import E-mail settings
Set Active

) Fitters e This setting is applicable only for imports from Legacy {vBx)
@ Orly if notfications set Alert files. Far w7, the active status will be set based on

"Active” key available in the configuration section.
@ Aett () By defaultt ey g
s

(") Systems and Groups Watchlist Corfiguration

Import Watchlist configuration

Token Val
L This setting is applicable only for alerts which have Advanced watchlist configured.

Nate: If this option is enabled the user should make sure the watchlist groups are available
(O) Reports on the console where the alerts are imported.

() Behavior Comelation

Source :

" isalt

Import Close

Figure 9
2. Locate All Barracuda firewall group of Alerts.isalt file, and then click the Open button.
3. Click the Import button to import the alerts.

e EventTracker displays a success message.

[52]

Export Import Utility

I Selected alert configurations are imported successfully,

Figure 10

4. Click OK, and then click the Close button.
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Verifying Barracuda Firewall knowledge pack in
EventTracker

Categories

1. Login to EventTracker.
2. Click the Admin menu, and then click Category.

_‘ Admin»

- ﬂ: - - . - -
H Home 9= Active Watch Lists a Event Filters O Parsing Rules
Q A Alerts E] Eventvault ‘C’a Report Settings
0 Behavior Correlation Rules [&" FAQ Tile Configuration ;l Systems
{a Behavior Correlation Settings [52 Group Management 9,31 Users
Potential Cyber Breaches Indicators of Cor ] ! ] : : 0
Unsafe connections or processes, new TCP ent... USEB activities, Mew Casebook Configuration Q IP Lockup Configuration 'T' Weights i
- ¢ - -
I °|: Category I t_) Knowledge Objects ] Windows Agent Config
Attacker m Diagnostics @ Manager
Figure 11
3. Click the search, and then search with Barracuda.
Category A& / Admin / Category
Total category groups: 30 Total categories: 356
Category Tree Search
Last 10 modified categories
~
barracuda Q| Q Name Modified date Modified by
Category Barracuda: Application platform exploit Jun 12 05:38:35 PM
«Barracuda: Application platform Barracuda: Authentication hijacking Jun 12 05:38:35 PM
exploit Barracuda: Buffer overflow attack Jun 12 05:38:35 PM
v Barracuda: Authentication hijacking Barracuda: Command injection attack Jun 12 05:38:35 PM
“ Barracuda: Buffer overflow attack Barracuda: Cookie poisoning attack Jun 12 05:38:35 PM
~ Barracuda: Command injection attack Barracuda: Cross-site scripting attack Jun 12 05:38:35 PM
v Barracuda: Cookie poisoning attack Barracuda: Denial-of-service attack Jun 12 05:38:35 PM
« Barracuda: Cross-site scripting attack Barracuda: Directory traversal attack Jun 12 05:38:35 PM
 Barracuda: Denial-of-service attack Barracuda: Error message interception Jun 12 05:38:35 PM
Barracuda: Firewall received messages Jun 12 05:38:35 PM
“Barracuda: Directory traversal attack
~ Barracuda: Error message
interception
s Barracuda: Firewall received
messages
Figure 12

Netsurion.. EventTracker




Integrate Barracuda Web Application Firewall

Alerts

1. Login to EventTracker.
2. Click the Admin menu, and then click Alerts.

= EventTracker:: i
' Lome 8= Active Watch Lists [ Collection Master [57 Group Management [ systems # / Dashi}
Q @ Correlation Q IP Lookup Configuration S.Ql Users
0 2 @ Behavior Correlation Rules E Diagnaostics (_) Knowledge Objects fp ‘Weights
3 Behaviar Carrelation Settings 7] Event Filters [%] Manager ] Windows Agent Config
maThl qb.::;ﬂ‘zmm,pm L';Emsﬂg {7 casebook Configuration [%] Eventvault (Z) Parsing Rules
o2 Category [@) FAQ Configuration &) Report Settings
Attacker = News.
Figure 13

3. Inthe Search box, type ‘Barracuda’, and then click the search.
Alert Management page will display all the imported alerts.

Alerts A / Admin / Alerts

Show Al v Searchby| Alert name |v barracuda Q Q

crtesl [ 17

153 =

153 = [

F
. 19
Serigus E a3

System/User Defined Alerts Alerts by Threat Level

Count for system and user defined alerts Count of alerts by threat level

Activate Now Click *Activate Now' after making all changes Total: @ ‘ Page Size 25 ~

®
=

Forward as Forward as Remedial Remedial
] Alert Name ~ Threat Active E-mail SNMP Syslog Action Action Applies To
at Console at Agent
O 88 Barracuda: Authentication hijacking @ . O a O |
O 8 Barracuda: Buffer overflow attack ® @ O O O O O
O & Barracuda: Command injection attack a@ U o a | a
O &0 Barracuda: Cookie Poisoning attack [ o] | ] o O O
O @§ Barracuda: Cross-site scripting attack e @ O O O O O
O & earracuda: Denial-of-service attack ® [ o] | ] o O O
O & Barracuda: Error message interception e @ C O O O a
O & Barracuda: Malicious file Execution attack [ @] O O O O 0O
O &0 Barracuda: Obfuscation attack [ @) O [ i [ O
Figure 14

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays a message box.
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Successfully saved configuration.

Figure 15

5. Click OK, and then click the Activate Now button.

NOTE: Specify appropriate systems in the alert configuration for better performance.
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