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Abstract  
This guide provides instructions to retrieve the Barracuda Web Security Gateway events. Once 

EventTracker is configured to collect and parse these logs, the dashboard and reports can be configured to 

monitor Barracuda WSG. 

Scope 

The configuration details in this guide are consistent with EventTracker version 9.2 or above and Barracuda 

Web Security Gateway. 

Audience 

Administrators who are assigned the task to monitor Barracuda Web Security Gateway events using 

EventTracker. 
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1. Overview 
The Barracuda Web Security Gateway lets organizations benefit from online applications and tools without 

exposure to web-borne malware and viruses, lost user productivity, and misused bandwidth.  

Barracuda WSG logs can be integrated with EventTracker via syslog. Barracuda WSG can send events like user 

login failure, configuration changes, allowed traffic, blocked traffic, malware activities detected, and malware 

blocked, etc. It created detailed reports for user login failure, configuration changes, malware activities, web 

traffic allowed, and web traffic blocked. Its graphical representation shows the malicious URL’s blocked by 

reason, malware detected by IP address, configuration changes by usernames, etc.  

EventTracker triggers alerts in the event when a malware is detected, changes in configuration by any user, 

or an unsuccessful user login. 

2. Prerequisites  
• Barracuda Web Security Gateway version 610,710,810,910,1010. 

• Barracuda Web Security Gateway firmware version 11.0.0.019. 

• An exception should be added into windows firewall on EventTracker machine for syslog port 514.  

3. Integrating Barracuda Web Security Gateway events with 

EventTracker server 
To enable syslog reporting on your Barracuda Web Security Gateway: 

• Log into the web interface as Admin. 

• Navigate to the Advanced >> Syslog page. 

• For both the Web Traffic Syslog and Web Interface Syslog, enter the IP address (192.168.1.1) of the 

EventTracker  with port 514 to which you want to direct messages. 

4. EventTracker Knowledge Pack 
Once logs are received into EventTracker; alerts, reports can be configured into EventTracker. 

The following knowledge packs are available in EventTracker to support Windows. 

4.1 Categories 

1. Barracuda WSG: Web Traffic – This category provides events information related to allowed traffic, 

blocked traffic, and user known restricted traffic, etc. 

2. Barracuda WSG: Configuration Changes – This category provides events information related to 

configuration changes applied on Barracuda WSG. 

3. Barracuda WSG: Login Failure – This category provides events information related to user try to log 

into Barracuda WSG but fails. 
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4. Barracuda WSG: Logon Success – This category provides events information related to user try to log 

into Barracuda WSG and is successful. 

4.2 Alerts 

1. Barracuda WSG: Configuration changes This alert is generated when any configuration changes are done 

in the Barracuda web server gateway by different users or admins such as new user creation, group 

creation, backup scheduled, firmware updates etc. 

2. Barracuda WSG: Potential threat has been detected - This alert is generated when the web traffic content 

is infected by a malware or virus. 

3. Barracuda WSG: Login Failure - This alert is generated when failed logon attempts are done in the 

application. 

4.3 Flex Reports 

1. Barracuda WSG - Clean policy allowed traffic: This report provides all the allowed traffic content that 

pass through the Barracuda web security gateway. 

  
  

Logs Considered: 
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2. Barracuda WSG-Clean policy denied traffic: This report provides all the denied traffic content that pass 

through the Barracuda web security gateway. The denial is based on the policies and rules written by the 

admins. 

 
  

Logs Considered: 

 
  

3. Barracuda WSG -Configuration changes: This report provides all the configuration changes that are done 

in the Barracuda web server gateway by different users and admins such as new user creation, group 

creation, backup scheduled, firmware updates etc. 

  

  



               
 

 

 

© Copyright Netsurion. All Rights Reserved.                                                                                                                      7 

Logs Considered: 

   
 

4. Barracuda WSG - Malware activities: This report provides all the malware infected traffic details. 
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Logs Considered: 

   
 

5. Barracuda WSG -Inline Traffic details: This report provides all internet traffic requests. It performs 

content filtering and scan downloads for spyware and viruses , filter web based and non-web-based 

applications. This is determined by the traffic that traverses via the automatic configured proxy (PAC). 

  
 

Logs Considered: 
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6. Barracuda WSG -Login and Logoff activity: This report provides all the login and logoff activities that are 

done in the Barracuda application. 

 
  

Logs Considered: 

   
 

7. Barracuda WSG -Login Failure: This report provides all the failed logon attempts that are done in the 

Barracuda application. 
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Logs Considered: 

        

4.4 Dashboards 

• Barracuda WSG – User login success 

 

• Barracuda WSG – User login failed 
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• Barracuda WSG – Configuration changes by username 

 

  

• Barracuda WSG – Threat type by source IP 
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• Barracuda WSG – Top URLs allowed 

 
  

• Barracuda WSG – Web traffic trend 
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• Barracuda WSG – Allowed traffic by destination IP 

 
  

• Barracuda WSG – Top Suspicious URLs 
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• Barracuda WSG – Web traffic by log category 

 

5. Importing Knowledge Pack into EventTracker  
NOTE: Import knowledge pack items in the following sequence: 

• Categories 

• Alerts 

• Flex Reports 

• Knowledge Objects 

• Dashboards 

1. Launch the EventTracker Control Panel. 

2. Double click Export-Import Utility. 
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Export-Import Utility window opens. 

           
  

3. Click the Import tab.  

5.1 Categories  

1. In Export-Import Utility window, select the Category option, and click Browse . 

2. Navigate to the knowledge pack folder and select the file with the extension “.iscat”, like 

“Categories_Barracuda WSG. iscat” and click Import. 

                
 

EventTracker displays a success message. 
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5.2 Alerts 

1. In Export-Import Utility window , select the Alert option and click Browse. 

2. Navigate to the knowledge pack folder and select the file with the extension “.isalt”, e.g., “Alerts_ 

Barracuda WSG.isalt” and click Import. 

                   
  

EventTracker displays a success message. 
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5.3 Flex Reports  

1. In Export-Import Utility window, select the Import tab. Click the Reports option, and choose “New 

(*.etcrx)”. 

                    

2. A new pop-up window appears. Click the Select File button and navigate to the knowledge pack folder 

and select file with the extension “.etcrx”, e.g., “Reports_Barracuda WSG.etcrx”. 
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3. Wait while reports populate. Select all the relevant reports and click Import           . 

 
  

EventTracker displays a success message. 

 
  

5.4 Knowledge Objects 

1. Click Knowledge objects under the Admin option in the EventTracker web interface. 

 



               
 

 

 

© Copyright Netsurion. All Rights Reserved.                                                                                                                      19 

  

2. Click the import object icon. 

 
  

3. A pop-up box appears, click Browse and navigate to the knowledge packs folder (type “C:\Program 

Files (x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation bar) with the 

extension “.etko”, e.g., “KO_Barracuda WSG.etko” and click Upload. 

 
  

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are displayed, 

select the required ones, and click “Import”. 

 

 
  

5.5 Dashboards 

1. Login to the EventTracker web interface. 

2. Navigate to Dashboard →  My Dashboard. 

3. In My Dashboard, Click the Import button. 
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4. Click Browse and navigate to the knowledge pack folder (type “C:\Program Files (x86)\Prism 

Microsystems\EventTracker\Knowledge Packs” in the navigation bar) where “.etwd”, e.g., 

“Dashboard_Barracuda WSG.etwd” is saved and click Upload. 

 

5. Wait while EventTracker populates all the available dashboards. Enable Select All and click “Import”. 
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6. Verifying Knowledge Pack in EventTracker  

6.1 Categories  

1. Login to the EventTracker web interface. 

2. Click Admin dropdown and click Categories. 

3. In Category Tree to view imported categories, click the Search tab and enter Barracuda WSG in the 

search.  

 
  

6.2 Alerts 

1. In the EventTracker web interface, click the Admin dropdown, and then click Alerts. 

2. In search box enter Barracuda WSG and click Search. 

EventTracker displays an alert related to Barracuda WSG . 
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6.3 Flex Reports  

1. In the EventTracker web interface, click the Reports menu, and then select the Report Configuration. 

 
  

2. In the Reports Configuration pane, select the Defined option. 

3. Click on the Barracuda WSG group folder to view the imported reports. 

 

6.4 Knowledge Objects 

1. In the EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects. 

2. In the Knowledge Object tree, expand the Barracuda WSG group folder to view the imported 

Knowledge objects. 

 
  

6.5 Dashboards 

1. In the EventTracker web interface, Click Home  and select My Dashboard. 
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2. In the Barracuda WSG dashboard you see the following screen.  
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About Netsurion 

Flexibility and security within the IT environment are two of the most important factors driving business 
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of 
combining purpose-built technology and an ISO-certified security operations center gives customers the 
ultimate flexibility to adapt and grow, all while maintaining a secure environment.  

Netsurion’s EventTracker cyber threat protection platform provides SIEM, endpoint protection, vulnerability 
scanning, intrusion detection and more; all delivered as a managed or co-managed service. 
Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations. 
Whether you need technology with a guiding hand or a complete outsourcing solution, Netsurion has the  
model to help drive your business forward. To learn more visit netsurion.com or follow us 
on Twitter or LinkedIn. Netsurion is #19 among MSSP Alert’s 2020 Top 250 MSSPs. 

 

 

 

 

 

 

 

 

 

 

Contact Us 
Corporate Headquarters 

Netsurion 

Trade Centre South 

100 W. Cypress Creek Rd 

Suite 530 

Fort Lauderdale, FL 33309 

 

Contact Numbers 

EventTracker Enterprise SOC: 877-333-1433 (Option 2)  

EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)  

EventTracker Essentials SOC: 877-333-1433 (Option 4)  

EventTracker Software Support: 877-333-1433 (Option 5)  

https://www.netsurion.com/eventtracker-support 

https://www.netsurion.com/managed-threat-protection
https://www.netsurion.com/secure-edge-networking
https://www.netsurion.com/
https://twitter.com/netsurion
https://www.linkedin.com/company/netsurion/
https://www.netsurion.com/news/netsurion-named-to-2020-mssp-alert-top-250-managed-security-services-providers-list
https://www.netsurion.com/eventtracker-support

