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Integrate Bitdefender Gravityzone

This guide provides instructions to configure a Bitdefender GravityZone to send its syslog to EventTracker
Enterprise.

The configurations detailed in this guide are consistent with EventTracker Enterprise version v9.x or above
and Bitdefender GravityZone.

Administrators who are assigned the task to monitor Bitdefender GravityZone events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Bitdefender GravityZone is the new Bitdefender enterprise security solution for Medium to Very Large
Organizations. GravityZone leverages Bitdefender's acclaimed antimalware technologies and provides a
centralized security management platform for physical, virtualized and mobile endpoints.

EventTracker helps to monitor events from Bitdefender GravityZone. Its knowledge objects and flex reports
will help you to analyze firewall, device control, threat and phishing related details.

Prerequisites

e EventTracker v9.x or above should be installed.

e Bitdefender GravityZone Elite Security or Bitdefender GravityZone Business Security Cloud should be
configured for forwarding logs.

Integration of Bitdefender GravityZone with
EventTracker Manager

To configure a Bitdefender GravityZone to forward logs to an EventTracker server, follow the below steps:

The API key is a unique key that is generated in My Account section of Bitdefender Control Center.
To generate API keys:

1. Login to https://YOUR-HOSTNAME/ using your administrative account. Your account must have the
following rights: Manage Networks, Manage Users, Manage Company and Manage Reports.

2. Click your username in the upper-right corner of the console and choose My Account as shown in the
below image.
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Welcome.  Etadmin

Iy Comipany
Integrations
Credantizls Manager
Help & Swpport
Faedback

Logout

Figure 1
3. Go to the API key section and click the Add button at the upper side of the table.
4. Checkbox the APIs that you want to use.

API key X

Enabled APls
Packages API Policies API

Network API

E =N

5. Under Control Center API, Copy the Access URL

Figure 2

Control Center API

Access URL: hetps:/cloud gravityzone. bitdefendar.com/api

Figure 3

Bitdefender Integrator

e The Bitdefender integrator package needs to be obtained from the EventTracker support team.

e The Integrator package will be obtained in a Zip file format. Extract the files to get the below contents
as shown in the figure.
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Marne Date rodified Type ize
»: BitDefender Integrator.exe 0622201811045 .. Application JAKE
¢ BitDefender Integrator.exe.config Q6227201811045 .., XML Configuratio.., 1KE
E:) BitDefender Reports.csv 05/23/2018 124 P4 Microsoft Excel C.. 1KE
*- Report-BitDefender.exe 06187208231 PR Application 57 KE
¥ Report-BitDefender.exe.config 08182018 21 PR XML Configuratio.., 1kKE
Figure 4

e Right-click on the Bitdefender Integrator.exe and run as administrator to start the integration
process.
e Once you click the .exe, you will get a pop up window as shown in below figure:

o5 Bitdefender Integrator oo

Powershell 5.0
_Instal |

EventTracker Agent/Manager

Mext Cancel |

A

Figure 5

e Pre-request for integration is if the system contains both PowerShell 5.0 and Eventtracker Agent
installed only then you can proceed to the next window by clicking on next. If it is not present you will
not be able to proceed till the pre-requisite is met as shown in the above image.

e Provide the Bit defender zone activity URL and API Key which was obtained from the previous steps
as shown in Figure 3.
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o5 Bitdefender Integrator — =

Bit Defender URL |:ne.b'rtdefender.cum

Bit Defender AP Key |'13F5 UpJnhSizhf+5H

(Get Companies

Ok | Cancel |

A

Figure 6

e Once URL and API key entered to select the company from the list appeared as shown below.

o= Bitdefender Integratar — ot

Bit Defender URL |:ne.b'rtdefender.mm

Bit Defender AP Key |'13F5LlpJnhE|jzhf+Eh

(Get Companies

#| Metsurion technologies pet. Itd.

ok | Cancel |

A

Figure 7

e Click OK.
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e Provide the administrator username and password of the local machine to configure the task

scheduler.
Connect to ? ®
s
g
Connecting to
User name: |§ | v|
Password: | |
oK Cancel
Figure 8

e Once configuration is done successfully a message box will appear as shown below.

o Bitdefende.. — O *

Configured Successfully

Figure 9

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Bitdefender GravityZone.

e Bitdefender GravityZone: Application Firewall-This category provides information related to the
application which was blocked from connecting to the network based on the rule configured.

e Bitdefender GravityZone: Antiphishing Activity -This category provides information related to the
Phishing activity that has been detected and blocked at the endpoints.

o Bitdefender GravityZone: Blocked Applications - This category provides information related to the
blocked application and its attributes.

o Bitdefender GravityZone: Blocked Website Details- This category provides information related to the
blocked websites, source endpoints and the reason for blocked details.
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e Bitdefender GravityZone: Data Protection Email- This category provides information related to the
blocked email sender or recipient by data protection module and rule details which was applied.

o Bitdefender GravityZone: Data Protection Web- This category provides information related to the
blocked websites by data protection module and rule details which was applied.

o Bitdefender GravityZone: Device Control Activity- This category provides information related to the
devices which are allowed or blocked at the endpoints and its attributes.

e Bitdefender GravityZone: Firewall Activity- This category provides information related to the IP address
or port which were blocked by the Bitdefender based on the rule configured.

e Bitdefender GravityZone: Malware Activity- This category provides information related to the threat
which was detected at the endpoints and its attributes.

o Bitdefender GravityZone: Malware Status- This category provides information related to the status of
the threat that was detected.

o Bitdefender GravityZone: On-Demand Scan Details- This category provides information related to the
on-demand scanning details and results.

e Bitdefender GravityZone: Security Audit- This category provides information related to the security
events from different modules which were occurred.

o Bitdefender GravityZone Antiphishing Activity- This knowledge object will help us to analyze logs
related to Phishing activity that has been detected and blocked at the endpoints.

e Bitdefender GravityZone Application Firewall- This knowledge object will help us to analyze logs related
to the application which were blocked from connecting to the network, based on the rule configured.

e Bitdefender GravityZone Blocked Applications- This knowledge object will help us to analyze logs
related to the blocked application and its attributes.

o Bitdefender GravityZone Blocked Website Details- This knowledge object will help us to analyze logs
related to the blocked websites, source endpoints and the reason for blocked activity.

o Bitdefender GravityZone Data Protection Email- This knowledge object will help us to analyze logs
related to the blocked sender or recipient email by data protection module and rule details which was

applied.
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e Bitdefender GravityZone Data Protection Web- This knowledge object will help us to analyze logs
related to the blocked websites by data protection module and rule details which was applied.

o Bitdefender GravityZone Device Control Activity- This knowledge object will help us to analyze logs
related to the device which were allowed or blocked in endpoints and its attributes.

o Bitdefender GravityZone Firewall Activity- This knowledge object will help us to analyze logs related to
the IP address or port which were blocked by the Bitdefender based on the rule configured.

e Bitdefender GravityZone Malware Activity- This knowledge object will help us to analyze logs related to
the threat which were detected at the endpoints and its attributes.

e Bitdefender GravityZone Malware Status- This knowledge object will help us to analyze logs related to
the status of the threat that was detected.

o Bitdefender GravityZone On-Demand Scan Details- This knowledge object will help us to analyze logs
related to the on-demand scanning details and results.

o Bitdefender GravityZone Security Audit- This knowledge object will help us to analyze logs related to the
security events from different modules which were audited.

o Bitdefender GravityZone - Antiphishing Activity — This report gives the information about Phishing
activity that has been detected and blocked at the endpoints.

Number of

blocked
Computer Company Name Endpoint FQDN Endpoint Name Last Blocked attempts
06/18/2018 12:20:25 P NTPLDTBLR47 contoso systems williams contoso-sys1 contoso-sys1 13 June 2018, 16:38:00 12 hitp://chaina.d148.5kweb.cn/Ong  banking
ai.htm
08/M18/2018 12:20:25 PM NTPLDTBLR4Y contoso systems  morris conteso-pdcsvrd  contoso-pdesvrd 14 June 2018, 16:32:00 ki hitp:hweww .aubchina.cn kanking
06/18/2018 12:20:25 P NTPLDTBLR47 contoso systems  Anderson contoso-flesvrd  contoso-filesvrs 13 June 2018, 16:38:00 L hitp:/fww w aobchina.cn banking
08/18/2018 12:29:35 P NTPLDTBLR4Y contoso systems williams contoso-sys1 contoso-sys1 13 June 2018, 16:38:00 Fiz http://chaina.d148.5kweb.cn/Ong  banking
ai.htm
08/18/2018 12:29:35 P NTPLDTBLR47 contoso systems morris. contoso-pdesvrd  contoso-pdoswrd 14 June 2018, 16:38:00 L] hitp:/fww w .aubchina.cn banking
08/18/2018 12:2%:35 P NTPLDTBLR4Y contoso systems  Anderson contoeso-filesvrE  contoso-filesvre 13 June 2018, 16:38:00 L3 hitp:/hwww.aobchina.cn kanking
Figure 10
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Sample logs:

= Jun 25 12:09:36 PM ENTRY: Endpoint Name : contoso-sys1 Endpoint FODN : contoso-sys1 Url @ htt

chaina.d148.5kweb.cn/Ongai htm Type : banking User : williams Numbe...

event_computer +- NTPLCTELR:

event_descrif EMTRY:
Endpoint Name : contoso-sys1
Endpoint FQDN : contoso-sys1

Url: hitp

haina.d148.5kweb.cn/Cngaihtm
Type : banking

User : williams

Mumber of blocked attempts : 12

Last Blocked : 13 June 2018, 16:38:00

Company Name : contoso systems

product\Bit Defender\log sample updated\bitdefenderloghantiphishing activity.

Figure 11

e Bitdefender GravityZone - Blocked application activity — This report gives the information about the
blocked application and its attributes.

Process Name SHAZ256 Hash Endpoint Name FI User Name Module Company Name
DEAH2018 O7:20.67 PR edeadbad-dddd-4960-a3ke- all. { nOownlo  276al d4TIZA9T WIN- i r imal 1 3 i Contoso systems put. Itd.
cd4dedecE00etmpseicarcom  adstedeadbad-dddd-43f0-a3te-  dbIIEE3FeEIDec2fe2aZedb3s  BEGURACIKUD
odddedecille tmps: sicarcom  aabfEGIROF

DEAH2018 OF:20.57 PR eicar_com [1).zip=» eicar.com CalserssadminiztratonDownlo RA& WM i ikud ini r imal A 13 June 2018, 17:38:18 Contoso systems put. ltd.
adsteicar_com ESGURACIELD
[11.2ip=» eicar com
DEASI2018 12:29:35 P Unconfirmed CallserssoontosoiDownloadsil 275a021bbib6483:54d4 712997 COMTOSO-PC CONtOS0-pe SORtOS0 Antimalware " 14 June 2012, 15:13:04 Contoso systems put. ltd.
T3987.crdownload=» eicarcom  noonfirmed dbIdIBESFeEIDec el a2odh38

73887 crdownload=s eicar com  aabfEEIRAOF

DESI201812:29:35 FM e7990cc83-2245-410c-8153- CalsersicontosolDownloadsie 275a021bbfbE483:54d4 718397 CONTOSO-PC CONtOS0-po contoso Antimalware 1 14 June 2018, 15:13:07 Contoso systems put. Iud.
BRIIZETdFFES tmp=s eicarcom  7980c8: 46-410c-2153- dh3d1RE! 5 4638
SEFIZOTAffE4 tmp=>eicar.com  aabfES1FAOF

DEASIZ013 12:23:35 P calc.exe Cawindows\System3zicale.ese  MIA COMTOSOD-FC contoso-pe contoso Content i 14 June 2013, 19:23:50 Contoso systems put. Itd.
Control

Figure 12

Sample logs:

= Jun 25 12:09:36 PM ENTRY: Process : 00b61665-5e3b-4e60-9206-c6a88 12 1d882 tmp=>eicar.com Path : C\Users\contoso'\Downloads\00b61665-5e3b-4260-9206-c6a88 1ald...
category +- Antimalware

checksum +=- 275a021bbibG489e54d4718997dbId 1663fc695ec2fe2a2c4538aab 63 1fd0f

event_computer += NTPLOTBLRAT

event_description ENTRY:

Process : 00b61665-5e3b-4e60-9206-c6a88121d882.tmp=»eicar.com
Path : C\Users\contoso\Downloads\00b61665-5e3b-4260-9206-c6a881a1d882.tmp=»eicar.com

SHAZ36 Hash : 273202 1bbfo6480254d471899f7db0d 1663fc695ecfelalc4538aabf651fd0f

Endpoint Name : CONTOSO-PC

Endpoint FODN : contoso-pc

User : contoso

Module ; Antimalware

Attempts: 1

Last Blocked : 14 June 2018, 15:13:22

Company Name : Netsurion technologies put. ltd.

FILEd:\product\Bit Defender\log sample updated\nitdefenderlog\blocked application activity.csv
TYPE:

sV

FIELD:

Figure 13
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o Bitdefender GravityZone - Blocked website activity — This report gives the information about the

blocked websites, source endpoints and the reason for blocked details.

Block Reason

Endpoint Name

Endpoint FQDN

User Name Blocked Attempts

Last Blocked

Company Name

08M14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fwww.google.coin/gen_204 Scheduler Time constraint contoso

06/14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fbeacons.gvi2 comidomainreli Scheduler Time constraint contoso Fia
abilitylupload

08M14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fwww.google.com/chromeithan Control center malware williams il
k-you.html

06/14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fwww.google.co.in/domainrelia Scheduler Time constraint contoso <)
bilityiupload

08M14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fbeaconss.gvt2.com/domainrel Scheduler Time constraint contoso Fia
iabilitylupload

08/14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fbeaconss gvt3.com/domainrel Scheduler Time constraint contoso Fiq
iabilitylupload

08/14/2018 03:30:58 PM  CONTOSO-PC contoso-pc hitps:/fbeacons4. gvt2. com/domainrel Scheduler Time constraint contoso Fiq
iabilitylupload

Figure 14

Sample logs:

= Jun 25 12:00:36 PM

event_computer +- NTPLOTELR47

event_description ENTRY:

Endpaint Name : CONTOSO-PC

Endpoint FODN : contoso-pc

URL : https://beacons.gvt2.com/domainreliability/upload
Blocked By : Scheduler

Block Reason : Time constraint

User: contoso

Blocked Attempts : 23

Last Blocked : 14 June 2018, 15:06:39

Company Name : Netsurion technologies pvt. Itd.
FILE:d\product\Bit Defender\log sample updated\bitdefenderlogiblocked website activity.csv
TYPE:CSV

FIELD: *

Figure 15

14 June 2018, 14:55:48

14 June 2018, 15:00:40

14 June 2018, 14:57:15

14 June 2018, 14:58:39

14 June 2018, 15:00:48

14 June 2018, 15:00:59

14 June 2018, 15:00:45

Contoso systems put. Itd.

Contoso systems put. Itd.

Contoso systems put. Itd.

Contoso systems put. Itd.

Contoso systems put. Itd.

Contoso systems pvt. Itd.

Contoso systems pvt. Itd.

ENTRY: Endpoint Name : CONTOSO-PC Endpoint FQDN : contosa-pc URL ¢ httpsi//beacons.gvt2.com/domainreliability/upload Blocked By : Scheduler Bls...

o Bitdefender GravityZone - Data protection web activity — This report gives the information about the
blocked websites by data protection module and rule details which was applied.

Endpoint Name Endpoint FQDN Website

Rule name User Name MNumber of blocked attempts Last Blocked Company Name

06/15/2018 04:04:27 PM Contoso-pc contoso-pc hitps:/fwww .google.co.infgen_204 dap-rule williams 14 June 2018, 15:06:35 contoso systems

06/15/2018 04:04:27 PM Contoso2-pc contoso2-pc hitps:/fwww google.com/chromedthank-you.html  dap-rule williams % 14 June 2018, 15:06:35 contoso systems

06/15/2018 04:04:27 PM  Contoso3-pc contoso3-pc hitps:/fwww.google.co.in/gen_204 dap-rule wiilliams % 14 June 2018, 15:06:35 contoso systems
Figure 16
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Sample logs:

= Jun 25 12:09:36 PM ENTRY: Endpoint Name : Cantoso-pe Endpoint FQDN : contoso-pc Website : https://www.google.co.in/gen_204 Rule name : dap-rule User : williams Num...
event_computer +- NTPLCTBLRAT
event_description ENTRY:

Endpoint Name : Contoso-pc

Endpaint FQDN : contaso-pe

Website : https://www.google.co.in/gen_204
Rule name : dap-rule

User : williams

MNumber of Blocked Attempts: 5

Last Blocked : 14 June 2018, 15:06:36
Company Name : contoso systems
FILE:d\product\Bit Defender\log sample updated\bitdefenderloghdata protection activity.csv
TYPE:CSV

FIELD: *

Figure 17

e Bitdefender GravityZone - Data protection email activity — This report gives the information about
the blocked email sender or recipient by data protection module and rule details which was applied.

Number of
Endpoint blocked
Computer Name Endpoint FQDN Email Rule name User Name attempts Last Blocked Company Name
06/15/2018 04:04:27 PM NTPLDTBLR47 Contoso-pc Contoso-pc williams@contosomailsrv.com dep-rule_n1 williams 14 June 2018, 14:52:10  contoso systems
06/15/2018 04:04:27 PM NTPLDTBLR47 Contoso2-pc Contoso2-pc Jjoe@contosomailsrv.com dep-rule_lk joe san [ 14 June 2018, 14:52:10 contoso systems
06/16/2018 04:04:27 PM NTPLOTBLR47 Contoso2-pc Contoso2-pc Joe@contosomailsrv.com dep-rule_lk joe san 5 14 June 2018, 14:52:10  contoso systems
Figure 18

Sample logs:

= Jun 25 12:09:36 PM Bitdefender GravityZone Data Protection Email
event_computer += NTPLDTELR4T
event_description ENTRY:

Endpoint Name : Contoso-pc

Endpaint FQDN : Contoso-pc

Email : williams@contosomailsrv.com

Rule name : dep-rule_n1

User : williams

Number of Blocked Attempts : 3

Last Blocked : 14 June 2018, 14:52:10

Company Name : contoso systems

FILE:dM\product\Bit Defender\log sample updatedibitdefenderlog\Data Protection email activity.csv
TYPECSV

FIELD: *

Figure 19
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e Bitdefender GravityZone - Device control activity -This report gives the information about the devices
which are allowed or blocked at the endpoints and its attributes.

Computer Endpoint Name  Endpoint FQDN Username Status Device Name Device Class Device ID Product ID Vendor ID Company Name

06/14/2018 04:44:55 P NTPLDTELR47-DLA 14 June 2018, 14:52:10  CONTOSO-PC contoso-pe contose Alowed VBOXCD-ROM  External Sterage IDEWCDROMYBOX_CD- 454545 i conteso systems put. fid.
ROM TP
06/14/2018 04:44:55 PM NTPLOTBLR47-DLA 14 June 2018, 14:52:10 CONTOSO-PC contoso-pc contoso Blocked  CD-ROM Drive CDROM Drive IDE\CDROMWBOX_CD- i) L] contoso systems pvt. fid.
R 10___ s
&2117B2E55081.0.0
06/14/2018 04:44:55 PN NTPLDTELR47-DLA 14 June 2018, 14:52:10  CONTOSO-PC contoso-pe contese Blocked CD-ROMDrive  CDROMDrive  IDEVCDROMVBOX_CD- 4425452 % conteso systems put. fid.
o 108
82117B2E58081.0.0
Figure 20
Sample logs:
= Jun 25 12:09:36 PM Bitdefender GravityZone Device Control Activity
addl_infol +- Product ID
addl_infol += Vendor ID
category += Device Class
device id += Device ID
device_name += Device Name
event_computer +- NTPLDTELR4T
event_description ENTRY:

Endpoint Name : Endpoint Name
Endpoint FQDM : Endpoint FQDN
Username : Username

Status : Status

Device Name : Device Name
Device Class : Device Class

Device ID : Device ID

Product ID : Product ID

Vendor ID : Vendor ID

Date : Date

Company Name : Company Name
FILE:d\product\Bit Defenderilog sample updated\bitdefenderlogidevice control activty.csv
TYPECSY

FIELD: *

Figure 21

e Bitdefender GravityZone - Firewall activity — This report gives the information about the IP address or
port which is blocked by the Bitdefender based on the rule configured.

Number of
blocked
Computer Endpoint Name Endpoint FQDN  Source lp attempts Last Blocked Company Name
06/M5/2018 02:559:46 PM NTPLDTBLR4Y CONTOSO-PC contoso-pc 10.2.015 14 June 2018, 15:13:28 contoso systems
061572018 02:55.46 PM NTPLDTBLR4Y CONTOSO-PC contoso-pc 102015 & 14 June 2018, 15:13:28 contoso systems
061502018 02:55:45 PM NTPLDTBLR47 CONTOS0-PC contoso-po 102015 & 14 June 2018, 15:13:28  contoso systems
Figure 22
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Sample logs:

= Jun 25 12:09:36 PM Bitdefender GravityZone Firewall Activity
event_computer +- MTPLDTELR4Y
event_description ENTRY:

Endpoint Name : CONTOSO-PC

Endpoint FODN : contoso-pc

Source Ip:10.2.0.13

Number of Blocked Attempts: 5

Last Blocked : 14 June 2018, 15:13:28

Company Mame : contoso systems

FILE:d\product\Bit Defender\log sample updatedibitdefenderlog\firewall activity.csv
TYPECSV

FIELD: *

Figure 23

e Bitdefender GravityZone - Application firewall activity — This report gives the information about the
application which was blocked from connecting to the network based on the rule configured.

blocked
Endpoint Name Endpoint FQDN File Path Port Protocol User Mame attempts Last Blocked Company Name
061572018 02:59:46 PM CONTOSO-PC contoso-pc Chlszersicontoso\Downloads\2ids "23 SSH 3 14 June 2018, 15:13:28 contoso systems
2a83-fTd3-4e40-8b55-
09544525750 tmp
06/15/2018 02:59:45 PM CONTOSO-PC contoso-pc C\Users\contoso\Downloads\Zedf 82 Telnet i % 14 June 2018, 15:13:28 contosc systems
asd.tmp
Figure 24

Sample logs:

= Jun 25 12:09:38 PM Bitdefender GravityZone Application Firewall
event_computer +- NTFLOTELR4T
event_description ENTRY:

Endpaoint Mame : CONTOSC-PC

Endpoint FODN @ contoso-pc

File Path : ChUsers\contoso\Downloads\2cdfasd.tmp
Port:22

Protocol : Telnet

User : Williams

MNumber of blocked attempts: 5

Last Blocked : 14 June 2018, 15:13:28

Company Mame : contoso systems
FILE:d\product\Bit Defender\log sample updated\bitdefenderlog\Firewall Fileblock activity.csv
TYPECSV

FIELD: *

Figure 25
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e Bitdefender GravityZone - Malware activity — This report gives the information about the threat
which was detected at the endpoints and its attributes.

Computer Name Endpoint FQDN User Name Malware name File Path SHA256 Hash Status Count Last Detection Company Name
085/15/2018 12:28:50 PM NTPLDTBLR47 CONTOSO-PC contoso-pc contoso EICAR-Test-File (not a virug) C:\Users\contoso\Downl 275a021bbfbE489 Still Infected 1 14 June 2018, 15:13:28  Contoso systemspvt. itd
oads\Z2fds2as3-frd3- €54447189917db9
4g40-8b55- d1663fcE85eczfe
95445257c58d.tmp 2a2c4538aabfE51
fdof
08/15/2018 12:28:50 PM NTPLDTBLR47 CONTOSO-PC contoso-pc contoso EICAR-Test-File (not a virus) C:\Users\contoso\Downl 275a021bbfb8489 Stil Infected Li 14 June 2018, 15:13:04 Contoso systemspyt. Itd.
oads\Unconfirmed €54d471895f7db9
73987 crdownload=>eic d1663fcE95ec2fe
ar.com 2a2c4538aabfE51
fdof
08/15/2018 12:28:50 PM NTPLDTBLR47 CONTOSO-PC contoso-pc contoso EICAR-Test-File (not a virug) C:Usersicontoso\Downl MNiA Stil nfected 1 14 June 2018, 15:13:19  Contoso systemspvt. itd.
oads\dc2325d1-0b95-
4edc-8751-
4d6663a322b4 tmp

|

06/15/2018 12:28:50 PM  NTPLDTBLR47 CONTOSO-PC contoso-pc contoso EICAR-Test-File (not a virus) C:\Users\contoso\Downl 275a021bbfo6489 Resolved
0ads\00b61665-5e3b-  e5444718991Tdb9

14 June 2018, 15:13:22  Contoso systemspwt. td.

4e60-9206- d1663Tc695ec2fe
cHaddlald38Z.tmp=>eic 2aZc4538aabfE51
ar.com fdof
Figure 26
Sample logs:

= Jun 25 12:08:37 PM Bitdefender GravityZone Malware Activity

checksum +- 275a021bbfb6489e54d47 18997 dbd 1663fc695ecfelalc4538aabf651fd0f

event_computer +- NTPLOTELR47

event_description ENTRY:

Malware name : EICAR-Test-File (not a virus)

File Path : C\Users\contoso'\Downloads\e7d50fa6-b4bf-4a77-9293-311854d384c3.tmp
SHAZ256 Hash : 275a021bbfb6489254d471899f7db9d1663fc695ec2felaZc4538aabi65 1fd0f
Endpoint Mame : CONTOSC-PC

Endpoint FQDN : contoso-pc

User : contoso

Status : Resolved

Last Detection : 14 June 2018, 15:13:28

Count: 1

Company Name : Netsurion technologies pvt. ltd.

FILE:d\product\Bit Defender\log sample updated\bitdefenderlog\malware activity.csv
TYPE:CSV

FIELD: *

Figure 27

e Bitdefender GravityZone - Malware status — This report gives the information about the status of the
threat which was detected.

LogTime Endpoint Name Endpoint FQDN Status  Company Name User Name Malware name Threat Type File Path SHA256 Hash Last Detection

06/15/2018 11:52:28 AM CONTOSO-PC contoso-pc Infected  Netsurion technologies pvi. td. contoso EICAR-Test-File (not a virus) Malware C:\Users\contoso\D 2fd 275a021 7 14 June 2018, 15:13:28
92a83-fTd3-4e40-8b55- 189917db9d 1663 fcB95ec
95445257 c58d tmp 2fe2aZc4528aabfEs1 fdOf

06/15/2018 11:52:28 AM CONTOSO-PC contoso-pc Infected  Netsurion technologies pvi. td. contoso EICAR-Test-File (not a virus) Malware C\Users\contoso\Dow Inc 275a021 14 June 2018, 15:13:04
onfirmed 1899f7db8d1663fcE95ec

73987 .crdownload=>eicar.com  2feZalc4533aabfB51fd0f

06/15/2018 11:52:28 AM  CONTOSO-PC contoso-pc Infected  Netsurion technologies pvt. td. contoso EICAR-Test-File (not a virus) Malware CAUsers\contoso\Downloads\dc2 N/A 14 June 2018, 15:13:19
325d1-0b95-dedc-8751-
4d6663a322b4.tmp

06/15/2018 11:52:28 AM  CONTOSO-PC contoso-pc Deleted Netsurion technologies pvi. td. contoso EICAR-Test-File (not a virus) Malware CAUsers\contoso\D: 9 275a021 14 June 2018, 15:13:07
SccB3-a245-410c-8153- 189917db8d1663fcB95ec

55f9257dff64 tmp=>eicar.com 2fe2a2c4538aabfes1 fdof

06/15/2018 11:52.28 AM  CONTOSO-PC contoso-pc Deleted Netsurien technologies pvt. td. contoso EICAR-Test-File (not a virus) Malware CUsers\contoso\Downloads'e7d 275a021bbfb5489e54d47 14 June 2018, 15:13:28
S0faB-b4bf-4a77-9283- 189917db8d1663fcE85ec
311854d384c3 tmp 2fe2a2c4538aabf851fd0f
Figure 28
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Sample logs :

= Jun 25 12:09:37 PM Bitdefender GravityZone Malware Status

checksum +- 275302 1bbfb6489e54d471899f7db9d1663fc695ec2fe?ac4538aabfa5 1fd0f
event_computer +- NTPLOCTELRAY

event_description ENTRY:

Endpoint Name : CONTOSC-PC

Endpoint FODN : contoso-pe

Status : Deleted

Malware name : EICAR-Test-File (not a wirus)

Threat Type : Malware

User : contoso

File Path : C\Users\contosch\Downloadsh\e7d50fa6-b4bf-4a77-0203-31f854d284c3.tmp
SHAZ256 Hash : 275202 1bbfb6489e54d471809f7db0d1663fc695ec2 fedad cd 538aabfo 5 11d0f
Last Detection : 14 June 2018, 12:13:28

Company Mame : Netsurion technologies pwt. Itd.

FILE:d:\product\Bit Defenderilog sample updated\bitdefenderlog\malware status.csv
TYPE:CSY

FIELD: *

Figure 29

e Bitdefender GravityZone - On-demand scanning — This report gives the information about the on-
demand scanning details and results.

Successfu Failed Last successful

Computer Endpoint Name Endpoint FGDN Scan Name Scan Type Recurrence | scans scans  scan Company Name

08152018 11:52:28 AN NTPLODTELR4Y CONTOSO-PC contoso-pe Daily scan CQuick Scan  Run every 1 day 1 0 14 June 2018, Contoso systemspyt. ftd.
16:15:48

08M5/2018 11:52:28 AN NTPLDTELR4Y CONTOSO-PC contoso-pc Week end scan Quick Scan  Run every 1 5 Li] 14 June 2018, Contoso systemspyt. ftd.
week 16:15:48

06M5/2018 11:52:28 AN NTPLDTELR4Y CONTOSO-PC contoso-pc Daity scan CQuick Scan Run every 1 day ki Lil 14 June 2018, Contoso systemspyt. ftd.
16:15:48

05/M5/2018 11:52:28 AM NTPLDTELR4Y CONTOSO-PC contoso-pc Diaity scan Quick Scan  Run every 1 day A Li] 14 June 2018, Contoso systemspyt. ftd.
16:15:48

Figure 30
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Sample logs:

= Jun 25 12:00:37 PM Bitdefender GravityZone On Demand Scan Details

event_computer +- NTPLCTELR47

ENTRY:

event_descri

Endpaint Name : CONTOSO-PC
Endpaint FODN : contasc-pc
Scan Mame : My Task
Scan Type : Quick Scan
Recurrence : Run every 1 day
Successful scans : 1
Failed scans : 0
Last successful scan @ 14 June 2018, 16:15:48
Company Name : Netsurian technologies pvt. ltd.
FILE:d\product\Bit Defenderilog sample updated\bitdefenderlogion demand scanning.csv
TYPE:CSY
FIELD: *
Figure 31

e Bitdefender GravityZone - Security audit — This report gives the information about the security events
from different modules which were audited.

Computer Endpoint Name Endpoint FQDN User Name Occurrences Module Event Type Details SHAZ56 Hash Company Name

06/14/2018 04:44:55 PM NTPLDTBLR47-DLA CONTOSO-PC contoso-pc contoso 5 Content Control ~ Blocked Website  Type:Web Control (Scheduler), NfA Contoso systems.
Website:https:/www.google.co.in/
gen_204

06/14/2018 04:44:55 P NTPLDTBLR47-DLA CONTOSO-PC contoso-pc contoso ] Content Control  Blocked Application File Path NIA Contoso systems.
C:\Windows\System32\calc.exe

06/14/2018 04:44:55 PM NTPLDTBLR47-DLA CONTOSO-PC contoso-pc contoso il Antimalware Malware Detection File Path 275a021bbfb8489e54d471  Contoso systems
C\Users\contoso\Downloads\2fd92 89917db9d1663fcE95ecife
a83-f7d3-4e40-8b55- 2a2c4538aabfB511d0f,

‘§5445257c504d tmp, SHA255 Hash:  Malware Name: EICAR-Test-
275a021bbfoB485e54d471889f7db  File (not a virus), Threat
8d1853fc895ec2fe2aZc4538aabfB5 Type: Malware,

17d0f, Malware Mame: EICAR-Test- Status:Blocked

06/14/2018 04:44:55 P NTPLODTBLR47-DLA CONTOSO-PC contoso-pc contoso F Antimalware Malware Detection File Path 275a021bbfo65480e54d471 Contoso systems
CMsers\contoso\Downloads\Unco  89917dbOd1663fcB05ec2fe
nfirmed 2a2c453Baab 651 fd0f,
73987 .crdownload=>eicar.com, Malware Name: EICAR-Test-
SHAZ56 Hash File (not a virus), Threat

275a021bbfo5489e54d471899f7db  Type: Malware,
5d1663fob95ec2fe2a2c4538aabfB5 Status:Blocked
1fd0f Malware Hame: FICAR-Test-

06/14/2018 04:44:55 PM NTPLDTBLR47-DLA CONTOSO-PC contoso-pc contoso ki Antimalware Malware Detection File Path NfA, Malware Name: EICAR- Contoso systems
C:\Wsers\conteso\Downloads'\dc23 Test-File (not a virus),
25d1-0b95-4e4c-2751- Threat Type: Malware,

4d6553a322b4 tmp, SHAZ255 Hash:  Status:Blocked
N/A, Malware Name: EICAR-Test-

File (not a virus), Threat Type:

Malware, Status:Blocked

Figure 32
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Sample logs:

= Jun 25 12:09:37 PM Bitdefender GravityZone Security Audit
category += Device Control

checksum +- N/A

event_computer +=- MNTPLDTELR4Y

event_description ENTRY:

Endpoint Mame : CONTOS0-PC

Endpoint FQDN : contoso-pc

User : contoso

Occurrences : 1

Last Cccurrence : 14 June 2018, 14:32:10

Madule : Device Control

Event Type : Blocked Device

Details : Device Name: CD-ROM Drive, Device 1D: IDEACDROMVBOX_CD-ROM 1.0 \5&21TB2ES58081.0.0, Product ID: 0

SHA236 Hash : N/A

Company Name : Netsurion technologies pvt. Itd.

FILE:d\product\Bit Defender\log sample updated\bitdefenderlogisecurity audit.csv
TYPECSV

FIELD: *

Figure 33

Import Bitdefender GravityZone knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

o (Categories

e Knowledge Objects
e Flex Reports

e Dash lets

1. Launch EventTracker Control Panel.

2. Double click Export-Import Utility.
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. N . i
= E.)"ED}.,T.EE""'
B SRR
. | — *
EventVault Diagnostics License Export Import Append
Manager Utility Archives
Gl b
| EventTracker Traffic Analyzer Agent Port TrapTracker |
Agent Confi... Manageme... Configuration
N
Change Audit About
EventTracker
‘ E-mail: support @Event Tracker.com
Figure 34
3. Click the Import tab.
1. Click Category option, and then click the browse [:] button.
B Export Import Liility - X

Export Import

1. Provide the path and file name of the Categories file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
(®) Category

) Fitters

) Alets

() Systems and Groups Source :
|D:\product\B'rt Defender'kp*Category_bitdefender iscat | D

() Token Value

() Reports

() Behavior Comelation

Import Close

Figure 35
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2. Locate Category_Bitdefender Gravityzone. iscat file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays a success message.

Export Import Utility =
o Selected category details are imported successfully.

Ok

Figure 36

4. Click OK, and then click the Close button.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the file named KO_Bitdefender GravityZone.etko.

Import

KO _Bitdefender GravityZone.etko Upload

Close

Figure 37
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3. Now select all the checkbox and then click on ‘Import’ option.

Object name

Bitdefender GravityZone Antiphishing Activity
Bitdefender GravityZone Application Firewall
Bitdefender GravityZone Blocked Applications
Bitdefender GravityZone Blocked Website Details
Bitdefender GravityZone Data Protection Email
Bitdefender GravityZone Data Protection Web
Bitdefender GravityZone Device Control Activity
Bitdefender GravityZone Firewall Activity
Bitdefender GravityZone Malware Activity
Bitdefender GravityZone Malware Status
Bitdefender GravityZone On Demand Scan Details

Bitdefender GravityZone Security Audit

Applies to

Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone

Bitdefender GravityZone

Figure 38

4. Knowledge objects are now imported successfully.

Group name

Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone
Bitdefender GravityZone

Bitdefender GravityZone

localhost:28080 says

File importad successfully.

Figure 39
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On EventTracker Control Panel,

1. Click Reports option, and select new(etcrx) from the option.

B Bxport Import Utility — >
Export Import
1. Provide the path and file name of Schedule Report file. Use the .. button to browse and locate the import file.
2. Click the Import button
Mote : i report(s) contains template, first import template and proceed with exportimport utility.
Options Location
(O Category
() Fiters

O Ners (® Legacy (“issch) () Mew (*etemx)

() Systems and Groups ST

|'.issch

() Token Value

(®) Reports |

() Behavior Comelation

Import Close

Figure 40

2. Locate the file named Reports_ Bitdefender GravityZone.etcrx, and select all the checkbox.
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{s+ Reports Import x
Mote : f report(s) contains template, first import template and proceed with report import process.
Select file |D:\.produd\Bi't Defender'kp'Reports_bitdefender.etcr | | Selact file
Available reports
Title | | Frequency Show all - Q Q
Thie Sites
Bitdefender GravityZone - Antiphishing Activity NTPLDTBLR47
EDIT | Bitdefender GravityZone - Application firewall activity NTPLOTBLR4T
EDI Bitdefender GravityZone - Blocked application activity NTPLDTELR47
EDIT | Bitdefender GravityZone - Blocked website activity NTPLDTBLR47
EDI Bitdefender GravityZone - Data protection email activity MTPLOTELR47
EDIT | Bitdefender GravityZone - Data protection web activity NTPLDTBLR47
EDIT | Bitdefender GravityZone - Device control activty MTPLOTELR47
EDIT | Bitdefender GravityZone - Firewall activity NTPLDTBLR47
EDIT | Bitdefender GravityZone - Malware activity NTPLOTBLR4T
EDIT | Btdefender GravityZone - Malware status NTPLDTBELR47
EDIT | Bitdefender GravityZone - On demand scanning NTPLOTBLR4T
EDIT | Bitdefender GravityZone - Security audit NTPLDTBLR47
Mote: Set run time option iz not applicable for Defined Reports and Houry Reports
Set run time for report(s) from I;I AM +  atinterval of I:I minutes:
Replace | | to | | | Replace | | Assign systems |
¥ ®
MNote: Make sure that Site(s), Groupis) and Systemis) selections are valid.

Figure 41

3. Click the Import button to import the reports. EventTracker displays a success message.

Export Import Utility

Selected reports configurations are imported successfully

ot

Figure 42
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Dashlets

1. Open EventTracker Enterprise in the browser and log in.

My Dashboard

Threats
ST Indicators of Compromise
USE activities, Mew services or software install =

Behavior Comelation

Change Audit

Compliance

Figure 43

Navigate to My Dashboard.

. Click on import configuration ¥ icon on the top right corner.
4. In the popup window browse the file named Dashboard_Bitdefender Gravityzone.etwd.

[ Import dashlets - Google Chrome = O X

(@ localhost:8080/EventTracker/Flex/ImportWidget.aspx

Note: If dashlat configured using persisted report, first import the repart and proceed with importing

dashlet.

Dashboard_Bitdefender Gravityzone.etwd Upload

Clase

Figure 44
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5. Now select all the checkbox and then click on Import option.

Available widgets

¥ Salect A
#| Bitdefender GravityZone A.. ¥ Bitdefender GravityZone: ...  # Bitdefender GravityZone: ..
#| Bitdefender GravityZone: ... ¥ Bitdefender GravityZone: ... ¥ Bitdefender GravityZone: ..
#| Bitdefender GravityZone: ... ¥/ Bitdefender GravityZone: ..

Figure 45

6. Click ‘customize’ @ to locate and choose created dashlet.

Customize dashlets

bitdefender | '-'2{
Bitdefender GravityZone Applic... Bitdefender GravityZone: Blocke... Bitdefender GravityZone: Blocke... Bitdefender GravityZone: Devic...
Bitdefender GravityZone: Firewa... Bitdefender GravityZone: Malwa... Bitdefender GravityZone: Malwa... Bitdefender GravityZone: Securi...

m Delete Close

Figure 46

7. Click Add to add dashlet to the dashboard.
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Verify Bitdefender GravityZone knowledge pack in
EventTracker

1. Login to EventTracker Enterprise.
2. Click Admin drop-down, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand Bitdefender GravityZone group
folder to view the imported categories.

Category X Admin / Category

Category Tree Search Total category groups: 19 Total categories: 401

3 All Categories Last 10 medified categories

| B an emror evem:s Name Modified date Modified by
1 [E] = information evens
i MS RRAS: Access Accept Jun 20 12:06:44 PM
i [E] =an waming events

i MS RRAS: Accept-Request
1 [E] *security: All scurity svents

L [ Arubs Airwaive MS RRAS: Request Discard

il na WPV MS RRAS: Accounting Type
[ sitdetender GravinZone WS RRAS: Access Reject
[Z] Sitdefender GravityZons Appiicstion Firewsl MS RRAS: Authentication Failure

[E] sitderender Gravityzone: Amiphishing Activi Bitdefender

‘one: Security Audit Jun 15 06:28:49 PM

[E] sitcerender &

tyZons: Slocked Applicstio Bitdefender ‘one: On Demand Scan Details Jun 15 06:27:48 PM

Bitdefender GravityZone: Blocked Website D
(5] siatundar GravtZans: Slocked et tyZone: Malware Status Jun 15 06:26:52 PM

Gi
Bitdefender Gi

/Zone: Data Protection £n
Gi

(] sitcetender &
Bitdefender GravityZone: Malware Activity Jun 15 06:25:56 PM
[Z] sitdefender G Data Protection Wi

(] sindetender & ez Cortral Act

(5] sitcerender G Firewall Activity

(] sitcetender & Vizlwars Activity

[E] sitcetender GraviyZons: Malware Status
(] sitdefender GravityZons: On Demand Scan |

(5] sitcetender GravinZons: Security Audit

Figure 47

1. In the EventTracker Enterprise web interface, click the Admin drop-down, and then click Knowledge
Objects.

2. In the Knowledge Object tree, expand Bitdefender GravityZone group folder to view the imported
Knowledge objects.
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Knowledge Objects | A/ Admin / Knowledge Objects

a a ws® T L0

Groups @ @ @_ Object name Bitdefender GravityZone Antiphishing Activity D G a

N Applies to Bitdefender GravityZone
Apache Web Server
Aruba AirWave Rules

Aruba OS Title Log type Event source Event id Event type

- [+ Bitdefender GravityZone Antiphishing bitdefender 3230 [CACRIIN-A

Bitdefender Gravit) @ T Message Signature:  (?is)Endpoint\s+Name. *?Endpointis+FOQDN.*?Url.*?Type."? User 7 Number\s + ofis+ blocked\s + attempts.*7Last\s + Blocked
Bitdefender GravityZon... @ 1] Message Exception:

Bitdefender GravityZon... @ T"l -

Bitdefender GravityZon... @ T"l Expressions

Bitdefender GravityZon... @ i Expression type Expression 1 Expression 2 Format string
Bitdefender GravityZon... @" Tm‘ Key Value Delimiter . \n D EE
Bitdefender GravityZon... @ Tlﬂ

Bitdefender GravityZon... @ Tlﬂ

Bitdefender GravityZon... @ Tlﬂ

Bitdefender GravityZon... @ Tlﬂ

Bitdefender GravityZon... @ Tlﬂ

Bitdefender GravityZon... @ TF'

Figure 48

Flex Reports

1. Inthe EventTracker Enterprise web interface, click the Reports icon, and then select Report
Configuration.

o) Report Configuration

Report Dashboard

Explorer

Figure 49

2. In Reports Configuration pane, select a Defined option.
3. Click on the Bitdefender GravityZone group folder to view the imported Bitdefender GravityZone
reports.
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(O Scheduled (O Queued @) Defined

Integrate Bitdefender Gravityzone

& / Reports / Report Configuration / Defined

Q| Q

Report Groups @ EE Reports configuration: Bitdefender GravityZone
Security ~ @ @- C% ‘ Total: 12 |
Compliance O Title Created on Modified on
¥ Operations O }E’{ Bitdefender GravityZone - Security audit Jun 141 Jun 15 04:43:21 PM (D Q
Flex O }E_{ Bitdefender GravityZone - On demand scanning Jun 14 12:0 Jun 15 04:49:15 PM (D &
=) AR i & O ¥ | sitdefender GravityZane - Malware status Jun 14 12:01:49 PM Jun 15 08:35:27 PM o &
B Apache Web Server Ml @ D }E_{ Bitdefender GravityZone - Malware activity Jun 141 Jun 15 D6 PM ® @
B Aruba AirWave T|l|_ @
. |:| }Ej{ Bitdefender GravityZone - Application firewall activity Jun 14 11:43:39 AM Jun 15 04:52:45 PM (D CQ
[= Arubaos i &
B P T|l|- @ D }:_{ Bitdefender GravityZone - Firewall activity Jun 14 11:37:13 AM Jun 15 04:53 M ® @
B Bluscoat Content Ana... TI_\T @ I D }Ej{ Bitdefender GravityZone - Device control activty Jun 14 11:28:52 AM Jun 15 04:54:02 PM (D CQ
B Cisco AMP Tlll' @b O }E:{ Bitdefender GravityZone - Data protection email activity Jun 14 11:23:45 AM Jun 15 04:54:42 PM @ &
(3 CiscoAsa n & O o Bitdefender GravityZone - Data protection web activity Jun 14 11:18:25 AM Jun 15 D4:55:46 PM @ &
[3  Eventmacker i & [0 ¥z | Bitcefender GravityZone - Blocked website activity Jun 14 11:13:40 AM Jun 15 D4:57:34 PM o &
B Linux 0% T|l|_ @
[= Microsoft Windows RR... T'E @
[ Office 365 i &

Figure 50

Sample Flex Dashboards

Title: Bitdefender GravityZone Application Firewall

Bitdefender GravityZone Application Firewall

Series: protocol_type

3
2
1
0
o~
L8]
LO{\{DB
Device Name
ssh telnet
Figure 51
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Title: Bitdefender GravityZone Blocked Application
Bitdefender GravityZone: Blocked Applications G-

Series: sendce_name

Lcﬁ&c
Device Mame

I 00b61665-5e3b-4e60-9206-c0a881a1dB82.tmp=>eicar.com calc.exe
00 e799ccB83-a245-410c-8153-55f0257 dfféd tmp==»eicar.com

B unconfirmed 73887.crdownload=»gicar.com

Figure 52
Title: Bitdefender GravityZone Blocked Websites
Bitdefender GravityZone: Blocked Website Details G-
service_name: scheduler senvice_name: anfimalware
[ contoso-pc [ contoso-pe
Figure 53
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Title: Bitdefender GravityZone Firewall Activity

Bitdefender GravityZone: Firewall Activity G -
Series: src_ip_address

1.5

1.0

05 —

0.0

Device Name
102045

Figure 54
Title: Bitdefender GravityZone Malware Activity
Bitdefender GravityZone: Malware Activity G =X
threat_name: eicar-test-file {not. threat_name: malware name

[ contosa-pe [ endpoint name

Figure 55
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Title: Bitdefender GravityZone Malware Status

Bitdefender GravityZone: Malware Status G-
log_status: deleted log_status: infected log_status: status
[ eicar-test-file (not ¢ [ eicar-test-file (not £ I malware name
Figure 56

Title: Bitdefender GravityZone Device Control Activity

Bitdefender GravityZone: Device Control Activity G =X

Series: category

external storage:1

Device Mame

[ device class cdrom drive [0 external storage

Figure 57
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Title: Bitdefender GravityZone Security Audit

Bitdefender GravityZone: Security Audit

Serigs; categony
a0

20

10

LDG!@
Device Name

content control antimalware device control

Figure 58
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