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Integrate Bluecoat Content Analysis

This guide provides instructions to configure a Bluecoat Content Analysis to send its syslog to EventTracker
Enterprise.

The configurations detailed in this guide are consistent with EventTracker Enterprise version v9.x or above
and Bluecoat Content Analysis 1.3 or above.

Administrators who are assigned the task to monitor Bluecoat Content Analysis events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Bluecoat Content Analysisis a next-generation anti-virus, malware, and spyware detection system. Content
Analysis includes the features such as Malware and Antivirus scanning, Static Analysis services from Cylance,
File Reputation Service, Manual File Blacklist and Whitelist, Sandbox integration with Blue Coat's Malware
Analysis.

EventTracker helps to monitor events from Bluecoat Content Analysis. Its knowledge objects and flex reports
will help you to analyze file scanning activity and threat detection.

Prerequisites

e EventTracker v9.x or above should be installed.
e Bluecoat Content Analysis 1.3 or above should be configured for forwarding logs.

e Please add exception for port 514 in firewall and EventTracker Manager.

Integration of Bluecoat Content Analysis with
EventTracker manager

To configure a Bluecoat Content Analysis to forward logs to a syslog server,

1. Logon to Bluecoat appliance.
2. Navigate to Settings > Alerts > Syslog. Configuring options are provided below:

e Server: IP address or hostname of EventTracker Manager
e Port:514
e Protocol: UDP

e Facility: Information

3. Click Save Changes.
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EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Bluecoat Content Analysis.

e Bluecoat Content Analysis: Threat detected — This alert generates when threats are detected while

scanning.

e Bluecoat Content Analysis: File blocked — This alert generates when the files are blocked by inbuilt anti-

virus.

e Bluecoat Content Analysis - File activity — This report gives the information about file scan result,

reputation and the action taken.

Machine IP Machine  Server IP Client IP

Pattern File

Address Name Address Address

Computer

05/08/2018 05:51:02 P BLUECOAT CAS 10.226.72.29 Etmachine- 100.11.55.44 10111222 File has been dropped. File decompression/decode error
casl
05/08/2018 05:51:02 P BLUECOAT CAS 10.22672.29 Etmachine- 100.11.55.44 10111222 File has been dropped. Maximum file size exceeded
casl
05/08/2018 05:51:02 P BLUECOAT CAS 10.226.72.29 Etmachine- 100.11.56.44 10.11.12.22 File has been dropped. File decompression/decode error
casl
05/08/2018 05:51:02 P BLUECOAT CAS 10.226.72.29 Etmachine- 100.11.56.44 10.11.12.22 File has been dropped. File reputation service identified
casl a "known bad™ file
Figure 1
.
Sample logs:
- ) M B 4 70706 wde-cn Fs 106, T4TE 42032 aveervce 438
event_log fpe = it
event, frpe 4= Infogrmabio
il g = 2
EVENE CourTE s =
] L -
£eEnt &=
CVENE LISET, POmE += Wik
event_description My 07 % vudc -t B-0rk- DTDETATL
TO¥06 (EDT), Hardvware serial numben 0216320083, CAS [Versio
¥ta. Scan Encgine Viersiar: Unknaws Baitern File Vertion: Unkrawn (Battern date: U
reer; GELTE 122 Clhient Unkrosn, URL: hitpofofficecd umacrosofte
214 pveam il o nong gat

Figure 2

Antivirus Vendor Version

hitp:/Mb.tiu dl.delivery. mp.micro Symantec
soft.com/filestreamingservice/fi
les/S21b2fcc-56bb-4fac-b349-
a561b76ebBd47P1=152525595
hitp:ifofficecdn.microsoft.com. Symantec
edgesuite.net/sg/492350f5-
3a01-497-b8cl-
c7cBddfB7d60/0ffice/Datal16.0
.9226.2114/stream x86.%-

none.dat

hitp://1b.tu.dl.delivery.mp.micro Symantec
soft.com/filestreamingservice/fi
le=/521b2fcc-56bb-4fac-b345-
8561b76eb0d47P1=152525505
hxxp.i/download.winzip.com/gl Symantec
fgadfwinzip22 exe

File size encesded, File has

Scan Engine Version
20180501.01M6.  2.0.1.4
(Pattern date:

2018/05/01

20180501018
(Pattern date:
201810501 )

2014

201&80501.018.
(Pattern date:
2018/05/01 )

2014

20180501.006.
(Pattern date:
20180501 )

2014
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e Bluecoat Content Analysis- Threat detected — This report gives the information about threats detected
while scanning.

Machine IP Server P Client IP
Computer Serial Number Address Address Address Antivirus Vendor Pattern File Version Threat Detail

05/08/2018 05:51:04 PM BLUECOAT CAS 0515320030 10.34.8.32 Etmachine- 10111222 100.11.56.44 Kazpersky Labs 180504 (Pattern date: 2018/05/04) "Suspicious Trojan.Script Miner.gen™ hxxp:/fwww.umbertospizzaria.co
casi found! m

05/08/2018 05:51:04 PM BLUECOAT cAS "B515320030 10.34.8.32 Etmachine- 10.11.12.22 100.11.56.44 Kaspersky Labs 180504 (Pattern date: 20128/05/04) "Suspicious: Trojan.Script. Miner.gen™ hxxp:fumbertospizzaria.com/
casl found!

05/02/2018 05:51:04 PM BLUECOAT CAS 515320030 10.34.8.32 Etmachine- 10.11.12.22 100.11.55.44 Kaspersky Labs 180504 (Pattern date: 2018/05/04) "Suspicious:Trojan.Script.Miner.gen™ hxxp:/umbertospizzaria.com!
casl found?

05/068/2018 05:51:04 PM BLUECOAT CAS 'B515320030 10.34.8.32 Etmachine- 10.11.1222 100.11.56.44 Kaspersky Labs 180504 (Pattern date: 2018/05/04) "Suspicious Trojan.Script. Miner.gen™ hxxp:fumbertospizzaria.com/
casi found!

Figure 3

Sample logs:

Time Description

= May 08 05:51:04 PM May 04 10:50:30 icdc-cas1 1 2018-03-04T14:50:30.578Z 10.34.8.32 avservice 10890 - 2018-05-04 14:50:30 (UTC), Hardware serial number: 0515320030, C...
event_log_type +- Application
event_type +- Information
event_id +=- 3333

vent_source +=- syslog
event_user_domain +- MN/A
event_computer += Bluscoat CAS
event_user_name += N/A
event_description May 04 10:50:30 icdc-cas1 1 2018-05-04T14:50:30.578Z 10.34.8.32 avservice 10890 - 2018-05-04 14:50:30 (UTC), Hardware serial number: 0515320030, C

AS (Version 2.3.1.1(213733)) - http://www.symantec.com, Antivirus Vendeor: Kaspersky Labs, Scan Engine Version: 8.2.5.17, Pattern File Version: 180504 (Pat
tern date: 2018/05/04),, Machine name: iodc-cas1, Machine IP address: 10.34.8.32, Server: 107.180.40.34, Client: 10.226.77.186,, Virus/PUS: ""'Suspicious:Tr

ojan.ScriptMiner.gen™ found!, URL: haodpy//umbertospizzaria.com/

Figure 4

Categories

e Bluecoat Content Analysis: File Activity - This category provides information related to file scan result,
reputation and the action taken.

e Bluecoat Content Analysis: Threat Detected — This category provides information related to the threats
detected while scanning.

Knowledge Objects

e Bluecoat Content Analysis File Activity — This knowledge object will help us to analyze logs related to file
scan result, reputation and the action taken.

e Bluecoat Content Analysis Threat Detected — This knowledge object will help us to analyze logs related to
the threats detected while scanning.
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Import Bluecoat Content Analysis knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

Alerts

Categories
Knowledge Objects
Token Template
Flex Reports

Dash lets

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.

fa 57 4=

EventVauli Diagnostics License
Manager
E :
| EventTracker Traffic Analyzer Agent
Agent Confi___ Manageme.___

N o

Change Audit About
EventTracker

E-mail: support@Event Tracker.com

— *
~ EventTracker
Astiorabll SRCUTTy risgenos
Export Import pend
Utillity
Port TrapTracker |
Configuration

Figure 5

3. Click the Import tab.
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1. Click Category option, and then click the browse C] button.

Export Import

1. Provide the path and file name of the Alers file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Category Import E-mail settings
Set Active

() Fitters e Thig setting is applicable only for imports from Legacy (vEx)
@ Orly f nofifications set Aler files. For w7, the active status will be set based on

@ Mett () By default "Active" key available in the configuration section.

erts
() Systems and Groups Watchlist Configuration

Impart Watchlist configuration

This setting is applicable only for alets which have Advanced watchlist configured.
Mote: K this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

() Token Yalue

(") Behavior Comelation

Source :
D:'product‘bluecoat \KP tems'Aert_Bluecoat CAS isalt | I I

Import Close

Figure 6

2. Locate Alert_Bluecoat CAS. Isalt file, and then click the Open button.
To import categories, click the Import button.

EventTracker displays success message.

1. Click Category option, and then click the browse :] button.
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B Export Import Utility o %

Export Import

1. Provide the path and file name of the Categaries file. Use the °..." button to browse and locate the import file.
2. Click the Import buttan.

Ol Location
@ Category
() Filters

() Merts

() Systems and Groups Source :

D:product'Category_Category_Bluecoat CASiscat

() Token Value

() Reports

| () Behavior Comelation

Import Close

Figure 7

2. Locate Category_Bluecoat CAS. iscat file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays success message.

o Selected category details are imported successfully.

Ok

Figure 8

4. Click OK, and then click the Close button.
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1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the file named KO_Bluecoat CAS.etko.

Import

Figure 9

3. Now select all the check box and then click on ‘Import’ option.

Object name Applies to Group name

¥ Bluecoat Content Analysis File Activity Bluecoat Content Analysis 1.3 Bluacoat Content Analysis
¥  Bluecoat Content Anabysis Threat Detected Bluscoat Content Anabmis

Figure 10

4. Knowledge objects are now imported successfully.

localhost:B080 says

File importad successfully.

Figure 11
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1. Click Parsing rules under Admin option in the EventTracker manager page.

— EventTracker::

Tools =
n Home E_; Active Watch Lists [E] Collection Master [%Z Group Management ] systems # / Dashb
q A Alerts @ Correlation Q IP Lookup Configuration QQ‘ Users
1 @ Behavior Correlation Rules m Diagnostics 1 Knowledge Objects P Weights
!:"u Behavior Correlation Settings ’V_“ Event Filters ’?‘ Manager CJ windows Agent Config
3‘22':‘“' qb‘:":n’fa“hsﬂ@mwwm L';E'“?!?“N‘:Lg 7] Casebook Configuration [¥] Eventvault (7} Farsing Rules
of Cstegory [@) FAQ Configuration &7 Report Settings

Attacker - News

Figure 12

2. Move to Template and click on import configuration ¥ icon on the top right corner.

3. Inthe popup window browse the file named token_Bluecoat CAS.ettd.

selected file is: token_Bluecoat CAS.ettd

~ Template name Separator Template description Added date Added by Group Name

Bluecoat Content Analysis - File Activity \n May 07 10:07:22 rbhq-cas1 1 2018-05-07T14:07:22.3957 10.226.72.29 avserv  May 08 11:34:01 AM ETAdmin

ice 5235 - File decompression/decode error,, File has been dropped.,, 2018

-05-07 10:07:22 (EDT), Hardware serial number: 3817320026, CAS (Version 2

.3.1.1(213732)) - http:/fwww.symantec.com, Antivirus Vendor: Symantec,

Scan Engine Version: 2.0.14, Pattern File Version: 20180507.003. (Pattern da

te: 2018/03/07 ),, Machine name: rbhg-cas], Machine IP address: 10.226.72

.20, Server: 13.107.4.50, Client: 10.226.78.196,, URL: http://7.tlu.dl.delivery.
mp.microsoft.com/filestreamingservice/files/d5f4933e-6ael-4cfa-92ba-6
aclf2fde227?P1=152570241580P2=3018P3=28P4=8DJ60jpQIVE5TkGEscB

0fn3KhJ30RIU3tYSqyMysU%3d

Bluecoat Content Analysis

Bluecoat Content Analysis - Threat Detected \n May 04 10:50:39 etmachine 1 2018-05-04T14:50:39.263Z 10.4.6.32 avservice May 08 05:21:29 PM ETAdmin
10890 - 2018-03-04 14:30:39 (UTC), Hardware serial number: 0313320030, C
AS (Version 2.3.1.1(213733)) - http://www.symantec.com, Antivirus Vendor
: Kaspersky Labs, Scan Engine Version: 8.2.5.17, Pattern File Version: 180504
(Pattern date: 2018/03/04),, Machine name: etmachine, Machine IP addres
s 10.4.6.32, Server: 182.25.25.56, Client: 192.26.77.18,, Virus/PUS: "Suspicio
us:Trojan.Script.Miner.gen” found!, URL: hwocp://www.testerdomain.com/

Bluecoat Content Analysis

Figure 13

4. Now select all the check box and then click on ¥ Import option.

On EventTracker Control Panel,

EventTracker:
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1. Click Reports option, and select new(etcrx) from the option.

B Bxport Import Utility — >
Export Import
1. Provide the path and file name of Schedule Report file. Use the .. button to browse and locate the import file.
2. Click the Import button
Mote : i report(s) contains template, first import template and proceed with exportimport utility.
Options Location
(O Category
() Fiters

O Ners (® Legacy (“issch) () Mew (*etemx)

Source :

() Systems and Groups
|'.issch

() Token Value

(®) Reports |

() Behavior Comelation

Import Close

Figure 14

2. Locate the file named Reports_ Bluecoat CAS.etcrx, and select all the check box.
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{s1 Reports import >
Mote : I reportis) contains template, first import template and proceed with exportimport utility.
Select file |D:\produd\bluecoat\KP items"\FexReports_Bluecoat CAS etcre | | Select file
Available reports
Title | | Frequency  Show all - Q Q
| Tlile Sites Groups Systems Frequency Ru
1 An: le activity ETAdmin Default Blue: CAS Undefined
'O |EO B ot fos- Tttt | T Dok GueodCiS s 52
< >
MNote: Set run time option is not applicable for Defined Reports and Hourly Reports
Set run time for report(s) from l;l AM - at interval of l:lr-'mtu
¥ ®
Mote: Make sure that Sitels), Groupis) and Systemis) selections are valid.

Figure 15

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility et

Selected reports configurations are imported successfully

Figure 16

Dashlets

1. Open EventTracker Enterprise in browser and logon.

EventTracker::
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Home
My Dashboard

Threats

Indicators of Compromise
USE activities, Mew services or software install |

Behavior Comelation

Change Audit

Compliance

Figure 17

Navigate to My Dashboard

. Click on import configuration ¥ icon on the top right corner.
4. Inthe popup window browse the file named Dashboard_Bluecoat CAS.etwd.

Import

Note: I dashlet configured usi report, first import the report and proceed with importing dashlet.

Dashboard_Bluecoat C. Upload

Close
Figure 18

5. Now select all the check box and then click on Import option.
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Note: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

Upload

Available widgets
Select All

Bluecoat Content Analysis... Bluecoat Content Analysis...

Figure 19

6. Click ‘customize’ @ to locate and choose created dashlet.

F

Customize dashlets

Type to search e{ ~

[110.2.3 Access to all audit trails [110.2.6 Initialization stopping or .. [J3.1.8 Limit unsuccessful logon ... [3.11.2 Scan for vulnerabilities in...

[[13.3.8 Protect audit information ... [_13.4.9 Control and monitor user... [16.1.b Establish a process to ide... [16.2.b - Install critical security pa...

[ &.1.6 Limit repeated access atte... Bluececat Content Analysis File ... Bluecoat Content Analysis Thre... O Ngnix-Client Requests

L] MNgnix-Http Response codes L] MNgnix-Mon-5Standard HH'I Bluecoat Content Analysis File Activity |es L] Ngnix-Traffic Errors by Client IP

[ hgnix-User Agents (15D WAN Application Based Tra..  [15D WAN CXD Device Port Staus [ SD WAN Traffic Details v

Delete Cloze

Figure 20

7. Click Add to add dashlet to dashboard.

EventTracker:

Actionable Security Intelligence




Integrate Bluecoat Content Analysis

Verify Bluecoat Content Analysis knowledge pack in
EventTracker

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.

— EventTracker::

n Home E; Active Watch Lists [E1 Collection Master [5 Group Management [ systems 4 /Dasht
a Ak Alerts @ Correlation Q IP Lookup Configuration ,@\ Users
2 @ Behavior Carrelation Rules B Diagnostics (_) Knowledge Objects l"— Weights
‘. Behavior Correlation Settings {;] Event Filters @ Manager ] Windows Agent Config
E‘EZTBI c.ybi::::ac":".r@mwwt L';g"“?t.l.)rsu‘ig -:] Casebook Configuration [3] Eventvault O Parsing Rules
off Category [@] FAQ Configuration &Y Report Settings
Aftacker — News
Figure 21

3. Inthe Search box, type Bluecoat Content Analysis, and then click the Go button.
Alert Management page will display all the imported alerts.

Alerts A / Admin / Alerts

Show| Al ~ Searchby  Alert name |v bluecoat content Q Q

124 System -m 124 CﬁEG:L:

User I = Medium
Serious
System/User Defined Alerts Alerts by Threat Level

Count for system and user defined alerts Count of alerts by threat level

@ T Activate Now Click "Activate Now' after making all changes Total: 2 Page Size| 25 |+
9 9 9

Forward as Forward as Remedial Action  Remedial Action
Alert N Threat  Acti E-mail Applies Te
U e Teme ) e mat SNMP Syslog at Console at Agent pplies fo
] 88 Bluecoat Content Analysis: File Blocked O O O O O Bluecoat Content Analysis 1.3x or above
] M Bluecoat Content Analysis: Threat Detected [ ] | | | O | Bluecoat Content Analysis 1.3x or above
Figure 22

4. Toactivate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.
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Successfully saved configuration.

Figure 23

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in alert configuration for better performance.

1. Logon to EventTracker Enterprise.
2. Click Admin dropdown, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand Bluecoat Content Analysis
group folder to view the imported categories.

Category A& / Admin / Category

— -
Category Tree Search Categcry DEtaIlS

=I- All Categeries Parent Group Bluecoat Content Analysis

@ *All error events
- (E] *All infarmation events Event Category Name | Bluecoat Content Analysis File Activity
@ *All warning events

@ *Security: All security events Description

I
~[=3 Bluecost Content Analysis g

[ E1] Bluecoat Content Analysis File Activity Applies to Bluecoat Content Analysis 1.3x or abo | Category version

@ Bluecoat Content Analysis Threat Detect

Show In ¥Operations | Compliance Security
E = Change Audit
_; [ Cisco ASA Firewal Event Rule s i -~
f_; [ EventTracker
+_; [ Fortigate Firewa Log  Event Event Description
*J [ Mg Web Server Type Type (Category Id Source User Match in Description Exception Lucene Query
+_, 3 nisT 800-171 ] 0 0 syslog number\:.*7Machine\sname? log_source:"Bluecoat Content

essh*?Servery “IClienty[ M,

H Analysis File Activity"
Y [= poiDsS J Y

+_; [ Riverbed StesiHead

-3 sowan Cancel

Figure 24

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge
Objects.
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2. In the Knowledge Object tree, expand Bluecoat Content Analysis group folder to view the imported
Knowledge objects.

Know\edge Objects A / Admin / Knowledge Objects
. =
Search objects Q Q Activate Now Obje:ls@ (3 :!. Q
Groups @ @ @_ Object name Bluecoat Content Analysis File Activity @ I‘!. a
Applies to Bluecoat Content Analysis 1.3.x and above

Apache Web Server

£l Rules
Bluecoat Content Ana... @ Title Log type Event source Event id Event type
Bluecoat Content Ana... @ [#]  Bluecoat Content Analysis File Activity syslog™ @ @ T@- Cgé

Message Signature:  Hardware\sserial\snumber\:. *?Machine\sname\:. *?Machine\sIP\saddress\:. *?Server: *TClient\:[ ]+, +\s+ URL\:

Message Exception:

Expressions

Expression type Expression 1 Expression 2 Format string

Reqular Expression FAws\s\d+\s\-\s(?< Reason> *7)\, + (7< Action>. 7\ + @i
Regular Expression (Fakeys [M\ [+ e (Favalues [#4, ]+, @

Figure 25

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing rules.

—
= EventTracker:z A [Adminv|  Tools~
n Home E_; Active Watch Lists [E1 Collection Master [ Group Management [ systems # /Dashb
a A Alerts @ Correlation Q IP Lookup Configuration ',g@‘ Users
1 @ Behavior Correlation Rules B Diagnostics - Knowledge Objects ["— Weights
':‘u Behavior Correlation Settings m Event Filters @ Manager J windows Agent Config
3‘2&"}“' C_Yb‘:'r::(ead’:“m,mwm( L';‘:"’?t.‘?“"ﬂg 7] Casebook Configuration [¥] Eventvault [7) Parsing Rules
n|§ Category [@7 FAQ Configuration {] Report Settings
Attacker - News
Figure 26

2. On Template tab, click on the Bluecoat Content Analysis group folder to view the imported

Templates.
Parsing Rules # / Adrme ( Paring Rulrs
Femplete
®H Q CL7T
l&uno-l(bmﬂ#u > I Templai=z Hame Bremplate Description Aiitard] lly Added Ol Atir |
at Buscost Corfent Anabyun - File ol O 1800 AR = O g
* Bty h
{ Efuercst Connem Anahid Wi D8 D2 128 P & O ‘_g
i3 Tergat Denected

Figure 27
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Flex Reports

1. In the EventTracker Enterprise web interface, click the Reports icon, and then select Report

Configuration.

o) Report Configuration

Report Dashboard

Explorer

Figure 28

2. In Reports Configuration pane, select Defined option.
3. Click on the Bluecoat Content Analysis group folder to view the imported Bluecoat Content Analysis

reports.

A / Reports / Report Configuration / Defined

Report Canfiguration

O Scheduled (O Queued (@ Defined Search.. Q Q E/[
Report Groups @ EEE | Reports configuration: Bluecoat Content Analysis
Security @ T'E 62 | Totak 2
Compliance O Title Created on Modified on
Operations |:| 153 Bluecoat Content Analysis - Threat detected May 08 05:27:59 PM May 08 05:27:59 PM ® @ +
Flex O f}:{ Bluecoat Content Analysis - File Activity May 08 12:08:46 PM May 08 05:54:41 PM @ 5 +

=

@ |

[= Bluecoat Content Ana...

Figure 29
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Sample Flex Dashboards

Title: Bluecoat Content Analysis File Activity

Bluecoat Content Analysis File Activity G- X
Series: action
15
10
5
0
i) 4]
1&.%&5 Ej'fl" '*‘:k E;'l% '*SE:I E;'I.q {{1[ .T:P?‘Ea E%
xﬁl ..‘_-Q,fﬂ’ ; ..‘_-Q,fﬂ’ . .,‘:Q,fﬂ’ i 0 <

Client &ddress

file has been dropped.

May 02 05:31 PM - May 09 05:52 PM

Figure 30
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Title: Bluecoat Content Analysis Threat Detected

Bluecoat Content Analysis Threat detected

Series; threat_info

xﬁ-ﬂ'ﬁﬂ
Client Address

"suspicious:trojan.script.miner.gen’ found!

May 02 05:31 PM - May 09 03:52 PM

Figure 31

EventTracker:
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