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Integrate Brocade Switch

This guide provides instructions to configure Brocade Switch to send the syslog to EventTracker Enterprise.
Once the syslog is being configured to send to EventTracker manager, alerts and reports can be configured
into EventTracker.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 9.x and later,
Brocade Switch.

Administrators who are responsible for monitoring Brocade Switch which is running using EventTracker
manager.

The information contained in this document represents the current view of Netsurion. on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should

be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Brocade Switch

Brocade Switches provides a range of fixed form-factor enterprise-class switches to deliver innovative access,
aggregation, and core network solutions. It provides open flow support in hybrid port mode, enabling a gradual
transition to Software-Defined Networking (SDN) without disruption.

e EventTracker v9.x should be installed.
e A Brocade Switch running with network access.

Configuring Brocade Switches to send a syslog to
EventTracker Manager.

To collect events, you must configure a syslog on your Brocade appliance to forward events to the EventTracker
manager.
1. Login to your appliance as an admin user.
2. To configure an address to forward syslog events, type the following command:
syslogdipadd <IP address>
Where <IP address> is the IP address of the EventTracker manager.

3. To verify the address, type the following command: syslogdipshow.

switch:adminblsyslugdipadd 10.1.2.1 I

switch:admin> [sysTogdipshow |
syslog.IP.address.1 10.1.2.1

Figure 1

Brocade Switch Knowledge Pack:

e Brocade Switch: Port down- This EventTracker alert triggers whenever the port is down.
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e Brocade Switch - Port activities- This report provides information related to port activities, port
numbers, port status (Port down, on-line, off-line, blocked, up, etc.)

LogTime Computer Port No. Status
05/21/2019 01:18:02 PM BBROCADE 1/1/136 on-line
05/21/2019 01:19:02 PM BBROCADE 8 Down
05/21/2019 01:19:02 PM BBROCADE 39 Down
05/21/2019 01:19:02 PM BBROCADE 39 on-line
05/21/2019 01:19:02 PM BBROCADE 39 up
05/21/2019 01:19:03 PM BBROCADE 39 up
05/21/2019 01:19:03 PM BBROCADE 8 Blocked
05/21/2019 01:19:03 PM BBROCADE 39 Blocked
05/21/2019 01:19:03 PM BBROCADE 1711136 Down
05/21/2019 01:19:03 PM BBROCADE 8 on-line
05/21/2019 01:19:03 PM BBROCADE 3 on-line
05/21/2019 01:19:03 PM BBROCADE 8 Down
05/21/2019 01:19:03 PM BBROCADE 1/1/136 Blocked

Figure 2

Sample Log:

Feb 27 10:27:09 10.22.55.87 Jan 3 18:03:45 10.22.55.87 00076 ports: port 8 is now on-line
Feb 27 10:27:07 10.22.55.87 Jan 3 18:03:43 10.22.55.87 00435 ports: port 8 is Blocked by STP
Feb 27 10:27:04 10.22.55.87 Jan 3 18:03:40 10.22.55.87 00077 ports: port 8 is now off-line

e Brocade Switch - STP activities- This report provides information related to STP status (Learning,
forwarding, disabled, listening) and reasons.
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Sample Log:

LogTime Computer ' Vian ID Interface Status Reason
05/21/2019 01:19:02 PM BBROCADE 1 11736 LEARNING FwdDlyExpiry
05/21/2019 01:19:02 PM BBROCADE 1 1/1/36 DISABLED PortDown
05/21/2019 01:19:02 PM BBROCADE 1 111136 FORWARDING FwdDlyExpiry
05/21/2019 01:19:02 PM BBROCADE 1 1/1/36 LISTENING MakeFwding
05/21/2019 01:19:02 PM BBROCADE 1 111136 FORWARDING PortDown
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 DISABLED PortDown
05/21/2019 01:19:03 PM BBROCADE 1 11736 FORWARDING PortDown
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 DISABLED PortDown
05/21/2019 01:19:03 PM BBROCADE 1 11736 LISTENING MakeFwding
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 LEARNING FwdDIlyExpiry
05/21/2019 01:19:03 PM BBROCADE 1 111136 DISABLED PortDown
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 LISTENING MakeFwding
05/21/2019 01:19:03 PM BBROCADE 1 111136 FORWARDING FwdDlyExpiry
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 FORWARDING FwdDIlyExpiry
05/21/2019 01:19:03 PM BBROCADE 1 111736 FORWARDING FwdDlyExpiry
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 FORWARDING PortDown
05/21/2019 01:19:03 PM BBROCADE 1 111736 LISTENING MakeFwding
05/21/2019 01:19:03 PM BBROCADE 1 1/1/36 LEARNING FwdDIlyExpiry
05/21/2019 01:19:03 PM BBROCADE 1 11736 FORWARDING FwdDlyExpiry

Figure 3

Feb 27 10:26:30 10.22.55.87 Feb 22 05:02:43 ServerRoom1 STP: VLAN 1 Port 1/1/36 STP State -> FORWARDING

(PortDown)

Importing Brocade Switch knowledge pack into

EventTracker

Find the specified knowledge pack in the following sequences-

o Alerts
e Template(s)
o Flex Reports

o Knowledge Objects
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Alerts

1. Launch the EventTracker Control Panel.
2. Double click Export-Import Utility.

_ W
EventTracker |
Astiorable Saurky nisigernos |
— i
s = " &
—) : «
EventVault Diagnostics License Export Import Append
Manager Uttty Archives |
E |
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi.._. Manageme... Configuration |
£
O B
Change Audit About |
EventTracker

E-mail: support@Event Tracker.com ‘

Figure 4

Click the Import tab.

Select the Alert option.

Click on Browse [ ] button and select the file path.
Click on Import.

o un kW
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jlt Exnort

Export| Import

1. Provide the path and file name of the Alerts file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
O Category Import E-mail settings
Set Active
(O Fitters e This setting is applicable only forimports from Legacy (v6x)
@® Only f notfications set e fies For v7, the active status will be set based on
©® Aerts (O By default "Active” key available in the configuration section.
(O Systems and Groups Watchlist Configuration
Import Watchlist configuration
(O Token Value s . ) . :
This setting is applicable only for alerts which have Advanced watchlist configured.
Note: If this option is enabled the user should make sure the watchlist groups are available
(O Reports on the console where the alerts are imported.

(O Behavior Comelation

Source :
D:\KP_ITEMS\Brocade Switch\Alerts_Brocade Switch isalt [ .. |

Import Close
Figure 5
7. Alerts are now imported successfully.
Export Import Utility >
o Selected alert configurations are imported successfully,
oK
- —

Figure 6

1. Login to EventTracker console.
2. Click on the Admin option in the EventTracker manager page and select Parsing Rules.
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EventTracker::

LB Parsing Rules
Q Parsing Rule Template
B

Groups

Default

ABC

EBrocade Switch

Cerberus SFTP Server

E =B 5
S8 @

Group: A

Template Name

F5 Big IP LTM S5L Error

E_: Active Watch Lists

A\ Aleris

%

{1

Behavior Correlation Rules

Casebook Configuration

Category

m Diagnostics

failure

Figure 7

3. Select Template and click on the import ¥ icon.

Behavior Correlation Settings

Integrate Brocade Switch

ﬁ Event Filters

E] Eventvault

[&") FAQ Tile Configuration
52 Group Management
Q IP Lookup Configuration
) Knowledge Objects

@ Manager
L2 g

a Admin =

Tools~

r:)‘ Parsing Rules

é?'-_] Report Settings

;l Systems

'Q.‘Q‘ Users

fI"- Weights

[ Windows Agent Config
Active
td

Parsing Rules

Parsing Rule Template
Groups
m
[}
ft cloud app .. Tm’
OKTA 550 [
OpenDNS T

»

CRICHCICICRNC)

Group: A

Template Name

F5 Big IP LTM S5L Error

Template Description

F5 Big IP LTM S5L TLS Handshake

Q

failure

Brocade ICX Switch: SNMP

4. Browse Brocade Switch Template files.

Brocade ICX Switch: SNMP Status

Figure 8

Group Name Added By
F5BIG IP LTM adarsh.p
Brocade Switch adarsh.p

# / Admin/ Parsing Rules

Added Date Active
Apr 08 01:31:10 PM ] @
Mar 12 12:15:35 PM 4 @

Select file

Mote: Please select file of type *.ettd (eventtracker template dashlets).

Figure 9

5. Select all Brocade Switch template names.

6. Click on the import button.
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selected file is: Templates_Brocade Switch.ettd | T

¥/ Template name Separator Template description Added date Added by

#|  Brocade Switch - Port Activities \n Feb 26 11:25:05 172.17.1.18 Feb 21 06:01:17 ServerRoom1 System: Interfa Mar 27 01:01:50 PM ETAdmin
ce ethernet 1/1/36, state down

¢!  Brocade Switch - STP Activities \n Feb 26 11:25:24 172.17.1.18 Feb 21 06:01:35 ServerRoom1 STP: VLAN 1P Mar 27 01:04:54 PM ETAdmin
ort 1/1/36 STP State -> LISTENING (MakeFwding)

Figure 10

7. Template(s) imported successfully.

localhost:8080 says

|'.-“‘[ ate(s) imported su essfully

Figure 11

On EventTracker Control Panel,

1. Click Reports option and select new(.etcrx) from the option.
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Exporj Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button
Mote : If report(s) contains template, first import template and proceed with exportimport utility.

Options Location
(O Category

I () Filters
O Aets () Legacy (*issch) (® New (" etcrx)

() Systems and Groups

*issch

() Token Valus |

(@ Repors

() Behavior Comelation

Close

Figure 12

2. Locate the file named Reports_ Brocade Switch.etcrx and select all the checkbox.
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‘= Reports Import X

Note : if report(s) contains template, first import template and proceed with report import process.

Select file [D:\KP_ITEMS\Brocade Switch'\Flex Reports_Brocade Switch.etcrx || selectiie |
Available reports
Title l | Frequency Show all e Q Q

E| Thle Sites Groups Systems Frequency
Brocade Switch - Port activities NTPLDTBLR146 Undefined

EI- | NrPloTBRMS | | [Usdeined |

< >

Note: Set run time option is not applicable for Defined Reports and Hourdy Reports
Set run time for report(s) from E]AM v at interval of Izlurues

Replace | | to | | | Replace | | Assign systems |

Tle
Note: Make sure that Site(s), Group(s) and System(s) selections are valid |

Figure 13

3. Click the Import button to import the reports. EventTracker displays a success message.

Export Import Utility X

Selected reports configurations are imported successfully

Figure 14
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1. Login to EventTracker console.
2. Click on Knowledge objects under the Admin option in the EventTracker manager page.

Know\edge Objects A / Admin / Knowledge Objects

aa o 8[T]t 0

Figure 15

3. Locate the file named KO_ Brocade Switch.etko

Import
L4 Object name Applies to Group name
L4 Brocade Port Activities Brocade Switch Brocade Switch
v Brocade SNMP Activities Brocade Switch Brocade Switch
v Brocade STP activities Brocade Switch Brocade Switch
v Brocade System Activities Brocade Switch Brocade Switch

Figure 16

4. Now select all the checkbox and then click on the ‘Upload’ option.
5. Knowledge objects are now imported successfully.
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localhost:8080 says

File imported successfully.

Figure 17

Verifying Brocade Switch knowledge pack in
EventTracker

1. In the EventTracker Enterprise web interface, click the Admin drop-down, and then click Knowledge
Objects.

2. In the Knowledge Object tree, expand the Brocade Switch group folder to view the imported Knowledge
objects.

— EventTracker::

L |KnowledgeObjects|

Groups @ @ T\LIT Object name Brocade Port Activities

Applies to Brocade S
rocade Port Activities i
P W ules
@ 1
Brocade SNMP Activiti.. @ - Title Log type Event source Event id Event type
0 : e o
Brocade STP activities Brocade Port Activities syslog
) =
@ 1 Message Signature: portsi\s
Brocade System Activi... _ .
@ m Message Exception:
Expressions
Cerberus SFTP Server
Expression type Expression 1 Expression 2
5 o -« i e AL X
BEEDEE Regular Expression port\s(? <portno>'d+)\sis(7:\snow)?\s(? <status>[*\s]+)
[
Figure 18
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1. Inthe EventTracker Enterprise web interface, click the Admin drop-down, and then click Parsing Rules.

EventTrackers: &  Adminv  Tools~
Parsi ng Rules E_: Active Watch Lists ﬁ Event Filters r:)‘ Parsing Rules /A
A Alerts E] Eventvault c',?:l Report Settings
Parsing Rule Template
Behavior Correlation Rules [&") FAQ Tile Configuration ;l Systems
Groups @ EEE Group: A {i, Behavior Carrelation Settings 52 Group Management 9;' Users
Default ﬂ Casebook Canfiguration Q IP Lookup Configuration fI"v Weights
ABC TIE @ D|: Category G- Knowledge Objects [ Windows Agent Config
= Template Name “ = Active
EBrocade Switch Il = v et e ana
E @ FS Big IP LTM SSL Error I Dizgnostics (@] Manager ¢
Cerberus SFTP Server [[] @ failure
Figure 19
2. Select Template and find the Brocade Switch Group.
3. Click on Brocade Switch Group to see the All Template(s).
Parsing Rules
Parsing Rule Template
ooo

Groups CF Group : Brocade ICX = Q

Default ~  Switch

ABC [ @

Brocade ICX Switch | IHTI @ Template Name Template Description Added By Added Date

Cetberis SETP Sarver @ @ Brocg#e Switch - Port Brocade Switch Port Activities ETAdmin May 21 01:09:34 PM

Activities
Cisco ASA T
s il & Brocade Switch - STP Brocade Switch STP Activities ETAdmin May 21 01:09:35 PM
Cisco ASA VPN [ @ IS
Figure 20

In the EventTracker Enterprise web interface
1. Click the Reports icon, and then select the Report Configuration.
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EventTracker::

~

Report Configuration
Report Dashboard |

Explarer

Figure 21

2. In Reports Configuration pane, select a Defined option.
3. Click on the Brocade Switch group folder to view the imported Brocade Switch.

—

Report Configuration

() Scheduled () Queued] @® Defined =
Report Groups @ EEE Reports configuration: Brocade Switch
l=b Al SECunTy AUt K. Il @ = @ _@ 2
&
E, All Threat Report m @ :
— & Title Created on
I [=2 Brocade Switch I [ @
)‘\5( Brocade Switch - Port activities Apr 01 11:34:47 AN
[ Cerberus SFTP Server i @
o e '{T:' Brocade Switch - STP activities Apr 01 11:34:25 AM
[ Dell FORCE 10 Switch I @& =
[1 EventTracker m @&
Figure 22

Alerts

1. Inthe EventTracker Enterprise web interface, click the Admin icon, and then select Alerts.

EventTrackers: Al Admin~  Tools~
= Home E_: Active Watch Lists @ Event Filters D Parsing Rules
Q E] Eventvault Q’% Report Settings
0 2 Behavior Correlation Rules FAQ Tile Configuration g Systems
B , ) : !
{"H Behavior Correlation Settings [ Group Management Q Users
Potential C; Breache: Indicators of
M“mtcg::nn:ncm;nmﬂ]’m Ur;B :adivities. Ne ﬂ Casebook Configuration Q IP Lockup Configuration jf- Weights
0{5 Category (_) Knowledge Objects [ Windows Agent Config
Figure 23
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2. Inthe Alert search bar, we can search the alert name and view the imported Brocade Switch.

Alerts

Show | All v

@ | Click *Activate Now' after making all changes

| Alert Name A Threat Active E-ma

4 G‘G Brocade Switch: Port down () -

Figure 24
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