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Integrate Cisco ACS

This guide helps in configuring Cisco ACS and EventTracker to receive Cisco ACS events. You will find the

detailed procedure required for monitoring Cisco ACS Appliance.

The configurations detailed in this guide are consistent with EventTracker version 7.x and later, and Cisco

ACS 4.0 and later.

Administrators who wish to forward Cisco ACS logs to EventTracker Manager which monitors events by using

EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Cisco Secure Access Control Server (ACS) is an access policy control platform that helps you comply with
growing regulatory and corporate requirements. By integrating with your other access control systems, it
helps improve productivity and reduce costs.

This guide provides instructions to configure Cisco Secure ACS to send the syslog to EventTracker.

Prerequisites

e EventTracker should be installed.

e (Cisco ACS Appliance should be installed.

e Port 514 must be opened on Cisco ACS.

e Port 514 must not be used by other services of Cisco ACS.

e An exception should be added into Windows Firewall on EventTracker machine for Syslog port 514.

Configure Cisco ACS to forward all logs to EventTracker

1. Open the WebUI.
2. Expand Configuration and select Report Settings, and then click Syslog.
3. Check’Enable Syslog Messages’ to enable Syslog.
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Figure 1

4. Inthe Syslog Host Name/Port field, type the IP address of the EventTracker Manager.
5. Click Apply.

EventTracker Knowledge Pack

Once Cisco ACS events are enabled and received in EventTracker then Alerts and Reports can be configured
in EventTracker.

The following Knowledge Packs are available in EventTracker to support Cisco ACS monitoring.

e Cisco ACS-Administrator Logon Activity- This category based report provides information related to
administrator logon activity.

e Cisco ACS-User Authentication Failure- This category based report provides information related to
user authentication failure.

e Cisco ACS-User Authentication Success- This category based report provides information related to
user authentication success.

e Cisco ACS-Administrator Audit Details- This category based report provides information related to
administrator audit details.
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e Cisco ACS-Password Changd- This category based report provides information related to password
changed.

e C(Cisco ACS-Configuration Changed - This category based report provides information related to
configuration changed.

e Cisco ACS-Administrator Logon Failed- This alert is generated when admin fails to login to the
system.

e Cisco ACS-Configuration Changed- This alert is generated when there is any change in the system
configuration.

e Cisco ACS-Password Changed- This alert is generated when there is any change in the password.

e Cisco ACS-User Authentication Failed- This alert is generated when the user’s authentication fails.

e Cisco ACS-Administrator Logon Activity: This report provides information related to administrator
logon activity.

e C(Cisco ACS-User Authentication Failure: This report provides information related to user
authentication failure.

e C(Cisco ACS-User Authentication Success: This reports provides information related to user
authentication success.

e Cisco ACS-Administrator Audit Details: This reports provides information related to administrator
audit details.

e Cisco ACS-Password Changed: This reports provides information related to user password changes in
the system.

Import Cisco ACS knowledge pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility, and then click Import tab.
Import Category/Alert/Flex reports/parsing rule/Knowledge Object as given below.
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1. Click Category option, and then click the browse :’ button.

'Y Export Import Utility o] @ 3]

Expart | [mport

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file.
2. Click, the lmport button,

Options Location

@ Category

() Filters

() Alerts

() Systems and Groups Sauce |

- "iscat [:]
I RS5 Feeds

) Repaorts

" Behavior Rules

) SCAF

) TokenYalue

[ |rpart ] [ Cloze

Figure 2

2. Locate All Cisco ACS group of Categories.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.

Export Import Utility

(0) Selected category details are imported successfully.

Figure 3

4. Click OK, and then click the Close buttonClick OK, and then click the Save button.
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1. Click Alerts option, and then click the browse L:] button.

"} Export Impaort Uil EI = @

Expart | [mport

1. Provide the path and file name of the Alerts file. Usze the ' " button to browse and locate the import file.
2. Click the Import button,

Options Location
() Categary

! Filters Irmport E-mail settings
@ Alerts Set Active

Thiz zetting iz applicable only for imports from Legacy
[vEx] Alert filez. For +7. the active status will be set

_ bazed on “Active" key available in the configuration
) By default section.

) @ Only if notifications et
| Systems and Groups

71 RSS Feeds
1 Reports Source :

*.izalt G
1 Behavior Rules

! SCAP

71 Token Value

Impart ] [ Cloze

Figure 4

2. Locate All Cisco ACS group of Alerts.isalt file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays success message.

o

Export Import Utility

(0) Selected alert configurations are imported successfully.

Figure 5

4. Click OK, and then click the Close button.
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1. Click Reports option, and then click the browse D button.
2. Locate All Cisco ACS group reports.issch file, and then click the Open button.

'V ExportImport Utility EI = E

Expart | Import

1. Provide the path and file name of Schedule Repaort file. Uze the *..." button to browse and lozate the import file.
2. Chck the Impart buttan
Mate : [f report(z] containg template, firzt import template and proceed with exportinpart utility.

O ptions Location

1 Category
1 Filters
1 Alerts @ Legacy ["izzch] () MNew [* etors)
) Systems and Groups Source
" iszch [:]
71 RSS Feeds
@ Reports
") Behavior Rules

) SCAP

1 Token Valus

Import | | Close
Figure 6
3. Toimport reports, click the Import button.
EventTracker displays success message.
i ExportImport Utility @ﬁ

:I Selected reports configurations are imported successfully,

Figure 7

4. Click OK, and then click the Close button.
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1. Click the Admin menu, and then click Parsing rule.

PARSING RULE

—_—
Parsing Rule Template

Centrify Server Suit... @ @ i E| QQ Group: Cisco ACS @
oken-Value  Display name
il @

-
) [[] DISPLAY NAME TOKEN NAME TAG SEPARATOR  TERMINATOR
Cisco ASA @ @ — ‘i‘
] [C] Account Name AccountName =
Cisco IronPort ESA @ @
CISCO Ironport WSA i @ 7 F
POy Il @ +) [E] Account Type IdentityStoreName -
s
Cisco ISE Il @&
. I3 1) [[] Account Type AuthenticationldentityStore =
Clavister firewall ([} @
P
Dell Force 10 Switdl [ -
Hell Foree;10 5 Il @ + [F] ACS Version ACSVersion = &
s
eDirectory Il @ I
- ADD RULE £ TOKE! EWIZARD
EventTracker m @ T
F5 BIG IP ASM il @

Figure 8

1. Click the Admin menu, and then click Knowledge Objects.
2. Clickon ¥ ‘Import’ option

KNOWLEDGE OBJECTS

OBJECTS ® t
@

EventTracker
FortiAnalyzer &
FortiAnalyzer Traffic. (& ® SELECT DBJECT FROM THE LEFT PANEL.
Fortigate @

FortiGate Threat De...(& (30

FortiGate Traffic Det. (& (30

Imperva DAM & L]
Juniper DS @ ‘
LINUX #® |

LOGbinder 5P &
Logbinder SQL &

McAfee EPD @

Meafee Intrushield 1.(&
Meafee Virussean E..(& (0
DKTA S50 Z®

Pain ltn @ =

Figure 9
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3. In IMPORT pane click on Browse button.

IMPORT
Select file Mo file selected. UPLOAD

Figure 10

4. Locate Cisco ACS.etko file, and then click the UPLOAD button.

Select file No file selected. PLOAD
[ OBJECT NAME APPLIESTO
@] Cisco ACS Cisco ACS 1121 and later,5.2 and later
1ER( TE

Figure 11

5. Now select the check box and then click on ‘MERGE’ option.
EventTracker displays success message.

File imported successfully.

Figure 12

6. Click on OK button.
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Verify Cisco ACS Knowledge Pack in EventTracker

N

N

Logon to EventTracker Enterprise.
Click the Admin menu, and then click Categories.

In Category Tree to view imported categories, scroll down and expand Cisco ACS group folder to view
the imported categories.

CATEGORY MANAGEMENT

Category Tree Search

=3 Cisco 3750 Switch ] )
Total category groups: 349  Total categories: 3,116

+1[=3 Cisco ACE

4 [B[csconcs ]

Last 10 modified categories

@ Cisco ACS: Admin auditing message NAME MODIFED DATE MODIHED BY
(£] Cisco ACS: Appliance administratior Cisco ACS: VolP accounting 10/7/2015 3:27:58 PM ETAdmin
@ Cisco ACS: Authentication failed .
Cisco ACS: User password changed 10/7/2015 3:27:47 PM ETAdmin
@ Cisco ACS: Authentication success
(5] CiscoACS: Backup andrestore. || Cisco ACS: TACACS+ administration 10/7/2015 3:27:31 PM QL LR
[E] Cisco ACS: Database replication ‘ Cisco ACS: TACACS+ accounting 10/7/2015 3:27:20 PM Sl
-[Z] Cisco ACS: RADIUS accountin | .
&l . Cisco ACS: Service monitoring 10/7/2015 3:27:08 PM ETAdmin
@ Cisco ACS: RDBMS synchronization x
5 5 < Cisco ACS: RDBMS synchronization messages 10/7/2015 3:26:56 PM ETAdmin
@ Cisco ACS: Service monitoring
@ Cisco ACS: TACACS+ accounting Cisco ACS: RADIUS accounting 10/7/2015 3:26:44 PM ETAdmin
([E] Cisco ACS: TACACS+ administration Cisco ACS: Database replication 10/7/2015 3:26:31 PM ETAdmin
% @ Cisco ACS: User password changed
) Cisco ACS: Backup and restore 10/7/2015 3:26:19 PM ETAdmin
% @ Cisco ACS: VolP accounting
7 ticat 26+ ETAdmin
+} B Cisco Aironet Cisco ACS: Authentication success 10/7/2015 3:26:04 PM
[ Cisco ASA
[ Cisco Catalyst
+[=3 Cisco Director
3 Cisco 10S

Figure 13

Logon to EventTracker Enterprise.
Click the Admin menu, and then click Alerts.
In Search field, type ‘Cisco ACS’, and then click the Go button.

Alert Management page will display all the imported Cisco ACS alerts.
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ALERT MANAGEMENT Searchby | Alert name B cisco acs Qe

@ ACTIVATE NOW Click 'Activate Now' after making all changes PageSize 50 E|

REMEDIAL REMEDIAL
FORWARD FORWARD
ACTION ACTION APPLIES TO

SREEE THREAT ACTIVE EMAIL MESSAGE RSS  AS AS
ALERT NAME AT AT
SNMP  SYSLOG  (ONSOLE  AGENT

) Cisco ACS-Administrator Logon Failed High 7 (& l ] ) (&) | [ Cisco ACS V5.2 0r ...
[F] Cisco ACS-Configuration Changed High ™ Bl = | @] [} ) [} Cisco ACS V5.2 or ...
[l Cisco ACS-Password Changed High 7 E ] ) = [} = [ Cisco ACSV5.20r ...
[F] Cisco ACS-User Authentication Failed High ® B m = (] (& ] F Cisco ACS V5.2 or ...
TE
Figure 14

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box

%’

Message from webpage

Successfully saved configuration.

[l 2

Figure 15

5. Click OK, and then click the Activate Now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select the
respective checkbox in the Alert management page, and then click the Activate Now button.
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1. Logon to EventTracker Enterprise.
2. Click the Reports menu, and then Configuration.
3. Select Defined in report type.
4. In Report Groups Tree to view imported Scheduled Reports, scroll down and click Cisco ACS group

folder.

Scheduled Reports are displayed in the Reports configuration pane

REPORTS CONFIGURATION

eduled © Queued @ Defined Search QA
, oo
REPORT GROUPS (OF:H REPORTS CONFIGURATION : CISCO ACS
= = e
(5 ascoacs i @ (GRS Total: 6
B ciscoasa UTD @
2 0 TIME CREATED ON MODIFIED ON
Cheo Rl i & [F] %Y CiscoACS-Administrator Logon Activity 10/6/20155:1242PM  10/620155:12:42em (D) & [F
3 Giscoronport Esa i @ [l
S il & ] ¥ CiscoACS-User Authentication Failure 10/62015407:11PM  107201563051em (D) & [F
E Cisco IronPort WSA i = M
. ’ @ |= [[] &%} Cisco ACS-User Authentication Success 10/6/201533246PM  10/6/201533246PM () & [#
B Cisco ISE W\ @ ‘ 5
r [F] %Y Cisco ACS-Administrator Audit Details 10/6/2015 2:11:02 PM wer201521102pm - () &8 [F
B Clavister TU\L] @ S,
i [[] %X4| Cisco ACS-Password Changed 10/6/20151:43:44PM  10/6720151:43:44PM (D) & [+
B peirorceroswiteh ] @ o .
[F] %} Cisco ACS-Configuration Changed 10/6/201512:4631 PM 10/7/201563236PM (D) &H [F
=1 eDirectory @ @
=1 EventTracker @ @‘
Figure 16

1. Click the Admin menu, and then click Parsing rule.
2. Scroll and find imported Parsing rule.
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PARSING RULE

Parsing Rule Template
-
=i =
Centrify Server Suit... il & Group: Cisco ACS ©)
Token-Value Display name E| QQ
i@ . g
| [C] DISPLAY NAME TJOKEN NAME TAG SEPARATOR  TERMINATOR
Cisco ASA \rﬂ @ 1
t] [] Account Name AccountName =
Cisco IronPort ESA @ @
) =i = =
CISCO Ironport WSA ] @ + [E] Account Type IdentityStoreName =
Cisco ISE i @&
o |7 + [ Account Type AuthenticationldentityStore =
Clavister firewall ] @
Dell Force 10 Switcl [ 1 5
Bellroree:10.5witen i @ +] [F] ACS Vversion ACSVersion = oo
=R =
eDirectory it | I
0 @ AD LE H ETO GRO TOKEN-VA ZARD
EventTracker ﬂm @
F5 BIG IP ASM il &
Figure 17

1. Click the Admin menu, and then click Knowledge Objects.
2. Scroll down and select Cisco ACS in Objects pane.
Imported Cisco ACS object details are shown.

KNOWLEDGE OBJECTS

OBJECTS =
X o

Apache access log @ _7“ APPLIES TO Cisco ACS 1121 and Iater,5.2 and later

> RULES

ArrayOS SPX @ ~
TITLE LOG TYPE EVENT SOURCE EVENT ID EVENT TYPE =

Barracuda Message @@ =

~ | | Cisco ACS syslog* @
Barracuda SSL VPN @ ®

> MESSAGE SIGNATURE:  CisACS \d+_
Centrify AD client @ ) | =
Chieck Point @ MESSAGE EXCEPTION
Cisco ACE @

= EXPRESSIONS
Cisco ACS @ L3
Cisco ASA Errors @@ EXPRESSION TYPE FORMAT STRING EXPRESSION 1 EXPRESSION 2
Cisco ASA ICMP Con. @@ Regular Expression R‘:‘ke\sy\;[\\v;\{;’);((?’:[v]a‘!\iT @
Cisco ASA Others @@
Cisco ASA SSL d®
Cisco ASA TCP Conn. @@ +| Cisco ACS (V5.2 or later) syslog* @\@@
Cisco ASA UDP Con... @@

MESSAGE SIGNATURE: CSCOacs[ \Ww]+

Cisco Firewail @ =

Figure 18
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Create Dashboards in EventTracker

1. Open EventTracker in browser and logon.
Iy EventTracker

Configumation

Dashboard

Explorer

Figure 19
2. Navigate to Reports>Configuration.
REPORTS CONFIGURATION
@ ll’/ Totak: 4\' |r;‘1
N J 1
TIMLE 8y TYPE FREQUENCY NEXT RUN ON STATUS
£¥} Cisco ACS-Configuration Cha... ==**== . Logs Dally 10/9/2015390.. 10/8201530.. tastru.. ()
| > Cisco ACS-Administrator Aud... ===~ Logs Daily 10/9/2015 3:0 10/8/2015 3:0 Lastru @
> { Cisco ACS-User Authenticati = Logs Daily 10/9/2015 3:0 10/8/2015 3.0 Lastru @
1-.>. Cisco ACS-Administrator Log. shhdeastese. | Dally 10/9/2015 3:0 10/8/2015 3:0 Lastru @
Figure 20

3. Select Cisco ACS in report groups. Check Defined option.

4. Click on ‘schedule’ © ] to plan a report for later execution.
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REPORT WIZARD CENCEL < BACK MEXT >

LOGS

Feview cast details and canfigure the publishing aptions.

e TTTTT T Ts

DI SK COST AMNALYSIS

Estimated time for campletian: 00:00:360HH: bihd 55
Mumber of cab(s) ta be processed: 3

Auailable disk space: 1567 GB

Fequired disk space: 50 MEB

Enable publishing aption {Canfigure SMTP Server in manager canfiguratian screen to use this aptian)
@ Deliver results via E-mail
Matify results via E-mail

Ta E-mail

[Use cammal) ta separate multiple e-mail recipients]

Update status wia RS5 Select Feed |Z|

Shaw in none |z|

Fersist data in Eventwault Explarer

Figure 21

5. Choose appropriate time for report execution and in Step 8 check Persist data in Eventvault explorer
box.

Select columns to persist

Step 9 of 10 2000000 08C

RETENTION SETTING

Retention period: 7 days

[ persist in database only [Reports will not be published and will only be stored in the respective database

SELECT COLUMNS TO PERSIST

COLUMMN NAME PERSIST
Computer )
user I
change settings M
changed value ™

Figure 22
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Check column names to persist using PERSIST checkboxes beside them. Choose suitable Retention

period.
Proceed to next step and click Schedule button.
Wait for scheduled time or generate report manually.

EventTracker 8 is required to configure flex dashboard.
Open EventTracker in browser and logon.

Incidents

Compliance
Ewvent-0-Meter
Flex

Incidents
Cperations

Security

Figure 23

Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Dashbeard Incidents Behavicr Status Search Reports Iy EventTracker

Change Audit Cenfig Assessment

FLEX DASHBOARD

Figure 24

Click = to add a new dashboard.
Flex Dashboard configuration pane is shown.

PFIROND
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'. Mozilla Firefox ool
@ 192.168.1.118:8080/EventTracker/CustomDashboard/AddEditDashboard.aspx? |
FLEX DASHBOARD
Title
CiscoACS 4.0
Description
Cisco ACS
SAVE DELETE CANCEL
Figure 25
5. Fill fitting title and description and click Save button.
6. Click ™ to configure a new flex dashlet.
Widget configuration pane is shown.
N
WIDGET CONFIGURATION
WIDGET TITLE NOTE
CiscoACS
DATA SOURCE
CHART TYPE DURATION VALUE FIELD SETTING AS OF
AXIS LABELS [X-AXIS] LABEL TEXT
Activity
VALUES [Y-AXIS] VALUE TEXT
FILTER FILTER VALUES
LEGEND [SERIES] SELECT
TEST E
Figure 26

7. Locate earlier scheduled report in Data Source dropdown.

8. Select Chart Type from dropdown.
9. Select extent of data to be displayed in Duration dropdown.
10. Select computation type in Value Field Setting dropdown.
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11. Select evaluation duration in As Of dropdown.

12. Select comparable values in X Axis with suitable label.
13. Select numeric values in Y Axis with suitable label.

14. Select comparable sequence in Legend.

15. Click Test button to evaluate.

Evaluated chart is shown.

CISCOACS ADMINSTRATOR LOG...

B Administrator logged off Bl Admini icati | ini ication failed
N/A
LABEL COUNT
Administrator logged off 6 %
Administrator authentication succeeded 7
Administrator authentication failed 2
Figure 27

16. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

[T cisco ACS-Adminstrator Audit [ ciscoACS Authentication failure

Figure 28

17. Click ‘customize’ @' to locate and choose created dashlet

18. Click @ to add dashlet to earlier created dashboard.
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Sample Dashboards

1. Cisco ACS Administrator Logon Activity.

CiISCOACS ADMINSTRATOR LOGON ACTIVITY @ > @ ®

B Administrater logged off M Admini authentication st d
B Administrator authentication failed

Figure 29
2. Cisco Configuration Changes Activity

CISCOACS CONFIGURATION CHANGES ACTIVITY @ [ @ ®

Series: Action

2
1 .
0 - -
. & <@ ‘pc\

B Added ® Changed ™ Deleted

Count
w

Figure 30
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Sample Reports
1. Cisco ACS-User Authentication Failure

Cisco ACS-User Authentication Failure
User Authentica NAS
LogTime Device Address Device Port Name tion Type Address NAS Port Reason
110/06/2015 04:08:40 P 10.60.1.212 1076 john Radius 10.60.1.240 129 RADIUS
Request
| dropped
10/06/2015 04:08:40 PM 10.60.1.240 "076 tsmith Radius 10.60.1.240 "29 RADIUS
Reguest
dropped
10/06/2015 04:08:40 PM 10.60.1.212 "077 john Radius 1060.1.240 "29 Authenticati
on failed
1 10/06/2015 04:08:40 PM 10.60.1.223 1076 michel Radius 10.60.1.240 "29 RADIUS
Request
dropped
| 10/06/2015 04:08:40 PM 10.60.1.240 "o077 john Radius 10.60.1.240 "29 Authenticati
| on failed
1 10/06/2015 04:08:40 PM 10.60.1.223 1077 michel Radius 10.60.1.240 "29 Authenticati
| on failed
1 10/06/2015 04:08:40 PM 10.60.1.212 "076 john Radius 10.60.1.240 "29 RADIUS
Request
| dropped
| 10/06/2015 04:08:40 PM 10.60.1.240 077 michel Radius 10.60.1.240 "29 Authenticati
on failed
1 10/06/2015 04:08:40 PM 10.60.1.212 076 tsmith Radius 10.60.1.240 "29 RADIUS
Request
| dropped
1 10/06/2015 04:08:40 PM 10.60.1.243 077 michel Radius 1060.1.240 "29 Authenticati
| on failed
| 10/06/2015 04:08:40 P 10.60.1.240 "076 tsmith Radius 10.60.1.240 "29 RADIUS
Request
drooped

Figure 31
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2. Cisco ACS-User Authentication Success

Cisco ACS-User Authentication Success

Device Address ~ UserMame  Account Type Authentication Type NAS Address NAS Port Destination Address  Destination Port

0072015 02:01:18 PY 10.60.1.240 trav Internal Users  Radius 1060.1.240 128
1000772015 0215:38 P 10.60.1.240 Racidbkupusr  Meggit-LDAP  Radius 10.212.9.250 3 102129.140 "1645
10072015 02:18:35P1. 10.60.1.240 Racidbkupusr  Meggit-LDAP  Radius 102129250 " 10.212.9.140 "i64s
|1000722015 02:13:16 P4 10.60.1.240 trav Internal Users  Radius 10.60.1.240 "i28
’wmmmsoz:sszsspu 10.60.1.240 Racidbkupusr  Meggit-LDAP  Radius 102129250 K] 10.212.9.140 "i64s
10072015 0214:56PU 10.60.1.240 Racidbkupuse  Meggit-LDAP  Radius 10.212.9250 % 10.212.9.140 "1645
HOOTR0M5 014835 PY 10.60.1.240 Racidbkupusr  Meggitl-LDAP  Radius 10.212.9.250 ] 10.212.8.150 "164s
110072015 01:19:35 P4 10.60.1.240 trav Internai Users  Radius 1060.1.240 "i2g
| 100722015 09:39:58 PU. 10.60.1.240 Rackbkupusr  Meggit-LDAP  Radius 10.212.9.250 ) 10.212.8.140 "1645
1000712015 04:19:26 P4 10.60.1.240 Racidbkupusr  Meggitt-LDAP  Radius 10.2129.250 ] 102129.140 "1645
10072015 02:17:33 P10 10.60.1.240 trav Internal Users  Radius 10£0.1.240 "i28
1040772015 02:49:35 PM  10.60.1.240 Racibkupusr  Meggitt-LDAP  Radius 10.212.9.250 % 10.2129.140 "1645
10072015 0248:55 P 10.60.1.240 Racidbkupuse  Meggitt-LDAP  Radius 10.212.9.250 K] 10.212.9.140 "i64s
0072015 02:18:35 P 10.60.1.240 Racidbkupusr  Meggitt-LDAP  Radius 102129250 ) 102129.140 "1645
10072015 02:49:28 PM 10.60.1.240 trav Internal Users  Radius 1080.1.240 "i28
HOI07201502:19:16 P 10.60.1.240 trav internaf Users  Radius 10.60.1.240 "i28
| 100722015 03:19:35 PU. 10.60.1.240 Racidbkupusr  Meggit-LDAP  Radius 10.212.9.250 i 10.2128.140 "1645
10072015 02:17:33 P 10.60.1.240 Racidbkupusr  Meggitt-LDAP  Radius 10.212.9.250 " 102129.140 "1645
10072015 02:49:35 P 10.60.1.240 trav Internal Users  Radius 1060.1.240 "i28
| 100072015 02:48:58 PU. 10.60.1.240 Rackbkupuse  Meggitt-LDAP  Radius 102129250 " 10.212.9.440 "1645
11010772015 02:18:36 PU. 10.60.1.240 Racidbkupusr  Meggitt-LDAP  Radius 10.212.9.250 2 10.212.9.140 "ig45
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Figure 32

EventTracker:

Actionable Security Intelligence




