EventTracker ‘j

Secure. Comply. Succeed.

Integrating Cisco Distributed
Director

Eventiracker v/.x

EventTracker
8815 Centre Park Drive

o Columbia MD 21045
Publication Date: July 28, 2014 L R



http://www.eventtracker.com/�

EventTracker: Integrating Cisco Distributed Director

Abstract

This guide provides instructions to configure Cisco Distributed Director to send the syslog
events to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.X and later, and Cisco Director 4700-M Series, Cisco 10S 11.1(9)IA and later.

Audience

Cisco Distributed Director users, who wish to forward syslog events to EventTracker manager.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content /s unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 20174 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Cisco Distributed Director

The Cisco Distributed Director is a device that efficiently distributes Internet services among
topologically dispersed servers on the Internet or an intranet. It provides scalable, transparent,
and network-intelligent traffic load distribution.

Cisco Systems Distributed Director utilizes Cisco I0S software to transparently direct clients to
closest available server, as determined by client-to-server topological proximity and/or client-
to-server link latencies, thus localizing Internet trafficc maximizing end-to-end access
performance, and reducing WAN bandwidth requirements and transmissions costs.

Syslog can be configured to send to Event Tracker manager, alerts and reports can be
configured into EventTracker.

Prior to configuring Cisco Distributed Director and the EventTracker Enterprise, ensure that you
meet the following prerequisites:

e FEventTracker should be installed.

e (isco Distributed Director should be installed and proper access permissions to make
configuration changes.

e Administrative access on the EventTracker Enterprise.

Integration of EventTracker with Cisco
Distributed Director

To configure Cisco Distributed Director to forward the log to EventTracker Enterprise:

1. Login to your Cisco Distributed Director I0S user interface.
2. Type the following command to access privileged EXEC mode:

Router >Enable
Router# config
3. Type the IP address of Syslog server (EventTracker Enterprise)

Router(config)# logging <IP address>
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4. Limit messages that are logged by selecting a severity level:

Router(config)# logging trap informational

EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Alerts and reports can be configured into
EventTracker.

The following Knowledge Packs are available in EventTracker v7 to support Cisco Distributed
Director monitoring:

Categories:-

e Cisco Director: DRP error - This category based report provides information related to DRP
error.

e Cisco Director: Error messages - This category based report provides information related to
error messages.

Alerts:-
o Cisco Director: DRP error - This alert is generated when DRP error occurs.

e Cisco Director: Error messages - This alert is generated when Error messages occurs.
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Import Cisco Distributed Director
Knowledge pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Import Export Utility. Click the Import tab.

Import Category and Alert as given below.

To import Category

1. Click Category option, and then click the browse I_J button
' Export Import Utility o] @ |[=E3m)

Export | Import

1. Provide the path and file name of the Categories file. Use the ... button to browse and locate the import file.
2. Click the Import button.

Options Location
@ Category

Filtters

Alerts

Systems and Groups Sourze : -
R3S Feeds == L]
Scheduled Reports

Behavior Rules

SCAP

Token Value

Import | | Close

Figure 1

2. Locate the All Cisco DistributedDirector group of Categories.iscat file, and then click the
Open button.
3. Click the Import button to import the categories.
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EventTracker displays success message.

Export Import Utility ==

I Selected category details are imported successfully.

Figure 2

4, Click the OK button.
5. Click the Close button.

To import Alerts

1. Click Alert option, and then click the browse D button.
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"% Export Import Utility

Export | Import

2. Click the Import button.

Options
i) Categaory

) Fiters
@ Alets

) Systems and Groups

1. Provide the path and file name of the Alers file. Use the ..." button to browse and locate the import file.

Location

Impart E-mail settings

Set Active
@ Only f notifications set

This setting is applicable only for imports from Legacy
[w6x) Alert files. For v7, the active status will be set
based on "Active” key available in the configuration

© By default section.
™) RSS Feeds
) Scheduled Reports Source :
*jsalt E
[ :[}Behaviur Rules
~) SCAP
) Token Value
Import l [ (Close
Figure 3

2. Locate the All Cisco Distributed Director group of Alerts.isalt file, and then click the Open

button.

3. Click the Import button to import the alerts.

EventTracker displays success message.

Export Import Utility

g

:I Selected alert configurations are imported successfully.

Figure 4

4, Click the OK button. Click the Close button.

EventTracker
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Verify Cisco Distributed Director
knowledge pack in EventTracker
Verify Cisco Distributed Director Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Categories.

3. In the Category Tree, expand Cisco director group folder to see the imported categories.

Category Management

| Category Tree I Search

+] [ Ciseo 3750 Switch

Total category groups : 240

Total categories : 2,326

4l Cisco ACE
m Last 10 modified categories
+] [ ciseo acs
Name Modified date Modified by
+ Cisco Aironet
= rj Aruba05: Station management error Ti28/2014 5:56:02 PM Karen
#] [ ciseo asA ArubaOS: Cerfificate revoked 282014 55056 P Karen
& rj Cisco Catalyst Aruba0s5: Certificate revocation request received T/28/2014 5:50:43 PM Karen
| rj Cisco Director Aruba03: Cerificate reverting failed TI282014 5:50:34 PM Karen
Cisco Director: All events Aruba05: Cerificate manager emror Ti28/2014 5:50:20 PM Karen
Cisco Director DRA arror Aruba0s5: Ceriificate invalid T/28/2014 5:50:10 PM Karen
Aruba0s: Cerfificate expired Ti282014 5:49:59 PM Karen
Cisco Director: Error messages
Aruba035: Cerlificate downloading failed TI28/2014 5:49:51 PM Karen
#] [ Giseo 105 ArubsOS: Cerfificate downloaded 712812014 5:43:43 PM Karen
+] [1§ Cisco IranPart ESA Aruba0S: Cerfificate conversion emor 72872014 5:48:33 PM Karen
+ r_j Cisce IronPort WSA
+] [[] Ciseo NAC
+ r_j Cisco PLX
+ m Cisco VPN
+] [§ Ciseo WLAN Controlier
+] [ citrix
+ m Citrix MetScaler
2t}

Figure 7

Verify Cisco Distributed Director Alerts

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Alerts.
3. Inthe Search field, type ‘Cisco Director’, and then click the Go button.

Alert Management page will display all the Cisco Distributed Director alerts.

EventTracker
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Alert Management Search: |Cisco Director | Show All Page Size: m

Threat level Active Beep E-mail Message RSS

Cizco Dirsctor. DRP error Serious

ojg

0
Cisco Dirgctor: Error messages Critical
O O O | O

***Click "Activate Now" after making all changes | , s oo yow | | Add alert | | Delete ‘

Figure 5

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Message from webpage @

ié Successfully saved configuration.

Figure 6

5. Click the OK button, and then click the Activate now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select

the respective checkbox in the Alert management page, and then click the Activate Now
button.
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