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This guide provides instructions to configure Cisco 10S to send the syslog events to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 7.x and later, and Cisco 10S

12.4 and later.

Administrators, who are responsible for monitoring Cisco’s 10S devices using EventTracker Manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Cisco 10S (Internetwork Operating System) is firmware for Cisco Routers and Switches (earlier switches ran
CatOS). I0S is a package of Routing, Switching, Internetworking and Telecommunication functions integrated
into a multitasking operating system.

EventTracker compiles and inspects critical events to provide an administrator insight on user behavior,
traffic anomalies, link flaps etc.

Prerequisites

e EventTracker v7.x or later should be installed.
e Cisco I0S devices with software release version |I0S 12.4 or higher.

Configure Cisco |0S to send syslog to EventTracker

To enable and configure Cisco Routers for Syslog,

1. Enter global configuration mode and type the command
Router# configure terminal

2. To specify syslog server, type the command
Router(config)#logging host

It specifies the EventTracker Manager by IP address or host name.

3. To specify Severity level, type the command
Router(config)# logging trap level

The possible values for severity level are as follows:

e Emergency: 0

o Alert:1

e (Critical: 2

e Error:3

e Warning: 4

e Notice: 5

e Informational: 6
e Debug:7

4. To specify facility level, type the command
Router(config)# logging facility facility-level
The default is local7. Possible values are localO, locall, local2, local3, local4, local5, local6, and local7.
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EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker; Alerts and Reports can be configured into EventTracker. The
following Knowledge Packs are available in EventTracker to support Cisco I0S monitoring.

e Cisco 10S: Access control list - This category provides information related to access control list.

e Cisco 10S: Access information element - This category provides information related to access
information element.

e Cisco I0S: Accounting services - This category provides information related to accounting services.

e Cisco I0S: Adapter messages - This category provides information related to adapter messages.

e Cisco I0S: Adjacency subsystem - This category provides information related to adjacency subsystem.

e Cisco 10S: Administration - This category provides information related to administration.

e Cisco 10S: Advance integration module - This category provides information related to advance
integration module.

e Cisco 10S: Advanced interface module - This category provides information related to advanced
interface module.

e Cisco 10S: Airline protocol support - This category provides information related to airline protocol
support.

e Cisco 10S: Alarm interface controller mgmt - This category provides information related to alarm
interface controller management.

e Cisco I0S: Align messages - This category provides information related to align messages.

e Cisco I0S: Archive configuration - This category provides information related to archive configuration.

e Cisco 10S: Asynchronous security protocol - This category provides information related to
asynchronous security protocol.

e Cisco 10S: ATM interface processor - This category provides information related to ATM interface
processor.

e Cisco I0S: ATM line card - This category provides information related to ATM line card.

e Cisco I0S: Attachment circuit - This category provides information related to attachment circuit.

e Cisco 10S: Authentication failure - This category provides information related to authentication
failure.

e Cisco I0S: Authentication proxy - This category provides information related to authentication proxy.

e Cisco 10S: Automatic protection switching - This category provides information related to automatic

protection switching.

EventTracker:

Actionable Security Intelligence




Integrate Cisco 10S

Cisco 10S: Cache messages - This category provides information related to cache messages.

Cisco 10S: Chassis alarm - This category provides information related to chassis alarm.

Cisco 10S: Ethernet devices - This category provides information related to Ethernet devices.

Cisco 10S: Hardware device error - This category provides information related to hardware device
error.

Cisco 10S: HTTP subsystem - This category provides information related to HTTP subsystem.

Cisco 10S: Intrusion detection - This category provides information related to intrusion detection.
Cisco 10S: Networks - This category provides information related to networks

Cisco 10S: Border Gateway Protocol (BGP) neighbors up or down - This alert is generated when
Border Gateway Protocol (BGP) neighbors up or down event occurs.

Cisco 10S: Hot Standby Router Protocol (HSRP) state - This alert is generated when Hot Standby
Router Protocol (HSRP) state change occurs.

Cisco 10S: Interface down or detached - This alert is generated when interface down or detached
event occurs.

Cisco 10S: Internal software error - This alert is generated when internal software error occurs.

Cisco 10S: IP-EIGRP neighbor is up or down - This alert is generated when IP-EIGRP neighbor is up or
down.

Cisco 10S: Line protocol down - This alert is generated when line protocol is down.

Cisco 10S: Runaway processes - This alert is generated when runaway processes occur.

Cisco 10S-Configuration changed

This report provides information related to configuration changes which include Device Address,
User Name, and Command Issued fields.

Cisco 10S-Access denied

This report provides information related to connection denial events occurring on router or switch
which includes Source address, Source Port, Destination Address, Destination port and Packets
Transferred fields.

Cisco 10S-Port status change

This report provides information related to port status changed from UP to DOWN or vice-versa which
includes Device Address, Interface Name and Port Status fields.

Cisco 10S-User logon success

This report provides information related to user logon success which includes User Name,
Source Address and Source Port fields.

Cisco 10S-User logon failure
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This report provides information related to user logon failure which includes User Name, Source
Address, Source Port and Reason fields.

Import Cisco I0S Knowledge Pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Import Export Utility, and then click the Import tab.

‘j EventTracker Control Panel

— Py
EV%Q&E%FSEEE,, Control Panel 8

i £ =l B

EventYault Diagnostics License Export Import Append
Manager Utility Archives
lﬁ a I ; A’;
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi__. Manageme... Editor Configuration
TrapTracker Change Audit About
EventTracker

E-mail: supporti®E ventTracker.com

Figure 1

Import Categories, Alerts, and Reports as given below.
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1. Click Category option, and then click the browse C] button.

FL Export Import Utility = P

npon

1. Provide the path and file name of the Categories file. se the *.." buttan to browse and locate the import file.
2. Click the Import buttan,

Options Lacation

@ Categaory

() Filters

) Alerts

() Systems and Groups Saurce -

- *izcat E
I RS55 Feeds

) Reports

“ Behavior Rules

) SCAP

71 Token Value

|mpart ] [ Cloge

Figure 2

2. Locate All Cisco 10S group of Categories.iscat file, and then click the Open button.
3. To import the categories, click the Import button.
EventTracker displays success message.

P

Export Import Utility 2z

:I Selected category details are imported successfully,

Figure 3

4. Click OK, and then click the Close button.
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1. Click Alert option, and then click the browse E] button.

% Export Import Utility

Expoart | Import

2. Click the Impart buttan,

Optiohs
() Category

() Filters
@ Alerts

() Systems and Groups

1. Provide the path and file name of the Alerts file. Use the .. button to browse and locate the import file.

Location

Import E-mail setiings

Set Active

@ Only if notifications zst

This setting is applicable only for imparts from Legacy
[wEw) Alert files. For w7, the active status will be set
bazed on “Active" key available in the configuration

() By default zechon.
1 R55 Feeds
©) Reports Source
" izalt [ :]
() Behavior Rules
() SCAP
() Tokenalue

Import ] [ Cloge

Figure 4

2. Locate All Cisco 10S group of Alerts.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

P

Export Import Utility %

I Selected alert configurations are imported successfully.

Figure 5

4. Click OK, and then click the Close button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. Select the respective
checkbox in the Alert management page, and then click the Activate Now button.
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1. Click Token Value option, and then click the browse [:] button.
2. Locate All Cisco 10S group of Tokens.istoken file, and then click the Open button.

Py Export Import Utility = 2

Expart | Import

1. Provide the path and file name of token value file, Usze the '..." button to browse and locate the impaort file,
2. Click the [mport buttan

Optionz Location

() Category
() Filters

) Alerts

Source

() Systems and Groups
“iztoken E

) RSS Feeds
) Reports

() Behavior Rules
) SCAP

@ Token Yalue

Impart ] [ Cloze
Figure 6
3. Toimport token value, click the Import button.
EventTracker displays success message.
Export Import Utility 24

:I Selected token walues are imported successfully,

Figure 7

4. Click OK, and then click the Close button.
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1. Click Reports option, and then click the ‘browse’ :] button.
2. Locate All Cisco 10S group reports.issch file, and then click the Open button.

FL Export Import Utility = 2

Export | Import

1. Provide the path and file name of Schedule Report file. Use the '..." button ta browse and locate the import file.
2. Click the Irmport button
Mote ; IF report(s) containg template, first import template and proceed with exportimport utilite,

Optiohz Location

| Categary
) Filters
1 Alerts @ Legacy [Fissch) 1 Mew [*.etcrs]
) Systems and Groups Source :

*izzch [:]

) RSS Feeds
@ FReports
") Behavior Fules

) SCaP

) Token Yalue

Impaort ] [ Cloge
Figure 8
3. Toimport scheduled reports, click the Import button.
EventTracker displays success message.
[ Export Import Utility 2|

| Selected reports configurations are imported successfully,

Figure 9

4. Click OK, and then click the Close button.
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Verify Cisco I0S knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Categories.
3.

In the Category Tree, expand Cisco 10S group folder to view imported categories.

CATEGORY MANAGEMENT

—
Categary Tree Search

:_ [ Cisca 105

b "' Cisco |05 Arcess cantral list
| Cisca |05 Access infarmatian ele
| Cisca 105 Accaunting services

Cisca |05 Adapter messages

s | Cisca 105 Adjacency subsystem
| Cisca 105 Administration

. Cisca |05 Advance integratian m =

| (= Cisco 105 Adwanced interface mo
s | Cisca 105: Airline protocal suppar—
| Cisca 105: Alarm interface cantra

] Cisca 105 Align messages

| Cisca 105: Al events

| Cisca 105 Archive canfiguration

j -(Z] Cisca 105 Asynchranaus security
5 Cisca |05 ATM interface pracess
- E] tisca 05: ATM line card

- Cisco |05 Attachment circuit

: Cisca 105 Authenticatian failure

s Cisca 105 Authentication prasy

= | Cisca 105 Autamatic pratectian s
. Cisca 105 Cache messages

- Cisca 105 Chassis alarm

4

[0 | +

Tatal categary groups: 351
Last 10 madified categaries
NAME

Cisco 105: Access cantral list
Cisco 105: Access infarmation element
Cisca 105 Accaunting services

Cisca 105: Adapter messages

Cisca 105 Adjacency subsystem

Cisca 105: Administration

Cisca 105 Adwance integration madule
Cisco 105: Advanced interface maodule
Cisca I05: Airline pratacal suppart

Cisca 105: Alarm interface cantraller mgmt

Figure 10

Logon to EventTracker Enterprise.

Click the Admin menu, and then click Alerts.
In Search field, type ‘Cisco 10S’, and then click the Go button.

Alert Management page will display all the imported Cisco 10S alerts.

Tatal categaries: 3,079

MODIFIED DATE MODIFIED BY
10277201 5 053854 P
10277201 5 053554 P
107277201 5 05.30:34 PM
10277201 5 05:30:34 PM
10277201 5 053034 P
1027201 5 0553854 P
10277201 5 053554 P
10277201 5 0553554 PM

10277201 5 05:30:34 PM

10277201 5 053034 P
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ALERT MANAGEMENT Search By plert name |ZI Cisco [03 Qe

@ ACTIVATE MOW Click ‘Activate Now' after making all changes Total: 7 Page Size 25 |Z|

REMEDIAL REMEDIAL
FORWARD FORWARD “;rriny ACTION

D ALERT NAME ™ THREAT ACTIVE E-MAIL MWESSAGE R55 oD TrE ED,:‘;DLE Aégu-l- APPLIES TD
[ Cisea I05: Barder Gatewsy Pratacal.. High = il = = E | ] |} Cisca Rauter 290..
B Cisca 105 Hat Standby Rauter Prat.. High [ [l ] ] 0 0 0 I} Cisca Router 200..
[] Cisca I05: Interface dawn ar detach... High 7 = = = = | 0 |} Cisca Rauter 200
[] Cisca I05: Internal software errar High ] ] = = = = = [ Cisca Rauter 200,
[] Gisca I05: IP-EIGRP neightaur is up .. High = il = = E | ] |} Cisca Rauter 290..
[ Cisca I05: Line pratacal down High F ] [ [ 0 0 0 I} Cisca Rauter 200..
[] Cisca 105 Runaway pracesses Wedium 7 F = = = | 0 |} Cisca Rauter 200
DELETE
Figure 11

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Successfully saved canfiguration.

Figure 12

5. Click OK, and then click the Activate now button.

NOTE: Please specify appropriate systems in Alert configuration for better performance.
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1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Parsing Rules.

3. In Token Value Group Tree to view imported token values, scroll down and click Cisco 10S group
folder. Token values are displayed in the token value pane.

PARSING RULE

W Template
GROUPS @ -
_— Takentblue  Display name |z| QQ\ Group: Cisca 105 .:E:.
A10 ADC i (Eﬁ ["] DISPLAY NAME TOKEN NAME TAG SEPARATOR TERMINATDR:
smazan web Services 1] @& | [7] cammand Used lagged rammand:  n
Aparheiek Server i (ﬁ i 3
Centrfy Server Suit.. _| (?? [ interface Name Interface 5
CheckPaint i @&
- [ Part Status state ta wn

Cisca A5 &
Cista ASA l ,‘rg [T User Mame User : s -
Cisce 105 _, (zj A0 RULE DELETE RACHWE TO GROUP TOEEM-YWALLE WIZARD
Cisca lranPart E54 l @?
CISCO Iranpart W54 i &
Cisea ISE i @&
Clawister firewall _| (??
Dell Farce 10 Switch i @
eDirectary _| (?;’
EwentTracker il @

L

Figure 13

Logon to EventTracker Enterprise.
Click the Reports menu, and then Configuration.
Select Defined in report type.

P wnN PR

In Report Groups Tree to view imported flex reports, scroll down and click Cisco 10S group folder.
Imported reports are displayed in the Reports Configuration pane.
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REPORTS CONFIGURATION

@ scheduled © Quened @ Defined Search Qe A [E]
REPORT GROUPS B8] REPORTS CONFIGURATION - C15C0 105
k=¥ CheckFaint I & . _
@i Total: 5
[ cisca acs(Far 413 il @&
I:‘ TITLE CREATED ON MODIFIED ON
& Cisco acsiFar50 0. i @
I [[] @ CiscolOSConfiguration Changed 1071772015 06:28:58 PM 101772015 06:51:50 P (1) 571 [+
3 ciscoase @&
Il &
L = = ! Cisco l05Access Denied 10A72/201504:08:18 P 10272015 04:00:10 P @ U ] ¥
=} Cisca Firewall i @&
- - {F% Cisco105Part Status Change 1071 62015 05:23:1 8 PM 1071 672015 06:32:05 PM (1) 571 [+
[= cisce 105 i@ <
S i1 Cisca 105 1lser Logan SuCcess SAU2M5 071327 P 1072772015 044856 FM —] »*
5 cisca tranpart E54 M @? a - @ ;
— S ¥l G £ i (51 40 5
B Cisca IranFart Was il (ZI:; D fki  Cisca l05User Lapan Failure 312015 03:51:07 PM 10727272015 04:49:08 PM @ & ] [+
[ cisca 15 i &
= clavister i @?
2 peiiForcE 10 Switen ] @
= epirectary i@
[ EventTrmcker i@ T
Figure 14

NOTE: Please specify appropriate systems in report wizard for better performance.

Create Dashboards in EventTracker

1. Open EventTracker in browser and logon.

Wy EventTracker

Configumtion
Dashboard

Explarer

Figure 15
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2. Navigate to Reports>Configuration.

REPORTS CONFIGURATION

@ scheduled © Queued @ Defined Search QQ{ | E

REPORT GROUPS @ Bl REPORTS CONFIGURATION - CI5C0 105
=+ Centrify erver Suit... @& -
- (CRIN-A Total: &
2 checkpaint il @&
[ TITLE CREATED ON MODIFIED ON
[ cisca acsiFaran @
[ ¥ Ciscol05Confipuration Changed 10/17/2015 06:26:59 PM 10/ 772015065151 P (D) 571 [+
2 ciscoacsiporsoa. i @&
r ] ¥ CiscolOSAccess Denied 1071772015 040919 PM 10772015 0a0m1a pw (D) 571 [+
3 cisca asa 1 @
- i@ i [[] %% CiscolOSPart Status Change 10/16/2015 06:23:18 PM 107162015 063205 PM (1) 51 [+
Cisca Firewall Il] @
- _ I{E}: Cisco 105-User Lagan Success A0S 071327 P 107277200 5 044656 P 8
[= cisce 105 il @ I O ® @
. . #F%  Cisc 105-User Logan Failure 3A117201503:51:07 PV 10/27/201 5 04:43:06 PM =
I Cisca trankort 54 1 @ (2 @ L
= Cisca iranpart wss @&
= ciscase _T @
[ ciavister j @
2 peinrorce 10 Switen T @&
[3 cnirertan: iR T
Figure 16

3. Select Cisco 10S in report groups. Check defined dialog box.

4. Click on ‘schedule’ & to plan a report for later execution.
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RE PORT WIZARD CANCEL < BACK MEXT =
TITLE: CISCO I05-USER LOGOM FAILLRE
LOGS
Review rast details and canfigure the publishing aptions. g
gure the publishing ap R YT T T T T TG

DI SK COST ANALYSIS

Estimated time far completian: 00:00:38HH: kA 55)
Mumber af cab{s) to be processed: 4

Auailable disk space: 197 GB

Fequired disk space: 50 ME

Enatle publishing aptian {Canfigure SMTF Server in manager canfiguratian screen ta use this aptian)
© Deliver results via E-mail
Matify results wia E-mail

Ta E-mail [Use commai)ta separate multiple e-mail recipients]

Update status via R55  Seleck Feed |Z|

Shaw in none |Z|

Fersist data in Eventwault Explarer

Figure 17

5. Choose appropriate time for report execution and in Step 8 check Persist data in Eventvault explorer

box.
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REPORT WIZARD CANCEL

TITLE: CISCO I05-USER LOGOM FAILLIRE
DATA PERSIST DETAIL

< BACK MERT =

Select calumns ta persist

Step 3 af 10 S80S0 08®

RETEMTIOM SETTIMG

Fetention periad: 7 days O

[Tl persist in gatabase anly  fReparts wilk not be pubilshe d and wiil aniy be stored i the respechive dafabase]

SELECT COLUMMS TO PERSIET

COLUMN NAME PERSIST
User Mame
Source IP Address
Lacal Fart
Reasan

Figure 18

6. Check column names to persist using PERSIST checkboxes beside them. Choose suitable Retention
period.

7. Proceed to next step and click Schedule button.
8. Wait for scheduled time or generate report manually.
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1. EventTracker 8 is required to configure flex dashboard.
2. Open EventTracker in browser and logon.

Incidents

Aftacks
Compliance
Event-0-Meter
Flex

Incidents
MHews
Cperations

Security

Figure 19

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Dashbeard Incidents Behavicr Search Reports Wy EventTracker Change Audit Config Assessment

FLEX DASHBOARD PIIBONO

Figure 20

4. Click to add a new dashboard.
Flex Dashboard configuration pane is shown.

FLEX DASHBOARD

Title:

Cisco 105

Description

Cisco 105 12.4 and later

SAVE DELETE CAMNCEL

Figure 21
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5. Fill fitting title and description and click Save button.

6. Click ™ to configure a new flex dashlet.
Widget configuration pane is shown.

WIDGET CONFIGURATION

WIEET TITLE NOTE
Cisco Logon Failures Today *ﬂ

DATA SOURCE
Cisco I05-User Logon Failure |Z|

CHART TYFE DURATION WALUE FIELD SETTING AS OF

Dok |z| 12 Hours |z| COUNT |Z| Recent |z|

AXIS LABELS [X-AXIS] LABEL TEXT

Lser Mame

WALUES [v-AX15] WALUE TEXT
Select column
FILTER FILTER WALUES
Select column
LEGEND [SERIES] SELECT
Reason |z| Al
[ sasrom B (- .

TEST CONFIGURE CLOSE

Figure 22

7. Locate earlier scheduled report in Data Source dropdown.
8. Select Chart Type from dropdown.

9. Select extent of data to be displayed in Duration dropdown.
10. Select computation type in Value Field Setting dropdown.
11. Select evaluation duration in As Of dropdown.

12. Select comparable values in X Axis with suitable label.

13. Select numeric values in Y Axis with suitable label.

14. Select comparable sequence in Legend.
15. Click Test button to evaluate.
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Evaluated chart is shown.

CISCO LOGON FAILURES TOD...

Reason: BadPassward Reazon: Badllser

W Lammy M John M Evan Burt

M Larmy M Kirk M John

BadF asanord Badlszer
LABEL COUNT LABEL COUNT
Larrny z Larrmy 1
Jahn 1 i 3
Evan 1 dohn 3
Burt 4

Figure 23

16. If satisfied, Click Configure button.

CUSTOMIZE WIDGETS

[ cisea Lagan Failures Taday

[T Farticate Canfiguration Chang...
[C] Farticate Top Denied TEfic T..
[7] HP Pracume Security YWialatian...

[T] mPenDMS-Drive-by Dawnload d..

= Canfiguration Changes ...

[C] FartiGate Data Leaks Taday

[C] Farticate Top Suspicious Email...
[C] pcagee Intrushield-Tap Attacke...

[ OpenDi5-tdalware Detected T...

[ = Lagan Failures Taday

[ Farticate Taop Allawed Traffic T...
[C] e Pracune Logan Artivity Tad. ..

[ meafee Intrushield-Tap Attacks..

[l OpenDi5-Tap categaries taday

Figure 24

[7] Fartiate Administratar Lagan ...
[T Fartizate Tap Attacks Detecte. .
[l Hp FraCurve Fart Activity Taoday
| OpenCiS-Batnet Detected Tad..

[C] oPenDMSTap requested DNS 5.

17. Click ‘customize’ @ to locate and choose created dashlet.
18. Click to add dashlet to earlier created dashboard.
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Sample Dashboards
1. Cisco Denied Traffic Today

CIS00 DENIED TRAFFIC TODAY FoO®

Series: Protocal Type

14
= 12
i
=
510
£
=
= g
E
a 5}
2
5 4
m
o2

0 I _ _ .

)
Q'Tp o qu '\'-:k ,\b?:'
2 & @ 2 @
e a o o )
S g W gV L

Fource Address

W igmp M tcp W oudp

10726 03:26 - 10726 15:2B

Figure 25
2. Cisco Logon Failures Today
CISOD LOGDM FAILUIRES TODAY (g D G) ®
Reason: BadPassword Reazon: BadUser
B arry M John M Evan Burt B gy B Kik @ John

10720 16:46 - 10527 1646

Figure 26
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Sample Reports

1. Cisco I0S — Access denied

Source Address  Source Port  Destination Address  Destination Port  Protocol Type  Packets Transferred

SRS 1639 130237166216 G667 66.201 .46 53 EEREE] tep
SHORNS 1514 192165035 18216801 ICHP
SH9EUIS 2149 192188025 Gma 192 168.0.36 B0 tep
SEORMS 0023 10404 000 1040169 1348 Ly
SI20M2015 0258 192153069 54558 192168010 1]
2002015 05:33 192168059 4559 192 1E8.0.10 B0
SEORMS 0808 192168023 192.168.0 98 28 i 5
SEO0ZMS 1043 192168078 192.166.0.154 B0 5
SP02MS 1318 192168035 ] 192 168035 s tcp i
SOOAMS 1552 192168023 192.168.0.98 5 igmp 5
S20201516827 192168027 1921680215
SE0EMS5 202 19216802 1921660216
SR0M0M5 2337 19216803 1921680217
SRS 0212 192468010 192.168.0.1
SN 20M5 0447 19216300 19216801
SRS 07 192168010 18216801
S/HMS 0356 1921685020 192111 i} icmp 5
SIS 123 192163014 192.168.015 0 fis

Figure 27

2. Cisco I0S — User logon failure
LogTime User Hame Source IP Address Local Port Reason
V2772015 04:45:11 PM ik 10040163 2 Bl lzer
1002702015 094417 PM Kirk 10010169 T2 Badliser
1 QU2E201 5 02 3023 A Scoft 10040417 )
1 V267201 5 07:34:23 AM Burt 10040172 o BadPassword
122015 12229:35 PM Adam 10040170 i Badliser
1002872015 05:24:41 PM John 10010173 a2
12872015 1001 47 P Burt 10040172 o BadPazsword
10U29/201 5 031 4:53 AM Evan 1004047 ns BadPassword
V2930 5 05 0959 AM Agdam 10010170 T3 BadLiser
|1n129.m15 010505 PM ik 10040168 B2 Badllser
1 DU2E0201 5 060011 M Scoft 10040473 B2
1002902015 1005517 PM Evan 1001017 s BadPassword
A QY3020 5 035023 A Johin 10040473 52
1 V307201 5 0F:45:29 AM John 10040471 05 BadPassword
1003002015 01:40:35 PM Burt 10010172 B0 BadPassword
1 OU300201 5 06:35:41 PM Adam 1004017 53 Badllzer
1 V30201 S 11:30:47 P ik 10040163 2 Badllzer
10031 /2015 04:25:53 AM Kirk 10010169 W2 Badliser

Figure 28

EventTracker:

Actionable Security Intelligence




