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Integrate Cisco IWAN

This guide provides instructions to configure Cisco IWAN to generate logs for critical events. Once

EventTracker is configured to collect and parse these logs, dashboard and reports can be configured to
monitor Cisco IWAN.

The configurations detailed in this guide are consistent with EventTracker Enterprise version v8.x or above
and Cisco IWAN.

Administrators who are assigned the task to monitor and manage Cisco IWAN events using EventTracker.
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Introduction

Cisco’s IWAN is the solution that gives IT the visibility and control over the network. With Cisco Integrated
Services Router (ISR) together with the ISR-AX license bundle, you can run services like Application Visibility
and Control (AVC) that gives you visibility to see your network traffic from a Layer 7 point of view and see the
actual application name and the protocol that it is using.

With EventTracker, you can monitor Cisco IWAN events from a single view. EventTracker can generate flex
reports; trigger alerts for web access, interface status changes, user authentication failure and SSL VPN
authentication.

Prerequisites

e EventTracker Agent should be installed.
e Cisco IWAN should be configured to forward logs.
e Please add exception for port 514 in Windows firewall of EventTracker Manager workstation.

Configure Cisco IWAN to forward logs to EventTracker

To configure the Cisco IWAN to forward logs to a syslog server,

1. After logging to the global settings in the CLI Credentials dialog box, from the left navigation pane,
click IWAN.
2. After opening the Home page, click Configure Hub Site & Settings.

Home  Monitoring Site Dashboard FnuicLogs
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Application Dashboard
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Figure 1
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3. The Settings tab opens by default and in the System Settings page, click the Show more button to
revel Syslog server settings.

System settings page is shown below:

@ /AN
& 1 IWAN Home: Network wide settings
o m & cenlfied W 1P Asdress Pools @ senviceProide F vian segregation sie
=
B o ,
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® Netflow Destination IP Version | Vil b
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o Write Community
DNS
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P Address
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Server P
Figure 2

4. Under Syslog section, type the IP address of EventTracker Manager IP Address in Server IP box.
5. Click Save & Continue.

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Cisco IWAN.

e (Cisco IWAN- Website Access Allowed or Denied - This report provides information about accessed
URLs allowed or blocked by Cisco IWAN.
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Destination IP

Computer Source IP Address Source Port Address Destination Port URL Name
06152018 10:34:13 AN CISCO MWAN 12541528 4673 64.192.14.2 i hitp:/hww w.google.com Access allowed
061572018 10:34:13 AN CISCO WAN - 10.54.1926 4557 172245012 B0 WOW W SpOMs.com Access allowed
06M5/2018 10:34:13 AN CISCO WAN 12541928 F4572 64192142 B0 http:thereewe fund.com Access denied
06/M 52018 10:34:13 AN CISCO MWWAN  10.54.1528 Bas5T 17224 5012 o www sportsspecial. com Access denied
- - r
Figure 3

Sample logs:

Time Description
= Jun 15 10:48:11 AM Jun 08 03:5%:31 IMTM_iWAN_VPLS01 143836: 140714 *Jun 8 10:16:24.004 UTC: S.URLF-4-SITE-BLOCKED: Access denied for the site "www.sportsspecial.c...
event_log_type +- Application
event_type +- Information
event_id +- 3333
event_source += Syslog
event_user domain += N/A
event_computer +- Cisco [WAN
EVENL_UsEr name +- MN/A
event_description Jun 08 05:5%:31 JIMTN_iIWAN_VPLS01 143836: 140714: *Jun 8 10:16:24.004 UTC: %URLF-4-SITE-BLOCKED: Access denied for the site "www.sportsspecial.co

m", client 10.54,192,6:34557 server 172.24.50.12:80

Figure 4

e Cisco IWAN- User Login and Logout Activity - This report provides information about successful user
login and logout.

Source IP
Computer User Name Address Source Port
06/15/2018 10:34:13 AN CISCO WVAN Support 52.23.136.220 &2 LOGIN
06/15/2018 10:34:13 AN CISCO WAN admin 192.168.2.183 LOGOUT
06/15/2018 10:34:18 AN CISCO NWVAN Support 52.23.136.220 B2 LOGIN
06/15/2018 10:34:18 AN CISCO WAN admin 192.168.2.183 LOGOUT
06/15/2018 10:4%:03 AN CISCO WVAN Support 52.23.136.220 B2 LOGIN
Figure 5
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Sample logs:
Time

= Jun1510:4%:11 AM

event_log_type
event_type
event_id
event_source
event_user_domain
event_computer
Eevent_user name

event_description

Integrate Cisco IWAN

Description
Jun 08 03:59:31 JMTN_IWAN_VPLS01 143836: 140714: *Aug 23 10:00:16.426: %5YS-6-LOGOUT: User admin has exited tty session 388(192.168.2.183)

+= Application

+ - Information

+- 3333

+= Syslog

+= M/A

+- Cisco [WAN

+= M/A

Jun 08 03:5%:37 IMTMN_IWAN_VPLSD1 143836: 140714: *Aug 23 10:00:16.426: 265Y5-6-LOGOUT: User admin has exited tty session 388(192.168.2,183)

Figure 6

e Cisco IWAN- User Login Failure - This report provides information about user login failures.

081532018 10:34:13 AM
05132018 10:34:18 AM

Sample logs:
Time

= Jun 15 10:48:11 AM

event_log_type
event_type
event_id
event_source
event_user_ domain
event_computer
event_LSEr_name

event_description

Computer User Hame Source IP Address  Source Port Reason

CISCO WAN Support 52231358220 2z Login Authentication Failed
CISCO WAN Support 52.23.136 225 i) Login Authentication Failed
Figure 7

Description
Jun 08 05:59:31 IMTMN_IWAM_VPLS01 143836: 140714: *Jun 8 10:16:24.004 UTC: %65EC_LOGIN-4-LOGIN_FAILED: Login Failed [user: Support] [Source: 52.23....

+- Application

+ - Information

+- 3333

+ = Syslog

+- N/A

+ = Cisco [WAN

+= N/A

Jun 08 03:3%:31 JIMTN_IWAN_VPLS0T 143836: 140714: *Jun 8 10:16:24.004 UTC: %:5EC_LOGIN-4-LOGIN_FAILED: Login Failed [user: Support] [Source: 32.23.
136.220] [localport: 22] [Reason: Login Authentication Failed] at 06:16:24 EDT Fri Jun 8 2018

Figure 8

e Cisco IWAN- VPN User Login and Logout Activity - This report provides information about successful
VPN user login and logout.

06152018 10:34:13 AM

08/15/2013 10:34:14 AM
06/152018 10:34:18 AM

Computer Uzer Name Remote IP Address Gateway
CISCO MWAN testing2 110.23.32.55 gateway_1 Authentication successful, user
logged in
CISCO MWWAN product gateway_2 logged out
CISCO MWAN testing 110.23.32.65 gateway_1 Authentication successful, user
legged in
Figure 9
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Sample logs:

Time Description
= Jun 1510:49:12 AM Jun 08 05:59:31 IMTN_IWAN_VPLS01 143836 140714 *Jun 8 10:16:24.004 UTC: %655LVPN-6-WEBVPN_TUNMNEL_USER_LOGOUT: User: product has logged...
event_log_type +- Application
event_type +- Information
event_id +- 3333
EVENt_sOUrce +- Syslog
event_user domain +- MN/A
event_computer +- Cisco IWAN
event_user_name += N/A
event_description Jun 08 05:3%:31 IMTN_iIWAN_VPLS01 143836: 140714: *Jun 8 10:16:24.004 UTC: 2:55LVPN-6-WEBVPN_TUNMEL_USER_LOGOUT: User: product] has logged

out from gateway gateway_2

Figure 10

e Cisco IWAN- VPN User Authentication Failure - This report provides information about VPN user
authentication failures.

Remote IP
LogTime Computer User Name  Address Gateway Status
06M52018 10:34:13 AN CISCO WAN  testing? 110.23.32.55 gateway_1 Failed to contact
authentication server
06152018 10:34:13 AWM CISCO MWAN  testing3 110.23.32.56 gateway_1 Failed to authenticate
user credentials
0852018 10:34:18 AWM CIZCO MWWAN - testing 110.23.32.65 gateway_1 Failed to contact
authentication server
Figure 11
Sample logs:
Time Description
= Jun1310:4%11 AM Jun 08 05:59:31 IMTN_IWAN_VPL501 143836: 140714 *Jun 8 10:16:24.004 UTC: 2655LWPN-5-LOGIN_AUTH_FAILED: vw_cbe sshvpn vw_gw: gateway_1 remo..,
event_log_type +- Application
event_type +- Information
event_id +- 3333
event_source +- Syslog
event_user domain +- N/A
event_computer +- Cisco IWAN
eveNnt_User_name += N/A
event_description Jun 08 03:5%:31 IMTN_iIWAN_VPLS01 143836 140714: *Jun 8 10:16:24.004 UTC: %55LWPN-5-LOGIN_AUTH_FAILED: vw_cte sshvpn vw_gw: gateway_1 remot

e_ip: 110.23.32.55 user_name: testing2, Failed to contact authentication server

Figure 12

e Cisco IWAN- SSH Authentication Failure - This report provides information about SSH authentication
failures.
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Sample logs:
Time

= Jun1510:4%:11 AM

event_log_type
event_type
event_id
event_source
event_user domain
event_computer
event_user_name

event_description

Integrate Cisco IWAN

LogTime Computer User Name

06M5/2018 10:34:13 AN CISCO MVAN ncmservice Failed 1
06M52018 10:34:19 AN CISCO WAN nemsupport Failed Fi
Figure 13
Description

Jun 08 05:59:31 JIMTM_IWAN_VPLSO1 143836: 140714 *Jun 8 10:16:24.004 UTC: %655H-5-55H_USERAUTH: User "ncmservice' authentication for 55H Sessi...

+- Application

+- Information

+= 3333

+=- Syslog

+- N/A

+- Cisco [WAN

+= N/A

Jun 08 05:59:37 IMTMN_IWAN_VPLS01 143836 140714 *Jun 8 10:16:24.004 UTC: 655H-5-55H_USERAUTH: User "ncmservice” authentication for 55H Sessio
n from (tty = 1) using crypto cipher "3des-cbc" Failed

Figure 14

e Cisco IWAN- SSH Authentication Success - This report provides information about successful SSH
authentication and session open/close.

Source IP
LogTime Computer User HName Address Status
S 22018 10:34:13 AM CISCO MYAN ncmsupport Succeeded 1
08152018 10:34:13 AM CISCO MWAN ncmservice 702356123 closed <]
08152018 10:34:13 AN CISCO MVAN ncmeervicel 11235833  closed i}
Figure 15

Sample logs:

Time

= Jun 15 10:4%:11 AM

event_log_type
event_type
event_id
event_source
event_user domain
event_computer

event_UsSeEr name

event_description

Description
Jun 08 03:5%:31 IMTMN_IWAN_VPLS01 143836: 140714: *Jun 8 10:16:24.004 UTC: %655H-5-55H_CLOSE: S5H Session from 70.23.56.123 (thy = 3) for user "nc...

+- Application

+- Information

+= 3333

+- Syslog

+= N/A

+= Cisco [WAN

+= N/A

Jun 08 05:59:31 JIMTMN_IWAN_VPLS01 143836 140714 *Jun 8 10:16:24.004 UTC: %55H-5-55H_CLOSE: 55H Session from 70.23.36.123 (tty = 3) for user "nem

service” using crypto cipher "aes256-cbc” closed

Figure 16
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e Cisco IWAN- Interface Status - This report provides information about interface status changes.

Computer Interface Name Interface Status
08MS/2018 10:34:13 AM CISCO MWAN Tunnel00 DOWWN
08MS/2018 10:34:19 AN CISCO MWAN Tunnel105 up

Figure 17

Sample logs:

Time Description
= Jun1310:4%:11 AM Jun 08033237 IMTMN_IWAN_VPLS01 143836 140714 *Jun 8 10:16:24.004 UTC: %5AMI-3-5AMI_SUBINTERFACE_STATE_UP: Interface [Tunnel100] state cha...
event_log_type +- Application
event_type +~ Information
event_id +=- 3333
event_source +- Syslog
event_user domain +- N/A
event_computer +- Cisco [WAN
event_user_name +- N/A
event_description Jun 08 05:59:31 JMTMN_IWAN_VPLS01 143836 140714 *Jun 8 10:16:24.004 UTC: %5AMI-5-SAMI_SUBINTERFACE_STATE_UP: Interface [Tunnel100] state cha

nged to UP, based on svclc configuration on the supervisor.

Figure 18

e Cisco IWAN- User Authentication Success - This report provides information about successful user

authentication.
06/15/2018 10:34:14 AM  CISCO IWAN 000c.2986.1153 Fa2/0i7
06/15/2018 10:34:14 AM  CISCO WAN ~ 901a.4568 bb74 Fal/1/1
06/15/2018 10:34:14 AM  CISCO IWAN 020c.2986.1253 Fa2/0is
06/15/2018 10:34:119 AN CISCO IWAN 550c.2985.1153 Fa2/0/1

Figure 19
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Sample logs:

Time Description
= Jun1510:49:12 AM Jun 08 03:39:31 IMTN_iIWAN_VPLS01 143836: 140714: *Jun 8 10:16:24.004 UTC: 20AUTHMGR-53-5UCCESS: Authorization succeeded for client (001a.4dd8.b...
event_log_type +- Application
event_type + = Information
event id += 3333
event_source += Syslog
event_user domain +- MN/A
event_computer +- Cisco [WAN
event_user name +- MN/A
event_description Jun 08 05:59:31 IMTN_iWAMN_VPLS01 143836 140714: *Jun 8 10:16:24.004 UTC: 2AUTHMGR-5-5UCCESS: Authorization succeeded for client (001a.4dd8.b

b74) on Interface Fal/17 AuditSessionlD 2245

Figure 20

e Cisco IWAN- User Authentication Failure - This report provides information about user authentication
failures.

LogTime Computer Source MAC Address Source Interface

05152018 10:34:13 AN CISCO MVAN 000c. 259851123 Fa2iiv
051572018 10:34:13 AN CISCO MAN 520c.2986.1153 Fa2iit
051502018 10:34:13 AN CISCO MYAN &81a.4ddd.bbT4 Faliv
051572018 10:34:19 AN CISCO WAN 000c.2556.1153 Faziis
Figure 21
Sample logs:
Time Description
= Jun1510:49:12 AM Jun 08 03:5%:31 IMTN_IWAN_VPLS01 143836: 140714 *Jun 8 10:16:24.004 UTC: SAUTHMGR-5-FAIL: Authorization failed for client (001a.4dd8.bb74) on In...
event_log_type +- Application
event_type +- Information
event_id +- 3333
event_source +- Syslog
event_user_domain + = MSA
event_computer +- Cisco [WAN
event_User name += NA
event_description Jun 08 05:5%:31 IMTMN_iWAM_VPLS0T 143836: 140714: *Jun 8 10:16:24.004 UTC: %AUTHMGR-5-FAIL: Authorization failed for client (001a.4dd8.bb74) on Int

erface Fal/17 AuditSessionlD 2245

Figure 22

Alerts

e Cisco IWAN: Chassis Alarm - This alert will be generated when a chassis alarm is triggered.
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Cisco IWAN: Hardware Device Failed - This alert will be generated when a hardware failure occurs.

Cisco IWAN: Internal Software Error - This alert will be generated when a software error occurs.

Cisco IWAN: SSH Authentication Failed - This alert will be generated when an authentication failure
happens through SSH.

Cisco IWAN: User Authentication Failed - This alert will be generated when a user authentication
fails.

Cisco IWAN: VPN User Authentication Failed- This alert will be generated when a VPN user
authentication fails.

Cisco IWAN Website access allowed or denied - This category provides information related to
websites allowed or blocked.

Cisco IWAN Interface status - This category provides information related to interface status changes.
Cisco IWAN Login and Logout activity - This category provides information related to user login and
logout.

Cisco IWAN Login failure- This category provides information related to user login failure.

Cisco IWAN SSH Connection details - This category provides information related to allowed or denied
SSH connections.

Cisco IWAN SSL VPN authentication - This category provides information related to SSL VPN
authentication.

Cisco IWAN User authentication failure - This category provides information related to user
authentication failures.

Cisco IWAN User authentication success - This category provides information related to user
authentication success.

Cisco IWAN Website access allowed or denied - This knowledge object helps to analyze logs related
to website allowed or blocked.

Cisco IWAN Interface status - This knowledge object helps to analyze logs related to interface status
change.

Cisco IWAN Login and Logout activity - This knowledge object helps to analyze logs related to user
login and logout activity.

Cisco IWAN Login failure- This knowledge object helps to analyze logs related to user login failure.
Cisco IWAN SSH Connection details - This knowledge object helps to analyze logs related to allowed

or denied SSH connections.
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e Cisco IWAN SSL VPN authentication - This knowledge object helps to analyze logs related to SSL VPN
authentication.

e Cisco IWAN User authentication failure - This knowledge object helps to analyze logs related to user
authentication failures.

e Cisco IWAN User authentication success - This knowledge object helps to analyze logs related to user
authentication success.

Import Cisco IWAN knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

o (Categories

o Alerts

e Token Templates

e Knowledge Objects
e Flex Reports

e Dashboards

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.

=~ EventTracker Control Panel — b

B
Rt

EventTracker
Astiorabie Securty ristigencs
EventVault Diagnostics License Export Import Append
Manager Utility Archives
B g B 33 44
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi___ Manageme._. Configuration
@ o
Change Audit About
EventTracker

E-mail: support @Event Tracker com

Figure 23
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3. Click the Import tab.

1. Click Category option, and then click the browse ~— button.

'} Export ‘_::_.-:——?.---—-----—-_..........._____ — - — - )(_

Export Import

1. Provide the path and file name of the Cateqgories file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Olion= Location
(@) Category
() Filters
() Mers

Source
E:\Official"Work PurposeKP tems'Cisco I‘."a'AN'-.CategDry_[| | |

() Systems and Groups

() Token Value

() Reports

() Behavior Comelation

Impart Close

Figure 24

2. Locate Category_Cisco IWAN.iscat file, and then click the Open button.
3. Toimport categories, click the Import button. EventTracker displays success message.

Export Import Uiilit et
o Selected category details are imported successfully,

0K

Figure 25

4. Click OK, and then click the Close button.
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1. Click Alert option, and then click the browse button.

" Export Import Utility — *
Export Import

1. Provide the path and file name of the Alers file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location
O Category Import E-mail settings
Set Active
) Fitters P This setting is applicable only for imports from Legacy (vBx)
® Only f notfications set Alert files. For w7, the active status will be set based on
® Aot () By default "Active” key available in the configuration section.
5
() Systems and Groups Watchlist Corfiguration
Import Watchlist configuration
) Token Value ) o ) ) . .
This setting iz applicable only for alerts which have Advanced watchlist configured.
Mate: If this option is enabled the user should make sure the watchlist groups are available
() Reports aon the console where the alerts are imported.

() Behavior Comelation

Source :
EMOfficial\Work PurposeKP tems'\Cisco IWAN Alert_Cisco IWAN isalt | I I

Import Close
Figure 26
2. Locate Alert_Cisco IWAN.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
Export Import Utility |

o Selected alert configurations are imported successfully.

Ok

Figure 27

4. Click OK, and then click the Close button.
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1. Click Parsing rules under Admin option in the EventTracker manager page.

2. Move to Template and click on import configuration ¥ icon on the top right corner.

3. In the popup window browse the file named Token Template_ Cisco IWAN.ettd.

@ Token Template - Moszilla Firefox — [m| X

@ localhost:8080/EventTracker/Analysis/TokenTemplatelmportExport.aspx?Type=Import e @ B =

selected file is: Token template_Cisco [WAN,ettd

Template name Separator Template description Added date Added by Group Name

Cisco IWAN-Interface Status n Jun 08 05:58:31 IMTM_IWAN_VPLS0T 143836: 140714 *Jun 8 10:16:24.004 U Jun 13 03:35:40 PM ETAdmin Cisco IWAN
TC: %5AMI-3-SAMI_SUBINTERFACE_STATE_UP: Interface [Tunnel100] state
changed to UP, based on svclc configuration on the supervisor,

Cisco IWAN-Login and Logout activity n Jun 08 05:58:31 IMTN_IWAN_VPLS01 1438362 140714: *Jun 8 10:16:24.004 U Jun 13 02:32:11 PM ETAdmin Cisco WAN
TC: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: Support] [Sour
ce: 10.150.14.42] [localport: 22] at 06:16:24 EDT Fri Jun 8 2018

Cisco IWAN-Login failure \n Jun 08 05:5%:31 IMTMN_IWAN_VPLS01 143836: 140714: *Jun 8 10:16:24.004 U Jun 13 02:34:39 PM ETAdmin Cisco WAN
TC: %SEC_LOGIN-4-LOGIN_FAILED: Login Failed [user: Support] [Source: 1
0.150.14.42] [localport: 22] [Reason: Login Authentication Failed] at 06:16:2
4 EDT FriJun 8 2018

Cisco IWAN-55H Connection details n Jun 08 05:59:31 IMTMN_IWAN_VPLS01 143836: 140714: *Jun 8 10:16:24.004 U Jun 13 06:14:27 PM ETAdmin Cisco IWAN
TC: 9%55H-3-55H2_USERAUTH: User 'ncmservice' authentication for S5H2
Session from (tty = 1) using crypto cipher '3des-cbc’, hmac 'hmac-shal' 5
ucceeded

Cisco IWAM-User authentication failure n Jun 08 05:5%:31 IMTN_IWAN_VPLS0T 143836: 140714 “Jun 8 10:16:24.004 U Jun 13 05:18:39 PM ETAdmin Cisco [WAN
TC: %MAB-5-FAIL: Authentication failed for client (000c.2986.1153) on Inte
rface Fa2/0/7 AuditSessionlD 2245

Cisco IWAM-User authentication success n Jun 08 05:59:31 IMTN_iIWAN_VPLS0T 143836: 140714: *Jun 8 10:16:24.004 U Jun 13 05:24:27 PM ETAdmin Cisco 'WAN
T %DOT1X-5-SUCCESS: Authentication successful for client (000c.2986.1
153) on Interface Fa2/0/7 AuditSessionlD 2245

R Ciscn IWAN-VPN nser authentication n lun 02 05%:58:31 IMTN (WAN VPISNT 143836: 140714: *lun B 10:16:24.004 11 Tun 13 03:08:49 PM FTAdmin Cisrn 'WAN Y

Figure 28

4. Now select all the check box and then click on ¥ Import option.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the KO_Cisco IWAN.etko file.
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Import
KO _Cisco IWAM.etko Upload
Close
Figure 29
3. Click the ‘Upload’ option.
Import
Select file W Browse... Upload

Object name Applies to Group name

Cisco [WAN Interface status Cisco [WAN Cisco [WAN

Cisco IWAN Login and Logout activity Cisco WAN Cisco IWAN

Cisco IWAN Login failure Cisco [WAN Cisco IWAN

Cisco [WAN 55H Connection details Cisco [WAN Cisco [WAN

Cisco [WAN S5L VPN authentication Cisco [WAN Cisco [WAN

Cisco [WAN User authentication failure Cisco [WAN Cisco [WAN

Cisco [WAN User authentication success Cisco [WAN Cisco [WAN

Cisco [WAN Website access allowed or denied Cisco [WAN Cisco [WAN
Figure 30

4. Now select all the check box and then click on ‘Import’ option.
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5. Knowledge objects are now imported successfully.

File imported successfully.

Figure 31

6. Click OK, and then click the Close button.

On EventTracker Control Panel,

1. Click Reports option, and select new (*.etcrx) from the option.
B Export Import Utilit _ %
Export Import

1. Provide the path and file name of Schedule Report file. Use the .. " button to browse and locate the import file.
2. Click the Import button
Mote : f report(s) contains template, first import template and proceed with exportimpaort wtility .

Options Location
() Category

() Filters

() Alerts () Legacy {"issch}) (@ Mew (".etomx)
() Systems and Groups

) RSS Feeds

(®) Repors

(_) Behavior Rules

) SCAP

) Token Value

Close

Figure 32

2. Locate the Reports_Cisco IWAN.etcrx file, and select all the check box.
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i= Reports Import X

Mote : If reportis) contains template, first import template and proceed with report import process.

Select file |E:\Oﬁ]cial\Wod{ Purpose“KP tems'\Cisco IWAN\Report_Cisco IWAN eton | | Select file
Available reports
Title | | Frequency Show all - Q Q

Thle Sites Groups Systems Frequency)

<]

M- Interface Status MTPLOTBLR48 Default Cisco IWAN Undefined

EDIT |Cisco IWAN- 55H Authentication Failure | NTPLDTBLR43 Default Cizco IWAN Undefined
EDIT |Cisco IWWAN- S5H Authentication Suc... |NTPLOTBLR48 Default Cisco IWAN Undefined
EDIT |Cisco IWWAN- User Authentication Failure | NTPLDTBLR48 Default Cizco IWAN Undefined
EDIT |Cisco IWAN- User Authentication Suc... |[NTPLDTBELR43 Default Cisco IWAN Undefined
EDIT |Cisco I\VAN- User Login and Logout A... | NTPLDTBLR48 Default Cisco IWAN Undefined
EDIT |Cisco IWAN- User Login Failure NTPLDTBLR48 Default Cisco [WAN Undefined
EDIT |Cisco I\VAN- VPN User Authentication... | NTPLDTBLR48 Defautt Cizco IWAN Undefined
EDIT |Cisco IWWAN- VPN User Login and Log... | NTPLOTBLR48 Default Cisco IWAN Undefined
EDIT |Cisco IWAN- Website Access Allowed... | NTPLDTBLR48 Default Cizco IWAN Undefined

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from l;l AM - at interval of I:I minutes

Fleplacel |tn| || Replace || Assign systems |

=]
®

Mote: Make sure that Site(s), Groupis) and System(s) selections are walid.

Figure 33

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility >

Selected reports configurations are imported successfully

Figure 34

4. Click OK, and then click the Close button.

Dashboards

NOTE: If you have EventTracker Enterprise version v9.0, you can import dashboards.

EventTracker::
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1. Open EventTracker Enterprise.

My Dashboard
Threats

Incidents

Behavior Correlation
Change Audit

Compliance

Figure 35

2. Navigate to Dashboard>My Dashboard.
My Dashboard pane is shown.

3. Click the ‘Import’ 'i' button to import the dashlets.

€ Import dashlets - Moxzilla Firefox - O X

6] localhost:8080/EventTracker/Flex/ImportWidget.aspx pas ff =

L]
Import

MNote: If dashlet configured using persisted report, first import the report and proceed with imperting
dashlet,

Dashboard_Cisco [WAN.etwd

@ Browse... Upload

Close

Figure 36
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4. Locate the Dashboard_Cisco IWAN.etwd file.
5. Click the ‘Upload’ option.

@ Import dashlets - Maozilla Firefox

@ localhost:8080,/EventTracker/Flex/ImportWidget.aspx

My

Maote: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.
W Browse... Upload

Available widgets
Select All

Cisco IWAN- Login and Log... I Cisco IWAN- Login Failure Cisco IWAN- User Authenti...

Cisco IWAN- 55L VPN Authe... Cisco IWAMN- Website Acces... Cisco WAN- 55H Authentic...

W

Figure 37

6. Now select all the check box and then click on ‘Import’ option.

Dashlets are now imported successfully.
7. Click the ‘Add’ (.B button to create a new dashlets.
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@ EventTracker :: Dashboard Configuration - Mozilla Firefox

@ localhost:8080,/EventTracker/Flex/Add.aspx?dType=2

LT ] g ﬁ
Add Dashboard

Title

Cisco IWAN

Description

Cisco IWAN

Delete Cancel

Figure 38
8. Fill suitable Title and Description and click Save button.

9. Click ‘Customize’ @ to locate Cisco IWAN dashlets and choose all created dashlets for Cisco
IWAN.

Customize dashlets

Cisco [WAN

Cisco IWAN- Login and Logout ... Cisco [WAN- Login Failure Cisco IWAN- 55H Authenticatic...
Cisco IWAN- User Authenticatio...

Cisco [WAM- S5L VPN Authenti...
Cisco IWAN- Website Access All..

Delete Close

Figure 39
10. Click ‘Add’ dashlet to create dashboard.
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Verify Cisco IWAN knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click Admin dropdown, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand Cisco IWAN group folder to
view the imported categories.

Category & / Admin / Category

Category Tree Search Category Details

=~ All Categories

Parent Group Cisco IWAN
@ *All error events
@ Al information events Event Category Name | Cisco IWAN Interface status
@ *All warning events
Cisco IWAN Interface status
@ *Security: All security events Description
+[=1 Change Audit
=+ cisco IwaN
i isco WA i 0
@ Cisco IWAN Interface status Applies to Cisco IWAN Category version | 1.0
@ s N Lo andt boa ety Show In Operations DCDmpIian(a DSe(urity
(€] Cisca IWAN Login failure
- [E] Cisco IWAN SSH Connection details Event Rule Add Edit || Delete
@ Cisco IWAN SSL VPN authentication
Log Event Event Description
Ci IWAN U thentication fail
@ At S ey Type Type Category Id Source User Match in Description Exception Lucene Query
@ Cisco IWAN User authentication succe
@ y y 0 0 0 syslog SAMI-3- log_source:"Cisco IWAN Interface
i A e U Ll SAMI_SUBINTERFACE_STATE_(DOWN|UP)\\s+ status”
Save Cancel
Figure 40

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts.
2. In search box, enter Cisco IWAN and then click the Search button.
EventTracker displays alert of Cisco IWAN.
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Alerts A / Admin [ Alerts

Show| Al v Searchby| Alertname | v Cisco IWAN Q| Q

127 Hah

vser 12 Medium
Serious () 30
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level

@ T Activate Now Click 'Activate Now' after making all changes ( Total: & ] Page Size, 725 ~
O Alert Name A Threat | Active  E-mail r°;‘:;‘;” r°;;"s‘:: = Re:‘:g:[:s‘:f:““ Re"‘:ﬂg‘f'e‘::‘”“ Applies To

O % Cisco [WAN: Chassis alarm [ ] O (] | (] ] Cisco IWAN

O M Cisco IWAN: Hardware device failed [ ] ] ] | O O Cisco IWAN

O % Cisco [WAN: Internal software error O (] | (] ] Cisco IWAN

O &0 Cisco WAN: 55H suthentication filed ® O O O O O Cisco WAN

O M Cisco [WAN: User authentication failed [ ] O O | O O Cisco IWAN

O M Cisco IWAN: VPN user authentication failed [ ] O ] | O O Cisco IWAN

Figure 41

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing Rules.
2. On Template tab, click on the Cisco IWAN group folder to view the imported Token Values.

F’arsing Rules A& / Admin / Parsing Rules
Parsing Rule Template
oog
Groups @ B Group: Ciscowan Q cryT
Default
ICixo IWAN Tﬁ @ I Template Name Template Description Added By Added Date Active ] ~
EventTracker T@ @5 Cisco [WAN-Interface Status Cisco IWAN-Interface Status ETAdmin Jun 13 03:35:40 PM O @
Windows mnm & Cisco [WAN-Login and Logout  Cisco IWAN-Login and Logout ETAdmin Jun 1302:32:11 PM ] @
activity activity
Cisco IWAN-Login failure Cisco IWAM-Login failure ETAdmin Jun 13 02:34:39 PM O @
I Cisco IWAN-55H Connection  Cisco IWAN-55H Connection details | ETAdmin Jun 13 06:14:27 PM O @
details
Cisco [WAN-User Cisco IWAN-User authentication ETAdmin Jun 13 05:18:39 PM ] @
authentication failure failure
Cisco [WAN-User Cisco IWAN-User authentication ETAdmin Jun 13 05:24:27 PM O @
authentication success success
Cisco [WAN-VPN user Cisco IWAN-VPN user authentication | ETAdmin Jun 13 03:028:49 PM ] @
authentication ©
Move to group

Figure 42

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge
Objects.
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2. In the Knowledge Object tree, expand Cisco IWAN group folder to view the imported Knowledge

objects.
Knowledge Objects A& / Admin / Knowledge Objects
Search objects... Q Q Activate Now Objects @ T |!| T

IObjeclname Cisco IWAN Interface status I @ |!| Q

Appliesto Cisco [WAN

Cisco ASA W
2 Cisco IWAN Rules

Cisco IWAN Interface sta... @ @- Title Log type Event source Event id Event type
Cisco IWAN Login and L... @ ] [#]  Cisco WAN Interface status syslog® m &
= ysiog &

Cisco IWAN Login failure @ i

Cisco IWAN SSH Connec... @, TIE Message Signature:  SAMI-\d+-SAMI_SUBINTERFACE_STATE_[DOWMN|UP)\:\s+

Cisco WANSSLVEN aut., (@[] Message Exception:

Cisco IWAN User authen... @ Tm Expressions

Cisco IWAN User authen... @ @_

Cisco IWAN Website acc... @ T|l|_ o
Expression type  Expression 1 2 string

Regular SAMI_(T<log_type> *7)_(:DOWN|UP)\:\s+ Interfacels+\[ (P <interface> *T\J\s+ *Tto\s+ (T<interface_status> *?)\\s+ (P<action>*7) @ m

Expression (74[8)

Figure 43

Flex Reports

1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report
Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 44

2. In Reports Configuration pane, select Defined option.
3. Click on the Cisco IWAN group folder to view the imported Cisco IWAN reports.
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IREpOI‘t Conﬁguration I & / Reports / Report Configuration / Defined
(O Scheduled O Queued |@® Defined Q Q
Report Groups @ E Reports configuration: Cisco IWAN

=t Security @ [ C% ‘ Total: 10 |
* Compliance O Title Modified on
7 Operations O &% Cisco IWAN- VPN User Authentication Failure Jun 15 06:36:39 PM ® ¥
¥ Flex [0 #¥%| Cisco WAN- S5H Authentication Failure Jun 15 06 0] ¥
Cisco IWAN mm -
I B I @ I D }:L( Cisco IWAN- SS5H Authentication Success Jun 15 06:20:03 PM @ +
[ ETAgent i —
i @ O 32 Cisco IWAN- User Authentication Success Jun 15 06:24:00 PM @ @'__l ¥
2 EventTracker M @
. D ikl Cisco IWAN- User Authentication Failure Jun 15 06:22:17 PM @ & +
2 Windows i @&
O &2 Cisco IWAN- Website Access Allowed or Denied Jun 13 05:50:05 PM Jun 15 06:28:10 PM ® & ¥
I O s Cisco IWAN- Interface Status Jun 13 05:45:48 PM Jun 15 06:10:10 PM @ G'Q ¥
D )_T( Cisco IWAN- VPN User Authentication Success Jun 13 05:44:27 PM Jun 15 06:38:29 PM @ +
_T isco - Login Failure un 13 05:42:33 PN +
[ Cisco IWAN- Lagin Fail Jun 13 05:42:33 PM
b4 isco - Login and Logou ivi un 13 05:33:54 PM +
! Cisco IWAN- L d Logout Activity Jun 13 05:33:54 PM

Figure 45

1. Open EventTracker Enterprise in browser and logon.
2. Navigate to Dashboard>My Dashboard.
My Dashboard pane is shown.

My Dashboard & / Dashboard / My Dashboard
PEOREITOO

Cisco IWAN- Login and Logout Activity G =-x Cisco IWAN- Website Access Allowed or Denied G =-x
Series: src_user_name

IE action: access allowed action: access denied
10

5

0

o e
o wd®
o
admin support 10.54.182.6 12.54.192.6 10.54.192.6 12.54.182.6

Figure 46
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Sample Flex Dashboards

1. Cisco IWAN- Login and Logout Activity: This dashboard provides information related to login and
logout activity.

Cisco IWAN- Login and Logout Activity G —-x
Series: src_user_name

15

10 - |

5 |

0 e

. 9-‘*"{’3‘;: \qu\‘“ <@
w3
admin support
Figure 47

2. Cisco IWAN- SSL VPN Authentication: This dashboard provides information related to SSL VPN
authentication.

Cisco IWAM- SS5L VPN Authentication T -

sro_user_name: testingd sro_user_name: product]

W authentication successful, user logged in [ legged out
failed to authenticate user credentials

[ failed to contact authentication server

Figure 48
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3. Cisco IWAN- Website Access Allowed and Blocked: This dashboard provides information related to
website access allowed and blocked.

Cisco IWANMN- Website Access Allowed or Denied G - M

action: access allowed action: access denied

M 10541926 1 1251.192 6 M 15522362 [l 172152244 [l 132356225
W 11235532 22 33688

Figure 49

4. Cisco IWAN- User Authentication Failure: This dashboard provides information related to user
authentication failure.

Cisco IWAN- User Authentication Failure G - %
Series: lo e
20 g_typ
20
10
]
o Rk
authentication successful authentication failed
Figure 50
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