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Abstract  
This guide provides instructions to configure Cisco IWAN to generate logs for critical events. Once 
EventTracker is configured to collect and parse these logs, dashboard and reports can be configured to 
monitor Cisco IWAN. 

Scope 
The configurations detailed in this guide are consistent with EventTracker Enterprise version v8.x or above 
and Cisco IWAN. 

Audience 
Administrators who are assigned the task to monitor and manage Cisco IWAN events using EventTracker. 
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Introduction 
Cisco’s IWAN is the solution that gives IT the visibility and control over the network. With Cisco Integrated 
Services Router (ISR) together with the ISR-AX license bundle, you can run services like Application Visibility 
and Control (AVC) that gives you visibility to see your network traffic from a Layer 7 point of view and see the 
actual application name and the protocol that it is using.  

With EventTracker, you can monitor Cisco IWAN events from a single view. EventTracker can generate flex 
reports; trigger alerts for web access, interface status changes, user authentication failure and SSL VPN 
authentication. 

Prerequisites  
• EventTracker Agent should be installed. 
• Cisco IWAN should be configured to forward logs. 
• Please add exception for port 514 in Windows firewall of EventTracker Manager workstation. 

Configure Cisco IWAN to forward logs to EventTracker 
To configure the Cisco IWAN to forward logs to a syslog server, 

1. After logging to the global settings in the CLI Credentials dialog box, from the left navigation pane, 
click IWAN.  

2. After opening the Home page, click Configure Hub Site & Settings. 

 
Figure 1 
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3. The Settings tab opens by default and in the System Settings page, click the Show more button to 
revel Syslog server settings.  

System settings page is shown below: 

 
Figure 2 

4. Under Syslog section, type the IP address of EventTracker Manager IP Address in Server IP box. 
5. Click Save & Continue. 

EventTracker Knowledge Pack 
Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker Enterprise to support Cisco IWAN. 

Flex Reports 
• Cisco IWAN- Website Access Allowed or Denied - This report provides information about accessed 

URLs allowed or blocked by Cisco IWAN. 
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Figure 3 

Sample logs:  

 
Figure 4 

• Cisco IWAN- User Login and Logout Activity - This report provides information about successful user 
login and logout. 

 
Figure 5 
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Sample logs:  

 
Figure 6 

• Cisco IWAN- User Login Failure - This report provides information about user login failures. 

 
Figure 7 

Sample logs:  

 
Figure 8 

• Cisco IWAN- VPN User Login and Logout Activity - This report provides information about successful 
VPN user login and logout. 

 
Figure 9 
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Sample logs:  

 
Figure 10 

• Cisco IWAN- VPN User Authentication Failure - This report provides information about VPN user 
authentication failures. 

 
Figure 11 

Sample logs:  

 
Figure 12 

• Cisco IWAN- SSH Authentication Failure - This report provides information about SSH authentication 
failures. 
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Figure 13 

Sample logs:  

 
Figure 14 

• Cisco IWAN- SSH Authentication Success - This report provides information about successful SSH 
authentication and session open/close. 

 
Figure 15 

Sample logs:  

 
Figure 16 
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• Cisco IWAN- Interface Status - This report provides information about interface status changes. 

 
Figure 17 

Sample logs:  

 
Figure 18 

• Cisco IWAN- User Authentication Success - This report provides information about successful user 
authentication. 

 
Figure 19 
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Sample logs:  

 
Figure 20 

• Cisco IWAN- User Authentication Failure - This report provides information about user authentication 
failures. 

 
Figure 21 

Sample logs:  

 
Figure 22 

Alerts 
• Cisco IWAN: Chassis Alarm - This alert will be generated when a chassis alarm is triggered.  
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• Cisco IWAN: Hardware Device Failed - This alert will be generated when a hardware failure occurs. 

• Cisco IWAN: Internal Software Error - This alert will be generated when a software error occurs. 
• Cisco IWAN: SSH Authentication Failed - This alert will be generated when an authentication failure 

happens through SSH. 
• Cisco IWAN: User Authentication Failed - This alert will be generated when a user authentication 

fails. 
• Cisco IWAN: VPN User Authentication Failed- This alert will be generated when a VPN user 

authentication fails. 

Categories and Saved Searches 
• Cisco IWAN Website access allowed or denied - This category provides information related to 

websites allowed or blocked. 
• Cisco IWAN Interface status - This category provides information related to interface status changes. 
• Cisco IWAN Login and Logout activity - This category provides information related to user login and 

logout. 
• Cisco IWAN Login failure- This category provides information related to user login failure. 
• Cisco IWAN SSH Connection details - This category provides information related to allowed or denied 

SSH connections. 
• Cisco IWAN SSL VPN authentication - This category provides information related to SSL VPN 

authentication. 
• Cisco IWAN User authentication failure - This category provides information related to user 

authentication failures. 
• Cisco IWAN User authentication success - This category provides information related to user 

authentication success. 

Knowledge Objects 
• Cisco IWAN Website access allowed or denied - This knowledge object helps to analyze logs related 

to website allowed or blocked. 
• Cisco IWAN Interface status - This knowledge object helps to analyze logs related to interface status 

change. 
• Cisco IWAN Login and Logout activity - This knowledge object helps to analyze logs related to user 

login and logout activity. 
• Cisco IWAN Login failure- This knowledge object helps to analyze logs related to user login failure. 
• Cisco IWAN SSH Connection details - This knowledge object helps to analyze logs related to allowed 

or denied SSH connections. 
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• Cisco IWAN SSL VPN authentication - This knowledge object helps to analyze logs related to SSL VPN 
authentication. 

• Cisco IWAN User authentication failure - This knowledge object helps to analyze logs related to user 
authentication failures. 

• Cisco IWAN User authentication success - This knowledge object helps to analyze logs related to user 
authentication success. 

Import Cisco IWAN knowledge pack into EventTracker 
NOTE: Import knowledge pack items in the following sequence: 

• Categories 
• Alerts 
• Token Templates 
• Knowledge Objects 
• Flex Reports 
• Dashboards 

 
1. Launch EventTracker Control Panel. 

2. Double click Export Import Utility. 

 

Figure 23 
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3. Click the Import tab. 

Category 

1. Click Category option, and then click the browse   button. 

 
Figure 24 

2. Locate Category_Cisco IWAN.iscat file, and then click the Open button. 
3. To import categories, click the Import button. EventTracker displays success message. 

 
Figure 25 

4. Click OK, and then click the Close button. 
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Alerts 
1. Click Alert option, and then click the browse      button. 

 
Figure 26 

2. Locate Alert_Cisco IWAN.isalt file, and then click the Open button. 
3. To import alerts, click the Import button. 

 
Figure 27 

4. Click OK, and then click the Close button. 
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Token Templates 
1. Click Parsing rules under Admin option in the EventTracker manager page. 

2. Move to Template and click on import configuration  icon on the top right corner.  

3. In the popup window browse the file named Token Template_ Cisco IWAN.ettd. 

 
Figure 28 

4. Now select all the check box and then click on  Import option. 

Knowledge Objects 
1. Click Knowledge objects under Admin option in the EventTracker manager page. 
2. Locate the KO_Cisco IWAN.etko file. 



  

16  

                                   Integrate Cisco IWAN 

 
Figure 29 

3. Click the ‘Upload’ option. 

 
Figure 30 

4. Now select all the check box and then click on ‘Import’ option. 



  

17  

                                   Integrate Cisco IWAN 

5. Knowledge objects are now imported successfully. 

 
Figure 31 

6. Click OK, and then click the Close button. 

Flex Reports 
 On EventTracker Control Panel, 

1. Click Reports option, and select new (*.etcrx) from the option. 

 
Figure 32 

2. Locate the Reports_Cisco IWAN.etcrx file, and select all the check box. 
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Figure 33 

3. Click the Import button to import the reports. EventTracker displays success message. 

 
Figure 34 

4. Click OK, and then click the Close button. 

Dashboards 
NOTE: If you have EventTracker Enterprise version v9.0, you can import dashboards. 
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1. Open EventTracker Enterprise. 

 
Figure 35 

2. Navigate to Dashboard>My Dashboard. 
             My Dashboard pane is shown. 
 

3. Click the ‘Import’               button to import the dashlets.  

 

Figure 36 
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4. Locate the Dashboard_Cisco IWAN.etwd file. 
5. Click the ‘Upload’ option. 

 
Figure 37 

6. Now select all the check box and then click on ‘Import’ option. 
Dashlets are now imported successfully. 

7. Click the ‘Add’      button to create a new dashlets. 
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Figure 38 

8. Fill suitable Title and Description and click Save button. 
9. Click ‘Customize’  to locate Cisco IWAN dashlets and choose all created dashlets for Cisco 

IWAN. 

 
Figure 39 

10. Click ‘Add’ dashlet to create dashboard.  
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Verify Cisco IWAN knowledge pack in EventTracker 
Categories 

1. Logon to EventTracker Enterprise. 

2. Click Admin dropdown, and then click Categories. 

3. In Category Tree to view imported categories, scroll down and expand Cisco IWAN group folder to 
view the imported categories. 

 
Figure 40 

Alerts 
1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts. 
2. In search box, enter Cisco IWAN and then click the Search button. 

EventTracker displays alert of Cisco IWAN. 
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Figure 41 

Token Templates 
1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing Rules. 
2. On Template tab, click on the Cisco IWAN group folder to view the imported Token Values. 

 
Figure 42 

Knowledge Objects 
1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge 

Objects. 
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2. In the Knowledge Object tree, expand Cisco IWAN group folder to view the imported Knowledge 
objects. 

 
Figure 43 

Flex Reports 
1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report 

Configuration. 

 
Figure 44 

2. In Reports Configuration pane, select Defined option. 
3. Click on the Cisco IWAN group folder to view the imported Cisco IWAN reports. 
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Figure 45 

Dashboards 
1. Open EventTracker Enterprise in browser and logon. 
2. Navigate to Dashboard>My Dashboard. 

My Dashboard pane is shown. 

 
Figure 46 
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Sample Flex Dashboards 
1. Cisco IWAN- Login and Logout Activity: This dashboard provides information related to login and 

logout activity. 

 
Figure 47 

2. Cisco IWAN- SSL VPN Authentication: This dashboard provides information related to SSL VPN 
authentication. 

 
Figure 48 
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3. Cisco IWAN- Website Access Allowed and Blocked: This dashboard provides information related to 
website access allowed and blocked. 

 

Figure 49 

4. Cisco IWAN- User Authentication Failure: This dashboard provides information related to user 
authentication failure. 

 
Figure 50 
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