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This guide provides instructions to configure Cisco Router to send the syslog events to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 7.x and later, and Cisco

Router 12.x and 15.x.

Administrators, who are responsible for monitoring Cisco router devices using EventTracker Manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Router is the act of moving information across an internetwork from a source to a destination. Along the way,
at least one intermediate node typically is encountered. Router is often contrasted with bridging, which
might seem to accomplish precisely the same thing to the casual observer.

EventTracker compiles and inspects critical events to provide an administrator insight on user behavior,
traffic anomalies, link flaps etc.

NOTE: Applicable to the following series of router 800,2600,2800,1900,2900,3900,7200,7500 with 10S 12.x
and 15.x

Pre requisites

e EventTracker v7.x or later should be installed.
e Cisco Router devices with software release version 10S 12.4 or higher.

Configure Cisco Router to send syslog to EventTracker

To enable and configure Cisco Routers for Syslog,
1. Enter global configuration mode and type the command Router# configure terminal
2. To specify syslog server, type the command -
Router(config)#logging host
It specifies the IP address or host name of EventTracker manager machine.
3. To specify Severity level, type the command -
Router(config)# logging trap level

Informational: 6

4. To specify facility level, type the command Router(config)# logging facility facility-level.

The default is local7. Possible values are localO, locall, local2, local3, local4, local5, local6 and local7.
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EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker; Alerts and Reports can be configured into EventTracker. The
following Knowledge Packs are available in EventTracker to support Cisco Router monitoring.

e Cisco Router: Access control list - This category provides information related to access control list.

e Cisco Router: Access information element - This category provides information related to access
information element.

e Cisco Router: Accounting services - This category provides information related to accounting services.

e Cisco Router: Adapter messages - This category provides information related to adapter messages.

e Cisco Router: Adjacency subsystem - This category provides information related to adjacency
subsystem.

e Cisco Router: Administration - This category provides information related to administration.

e Cisco Router: Advance integration module - This category provides information related to advance
integration module.

e Cisco Router: Advanced interface module - This category provides information related to advanced
interface module.

e Cisco Router: Airline protocol support - This category provides information related to airline protocol
support.

e Cisco Router: Alarm interface controller mgmt - This category provides information related to alarm
interface controller management.

e Cisco Router: Align messages - This category provides information related to align messages.

e Cisco Router: Archive configuration - This category provides information related to archive
configuration.

e Cisco Router: Asynchronous security protocol - This category provides information related to
asynchronous security protocol.

e Cisco Router: ATM interface processor - This category provides information related to ATM interface
processor.

e Cisco Router: ATM line card - This category provides information related to ATM line card.

e Cisco Router: Attachment circuit - This category provides information related to attachment circuit.

e Cisco Router: Authentication failure - This category provides information related to authentication
failure.

e Cisco Router: Authentication proxy - This category provides information related to authentication
proxy.
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e C(Cisco Router: Automatic protection switching - This category provides information related to
automatic protection switching.

e Cisco Router: Cache messages - This category provides information related to cache messages.

e Cisco Router: Chassis alarm - This category provides information related to chassis alarm.

e Cisco Router: Ethernet devices - This category provides information related to Ethernet devices.

e Cisco Router: Hardware device error - This category provides information related to hardware device
error.

e Cisco Router: HTTP subsystem - This category provides information related to HTTP subsystem.

e Cisco Router: Intrusion detection - This category provides information related to intrusion detection.

o Cisco Router: Networks - This category provides information related to networks.

e Cisco Router: Border Gateway Protocol (BGP) neighbors up or down - This alert is generated when
Border Gateway Protocol (BGP) neighbors up or down event occurs.

e Cisco Router: Hot Standby Router Protocol (HSRP) state - This alert is generated when Hot Standby
Router Protocol (HSRP) state change occurs.

e Cisco Router: Interface down or detached - This alert is generated when interface down or detached
event occurs.

e Cisco Router: Internal software error - This alert is generated when internal software error occurs.

e Cisco Router: IP-EIGRP neighbor is up or down - This alert is generated when IP-EIGRP neighbor is up
or down.

e Cisco Router: Line protocol down - This alert is generated when line protocol is down.

e Cisco Router: Runaway processes - This alert is generated when runaway processes occur.

e Cisco Router -Configuration changed
This report provides information related to configuration changes which include Device Address, User
Name, and Command Issued fields.

%FR_VCB-5-UPDOWN: FR VC-Bundle NYKLAXLINK changed state to InActive

LogTime Computer Message Facility Code
120872016 050527 PM CISCO-I0S9 Controller server, changed state to CONTROLLER-5-DOVWNDETAIL
Active due to unknown

1200872016 05:05:27 PM  CISCO-I05% Dot1x unable to start. DOT1X-4-PROC_START_ERR
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Cisco Router -Access denied

This report provides information related to connection denial events occurring on router or switch
which includes Source address, Source Port, Destination Address, Destination port and Packets
Transferred fields.

Nov 7 12:20:08.139 EST: %SW_DAI-4-ACL_DENY: 1 Invalid ARPs (Res) on Gi1/3, vian
1502.([001d.e513.8ef1/10.1.1.65/001d.e513.8ef1/10.1.1.65/12:20:07 EST Fri Nov 7 2008])

Computer Source Address Source Port Destination Address Destination Port Protocol Type Interface VLAN Number Packets Transferred Reason

12/01/2016 04:3%:01 PN CISCO-I05  192.168.10.112 4208 §5.55.127.154 80 Access denied URL
http:ifwww. websense.com
12/01/2016 04:3%:01 PN CISCO-I0S  170.1.1.2 170111 Gidf31 00 9 Invalid ARPs (Reg)
12/01/2016 04:39:01 PM  CISCO-I0S 19216810112  "4208 §5.55.127.184 B0 Access denied URL
http://weww. websense.com
12/01/2016 04:39:01 PM CISCO-I05 182.168.0.5 192.168.0.1 Falis "o 1 Invalid ARPs (Req)
12/01/2016 04:39:01 P CISCO-I05  182.168.1.3 024 19216821 2 tep ki list ACL-IPv4-ED/D-IN
12/01/2016 04:39:01 PN CISCO-I0S  192.1868.1.3 024 192.168.2.1 2 tep ') list ACL-IPv4&-E0/0-IN

Cisco Router -Port status change
This report provides information related to port status changed from UP to DOWN or vice versa
which includes Device Address, Interface Name and Port Status fields.

00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/0, changed state to up

LogTime Computer Facility Code Message

0102017 12:07:06 P CISCO-I051 PM-4-ERR_DISABLE peecure-violation error detected on
Fad/4 putting Fa4/4 in err-dizable
siate

0102017 12:07:06 PM  CISCO-I0S1 PM-4-ERR_DISABLE  psecure-violation error detected on
Fad/4, putting Fad/4 in err-dizable
state

Cisco Router -User logon success

This report provides information related to user logon success which includes User Name, Source
Address and Source Port fields.

Oct 16 09:32:37.657: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: neteng] [Source: 0.0.0.0]
[localport: 0] at 09:32:37 UTC Fri Oct 16 2009

User Name Source IP Address Local Port
12/0142016 05:14:43 PM  David 1010.2.32 22
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e Cisco Router -User logon failure
This report provides information related to user logon failure which includes User Name, Source
Address, Source Port and Reason fields.

Feb 92015 18:34:38.236 MSK: %SEC_LOGIN-4-LOGIN_FAILED: Login failed [user: rrr] [Source:
10.0.10.169] [localport: 23] [Reason: Login Authentication Failed] at 18:34:38 MSK Mon Feb 9 2015

User Name Sowurce IP Address Local Port Reazon
12/01/2016 05:14:43 PM David 1010232 22 Inwalid login

e Cisco Router -Authentication failure
This report provides information related to authentication failure that is whenever the user tries to

login into one of the Cisco Router.

Sep 15 13:09:47.308: %GLBP-4-BADAUTH: Bad authentication received from 149.212.19.162, group

LogTime Computer Facility Code Client Mez=zage

01032017 04:09:22 PN CISCO-I058 GLBP-4-UNAWAILABLE 192 23 4323 Bad authentication received from
192.23.43.23, group 2

01032017 04:09:22 PN CISCO-I058 CRYPTO-S-UNAVAILABLE Authentication method 192.23.12.2
failed with host accel

e Cisco Router -Administrative account activity
This report provides information related to account activities that is done by the administrator.

%AAA-5-USER_LOCKED: User michel locked out on authentication failure

LogTime Computer User Hame Reaszon Admin Name

11252016 071217 PM CISCO Smith locked out on authentication failure
11252016 071217 PM CISCO Smith failed attempts reset Charles
112502016 07:12:18 PM CISCO Smith unlocked Charles
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e Cisco Router -VTP management
This report provides information related to activities that occur and are related to VTP.

%%VTP-2-MODE_OFF_PVLAN_EXIST Format: VTP Mode changed to off as Private VLAN

configuration exists

LogTime Computer Facility Code Meszage
01032017 04:40:38 PN CISCO-I052 WTP-4- Failed to configure WVLAN from
BAD STARTUP WLAN_CONFIG_FI startup-config. Fallback to use
LE Format VLAN configuration file from non-
wvolatile
/02017 04:40:38 PN CISCO-I0S2 SW_WLAN-3- WTP protocol internal error:
WTP_PROTOCOL_ERROR Version 1 device detected on
Fadi23

e Cisco Router -Router protocol
This report provides information about the activities related to Router protocol like IPRT, BGP etc.

%%IPRT-3-UNAVAILABLE: IP Router table creation failure - 11SC

LogTime Computer Message

MAW20T 04:04:27 PM  CISCO-IO52 Failed to send message. 57bhhjk

0102017 04:04:27 PN CISCO-I0S2 Failed to allocate private memory

0102017 04:04:27 PN CISCO-I052 BGP popo shutdown due to no
memory condition 789
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Import Cisco Router Knowledge Pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility, and then click the Import tab.

X4

Y EventTracker Control Panel

EventTracker’j

Secure, Comply. Succeed.

B E°

Control Panel

5
Ei, 1%

S
Event¥ault Diagnostics License Export Import Append
Manager Utility Archives
B & BN /4 3
—_— I —— (B
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi... Manageme... Editor Configuration
[ M -
\./ ~
TrapTracker Change Audit About
EventTracker

E-mail: support@EventTracker.com

Figure 1

Import in the same order as mentioned:

Templates

Categories

Alerts

Reports as given below:
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1. Click Category option and then click the browse C‘ button.

- "% Export Import Utility = =
[ Export [ impon |

1. Provide the path and file name of the Categories file. Use the *.." button to browse and locate the import file.
2. Click. the Impost button.

Options Location
@ Category

Filters
Ales
Systems and Groups Source :
“kscat B
) RSS Feads
Reports
Behavior Rules

SCAP

TokenValue

Figure 2

2. Locate All Cisco Router group of Categories.iscat file, and then click the Open button.
3. Toimport the categories, click the Import button.
EventTracker displays success message.

Export Import Utility P

l:o:l Selected category details are imported successfully.

Figure 3

4. Click OK, and then click the Close button.
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1. Click Category option and then click the browse C‘ button.

& Export Import Utility S =
Export| Import

1. Provide the path and file name of the Alerts file. Use the ' button to browese and locate the impost file.
2 Ciick the Import button,

Options Location

Category

Fiters V| Import E-mail settings

Q) Alaits Set Active
o This setting is applicable only for imponts from Legacy
O Ondy if notifications &t 5, Alert fles. For v7, the active status will be set

Systems and Groups based on "Active” key available in the configuration

By default section
RSS Feeds
Repots Source
isal (i)
Behavior Rules
SCap
Token Value
Figure 4

2. Locate All Cisco Router group of Alerts.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

Export Import Utility x

l‘o:' Selected alert configurations are imported successfully,

Figure 5

4. Click OK, and then click the Close button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. Select the respective checkbox
in the Alert management page, and then click the Activate Now button.
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1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.

PARSING RULE

Farsing Rule Template

GROUFS @ g
Default Graup: Al G I.
= -
SO 0@ = TEMPLATE NAME ~ TEMPLATE GROUP NAME ADDED BY ADDED DATE ACTIVE[ ] EDIT —
Amazan Web Services @& _ 3 ‘
T A0 ADC Authenticat.. A1O Applicatian Delivery C... Default ETAdmin b/252015 07:56:509 Fhd = {gﬁ? |
Apachewyel Server i & _
- B £10 ADC Traffic £10 Application Delivery C... Default ETAfmin /2572015 OF:56:50 Ph B &
Centrify Server Suit... _I @?
Cisca |05Access Den... Cisca 105 ETAdmin 10252015 03:32:42 I:l {E_lf?
CheckPaint W @&
Cisca I05Canfigurati... Cisca 105 ETAdmin 1072015 06:46:45 . = @f
Cista ACS @&
Cisca 105-Part Status... Cisca 105 ETAOMIn  10/16/2015 06:27:54 .. B &#
Cisca 454 i &
o HP PraCurve-Part Sta... HP 2520GHP 2520,HP 253... Default ETADMIN  9/1672015 016:51 Ph O @&#
Cista 105 @&
; HP PraCurve-Security... HP 2520GHP 2520,HP 253... Default ETADMIn 971672015 05:33:25 Ph O @&
Cista IranPart E54 i & -
CISCO Iranpart Wsa @&
L DELETE MONE TO GROUP
Cisca ISE W @&
Clavister firewall _I @?
Figure 6

3. Click on Browse button.

SELECT FILE Mo file selected. T

Mote: Please select file of type *.ettd {eventtracker template dashlets),

Mo data found

Figure 7

4. Locate All Cisco Router group of Template.ettd file, and then click the Open button
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t Al Corce Rawt g of Templacctd §
S
0 owusr s SEPARATOR AOEOBY  CROUP NAME
) % A 523500 login 1og Taa~n Crrm Mo aler

Figure 9

5. Now select the check box and then click on * ‘Import’ option.
EventTracker displays success message.

Template(s) imported successiully

Figure 10

6. Click on OK button.
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1. Click Reports option, and then click the ‘browse’ D button.

2. Locate All Cisco Router group reports.issch file, and then click the Open button.

‘ & Export Import Utility = X4

[Export Import 1

1. Provide the path and file name of Schedule Report file. Use the '.." button to browse and locate the import file.
2. Click the Import button
Note : If report{s] contains template, first import template and proceed with exportimport utility.

Options Laocation

(") Category

() Filters

) Alerts @ Legacy (“issch) () New [*.eterx]

() Systems and Groups Source :

i *issch E]
' RSS Feeds

© Reports

(") Behavior Rules

) SCAP

() Token Value

mpot | [ Close
Figure 11 l
3. Toimport scheduled reports, click the Import button.
EventTracker displays success message.
[ Export ImpaeUtsity x|

lfo“l Selected reports configurations are imported successfully,

Figure 12

4. Click OK, and then click the Close button.
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Verify Cisco Router knowledge pack in EventTracker

1.

Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Categories.
3.

In the Category Tree, expand Cisco Router group folder to view imported categories.

CATEGORY MANAGEMENT

Category Tree Search
#|=$ LISCO IFDNPOIT ESA ~
:_ [=3 Cisco IronPort WSA Total category groups: 362 Total categories: 3,238
f‘.'L'—: Cisco ISE Last 10 modified categories
#-[3 Cisco NAC
o MAME
+-[=} Cisco MNexus 05
L £ Cisco PIX Cisco Router: Access control list
" 'Ll—r Cisco Router @ Access information element
+-[3 Cisco VPN
L—’ Cisco Router: Accounting services
#-[3 Cisco WLAN Controlier
:_ [ Citrix Cisco Router: Adapter messages
._ [ Citrix NetScaler Cisco Router: Adjacency subsystem
L =) ETEE Cisco Reuter: Administration
#-[=3 Crystal Enterprise
Lo Cisco Router: Ad i ti dul
- [53 Cyberoam UTM (] r: Advance integration module
¥ [=3 Dell FORCE 10 Switch Cisco Routsr: Advanced interface module
- [53 Dell OpenManage Cisco Router: Airline protocol support

v_ =} DigitalPersona Pro

| Cisco Router: Alarm interface controller mgmt
+[£3 DoubleTake

v_ =3 eDirectory

Figure 13

Logon to EventTracker Enterprise.
Click the Admin menu, and then click Alerts.

MODIRED DATE MODIRED BY
127207 11:23:22 AM
1/27/2017 11:23:22 AM
1272017 11:23:22 AM
1/27/2017 11:23:22 AM
1272017 11:23:22 AM
1/27/2017 11:23:22 AM
127207 11:23:22 AM
1/27/2017 11:23:22 AM
1272017 11:23:22 AM

1272017 11:23:22 AM

In Search field, type ‘Cisco Router’, and then click the Go button.
Alert Management page will display all the imported Cisco Router alerts.
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ALERT MANAGEMENT Sty pertvame || ccorouter Qa

@ ACTIVATE NOW Click 'Activate Now' after making all changes PageSize 25 |w

I T THREAT ACTIVE EMAIL MESSAGE RSS w msv;l::s:} RE‘L'—'LETB"ML iﬁi-ﬁl APPLIES TO
[] Cisco Router: Border Gateway Protoc... High O O O O O ™ O O Cisco Router 290...
D Cisco Router: Hot Standby Router Pro... High D D D D D D D D Cisco Router 290...
[] Cisco Router: Interface down or defa... High O O O O O ™ O O Cisco Router 290...
[] Cisco Router: Internal software error High O O O O O O O O Cisco Router 290...
[] Cisco Router: IP-EIGRP neighbour is u... High O O O O O ™ O O Cisco Router 290...
O Cisco Router: Line protocol down High O O O O O d O O Cisco Router 290,
[] Cisco Router: Runaway processes Medium O O O O O ™ O O Cisco Router 290...
DELETE

Figure 14

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Successfully saved configuration.

Figure 15

5. Click OK, and then click the Activate now button.

NOTE: Please specify appropriate systems in Alert configuration for better performance.
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1. Logon to EventTracker Enterprise web interface.
2. Click the Admin menu, and then click Parsing Rules and click Template.

PARSING RULE

—
Parsing Rule Template
S ) s

~
— Group : Cisco Rout B
Cisco PIX i @& g
Search... Q G 1T 'i’
Cisco Router il @ —
- "
Cisco Switch 1 (g TEMPLATE NAME TEMPLATE DESCRIFTION ADDED BY  ADDED DATE ACTIVE ]
Cririx NetScaler l @ Cisco Router-Access D... ETAdmin 1/27/2017 11:23:03 AM |:| (;ﬁ
Qavister firewall & Cisco Router-Administ... Describes the user locked, ... ETAdmin  1/27/2017 11:23:03 AM O @&
EallFE T @ Cisco Router-Configur... Cisco Router-Configuration .. ETAdmin  1/27/2017 11:23:03 AM o @
eDirectory I @ -
4 fc) Cisco Router-Configur... ETAdMin /2712017 11:23:03 AM O @
EventTracker il] @ =
o @ Cisco Router-Intrusio...  Describes the intrusion aler... ETAdmin 1/27/2017 11:23:03 AM O (ﬁ
FS BIG IP ASM I & i
— Cisco Router-Login fail... Cisco Router-Login failed ETAdmin . 1/27/2017 11:23:03 AM O (’é?
Fortigate il &
Cisco Router-Login su...  Cisco Router-Login success  ETAdmin 12712017 11:23:03 AM |:| (;ﬁ
Fortigate Firewall i & o
— — -
Juniper JUNOS il & DELETE MOVE TO GROUP
Juniper Metscreen _| @
_ . ot ¥

Figure 16

Logon to EventTracker Enterprise.

Click the Reports menu, and then Configuration.

Select Defined in report type.

In Report Groups Tree to view imported flex reports, scroll down and click Cisco Router group folder.

PwnNe

Imported reports are displayed in the Reports Configuration pane.
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REPORTS CONFIGURATION

O_' aduled O Queued @ Defined Search QQ\ :| E]
REPORT GROUPS 2  [REPORTS CONFIGURATION : CISCO ROUTER
- wrsLu L o,
ou e
B cisco pix i@
N ) |:| TIMLE CREATED ON MODIHED ON
(= [isco Router | i @
O £r1  [isco Router-User Logon Success 31172015 7:13:27 PM 3M1/2015 7:13:27 PM @ @] +
=1 Cisco Switch l (g
O vl [isco Router-User Logon Failure 31172015 3:51:07 PM 3112015 3:51:07 PM G) Lj-', 1 [+
= Citrix NetScaler l @?
= Clavister l (g
2 penrorce10switen il @
= eDirectory l (g
= EventTracker _I @?
B ssi6pam i@

Figure 17

NOTE: Please specify appropriate systems in report wizard for better performance.

Create Dashboards in EventTracker

1. Open EventTracker in browser and logon.

Wy EventTracker

Configumation
Dashboard

Explorer

Figure 18

2. Navigate to Reports>Configuration.
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O;’-:"e:L-:‘: O::-.eL-e: @ Defined Search QQ\ |_v" E
g0
REPORT GROUPS @ 895 | REPORTS CONFIGURATION : CISCO ROUTER
— s e, —
@ié Total: 2
2 cscopix i
. _ | TITLE CREATED ON MODIHED ON
Bleome | 1
[ %} KiscoRouterlser Logon Success 3M1/20157:13:27 PM 3M1/20157:13:27 PM @ @—] +

= Cisco Switch Il

Cisco Router-User Logon Failure 3M11/2015 3:51:07 PM

= Citrix NetScaler

B avister I
3 penrorce0switch ]

= eDirectory

= EventTracker

Ep

|

B mseicipasm

Figure 19

3. Select Cisco Router in report groups. Check Defined dialog box.

4. Click on ‘schedule’ @ to plan a report for later execution.

3/11/2015 3:51:07 PM

O &E

REPORT WIZARD cAnCE BACK ExT

TITLE: CISCO ROUTER-USER LOGON SUCCESS

LOGS

Review cost details and configure the publishing options. cen 8o 10 Tl '
tep 8 of

DISK COST ANALYSIS

Estimated time for completion: 00:00:44HH:MM:55)
Wumber of cab(s) to be processed: 7

Available disk space: 218 GB

Required disk space: 50 MB

Enable publishing option (Configure SMTP Server in manager configuration screen to use this option)
Deliver results via E-mail
Motify results via E-mail

To E-mail [Use commal,) to separate multiple e-mail recipients]

i
i

ctFeed (v

Update status via RS5 | 5

Show in none ~

Persist data in Eventvault Explorer

Figure 20
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5. Choose appropriate time for report execution and in Step 8 check Persist data in EventVault explorer
box.

CAMCEL < BACK MEXT >

REPORT WIZARD

TITLE: CISCO ROUTER-USER LOG

DATA PERSIST DETAIL

Select columns to persist

Stepgofto | HEBOSOSSS
RETENTION SETTING
Retention period: 7 days (D
[ Persist in database only [Reports will not be published and will only be stored in the respective database]
SELECT COLUMMNS TO PERSIST
COLUMN NAME
User Name

Source IP Address

Local Port

IHHE

Figure 21

6. Check column names to persist using PERSIST checkboxes beside them. Choose suitable Retention
period.

7. Proceed to next step and click Schedule button.
8. Wait for scheduled time or generate report manually.

1. EventTracker 8 is required to configure flex dashboard.
Open EventTracker in browser and logon.
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Incidents

Attacks
Compliance
Event-D-Meter
Flex

Incidents
News
Operations

Security

Figure 22

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Dashbeard Incidents Behavior Search Reperts Wy EventTracker Change Audit Cenfig Assessment

©

FLEX DASHBOARD PFIRON

Figure 23

4. Click ® to add a new dashboard.
Flex Dashboard configuration pane is shown.

FLEX DASHBOARD

Title

Cisco Router

Description

Cisco Router

Figure 24
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4. Fill fitting title and description and click Save button.

5. Click ™ to configure a new flex dashlet.

Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE NOTE

Cisco Logon Failures Today *EI

DATA SOURCE

sco I0S-User Logon Failure |z|

CHART TYPE DURATION VALUE FIELD SETTING AS OF

Donut |z| 12 Hours |Z| COUNT B Recent |z|

AXIS LABELS [X-AXIS] LABEL TEXT

User Name

VALUES [Y-AXIS] VALUE TEXT

Select column

FILTER FILTER VALUES
Select column
LEGEND [SERIES] SELECT
Reasaon all
] satr s [ = )

Figure 25

Locate earlier scheduled report in Data Source dropdown.
Select Chart Type from dropdown.

Select extent of data to be displayed in Duration dropdown.
Select computation type in Value Field Setting dropdown.
10. Select evaluation duration in As Of dropdown.

11. Select comparable values in X Axis with suitable label.

12. Select numeric values in Y Axis with suitable label.

13. Select comparable sequence in Legend.

14. Click Test button to evaluate.

Evaluated chart is shown.

N
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CISCO LOGON FAILURES TOD...

Reason: BadPassword

W Larmy M John M Evan Burt

BadPasaword BadUser
LABEL  COUNT LABEL  COUNT
Larmy 2 Larrry 1
John 1 Kir 3
Evan 1 John 3
Burt 4

15. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

[ cisca Lagan Failures Taday

(] s mm Canfiguratian Changes ..

[T Farticate Canfiguratian Chang...
[7] Farticate Top Denied Traffic T..
("] HP ProCurve Security Vialation...

[”] openDNS-Drive-by Dawnlaad d...

[”] Farticate Data Leaks Taday

[ FartiGate Tap Suspicigus Email...

[Z] Meafee Intrushield-Tap Attacke. .

[l OpenDN5-Malware Detected T...

Reason: BadUser

Figure 26

A ] Lagan Failures Taday

[7] Farticate Tap Allowed Traffic T...
(] Hp Pracurve Lagan Activity Tad...

(] Mearee Intrushield-Tap Attacks...

[C] OpenDN5-Tap categaries taday

Figure 27

16. Click ‘customize’ @ to locate and choose created dashlet.

17. Click @ to add dashlet to earlier created dashboard.

W Lamy M Kk B John

(7] FartiGate Administratar Logan ..
(7] FartiGate Tap Attacks Detecte...
[ Hp PraCurve Part Activity Taday
("] openDNS-Batnet Detected Tad..

("] oPenDNSTap requested DNS5...
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Sample Dashboards

1. Cisco Logon Failures Today

CISC0 LOGON FAILURES TODAY de e0®

Reason: BadPassword Reason: BadUser

W Lanry ™ John ™ Evan ' Burt W Lamry M Kk ™ John
10720 16:46 - 10727 16:46

Figure 28
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