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Abstract

This guide provides instructions to configure the Knowledge Pack in EventTracker to receive the logs from
the Citrix Cloud Analytics service. The Knowledge Pack contains the reports, dashboard, alerts, and saved
searches.

Scope

The configuration details in this guide are consistent with the EventTracker version 9.3 or later and Citrix
Cloud Analytics.

Audience

This guide is for the Administrators responsible to configure the Knowledge Packs to EventTracker.
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1 Overview

Citrix Cloud Analytics solutions facilitate organizations to detect and deflect potential threats and instantly
address performance issues long before security incidents occur, or employees begin to submit help desk
tickets. Citrix Analytics for Security continuously assesses the behavior of Citrix Virtual Apps and Desktops
users, Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) users, and Citrix Workspace users. It
applies actions to protect sensitive corporate information.

EventTracker dashboard and reports will provide information about possible attacks, suspicious activities, or
any other threat noticed in user activities based on the user’s risk score.

2 Prerequisites

Refer to How-To guide to see the process of configuring Citrix Cloud Analytics to forward logs to
EventTracker.

3 EventTracker Knowledge Packs

Once the Event Tracker Manager receives the logs, configure the Knowledge Packs into EventTracker. The
following Knowledge Packs (KPs) are available in EventTracker to support the Citrix Cloud Analytics.

3.1 Alerts

Citrix Cloud Analytics: User riskscore change and Suspicious activities detected - This alert is triggered
when the following events occur.

= Change in User’s risk score - If there is a change in a user’s risk score (that is, an increase
or decrease in the risk score) based on user activity.

= Detection of Suspicious activities - If there is a summary of the event that indicates a
threat or risk based on user activity.

© Copyright Netsurion. All Rights Reserved. 4


https://www.netsurion.com/Corporate/media/Corporate/Files/Support-Docs/How-To-Configure-Citrix-Cloud-Analytics-to-forward-logs-to-EventTracker.pdf

Netsurion.

3.2 Categories

e Citrix Cloud Analytics - User riskscore activities - Provides information related to user riskScore.
e Citrix Cloud Analytics - User profile usage activities - Provides information related to user data usage.

e Citrix Cloud Analytics - Risk indicator Summary - Provides information related to user suspicious
activities.

3.3 Reports

Citrix Cloud Analytics - User riskscore activities: This report delivers detailed information on the
increase and decrease of the user risk scores. It includes username, risk score value changes
(difference between earlier and current risk score), and more.

Change In riskscore Alert Type
WD A0 M CITRCLONDS Y506 oarkoen tdin 1 ik “nsksoore arge crop ol Lok sooedioperst  MPAMEEND
since st check

Citrix Cloud Analytics — User profile summary: This report provides a detailed summary of user data
usage, user location, and device access information.

“userProfilelsage”

"canioso”

tmjones” “userProflelisage” Rogana ] 02 5 “contoso” §usts L]

Citrix Cloud Analytics — User risk activities summary: This report summarizes any suspicious
activities or threats linked to a user. It comprises user details, threat type, the severity of the threat,
risk probability, and other events occurrence details.

Tenant ID

04-26-2022 02:25 02 AM CITRIX-CLOUD-SYSLOG “contoso” “karen” “Citrix Endpoint Managemant”

01.06-2022 02.25 12 A CITRIXCLOUD SYSLOG “conteso” “mjones” “105 38 70221 %

04-26-2022 02:25:02 AM CITRIX-CLOUD-SYSLOG contese’ ‘smith’ % “Citrix Endpoint Managemant

04.26-2022 02.25.02 AM CITRIXCLOUDSYSLOG “contose” “cooper” 76 154 48 218 5 e Gatoway”

01.26-2022 02 60 51 A CITRIXCLOUD $YS10G “contoso’ oey” 7 googieads g doubleclick nel” Compute

Risk indicator id Risk indicator name Risk probability
o

0
03
2

o Hugh
B “medium

“Adwrtisements/Barmers T “Docked "URL Category match”

Risk Triggering Conditions Risky domain list User ui link User activity Timestamp Event type
"https://contoso.cloud.com/user/ "2021-04-13T17:49:05Z" "indicatorSummary”
"2021-04-09T17:50:392" "indicatorEventDetails"
"https://contoso.cloud.com/smith/ "2021-04-13T12:56:302" "indicatorSummary”
“relevant_event_type": "https://contoso.cloud com/user/ "2019-10-10T10:14:592" "indicatorSummary™
“Logon”,"client_ip": "76.164.48 218",
“"observation_start_time": "2019-10-
10T10:00:00Z","suspicion_reasons":
"brute_force|extemnal_threat
"2018-03-15T10:57-212" "indicatorEventDetails"
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3.4 Dashboards

=  Citrix Cloud Analytics - Top event types

Citrix Cloud Analytics - Top event types

userprofileusage userprofileriskscore I userprofiledevice

M indicatorsummary M riskscorechange

Apr 17 10:05 PM - Apr 24 10:06 PM

= Citrix Cloud Analytics - Top risk categories

Citrix Cloud Analytics - Top risk categories

compromised endpoints insider threats compromised users Ml data exfiltration
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=  Citrix Cloud Analytics - Top threat identified

Citrix Cloud Analytics - Top threat identified

excessive access to sensitive files (dip alert) excessive data download
jailbroken / rooted device detected M logon from suspicious ip

unmanaaed device detected Ml unusual ubload volume

Apr 19 02:31 AM - Apr 26 02:32 AM

4 Importing Citrix Cloud Analytics Knowledge Packs into
EventTracker

NOTE: Import the Knowledge Packs in the following sequence.

= (Categories

= Alerts

= Knowledge Objects
=  Reports

= Dashboards

1. Launch the EventTracker Control Panel.

2. Double click Export-Import Utility.

© Copyright Netsurion. All Rights Reserved. 7
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EventTracker Control Panel

E*i}

-— a -
EventTracker - ;

33

EventVault Diagnostics i Append
Archives
EvenitTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi._. Manageme...  Configuration
@ -
Change Audit About
EventTracker

E-mail: support@Event Tracker.com

3. Click Import.

4.1 Categories

1. Inthe Import tab, choose the Category option, and then click on the Browse L1 button.
Export Import Utility = I='-

iy

Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Options Location

O Fiters

O Alerts

~ Source :
() Systems and Groups

- [ [
) Token Valus

) Reports

) Behavior Comelation

2. Locate the Categories_Citrix Cloud Analytics.iscat file, and then click on the Open button.

3. Toimport the categories, click on the Import button.
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4. EventTracker displays a success message.

Export Import Utility -

o Selected category details are imported successfully.

5. Click OK, and then click on the Close button.

4.2 Alerts

1. Inthe Import tab, choose the Alerts option, and then click on the Browse |:| button.

Export Import Utility = | = -

'

Export | Import

1. Provide the path and file name of the Alerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

® Ty Import E-mail settings
Set Active

) Fiters = . o This setting is applicable only for imports from Legacy (v}
@ Only f notfications set Alert files. For w7, the active status will be set based on

® Aot () By default ‘Active" key available in the configuration section.

() Systems and Groups Watchlist Corfiguration

& T Import Watchlist configuration

O

s foren Yale Thig setting iz applicable onby for alerts which have Advanced watchlist configured.

~ Mote: f this option is enabled the user should make sure the watchlist groups are available

() Reports on the console where the alerts are imported.

() Behavior Comelation

Source

*isalt |E|

Impart | | Close |

2. Locate the Alerts_Citrix Cloud Analytics.isalt file, and then click on the Open button.

3. To import the alerts, click on the Import button.

© Copyright Netsurion. All Rights Reserved. 9
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4. EventTracker displays a success message.

Export Impart Utility

o Selected alert configurations are imported successfully,

5. Click OK, and then click Close.

4.3 Knowledge Objects (KO)

1. Inthe EventTracker Manager application, go to the Admin menu and click Knowledge Objects.

= EventTracker:

A Admine | Tools~

L Home §:— Active Watch Lists [F Collection Master [ Group Management [ systems & /Dashb
Q A Aerts @ Correlation Q IP Lookup Configuration ;%7‘ Users
1 @ Behavior Correlation Rules Diagnostics - Knowledge Objects .'l'« Weights
E .
& Behavior Correlation Settings ;'—1 Event Filters '3‘ Manager [ Windows Agent Config
Potential Cyber Breaches Indicators of Cc " ) 1
Unsafea 3o o proc new TCP eny point USB actvities, New ser} -—] Casebook Configuration [J Eventvault Cr Parsing Rules
o\z Category @' FAQ Configuration q_\. Repaort Settings
Attacker - News

2. Inthe Knowledge Objects interface, click on the Import ¥ button as highlighted in the below

Image:
Knowledge Objects # / Admin / Knowledge Objects
QlQ Activate Now oveas @) | T| & £
Groups @1 t
EventTracker

© Copyright Netsurion. All Rights Reserved. 10
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Import

Close

4. Locate the file named KO_Citrix Cloud Analytics.etko.

5. Select the Citrix Cloud Analytics check box and then click on the ¥ Import option.

Import
Object name Applies to
Citrix Cloud Analytics Citrix Cloud Analytics

Group name

Citrix Cloud Analytics

© Copyright Netsurion. All Rights Reserved.
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6. The Knowledge Objects (KO) are now imported successfully.

File imported successfully

4.4 Reports

1. Inthe Import tab, choose the Reports option and then select New (*. etcrx).
Export Import Utility =] I='-

)

Export | Import

1. Provide the path and file name of Schedule Repert file, Use the *..." button to browse and locate the import file.
2. Click the Import button

Note : If report{s) cortains template. first import template and proceed with exportimport utility.
Options Location

) Category
O Fitters

) Systems and Groups
“issch
O Token Value

O Behavior Comelation

2. Locate the file named Reports_Citrix Cloud Analytics.etcrx and select all the check boxes.

Note : f report(s) contains template, first import template and proceed with report import process

Select file |C:\Users\Chithra\Desktop\citrix cloud analytics\Reports_Citrix Cloud Analytics etenc Select file

Available reports

Title | Frequency snowsl - Q Q@
Title Sites Groups Systems Frequency|

|| iix Cloud Anaytcs - User Dafa usage | WIN-GKU20VUOZES CitrxCloud-syslog

EDIT |Cirix Cloud Analytics - User Risk Activi... | WIN-GKU20VUOZES Defautt Cirix-Cloud-syslog Undefined
[ |EDIT |Crix Cloud Analytics - User riskscore a... | WIN-QKU20VUO2ES Default Citrix-Cloud-syslog Undefined

< >
Note: Set run time option is not applicable for Defined Reports and Hourly Reports
Set run time for report(s) from —— | AM ~  atinterval of | _ | minutes Set O
Replace | to Replace Assign systems

© Copyright Netsurion. All Rights Reserved. 12
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—
1. Click on the Import ¥ button to import the report. EventTracker displays a success message.

Export Import Utility -

Selected reports configurations are impoerted successfully

4.5 Dashboards

The following steps are specific to EventTracker 9 and later.

1. Open the EventTracker application in a browser and Log-in.

1

Indicators of Compromise
USE activities, Mew services or software install =]

2. Navigate to My Dashboard.

3. Onthe My Dashboard interface, click on the Import ¥ button as shown below.

EventTracker: 2 omine Toose @ Eadmin -

My Dashboard # / Dashboard / My Dashbaard

@ZORLTOO

4. Import the dashboard file named Dashboards_Citrix Cloud Analytics.etwd and check-in the
Select All checkbox.

© Copyright Netsurion. All Rights Reserved. 13
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5. Click Import as shown below.

Mote: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All
Citrix Cloud Analytics - ... Citrix Cloud Analytics -

&4 Citrix Cloud Analytics -

6. Importis now completed successfully.

Selected dashlets imported successfully.

7. Inthe My Dashboard interface click on the Add @ button to add dashboard.

My Dashboard

© Copyright Netsurion. All Rights Reserved. 14
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8. Choose the appropriate name for the Title and Description, and then click Save.

| ] EventTracker :: Dashboard Configuration - Work - Microsoft Edge = J

& Not secure | 172.28.9.67:8080/EventTracker/Flex/Add.aspx?dType=2&did=... A}

Edit Dashboard

itle

Citrix Cloud Analytics

Description

Citrix Cloud Analytics

Save Delete Cancel

9. Inthe My Dashboard interface, click @ to customize dashlets.

My Dashboard

10. In the Customize dashlets window, select the imported dashlets and click Add.

Customize dashlets

Citrix Cloud Analytics ®\

O Citrix Cloud Analytics - Top eve... O Citrix Cloud Analytics - Top risk ... (J Citrix Cloud Analytics - Top thre...

Add Delete Close

© Copyright Netsurion. All Rights Reserved. 15
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5 Verifying Citrix Cloud Analytics Knowledge Packs in
EventTracker

5.1 Categories

1. Loginto EventTracker.

2. Navigate to the Admin menu and click Category.

— EventTrackers:

n Home §= Adtive Watch Lists [ Collection Master [F2 Group Management [ systems
Q A Alerts @ Correlation Q IP Lookup Configuration }'5).‘ Users
0 1 () Benavior Carrelation Rules 1Y Diagnostics ) Xnowledge Objects Jr weignts
“a Behavior Correlation Settings .F‘ Event Filters ’3‘ Manager [ windows Agent Config
m’;fe"("a' C."b‘:::fa“hﬁvmm“mK L';‘:'“‘?'.‘?'%ﬂiﬁ 7] Cascbaok Configuration [2] Eventvault 1) Parsing Rules
n|§ Category @) FAQ Configuration ‘-; Report Settings
Attacker — News

# /Dash

3. Inthe Category tree, scroll down and expand the Citrix Cloud Analytics group folder to view the
imported category.

“|&2 Citrix Cloud Analytics
o E] Citrix Cloud Analytics - Risk indicatorSummary

E] Citrix Cloud Analytics - User profile usage activitie

' E] Citrix Cloud Analytics - User riskscore activities

5.2 Alerts

1. Loginto EventTracker.

2. Navigate to the Admin menu and click Alerts.

= EventTrackers: O unin-
n Home §'—' Active Watch Lists [ Collection Master [ Group Management [ systems # / Dashtf
qQ @ Correlation Q IP Lookup Configuration f??.\ Users
0 2 () Behavior Correlation Rules i Diagnostics O Knowledge Objects A weignts
% Behavior Correlation Settings 21 Event Filters [&] Manager 1 Windows Agent Config
mz?ial qbﬂ:&ﬂ‘:«@mwm ‘ngmsnﬁiﬁ 7] Casebook Configuration [9] Eventvauit [Z) Parsing Rules
n|§ Category [®] FAQ Configuration Qﬁa Report Settings
Attacker _ News

3. Inthe Search field type Citrix Cloud Analytics, and then click on the Search button.

© Copyright Netsurion. All Rights Reserved. 16
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4. The Alerts management page displays the imported alert.

@ |£ Activate Now Click "Activate Now" after making all changes

O

Alert Name ~

Tl
O ﬂ,ﬂ Citrix Cloud Analytics: User risk score change and suspicious activiti...

5. To activate the imported alert, toggle the Active button.
6.

EventTracker displays a message box as shown below.

Successfully saved configuration.

[] Prevent this page from creating additional dialogs

7. Click OK, and then click on the Activate Now button.

NOTE: Specify the appropriate System in Alerts configuration for better performance

5.3 Knowledge Objects
1.

= EventTracker::

In the EventTracker web interface, navigate to the Admin menu, and click Knowledge Objects.

§= Active Watch Lists =

il Collection Master [ Group Management [ systems % / Dashb
A Alerts ©) Correlation &, 1P Lookup Configuration D users
(8) Behavior Correlation Rules iagnostics @ Knowledge Objects
() Ben Correlation Rul D t ) Knowledge Object:
B N
" Behavior Correlation Settings %21 Event Filters
Potential Cyber Breaches Indicators of Cc
Unsate. tions or processes, new TCP entry point USB activities. New

A+ weights
sen 1] Casebook Configuration

Attacker

] Windows Agent Config
[?] Eventvault () Parsing Rules
off category @) FAQ Configuration

&7 Report settings

News

2. Inthe Knowledge Object tree, expand the Citrix Cloud Analytics folder to view the imported
Knowledge Objects.
=
Citrix Cloud Analytics .@\ |£
3.

Click Activate Now to apply the imported Knowledge Objects.

© Copyright Netsurion. All Rights Reserved.
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5.4 Reports

1. Inthe EventTracker web interface, go to Reports, and click Report Configuration.

— EventTracker:

Report Configuration

Report Dashboard Indicators of Compromise
USE activities, Mew services or software install E|

Explorer

2. Inthe Reports Configuration interface, choose the Defined option.

3. Select the Citrix Cloud Analytics group folder to view the imported reports.

Reports configuration: Citrix Cloud Analytics
@ W é
O Title
O e Citrix Cloud Analytics - User riskscore activities
O :::P::: Citrix Cloud Analytics - User Risk Activities Summary
O ij:b:ji Citrix Cloud Analytics - User Data usage

© Copyright Netsurion. All Rights Reserved. 18
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5.5 Dashboards

1. Inthe EventTracker web interface, navigate to the Home Button and click My Dashboard.

2. Inthe Customize daslets window, type Citrix Cloud Analytics in the Search field, and click Search

@ . You will see the following screen.

Customize dashlets

Citrix Cloud Analytics Q

O Citrix Cloud Analytics - Top eve... O Gitrix Cloud Analytics - Top risk ... O Citrix Cloud Analytics - Top thre...

Add Delete Close

© Copyright Netsurion. All Rights Reserved. 19
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About Netsurion

Flexibility and security within the IT environment are two of the most important factors driving business
today. Netsurion’s managed cybersecurity platforms enable companies to deliver on both. Netsurion
Managed Threat Protection combines our 1SO-certified security operations center (SOC) with our own award-
winning cybersecurity platform to better predict, prevent, detect, and respond to threats against your
business. Netsurion Secure Edge Networking delivers our purpose-built edge networking platform with
flexible managed services to multi-location businesses that need optimized network security, agility,
resilience, and compliance for all branch locations. Whether you need technology with a guiding hand or a
complete outsourcing solution, Netsurion has the model to help drive your business forward. To learn more
visit netsurion.com or follow us on Twitter or LinkedIn.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSPs SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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