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Abstract

This guide helps you in configuring the Duo Security with the EventTrackerto receive the Duo Security events.
In this guide, you will find the detailed procedures required for monitoring the Duo Security.

Scope

The configuration details in this guide are consistent with the EventTracker version 9.3 or above and the Duo
Security.

Audience

Administrators who are assigned the task to monitor and manage the Duo Security events using the
EventTracker.
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1. Overview

The Duo Security verifies the identity of users and protects against breaches due to phishing and other
password attacks. It comes with an easy-to-usetwo-factor authentication (2FA) solution that adds
another layer of security to their logins.

The EventTracker helps to monitor events from the Duo Security. Its dashboard, alerts and reports will
help you to monitorthe Duo login activities by the client based on user, the geolocation, username, and
the login attributes which helps you to find the compromised userlogin. EventTracker will trigger alert
if any fraudulentuseris trying to login. It monitors the audit activities, the user management, group
management, the access management activities, the policy changes, and otherchanges happeningon
the Duo Security.

2. Prerequisites

=  Host machine should have installed the EventTracker Sensor.
=  Administrator privilege for the Duo Security web interface.
= PowerShell5.0 and later should be installed on the Duo integrator host machine.

3. Integrating the Duo Security events with the EventTracker
To configure the Duo Security application and generate reports, enable the Admin API.
The following steps helps you to enable the Admin API.

1. Logon tothe Webinterface of the Duo Security.
2. Click the Application tab and click the Protect an Application option as shown in the followingimage.

L r 3 @ Search for users, groups, applications, or devices
-'I' earch for users, grou pF ns, or devi

Dashboard
Dashboard > Applications > Protect an Application

Device Insight

Protect an Application

Policies
| Admin API

Applications

Protect an Application

Users =|I= Admin API Protect this Application | Read the documentation C7

Groups

3. Click the option Protect this Application underthe Admin API header.

Note: If the Admin APl does not exist please contact Duo Security support forenabling the Admin API.
Kindly find the mail id for contacting Duo Security Support.

4. After completed, you will get the required credentials for integration of the Duo Security with the
EventTracker.
= |ntegration Key
= SecretKey

© Copyright Netsurion. All Rights Reserved. 4


https://admin.duosecurity.com/
mailto:support@duo.com?subject=Enable%20Admin%20API

Netsurion.

= APlhostname
5. Click Selectto copy the keys and save them forfuture use.

Details

Integration key DINADNX3Z5YYE6ZFPTTUD select

Secret key Click to view. select
Don't write down your secret key or share it with anyone

API hostname api-804a1758.duosecurity.com select

6. Selectall the below permissionsfromthe Permissions section and click Save Changes.

Grant settings

Permit this Admin API application to read and update global account settings.

Grant read log

Permit this Admin AP| application to read logs.

Grant read resource

FPermit this Admin AP application to read resources such as users, phones, and hardware tokens.

Following are the steps to integrate the Duo Security with the EventTracker.

1. Getthe Duo Security Integrator executable file.
https://downloads.eventtracker.com/kp-integrator/ETS DuoSecurity Integrator.exe

2. Afterthe executable applicationis received, click the file.

ETS DUO Security Integrator bt

DUO Security Configuration

APl Hostname ]
Integration key
Secret key
Validate Credential
Cancel
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3. The Duo Integrator window display. Fill in the Integration Key, Secret Key, and APl HostName as
received fromthe web interface of the Duo Security.

~ ETS DUO Security Integrator X

DUO Security Configuration
APl Hostname Enter AP| HostName. duosecurity.com|
Integration key Enter Integration Key
Secret key Enter Secret Key

Validate Credential

Cancel

4. Click the Validate Credential button to check if the credentials are correct and are working properly.

Information >

| Credential Validated Sucessfully

5. Click OK to close the Validation window and click Finishto complete the integration process.

~ ETS DUO Security Integrator X

DUO Security Configuration
APl Hostname api-= R osecunty com |

Integration key xTKBzVle—

Secretkey  |[MAXDICSFMSRARSRNN |

Validate Credential

Finish Cancel

Information h:4

:I Duo Security Integration configured successfully
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EventTracker Knowledge Pack

After the logs are received by the EventTracker Manager, the Knowledge Packs can be configured into the
EventTracker.

The following Knowledge Packs are available in the EventTrackerto support the Duo Security.

4.1

4.2

© Co

Category
Duo Security - Admin self-activation—This category provides information when admins activate the
Duo Security account by themselves.
Duo Security - Login success- This category providesinformation related to the Duo Security web
console login success.
Duo Security - APl management— This category providesinformationrelated to the APl key created,
deleted, and viewed.
Duo Security - Authentication failure — This category provides information related to the Two-Factor
Authentication (2FA) failed while logging into the Duo Security console.
Duo Security - Authentication success - This category provides information related to the Two-Factor
Authentication success while logging into the Duo Security console.
Duo Security - Authentication success by mobile - This category provides information related to the
Duo Security console login access allowed from the registered mobile numbers for the Duo Security
users.
Duo Security - Bypass key management- This category provides informationrelated to the bypass key
created, bypass key updated, and bypass key deleted for the users.
Duo Security - Directory management- This category provides information related to the directory
created, the directory deleted, and the directory updated.
Duo Security - Group management- This category providesinformation related to a group created, a
group deleted, and a group updated.
Duo Security - Login failed- This category providesinformation related to the failed login to the Duo
Security web console.
Duo Security - Policy management- This category provides information related to the policy created,
the policy updated, and the policy deleted.
Duo Security - User management- This category provides information related to the user created, the
userupdated, the userdeleted, and the user permanently deleted.

Alerts
Duo Security: Authentication failed — This alert is triggered when the usertries to login from an
anonymous IP address, a call timed out, is denied by policy, has an invalid passcode, etc.
Duo Security: Fraud user detected — This alert is triggered when the useris marked as fraudulent, and
the same user tries to login to the Duo Security web Ul portal.
Duo Security: Login failed - This alert is generated when there is anissue completing primary password
or SAMLauthentication, or an issue completing secondary authentication.
Duo Security: Userdeleted- This alert is triggered when the useris deleted from the Duo Security web
console.
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4.3 Reports

=  Duo Security — Authentication failed: This report provides information related to authentication fails
for a user, reason of failure, 2FA details, device name, username, and IP address.

Device lp New Admin Awuthentication
Reason address Application enrollment Name type Result

12M8/2015 111705 AN |User mistake (172.27.100.14 [Microsoft RDP False etadmin |Duo Push FAILURE

=  Duo Security —Login failed: This report provides information when the userenters the primary
password authentication or has an issue completing the 2FA.

2Factor
Authentication
Reason Type Email IP Address Admin Name
12/092019 04:33:35 PM |admin_2fa_error |Login timed out. [push MA@ contoso.com 182,74 234188 |Maxx

=  Duo Security — Policy management: This report providesinformation related to the policy created,
policy updated, policy deleted, policy name, username, etc.

Action Authentication Status Enroll Policy Admin Email ID Admin Name
12M 32019 11:43:52 AM |policy_create |Allow access without 2FA |Require Enroliment | maxcc@contoso.com Policy for bypass
12M 372019 11:43:52 AM |policy_delete |MNo action allow maxx@contosorey.com Auth_New_2fa  |maxx
12M 32019 11:43:52 AM | peolicy_update Require Enroliment | maxx@contoso.com Auth_New_2fa  |maxx

=  Duo Security — User management: This report provides information related to user-created, user-
updated, user-deleted, username, and admin name.

LogTime Computer Action HName User Account Status Admin Name
12/0%2015 06:57:19 PM |DUQ_SECURITY |user_create john  |Active maxx
12/0%42015 06:57:20 PM |DUOC_SECURITY |user_delete mary |Dizabled System
1202015 071044 PM |DUQ_SECURITY |user_delete john Dizabled System
12/0%2015 07:10:44 PM |DUC_SECURMY |user_pending_delete (john  |Pending Deletion Max

=  Duo Security — Admin self-activation: This report provides information related to the Duo Security
admin account trying to activate alone.

Sample Report

Computer Action Role Admin Name Phone Humber

=  Duo Security — Authentication success: This report provides information related to authentication

success allowed by policy, bypass username, remembered device, trusted location, trusted network,
approved by the user, etc.

© Copyright Netsurion. All Rights Reserved. 8
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User Authentication Web Agent Operating

Name Reason IP Address Integration Name type Web Agent Version System
12M 002015 04:05:28 PN etadmin 182.74.234 158 portal n/a Chrome 78.0.3504.108 Windows
12MW2019 04:05:28 PM  etadmin User approved 172.27.100.14 Microsoft RDP Duo Push

=  Duo Security — Offline enroliment: This report provides information related to the device enroliments,
useragent detail, the 2FA, username, etc.

=  Duo Security — Login success: This report provides information related to user entering the primary
password authentication and completing the 2FA.

=  Duo Security — Authentication by mobile: This report provides information related to a mobile device
allowed access, mobile number, credits used for allowing access, etc.

4.4 Dashboards

e Duo Security — Login success: This dashboard shows login success usernamesinto the Duo Security
web console.

Due Security - Login success -

0 maxx

o Duo Security — Authentication by mobile: This dashboard shows information about the user who
tries to login to the Duo Security web console by using the configured mobile numbers.

Duo Security - Authentication by mobile

Series: addl_info3
300

200

e o <
o Cas
> 2

+917382275451 +16005122291

Dec 09 11:18 AM - Dec 16 11:19 AM
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e Duo Security —Login failed: This dashboard shows information about failed userlogins for the Duo
Security web console and username.

Duo Security - login failed

john

e Duo Security — Authentication failure: This dashboard shows information about users trying to login
to the Duo Security web console and the failed 2FA attempts.

Duo Security - Authentication failure

N’ <,

etadmin

Dec 09 11:18 AM - Dec 16 11:19 AM

o Duo Security — Authentication success: This dashboard shows information about users trying to
login to the Duo Security web console and succeeds the 2FA attempts.

© Copyright Netsurion. All Rights Reserved. 10
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Duo Security - Authentication success - 3

david

e Duo Security — Registered mobile numbers: This dashboard shows information about user-
registered mobile numbers with the Duo Security.

Duo Security - Registered mobile numbers

+917382275451 +16005122291

Dec 09 11:18 AM - Dec 16 11:19 AM

e Duo Security— Bypass key status by user: This dashboard shows information about the Duo Security
bypass key status based on the user.

© Copyright Netsurion. All Rights Reserved. 11
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Duo Security - Bypass key status by user -

Senies: addl_infob

& ® e o
W

john maxx

e Duo Security — Policy management: This dashboard shows the information on the policy
managementand the policy names.

Duo Security - Policy management

Series: log_type

10

5
o

J° ot e <
gt ! ?
.a\)ﬁ\j\ QD\\ 0;’2’:
policy_update policy_delete policy_create
Dec 13 12:01 PM - Dec 16 12:02 PM

5. Importing the Duo Security Knowledge Pack into the
EventTracker
NOTE: Importthe EventTracker Knowledge Pack itemsinthe following sequence:

e (Category
o Alerts

© Copyright Netsurion. All Rights Reserved. 12
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e Knowledge Object
e Reports
e Dashboard

1. Launch the EventTracker Control Panel.
2. Double click Export Import Utility.

EventTracker Control Panel = -
ra

(=]
EventTracker: 9

E;Qi ( @

23

==
EventVault Diagnostics License Export Import| Append
Manager Utility Archives
IE_ % I:. g =
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration
@ .
Change Audit About
EventTracker

E-mail: support@Event Tracker.com

3. Click the Import tab.

5.1 Category
1. Click the Category option, and thenclick the Browse|:| button.

" Export Import Utility = ':'-
Export | Import

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

) Fiters
O Aetts

() Systems and Groups Source :

O Token Value
O Reports

) Behavior Comelation

Close

Impart |

© Copyright Netsurion. All Rights Reserved. 13
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2. Locate the Categories_Duo Security.iscat file, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTrackerdisplays a success message.

Export Import Utility -

o Selected category details are imported successfully,

4. Click OK, and thenclick the Close button.

5.2 Alerts
1. Click the Alertoption, and thenclick the BrowselII button.

It Export Import Utility - ':'-
Export | Import

1. Provide the path and file name of the Mlerts file. Use the *._." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Categoy Import E-mail settings

- Set Active ) o i ) =
o © Oy rcmsst s e o s o gy (14
® Alorts () By default "Active" key available in the configuration section.
() Systems and Groups Watchlist Corfiguration

. Import Watchlist configuration
R This setting is applicable only for alerts which have Advanced watchlist configured.

~ Note: If this option is enabled the user should make sure the watchlist groups are available
() Reports an the console where the alerts are imported.

) Behavior Comelation

Source

~isalt |E|

Import | | Close |

2. Locate the Alerts_Duo Security.isaltfile, and then click the Open button.
3. Toimport the alerts, click the Import button.
EventTrackerdisplays a success message.

© Copyright Netsurion. All Rights Reserved. 14
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Export Import Utility -

o Selected alert configurations are imperted successfully.

4, Click OK, and thenclick Close.

5.3 Knowledge Objects (KO)

1. Click Knowledge Objects underthe Adminoptionin the EventTracker Manager page.

= EventTracker:: & [ Admin-
Home E_— Active Watch Lists [ Collection Master F‘ Group Management (] Systems & /Dashb
A Alerts O Correlation C\ IP Lookup Configuration ,\é{ Users
1 O Behavior Correlation Rules ﬂ Diagnostics :'I:. Weights

ﬂ Behavior Carrelation Settings ‘71 Event Filters 'E‘ Manager ] windows Agent Config

r&ﬂi‘:‘m‘::&ﬂiT@mwmt ngia:fm[sﬂﬂiﬁ f] Casebook Configuration I_"] Eventvault CF Parsing Rules
u|§ Category [@] FAQ Configuration .1;-,_\. Report Settings

Aftacker - News

2. Click the Import ¥ buttonas highlighted in the below image.

Knowledge Objects #/ Adnin  knowledge Objects

! =
) | @ Adivate Now oneas@® 7| £,

=

EventTracker

3. Click the Browse button.

© Copyright Netsurion. All Rights Reserved. 15
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Import

Upload

Close

4. Locate the file named KO_Duo Security.etko.
5. Selectthe check boxand thenclick the () Import option.

Import
Object name Applies to Group name
Duo Security Duo Security Duo Security

© Copyright Netsurion. All Rights Reserved. 16
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6. The Knowledge Objectsare now imported successfully.

File imported successfully.

5.4 Reports

1. Click the Reports option and select the New (*.etcrx) option.

iy

Export | Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Mote : i reportis) contains template. first import template and proceed with exportimpart utility .
Options Location

Export Import Utility -|1= -

) Category
O Fitters

O Ners O Legacy ("issch) @) New (".eton)

() Systems and Groups
“issch

O Token Value

(C) Behavior Comelation

2. Locate the file named Reports_ Duo Security.etcrx and selectall the check box.

Reports Import

Title Frequency Show ol - Q| Q

Duo Secusty- Authenticabion falures Defaut Undefined
Duc Securty- Authentication success Defat Undefined
Due Securty- Device autherticaton d Defaut Undefred
EDIT  Duo Securty Device authertication ty Defaut Undefined
< >
Set run time for report(s) from AM - atinterval of motes S (D
Replace to Repiace Assin systems

=18

© Copyright Netsurion. All Rights Reserved. 17
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3. Click the Import ¥ buttonto importthe report. EventTrackerdisplays a success message.

Export Import Utility -

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE: Below steps given are specificto the EventTracker9 and later.

1. Openthe EventTrackerin a browserand logon.

Home

ky Dashboard

1

Threats

Indicators of Compromise
USE activities. New seniices or software install =

2. Navigate to the My Dashboard option as shown above.

3. Click the Import () button as show below.

EventTracker:: B inine Tooss @ Etadmin -

My Dashboard # / Dashboard / My Dashbaard

@ZOBLTOO

4. |mportthe dashboard file Dashboards_Duo Security.etwd and select the Select All checkbox.
5. Click the Import button as shown below.

© Copyright Netsurion. All Rights Reserved. 18
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Note: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All

Duo Security - Login succ... Duo Security - Authentica...
Duo Security - login fail... Duo Security - Authentica...
Duo Security - Authentica... Duo Security - Registered...

Duo Security - Bypass key... Duo Security - Policy man...

6. Thelmportis successfully completed.

Selected dashlets imported successfully.

7. Inthe My Dashboard page select ® to add the dashboard.

My Dashboard # / Dashboard / My Dashboa

[BleeonrTo

CheckPoint Trend Micr... Microsoft ...

8. Choose the appropriate name for the Title and Description. Click Save.

© Copyright Netsurion. All Rights Reserved. 19
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Add Dashboa

Title
Duo Security

Description

Duo Security

REW Delete Cancel

9. Inthe My Dashboard page select @ to add the dashlets.

My Dashboard

Duo Security P

10. Selectthe imported dashlets and click Add.

Customize dashlets

duo security Q
Duo Security - Authentication b... Duo Security - Authentication f... Duo Security - Authentication s... Duo Security - Bypass key statu...
Duo Security - Login activitiy by... Duo Security - login failed Due Security - Login success Due Security - Policy managem...

Duo Security - Registered mabil...

Add Delete Close

© Copyright Netsurion. All Rights Reserved. 20
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6. Verifying the Duo Security Knowledge Pack in the EventTracker
6.1 Category

1. Logon to the EventTracker.
2. Click the Admindropdown, and then click Category.

— EventTracker::

A Admin~
3= Active Watch Lists [E] Collection Master [F2 Group Management [] systems
A Alerts ©) Carrelation €, 1P Lookup Configuration @D users
1 G Behavior Correlation Rules ﬂ Diagnostics @ Knowledge Objects _"I'i- Weights
"4 Behavior Correlation Settings 2| Event Filters [&] manager ] windows Agent Config
::‘;f:(‘ia' QM:::(mTOMWW.m Lrs":;ia,m:‘,lﬂ;ﬁ 7] Casebook Configuration [%] Eventvauit () Parsing Rules
@) FAQ Configuration &7 Report Settings
Attacker — News

3. In the Category Tree to view the imported category, scroll down and expand the Duo Security
group folder to view the imported category.

Category
Category Tree Search
=+[=2 Duo Security A

@ Duo Security: Admin self activation

----- @ Duo Security: Administrative Logon

----- @ Duo Security: APl management

----- @ Duo Security: Authentication Failure

----- @ Duo Security: Authentication Success

----- @ Duo Security: Authentication success by mobile
----- @ Duo Security: Bypass key management

----- @ Duo Security: Directory management

----- @ Duo Security: Group management

----- @ Duo Security: Login failed

----- @ Duo Security: Policy management

----- @ Duo Security: User management

6.2 Alerts
1. Logon to the EventTracker.
2. Click the Admin menu, and thenclick Alerts.

© Copyright Netsurion. All Rights Reserved. 21
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— EventTrackers: NPT

| I Home §= Active Watch Lists [ collection Master [ Group Management [ systems A& /Dash}
Q ©) corelation € 1P Lookup Configuration D users
2 (E) Benhavior Carrelation Rules Diagnosties 1 Kknowledge Objects + weights
% Behavior Correlation Settings 7] Event Filters [B] Manager ) Windows Agent Config
mmimemw L'}‘E;E?,,‘;’;Nﬂiﬁ 7] Casebook Configuration [9] eventvaurt () Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings
Attacker = News

3. Inthe Search box, type Duo Security, and then click the Go button.
Alerts Management page will display the imported alert.

Alerts

Show | Al ~

@ [} Click "Activate Now" after making all changes

Alert Name ~
G@ Duo Security: Fraud user detected

&8 Duo Security: User deleted

80 Duo Security:Authentication failure

oooo o

% Duo Security:Authentication success
4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays a message box.

Successfully saved configuration

[] Prevent this page from creating additional dialogs

5. Click OK, and thenclick the Activate Now button.

NOTE: Specify the appropriate systemin the alert configuration for better performance.

6.3 Knowledge Objects

1. Inthe EventTrackerweb interface, click the Admin dropdown, and then select the Knowledge Objects.

© Copyright Netsurion. All Rights Reserved. 22
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= EventTracker:
n §= Active Watch Lists [E collection Master [ Group Management [ systems & / Dashb
a A Alerts ©) carrelation &), IP Lookup Configuration &R users
1 () Behavior Correlation Rules  [FT Diagnostics £+ weights
B
" Behavior Correlation Settings <21 Event Filters [&] manager 1 windows Agent Config
potesl C."bf:n'(zi‘impmwp_.“ Indicators of C€ ) caenaok conniguration [2] eventvaur (ZJ Parsing Rules
ofs Category [@7 FAQ Configuration &) Report Settings
Attacker - News

2. Inthe Knowledge Objectstree, expand the Duo Security group folderto view the imported Knowledge
Objects.

Knowledge Objects

Duo Q Q

Groups @ &F 0

3. Click Activate Now to apply the imported Knowledge Objects.

6.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker::

Report Configuration

Repor Dashboard Indicators of Compromise
USE activities. New services or software install E|

2. Inthe Reports Configuration pane, select the Defined option.
3. Click the Duo Security group folderto view the imported reports.
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Reports configuration: Duo Security

®mé
Title
.:_b_: Duo security - User management
» Duo Security - Login failed
iy Duo Security - Admin self activation

Due Security - Authentication failed
Z::»:: Due Security - Policy management
» Duo Security - Authentication success
» Due Security - Login success

ik Duo Security - Authentication by mabile

O 00 0o oo oo oo

ik Due Security - User enrcliment

6.5 Dashboards

1. IntheEventTrackerweb interface, click the Home Button and select My Dashboard.

2. Inthe Duo Security dashboard you will see the followingscreen.

Duo Security - Registered mobile numbers G -%

<«

+917382275451 +16005122291

Dec 09 11:18 AM - Dec 16 11:19 AM
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis #23 among MSSP Alert’s 2021 Top 250 MSSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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