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Integrate ESET Antivirus

Abstract

This guide provides instructions to configure ESET Antivirus to send logs to EventTracker Enterprise. Once
logs are being configured to send to EventTracker Manager, alerts and reports can be configured into
EventTracker.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.X and later,
and ESET Antivirus.

Administrators who are responsible for monitoring ESET Antivirus which are running using EventTracker
Manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

ESET Antivirus is the most effective protection you can find to combat today's huge volumes of Internet and
email threats. It provides comprehensive antivirus and anti-spyware protection without affecting your
computer's performance. Using advanced ThreatSense technology, ESET Antivirus proactively protects you
from new attacks, even during the critical first hours when other vendors' products are not aware the attack
even exists. ESET Antivirus detects and disables both known and unknown viruses, trojans, worms, adware,
spyware, rootkits and other Internet threats.

EventTracker integrates ESET Antivirus and provides reports, knowledge objects and dashboards for all
generated events including attacks, configuration changes etc. EventTracker will also monitor antivirus
sensors and process execution statuses for all workstations in the network.

e EventTracker v8.x should be installed.
e Latest business version of ESET Antivirus (Endpoint Protection).

Integration of ESET Antivirus events to EventTracker
server

1. Open ESET Remote Administrator Web Console (ERA Web Console) in your web browser and log in.
2. Click Admin = Server Settings and expand Advanced Settings.
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Figure 1

3. Inthe Syslog Server section, complete the following steps:
e Click the slider bar next to Use Syslog server
e Host: Type the IP address or hostname for the destination of Syslog messages.

e Port: Default value is 514.

4. Inthe Logging section, click the slider bar next to Export logs to Syslog and click Save.
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Figure 2

NOTE: - ESET Remote Administrator can export certain logs/events and send them to your Syslog server.
Events such as ThreatEvent, Firewall Aggregated Event, HIPS Aggregated Event etc. are generated on a
managed client computer running ESET security product (for example ESET Endpoint security). These events
can be processed by EventTracker which can import events from a Syslog server. Events are written to the
Syslog server by ESET Remote Administrator.

After you have enabled Syslog server, navigate to Admin > Server Settings > Syslog Server > Logging and
enable Export logs to Syslog. Event messages are formatted in JSON (JavaScript Object Notation) format.

EventTracker Knowledge Pack

Once logs are received into EventTracker, Categories and Reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Windows.
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e ESET AV- Threat activities: This alert is generated when a threat is detected by the ESET Endpoint
Protection.
e ESET AV-HIPS alerts: This alert is generated when any IPS alert is detected by ESET Endpoint Protection.

e ESET AV-Quarantined events: This alert is generated when ESET Endpoint Protection quarantines any
detected malware.

ESET AV- Login and logout activity- This report provides details about all the login and logout activities.

Source IP Address Action Occurred Time Action Detail Action Result
08M7/2017 05:47:00 PN LRX-ESET Administrator Native user 10.25.161.14 Logout Information 10-Aug-2017 Logging cut native Success
114727 user "Administrator”.
08172017 05:47:00 PM LRX-ESET Administrator Native user 10.47.45.111 Login attempt Information 10-Aug-2017 icating native
11:47:27 user "Administrator™.

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
8/23/2017 6:37:12 PM 5555 NTPLOTELR38 / ESET A /A Syslog
Event Type: Information Description:
Log Type: Application Aug 10 07:47:43 10.0.2.13 Aug 10 07:47:27 LRX-ESET ERAServer[3936]: {""event_type"":""Audit_Event™,""ipwd"":""10.25.161.14"","" hostname™:"'LR
Category Id: 0 H-ESET™,""source_uuid™:™0bcbb1cf-7776-4717-85c7-5255646e2fef", "occured ™" 1 0-Aug-2017 11:47:27"", " severity"":""Information™,""domai
n""""Native user","action™:""Logout™, ™ target" ""Administrator"","'detail"":""Logging out native user ""Administrator™"."",""user"":""00000000-

0000-0000-7002-000000000002""," result™"""Success""}

e ESET AV- Threat activities- This report provides details about all the threat that are detected by ESET
Endpoint Protection.
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Source IP
Address

Threat

Host Name Threat Name Type Severity Occurred Time

08/18/2017 04:23:10 PM Contoso.lan  192.171.12.14 Win32/Adware.Coup application  Critical  08-Aug-2017 file:HC:MUzersimro file
8 ons. Ak 20035:03 th/Downloads/Cou
ponPrinterCPS. exe
08M8/2017 04:23:10 PM Contoso.lan 192.162.32.15 Win32/Adware Coup application Fatal 08-Aug-2017 file:/iC:/Usersimro file
ons.adwareexec 20:33:16 th/AappData/Local’
Temp/Low/cpnpri2
08/18/2017 04:23:10 PM Contoso.eth1 172.151.14.1% Win32/Deceptor.Opti application  Fatal 08-Aug-217 file:HC:MUzersimro file
Speed.C 20:35:09 th/Downloads/opti
speed-setup.exe
Logs Considered:
IEI LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN
El 8/23/2017 6:37:13 FM 5555 MNTPLDTELR38 / ESE /A BT

Event Type: Information Description:

Log Type: Application
Category Id: 0

""mroth.avita.lan 'source_uuid”

] 4
21ABATBB23292CBCE713DASBETT7CTFASBE2™}

including traffic allowed and denied activities.

User
Account
Protocol Name

Source
Address Source TargetIP

Target
Process Source IP Address Target

Host Name Name Address

Aug 08 18:30:00 10.0.2.13 Aug 8 18:49:42 LRX-ESET ERAServer[3936]: {""event_typ
b5Sbbaaad-762e-4f62-aB21-faade8348fd0d
" ""threat_name"":""Win32/Adware Coupons AA™,
""'ndl16774.dat™,"engine_version™"™ 15577 (20170613)™, "object_type™:™fi
" "action_taken™:""cleaned by deleting™,""threat_handled"":true,"'need_restart"":false,"firstseen™:

Integrate ESET Antivirus

Threat
Threat Hash Action Taken Handled

AAFETBSCS41 cleaned by true 02-Aug-2016  false
0C050434070 deleting 14:52:44
EDASCCE2251
SADO3EC
4F09A3AD90 cleaned by true 15-0ct-2015  false
ADTC18AF485 deleting 1720047
D6373772F2F
SFBEFEC1
BY20FSDA1FE cleaned by true 02-Dec-2016  TRLUE
G5FB97TT958C deleting 14:20:53
3E18B517BAF
6557220

SOURCE

Syslog

threat_flags" ""Hrst scan scanne

object_uri™:™file:""/C:/Windows/CouponPrinter.
"01-0ct-2014 21:33:20™,""hash™""8CE4

ESET AV-Firewall aggregated event- This report provides details on all the firewall aggregated events

Threat

name Occurred Time

Type Port Address Type Port

Severity Rule Name Inbound Count

08/23/2017 02:12:48 PM contose.lan Esetaction 192.168.13.10 unicast 4812 172.168.9 multicast ™45 tocp contoso.vm!  Win32/Skype. Information Allowed 0 T 08-Aug-2017
exe 910 2 pluging.e12=d Commg 20:35:03
f
08/23/2017 02:12:48 PM contoso.eth GQconho 87.85.189.66 local 2556 192.168.9 broadcast 2556 udp contos0.51  eicar.org/cls/  Critical Denied L L 08-Aug-2017
1 stexe 5184 addin Comms 20:35:03
08/23/2017 02:12:48 PM contoso.em HB1assy 192.168.1.111 broadcast Flagz 1212271 local Fa155 tcp WM12wer1S Microsoft/fmb Warning  Blocked kil B 08-Aug-2017
c.h1 metric.exe 2153 .ces/adobe- packets 20:35:03
flazh/rogues.j
58
08/23/2017 02:12:48 PM acmelan36 Esetoverri 211.99.188.37 unicast  '1554 1721512 multicast "853 tcp acme.s4.traff malwarebyte Critical Passed L =) 08-Aug-2017
de.exe 554 5.org/logincla packets 20:35.03
SS.recurse
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Logs Considered:

[=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
(= 8/23/2017 6:37:14 PM 5555 MTPLDTBLR38 / ESE A A Syslog
Event Type: Information Description:

Log Type: Application Aug 08 22:44:4910.1.10.1 Aug & 22:39:17 LRX-ESET ERAServer[3371]: {""event_type™ ™ FirewallAggregated_Event™, " hostname™:"acme.lan3
Category Id: 0 6™, ""source_uuid"":""b5Sbbaaad-762e-4f62-a821-faadeB48fd0d™, "occured™ ""08-Aug-2017 20:35:03"",""severity"".""Critical™",""Event Name"":""F3
""target_address""."172.15.129.54™" "t
“target_port™.™453"", " protocol™:""tcp™","account "™ "acme. s4.traff"", "process_name"".""FFq.453rg.new™,""r
""G498628EWGR-3569-2478-2FES-BH|77EET]", "inbound "":""1"",""threat_name"".""malwarebytes.org/login
"t

Filter™",""source_address"":""211.99.188.37™",""source_address_type™.""unicast™,""source_port"":""1554™",

arget_address_type™:""multicast”

ule_name"":"Passed packets",""'rule_i

class.recurse™, "aggregate_count™

e ESET AV-HIPS alerts- This report provides details about all the IPS alerts that are detected by the ESET
Endpoint Protection.

Source IP Application
Host Mame Address Occured Time Accessed Operation Target Application
08/21/2017 03:45:02 PM contoso.lan 192.168.1.105 08-Aug-2017 C\Windows\System3 Get access to another Critical C:\Program Files\ESET\ESET Smart blocked Self-Defense: Protect 15577 (20170613)
20:35:03 2caresh.exe application Security\ekern.exe ekern and egui
processes
08/21/2017 03:45:02PM  contoso.eth 172.163.14.78 08-Aug-2017 CAWindows\Systemd Get access to file Error CAWindows\System32\winlogon\.e blocked  Self-Defense: Do not 156478 (20170412) L
1 20:35:03 2\svchostiexe xe allow modification of
system processes
08/21/2017 03:45:02 PM contoso.em 10.45.16.141  08-Aug-2017 C\Program Start new application Critical C:\Program Files\internet blocked User rule: Block T3159 (20174441) ]
c.hi 20:35:03 Files\CCleaner\CCclea Exploreniexplore. exe CCleaner application
ner.exe from execution
08/21/2017 03:45:02PM  acme.lan38 172.19.133.45 08-Aug-2017 C:AProgram Change startup Fatal HKEY_USERS\S-1-5-21- blocked  User rule: Block 73150 (20174441) )
20:35:03 Fies\CCleaner\CClean parameters 194528642-56334563-200145766- CCleaner application
ercd exe 1000\ Software\Microso ftiWindows from execution
\CurrenfWersion\Runiccleaner

Logs Considered:

=] LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN S0OURCE
(=) 8/23/2017 6:37:13PM 5555 NTPLDTBLR38 / ESE A A Syslog
Event Type: Information Description:

"192.168.1.10
,""severity"":""Critica

"HipsAggregated_Event™, ™ ipwd"™
occured™:""08-Aug-2017 20:35:03'
", ""application™:""CAWindows\System32\csrss\ exe™, "'operation””""Get access to another application"”,""target"":""C:\Program Files\ESET\ESET

Log Type: Application Aug 08 18:50:00 192.168.1.105 Aug 8 18:49:42 LRX-ESET ERAServer[1249]: {""event_type'
Category Id: 0 ostname"":""contoso.lan™,"source_uuid"™:""b5bbaaa%-762e-4f62-a82 1-faade348fd0d™,

Smart Security\ekern.exe
i

""action"":™"blocked™,""rule_name™"""Self-Defense: Protect ekern and egui processes™,™ rule_id™":""15577 (2017061
1

.""aggregate_count

e ESET AV-Quarantined events: This report provides details about all the detected malware when they are
guarantined by the ESET Endpoint Protection.
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Host Name Quarantine ID Threat Name Severity File Name Extension Threat Details Size Threat Hits Hash Occurred Time Occurred Last
08/23/2017 04:00:44 PM contoso.lan HAUODBQETTS! CiFlameradvnetcfg.o Critical  Chlsersimroth\Downlo exe Probably a variant of "256889 AAFETBOCO410C080 08-Aug-2017 Aug 8 18:45:42
P42T3 cr_installer.pcg ads\CouponPrinterCPS. Flamer trojan 434070EDASCCE225 20:35:.03
EXe 15AD03EC
08/23/2017 04:00:44 PM contoso.eth1 PSSD1DSWQS3 hitp/iwww eicar.org! Critical  C:\Documents and exe Eicar test file fr4236  "is BCE421A46A1862329 08-Aug-2017 Aug 8 11.21.39
ST download/eicar.com Setting\Uzer\Download\ 2CBCB713DA9BETT7 20:35:03
eicar.exe C1FASBE2
08/23/2017 04:00:44 PM acme.lan38 RYUTK4D3897 hitplwww eicar.petk Critical  C:./Users/Petko/Downle exe Eicar test file Ba % AF09A3ADS0ADTCIE 08-Aug-2017 Aug 910:5418
JWLi o.org/download/2605.1 ads/eicar.exe AF4B5D83T3TT2F2F5 20:35:03
mp FBEFEC1
Logs Considered:
LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
8/23/2017 6:37:15 PM 5555 NTPLDTBLR38 / ESET FA /A Syslog
Event Type: Information Description:
Log Type: Application Aug 08 18:50:00 10.1.10.1 Aug 8 20:33:15 LRX-ESET ERAServer[1579]: {""event_type™' ™ Threat_Event"",""hostname™"":""contoso.eth1"",""source_uui
Category Id- 0 d hrahShrh3-Ty52e-rhy4-dShw-faadeB48fd0d™,"occured™ ""08-Aug-2017 20:35 Severity Fatal"™",""Quarantine id""""P95D1D5WQ63

ST™,""Hash™

bject_name

"8CE421ABA18623252CBCE713DA9BETTTCIFASEEZ"", " Date_received™

"hitpoffwww eicar.org/download/eicar.com™

"Aug 8 11.21.39", ™ Occurred_last""""Aug 8 11.21.39","0
""CADocuments and Setting\User\Downloadieicar.exe"",""Extensio

""File_namea™"
n"":"exe™,""Size™ "' 74236™,""Reason"":""Eicar test file"",""Client_count™:"15"",""Hits"™":""15""}

Import ESET Antivirus knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e Knowledge Objects
o Alerts

e Token Templates

e Flex Reports

NOTE: Export knowledge pack items in the following sequence:

e Knowledge Objects
o Alerts

e Token Templates

e Flex Reports

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.
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9 EventTracker Control Panel X

Eventlrackery | control Panei 8.2

Fh[:*”f;‘_l“@

EventVault Diagnostics License Import| Append
Manager Ullllly
| LN |
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi... Manageme... Editor Configuration

G

TrapTracker Change Audit
EventTracker

E-mail: support @Event Tracker.com

Figure 3

3. Click the Import tab.

1. Click Alerts option, and then click the browse [:] button.
2. Locate the ESET Antivirus alerts.isalt file, and then click the Open button.

B Export Import Utilit — *
Export  Import

1. Provide the path and file name of the Alerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location !
() Category Import E-mail settings
O Fiters Set Active

P This setting is applicable only for imports from Legacy (v6x)
® Only f notfications set Alert files. For v7, the active status wil be set based on
®) Herts () By default "Active” key available in the configuration section.

O Systems and Groups Watchlist Configuration

() RSS Feeds Import Watchlist corfiguration

This setting is applicable only for alerts which have Advanced watchlist corfigured.
O Report Mote: If this option is enabled the user should make sure the watchlist groups are available
EPRas on the console where the alerts are imported.

(T Behavior Rules

(C) SCAP Source :

“isalt

(O) Token Value

Import Cloze

Figure 4

EventTracker
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3. Toimportalerts, click the Import button.

EventTracker displays success message.

Export Import Utility | &

Figure 5

4. Click OK, and then click the Close button.

1. Click Knowledge objects under Admin option in the EventTracker manager page.

EvgpqntTradterj

Comply Surresd

Change Audit Config

Incidents Behawvior Search Reports My Eventlracker

ANNOUMNCEMENTS ] #
Mo Announcements r
Latest Knowledge Packs Catch of s )
, , Exploit ¢ Syzems -able browser

EventTracker uses Knowledge Packs to assign meaning . enrs
and severity to incoming data. This allows users to plugin

"make sense" of the often cryptic, high volume log messages... Learn August 11, 2017 S

e Thom Mimbecimelen mlabonl e Agent i-entig o Y 1a]

Figure 6

2. Locate the ESET Antivirus knowledge objects.etko, and then click Import button
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[ EventTracker :: Knowledge Objects Import/Export - Google Chrome - O >
@ localhost:8080/EventTracker/Prism_Admin/KnowledgeObject/KO_Import.aspx?action=im &
IMPORT
Selectfile| Choose File | No file chosen UBLOAD
Figure 7

3. Choose the Knowledge objects that needs to be imported and click on upload.

[ EventTracker :: Knowledge Objects Import/Export - Google Chrome - O d
(@ localhost:3080/EventTracker/Prism_Admin/KnowledgeObject/KO_Import.aspx?action=i... &,
Select fil= | Choose File | No file chosen UPLOAD
v OBJECT HAME APPLIES TO GROUF NAME
L ESET AV Login and logout activity ESET Endpoint protection ESET AW
Ld Ezet AW- Threat activities ESET Endpoint protection ESET AV
L ESET AN-Firewall aggregated event ESET Endpoint protection ESET AW
Ld ESET AW-HIPS alers= ESET Endpoint protection ESET AV
L ESET AV-Quarantined events ESET Endpoint protection ESET AW
1ERGE OMERWRITE
Figure 8
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4. Knowledge objects are now imported successfully.

localhost:8080 says:

File imported successfully.

Figure 9

1. Click Token Value option, and then click the browse C] button.
2. Locate the ESET Antivirus Token Templates.ettd file, and then click the Open button.

Export Import

1. Provide the path and file name of token value file. Use the °.." button to browse and locate the import file.
2. Click the Import buttan

Options Location
(O Category

() Fitters

() Merts

Source :
C:xUsersDesktop M5 Antimalware token istoken

() Systems and Groups

(") R5S Feeds
() Reportz
() Behavior Rules

(O 5CAP

(®) Token Value

Import Close

Figure 10
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3. Click the Import button to import the tokens. EventTracker displays success message.

>

o Selected token values are imported successfully.

OK

Figure 11

1. Click Reports option, and then click the browse :] button.
2. Locate the ESET Antivirus reports.etcrx file, and then click the Open button.

B Export Import Utilit o W

|  Export Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.
2. Click the Impart button
Note : f report(s) contains template, first import template and proceed with exportimport wtility.

Options Location
O Category

() Fitters
() Mers i) Legacy ("issch) (@ Mew (" eton)
() Systems and Groups
*issch
() RS5 Feeds
(® Reports

() Behavior Rules

() SCAP

() Token Value

Close

Figure 12
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'If Reports import X

Mote : If report(s) contains template, first import template and proceed with exportimport utility.

Select file |C:\Users\deepu.v\Deslctcp\ESEl’\ESl:—l' Antivirus reports eton | | Select file

Available reports

Title | | Frequency Show all - Q Q
O Tlile Sites Groups Systems Freguency
| | in & NTPLOTBLR38 W Undefined
[] |EDIT |ESET AV- Threat activities NTPLDTBLR38 Defautt ESET AV Undefined
[] |EDIT |ESET AV-Firewall aggregated event NTPLOTBELR38 Default ESET AV Undefined
[] |EDIT |ESET AV-HIPS alerts NTPLDTBLR38 Defautt ESET AV Undefined
[] |EDIT |ESET AV-Quarantined events NTPLDTELR38 Defautt ESET AV Undefined

Note: Set run time option is not applicable for Defined Reports and Hourdy Reports

Set run time for report(s) from l;lﬁl\!'l - itirienﬁidlzlriulm

=]
®

Mote: Make sure that Stels), Group(s) and Systemis) selections are valid.

Figure 13

3. Click the Import button to import the scheduled reports. EventTracker displays success message.

Export Import Utility ™

o Selected reports configurations are imported successfully,

Figure 14

EventTracker::
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Verify ESET Antivirus knowledge pack in EventTracker

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts.
2. Inthe Search field, type ESET Antivirus, and then click Go button.

Alert Management page will display the imported ESET Antivirus alert.

ALERT MANAGEMENT Searchby ~ Alertname v ‘ ESET AV Qe

@ ACTIVATE NOW Click "Activate Now" after making all changes Page Size 25 ¥

REMEDIAL REMEDIAL
FORWARD FORWARD
ALERT NAME ~ THREAT ACTIVE E-MAIL MESSAGE RSS AS AS ACTION  ACTION APPLIES TO

SNMP  SYSLOG  concole  AGENT
ESET AV : HIPS alerts High ESET Endpoint pro...
ESET AV : Quarantined events High ESET Endpoint pro...
ESET AV : Threat activities High ESET Endpoint pro...

Figure 15

3. To activate the imported alerts, select the respective checkbox in the Active column. EventTracker
displays message box.

Successfully saved configuration.

Figure 16

4. Click the OK button, and then click the Activate now button.
NOTE:

e You can select alert notification such as Beep, Email, and Message etc. For this, select the respective
checkboxin the Alert management page, and then click the Activate Now button.
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1. Logon to EventTracker Enterprise web interface.
2. Click the Admin menu, and then click Parsing Rules and the Template tab.
3. Click on ESET AV group option.

PARSING RULE

Parsing Rule Template

Cybercam UTM w @ -
Group : ESET AV
Dell Force 10 Switch M &
Search... "
Q CLT
Duo Security [} @
- = TEMPLATE NAME TEMPLATE DESCRIPTION ~ ADDED BY ADDED DATE ACTIVE EDIT
eDirectory Il @
ESET AV -l‘ﬁ‘- @* ESET AV-Firewall aggre...| ESET AV-Firewall aggregated... ETAdmin 8/23/2017 2:35:24 PM Ld @
EventTracker 1 @a ESET AV-HIPS alerts ESET AN-HIPS alerts ETAdmin  8/21/2017 3:57:07 M v @
EZproxy Tlﬂ @‘ Eset AV-Login and log... | Eset AV-Login and logout ac.. ETADmin  §/17/2017 5:40:33 PM ' @
F5 BIG IP ASM i @ ESET AV-Quarantined e..| ESET AV-Quarantined events  ETAdmin  §/23/2017 416:07 PM v @
F5 BIG-IP LTM Wﬂ @‘ Eset AV-Threat activities | Eset AV-Threat activities ETAdmin  8/18/2017 4:01:57 PM ' @

Figure 17

In the EventTracker Enterprise web interface, click the Reports menu, and then select Configuration.
In Reports Configuration pane, select Defined option.

In search box enter ‘ESET AV, and then click the Search button.

EventTracker displays Flex reports of ‘ESET Antivirus’
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REPORTS CONFIGURATION

Scheduled Queued '® Defined
REPORT GROUPS @ 8§  [ReFoRTS CONFIGURATION ESET Ay
@M
E Cyberoam UTH M @
TITLE

3 peil ForeE 10 switen M @&

l' ESET AV-Quarantined events

B Duo Security _||E|_

1F1| ESET AV-Firewsll agaregated evert

E’ eDirectory _I|E|_

$h2| ESET AV-HIPS alerts

E —
EventTracker Il

I-:.l:":{ ESET AV- Login and logout sctivity

&
&
B esetav 0 @
&
&

E’ EZproxy WL

Figure 18

CREATED OM

8/23/2017 4:19:45 PM

8/23/2017 2:41:25 PM

8/21/2017 4:00:54 PM

8/18/2017 4:37:46 PM

8/17/2017 5:56:08 PM

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature is

available from EventTracker Enterprise v8.0.

1. Open EventTracker in browser and logon.

Iy EventTracker

Configumtion
Dashbaoard

Explorer

Figure 19

2. Navigate to Reports>Configuration.

3. Select ESET Antivirus in report groups. Check Defined dialog box.

Search

MODIFIED ON

8/23/2017 4:19:45 PM

8/23/2017 2:41:25 PM

8/21/2017 4:00:54 PM

8/23/2017 4:41:23 PM

8/23/20N7 4:47:41 PM

Qe [ A

@ .
@ +
@ +
O] +
0] +
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REPORTS CONFIGURATION
Scheduled Queued @ Defined Search QQ

[%
A
]
T

— |+ 4]+
REPORT GROUPS @ B [Eeromts ConFIGURATION : ESET AU
- o
s SNCTE
Cyberoam UTM [} @
i 1Tl CREATED ON MODIFIED ON
B oei rorce 10 switen i @& - il A L
o . 1)3| ESET AV-Quarantined events 8/23/2017 4:19:45 PM 8/23/2017 4:19:45 PM .
Duo Security (i @
. 2| ESET Av-Firewsl zoaregated event 8/23/2017 2:41:25 PIM 8/23/2017 2:41:25 PM .
B eDirectory M @
o 73| ESET AV-HIPS alerts 8/21/2017 4:00:54 PM 8/21/2017 4:00:54 PM -
= et av i &
. 57| ESET A- Threst sctities /18/2017 4:37:46 PM 8/23/2017 4:41:23 PM .
B EventTracker i @
23| ESET Av- Login and ogout activity 8/17/2017 5:56:08 PM 8/23/2017 4:41:41 PM +
B ezprow M &
Figure 20

4. Click on ‘schedule’ &3 to plan a report for later execution.
5. Click Next button to proceed.
6. Inreview page, check Persist data in EventVault Explorer option.

REPORT WIZARD CANCEL | | <BACK | | NEXT-

TITLE: ESET AV- THREAT ACTIVITIES

LOGS

Review cost details and configure the publishing options,

Step § 0f 10 00000000

DISK COST ANALYSIS

Estimated time for completion: 00:00:40{HH:MM:55)
Mumber of cab(s) to be processed: 5

Awailable disk space: 163 GB

Required disk space: 50 MB

Enable publishing option (Configure SMTP Server in manager configuration screen o use this option)
Deliver results via E-mai
Motify results via E-mai
ToE-ma [Use commal,) to separate multiple e-mail recipients]

Update status via RSS | Select Feed v

Show in none v

#| persist data in Eventvault Explorer

Figure 21

EventTracker:

Actionable Security Intelligence




Integrate ESET Antivirus

7. In next page, check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

REPORT WIZARD

TITLE: ESET AV- THREAT A <
S Soic § o0 10 A A R 2 1]0)}
TE
=~
52 o database on s by o ’ s "
SELECT C 10 PERSIST
COLUMN NANE PERSIST
ey =¥ 1 ca
E -
DDRIESOn —
i L #
Y drea -
¥ ¥ @ ]

Figure 22

8. Proceed to next step and click Schedule button.
9. Wait till the reports get generated.

1. Open EventTracker Enterprise in browser and logon.

Incidents

Compliance

Event-O-Meter
Flex

Incidents
News
Operations
Security

Threats

Figure 23
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2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

[ localhost:3080/EventTracker/CustomDashboard/AddEditDashboard aspx...  — O X

eTareTs

(@ localhost:8080/EventTracker/CustomDashboard/AddEditDashboard.aspx?did=8 Q

FLEX DASHBOARD

Title
ESET AV

Deescription

ESET Endpoint protection

SAVE DELETE CANCEL

Figure 24

3. Fill suitable title and description and click Save button.
4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE NOTE

Eset AV- Threat activities

DATA SOURCE

ESET AV- Thre Y
CHART TYPE DURATION VALUE FIELD SETTING AS OF
Stacked Column ¥ 24 Hours v COUNT v Recent ¥

AXIS LABELS [X-AXIS] LABEL TEXT

Threat Name v
VALUES [Y-AXIS] VALUE TEXT
Select column v
FILTER FILTER VALUES
Select column v v
LEGEND [SERIES] SELECT
Uri Accessed v Al v

| file:""#C./Users/mroth/&ppDOata/loc... -H files™ /C/Users/mrothy Downloads,... -H file:" A0 Windows,/CouponPrinter.o... -|
| file:""C:/Users/mroth/Downloads/o... -|

TEST | CONFIGURE | CLOSE

Figure 25
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5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.
7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.

ESET AV- THREAT ACTIVITIES

Serizs: Uri Acceszsd

o2
ﬂ.bl‘«)e
e S

B i O Users/mroth/AppData/Local/ Temp/Low/cpnpri2win32.cid

I file:"/C:/Users/mroth/Downloads/CouponPrinterCPS.exe

filec™" i/ Users/mroth/AppDatasLocal/ Tem pfLow/cpnpri2win32.cid file:™ /C Users/mroth/Downloads, CouponPrinterCRS.exe

LABEL COUNT LABEL COUNT

Win32/Adware.Coupons. A4 1 Win32/Adware. Coupons. A8 1
Figure 26

14. If satisfied, click Configure button.
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Ez=t AW- Threat activities ESET AV-Firewall aggregated event ESET AW-HIPS alerts

ESET AN-Cuarantined events

Figure 27

15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click @® to add dashlet to earlier created dashboard.

Sample Flex Dashboards

e REPORT: ESET AV-Quarantined events
WIDGET TITLE: ESET AV-Quarantined events
CHART TYPE: Pie
AXIS LABELS [X-AXIS]: Threat Name
LEGEND [SERIES]: Severity

ESET AV-QUARANTINED EVENTS

Severity: Criticsl Severiny: Fatal

Integrate ESET Antivirus

ESET AW-Login and logout activity

FooO®

Severity: Warning

W hittps/feewen eicar petko.org/download /2605 tmp B hittp/ fweeen icar org/download fsicar com

W C:\Flameriadvnetcig.ocr_installer.pog

W hittps/ e eicar petko.org/download /2605 tmp

W hittp/ e gicar.org/download/sicar.com
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e REPORT: ESET AV-HIPS alerts
WIDGET TITLE: ESET AV-HIPS alerts
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: Target Application
LEGEND[SERIES]: Action

ESET AV-HIPS ALERTS e 0 ®

Action: blocked

B HEEY_USERS\5-1-5-21-194528642-56334563-200145766-10000 Software\MicrosaftWine
B ¢ Windows\System3Pwinlogon'.exe

18:37 - 08/23 18:37

M

Q&/2
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e REPORT: Eset AV- Login and logout activity
WIDGET TITLE: Eset AV- Login and logout activity
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: Source IP Address
LEGEND[SERIES]: Action

ESET AV-LOGIN AND LOGOUT ACTIVITY e O0®

Series: Action

1.5

1.0

b 3]
5 A
:'._'I-:\"' . b‘;ll .hf? .

T

B Login atternpt M Logout
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e REPORT: ESET Antivirus-Service stopped
WIDGET TITLE: ESET Antivirus-Service stopped
CHART TYPE: Pie
AXIS LABELS [X-AXIS]: Scan Id
LEGEND [SERIES]: User Name

ESET AV- THREAT ACTIVITIES e O0®

Series: Ur Accessed

.Q‘?-’::z..

A

B file:™fCy/Users/mroth/AppData/Local Temps/Low/cpnpriZ2win32.cid

W file:/C:/Users/mroth/Downloads/CoupenPrinterCPS.exe

08722 18:37 - 08/23 18:37
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e REPORT: Eset AV- Threat activities
WIDGET TITLE: Eset AV- Threat activities
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: Threat Name
LEGEND: Uri Accessed

ESET AV-FIREWALL AGGREGATED EVENT FeO®

Series: Threat name

A LEL
- ‘\_E‘ﬁ' - J\';:'EE" J\.-\ﬂ. 4
AG A% T B

B cicarorgfcls/addin M@ malwarebytes.org/loginclass.recurse

B Microsoft/fmb.css/adobe-flash/rogues.jss [l Win32/Skypeplugins.el2sdf

08/22 18:37 - 08/23 18:37
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