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Abstract

This guide providesinstructionsto retrieve the Azure App Service events viathe Azure Event Hub and then
configure the Azure function app to forward the logs to EventTracker. After EventTrackerreceives the logs
fromthe EventHub, reports, dashboard, alerts, and saved searches can be configured.

Scope

The configuration details in this guide are consistent with EventTrackerversion 9.3 or above and Azure App
Service.

Audience

The Administrators who are assigned the task to monitor the Azure App Service events using EventTracker.
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1. Overview

Azure App Service helps to create apps faster with a one-of-a-kind cloud service to create enterprise-
ready web and mobile apps quickly and easily for any platform or device and deploy them on a scalable
and reliable cloud infrastructure.

EventTracker helpsto monitorevents from the Azure App Service. Its dashboard and reports will help
you track, login activities of site contentin the Azure App Service, IP access restriction with web traffic
allowed or denied activities, and web traffic with useragent and status code which helpsto detect
potential directories brute force and invalid access.

2. Prerequisites

= An Azure Subscriptionand a userwhois a global administrator.
=  Azure Resource group.
=  EventTracker Manager public IP address.

3. Configuring Azure App Service to Forward Logs to EventTracker

Azure App Service can be integrated with EventTracker by streaming the logs to the Azure Event Hub,
and from Azure Event Hub to EventTracker.

3.1 Forwarding Event Hub data to EventTracker
Referto the Configuration of the Azure function app to forward logs to EventTracker.

3.2 Configuring Azure App Service to stream events to Event Hub

1. Login to portal.azure.com using the Admin account and create an event hub namespace, if not
created.
2. Searchand select App Services from All services.

/O - e

Azu All Services (70) Marketplace (12) Documentat

Azure Active Directory (0)

Services
a

/| lg App Services

3. From the left panel under Monitoring, select Diagnostics settings.
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Monitoring
B8 Alerts
41 Metrics
¥ Logs

Health check

<

Diagnostic settings

B App service logs
....' Log stream
B Process explorer

4. Click on Add diagnostics settings.

+ Add diagnostic setting

Click 'Add Diagnostic setting’ above to configure the collection of the following data:

* AppServiceHTTPLogs

s AppServiceConsolelogs
s AppServiceApplogs

s AppServiceAuditlogs

s AppServicelPSecAuditlogs
s AppServicePlatformlogs
s AllMetrics

5. Provide theinputs.
Diagnostics settings name, such as EventTracker_App Service.
Selectall log type, i.e., AppServiceHTTPLogs
In the Destination details section, select stream to an Event Hub and then
choose the following options.
o Subscription: Selectthe desired Azure subscription.
o Event Hubnamespace: Select the Event Hub namespace.
o Event Hubname: Select Event Hub created underthe Event Hub namespace.
o Event Hub policy name: Select the Event Hub policy.
6. Click Save.
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A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource, and cne or more
destinations that you would stream them to. Normal usage charges for the destination will occur. Learn more about the different log

categeries and contents of those logs

Diagnostic setting name * EventTracker_App Service

Logs
Categories

AppServiceHTTPLogs
AppServiceConsoleLogs
AppServiceApplogs
AppServiceAuditLogs
AppServicelPSecAuditLogs

AppServicePlatformLogs

Metrics

D AllMetrics

Destination details

D Send to Log Analytics workspace
D Archive to a storage account

Stream to an event hub

For potential partner integrations, click to learn more about event hub integraticn.

Subscription

| PAYG-ET-AZURE-KP-DEV v |

Event hub namespace *

‘ az-siemhub v ‘

Event hub name (optional) ©

| collector ~ |

Event hub policy name

‘ RantMananeSharedArcaceKey N ‘

4. EventTracker Knowledge Packs

After the logs are received by the EventTracker Manager, then the Knowledge Packs can be configured into
EventTracker.

The following Knowledge Packs (KPs) are available in EventTrackerto support the Azure App Service.

4.1 Alerts
= Azure App Service: Access denied by IP access restriction: This alert indicates that an IP address s
blocked by the access restriction rule in the Azure App Service.
= Azure App Service: lllegal web call detected: This alert indicates that an illegal web call is detected
in the Azure App Service.
= Azure App Service: Potential directories brute force detected: This alert indicates that a potential
directories brute force is detected in the Azure App Service.

4.2 Categories
= Azure App Service — App service activities: This category of the saved search will allow the usersto
parse the eventsthatare specific to the app service activities on the Azure App Service.
4.3 Reports
= Azure App Service — App service activities: This report provides a detailed summary of app service
activities in the Azure App Service. It contains a source IP address, username, useragent, status
code, port number, input bytes, output bytes, and more.

© Copyright Netsurion. All Rights Reserved. 6



Log Source IP Operation

Http
Computer Category  Address  User Name Det Name HostURI  Method

022 05:33:25 AM  APPSERVIC AppSe | 10.61.67.183 Denied by ~ Denied Authorizatio
PSecAuditlL  -53837 1061.64.01 n
0gs 6 rule.
01-27-2022 05:33:23 AM  APPSERVIC AppSeniceH 10.61.67.183 - Success Ideviapifeven POST
TTPLogs tsfawwroot/
angpoll
01-27-2022 05:33:23 AM  APPSERVIC AppSeniceA 1724585 64 John@conto Authorizatio
E uditLogs s0.com n

4.4 Dashboards

= Azure App Service - Login activities by geo location

Azure App Service - Login activities by geo location
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Computer

Host Name Input bytes Name:

nameapp.az
urewebsites.
net

nameapp.sc 2161
m.azureweb
sites.net

Netsurion.

Referer

WEBWK000 https://n

001

ameapp.s
cm.azure
websites.
net/dev/
wwwroot
Jwwwroo

Resource u Port
D Hitp Code  Number
ISUBSCRIP

TIONS/5AB4

AS3EDFFY-

40AC-BICC-

EGAGTF26E

177/RESOU

RCEGROUP

SIAZ CON_

GP_01/PRO

VIDERS/MIC

ROSOFT.W

FRISITFS/N
ISUBSCRIP %629 %00 %43
TIONS/SAB4
AS3E-0000-
40AC-BICC-
E6ASTF26E
177/RESOU
RCEGROUP
SIAZ CON_
GP_01/PRO
ISUBSCRIP
TIONS/5AB4
AS3E-DFF9-
40AC-0000-
EGAGTF26E
17TIRESOU
RCEGROUP
SIAZ_CON_
GP_01/PRO
VIDERS/MIC
ROSOFT.W
EB/SITES/N
AMEAPP

User ID

100320012A
289004

User Agent

Mozillars 0+(
Windows+N
T+10.0;+Win
64.+x64)+Ap
pleWebKit/s
37.36+(KHT
ML +like+Ge
ckol#Chrom
©/97.0.4692
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= Azure App Service - IP access restriction by result

Azure App Service - IP access restriction by result

log_status: denied

171.61.67.183

Jan 06 07:37 AM - Jan 13 07:37 AM

= Azure App Service - Web traffic by HTTP request

Azure App Service - Web traffic by HTTP request

Series; http_type

100
50
0
fLQQ 10\ 10‘5‘ h()g R b,Qﬁ-’ hﬁb‘ 595
post get
Jan 10 07:38 AM - Jan 13 07:38 AM
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=  Azure App Service - App service activities by categories

Azure App Service - App service activities by categories

appservi:eauditlog@ @

appservicehttplogs
appserviceipsecauditiogs

Jan 06 07:40 AM - Jan 13 07:40 AM

= Azure App Service - Web traffic by Host name
Azure App Service - Web traffic by Host name

host_category: nameapp12.scm.azurew...

mozilla/5.0+(windows+nt+10.0;+win64; + x64) +applewebkit/537.36+(khtml, +like +gecko

- appservice-diagnostics

- Jan 13 07:39 AM
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5. Importing Azure App Service Knowledge Packs into
EventTracker

NOTE: Import the Knowledge Pack items in the following sequence:

= Categories

= Alerts
= Knowledge Objects
= Reports

= Dashboards

1. Launch the EventTracker Control Panel.
Double click the Export-Import Utility.

EventTracker Control Panel [= [= s

2 [ |2

EventVault Diagnostics License Export Import] Append
Manager Utility Archives
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Co ion
@ -
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

3. Click the Import tab.
5.1 Categories
1. Click the Category option, and then click the Browse L] button.

"

impor

Export Import Utility = o [

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Options Location

O Fiters

O Aletts

~ Source
() Systems and Groups

N [ =]
) Token Value

) Reports

) Behavior Comelation

© Copyright Netsurion. All Rights Reserved. 10
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2. Locate the Categories_Azure App Service.iscatfile, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTrackerdisplays a success message.

Export Import Utility -

o Selected category details are imported successfully.

4. Click OK, and thenclick the Close button.

5.2 Alerts
1. Click the Alertoption, and thenclick the Browselzl button.

Iy Export Import Utility = ':'-
Bxport | Import

1. Provide the path and file name of the Mlerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Category Import E-mail settings

~ Set Active ) o i ) =
0= © O romaons s T2 g ket o s o Loy
® Alerts () By default "Active" key available in the configuration section.

() Systems and Groups Watchlist Corfiguration

. Import Watchlist configuration

¥ Tl Thiz setting ig applicable only for alerts which have Advanced watchlist configured.

~ Nate: I this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

() Behavior Comelation

Source

* isalt |ﬁ|

Impaort | | Close |

2. Locate the Alerts_ Azure App Service.isaltfile, and then click the Open button.
3. Toimport the alerts, click the Import button.
EventTrackerdisplays a success message.

© Copyright Netsurion. All Rights Reserved. 11
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Export Impaort Utility

o Selected alert configurations are imported successfully.

4, Click OK, and thenclick Close.

5.3 Knowledge Objects (KO)

1. Click Knowledge Objects underthe Admin option on the EventTracker Manager page.

= EventTracker:s A [ Admn-
Home E'— Active Watch Lists [ Collection Master [ Group Management ] Systems
A Alerts @ Correlation Q IP Lookup Configuration ;%1 Users
1 @ Behavior Correlation Rules !‘! Diagnostics .'I'- Weights
".ﬂ Behavior Correlation Settings F] Event Filters 'E‘ Manager ] windows Agent Config
mi?mﬂf;ﬂiTOmwmt Lr;‘:;ia:f:'r‘ﬂiﬁ .'"] Casebook Configuration I_"] Eventvault CF Parsing Rules
°|r Category [ FAQ Configuration ;?. Report Settings
Attacker - News

Knowledge Objects # / Admin / Knowledge Objects

_
QQ Adivate Now ovjecs@ |T| £ £

=

Groups CA]

EventTracker

3. Click Browse.

© Copyright Netsurion. All Rights Reserved. 12
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Import

Close

4. Locate the file named KO_ Azure App Service.etko.
5. Selectthe check box and thenclick the ) Import option.

Import
Object name Applies to Group name
Azure App Service Azure App Service Microsoft Azure

6. The Knowledge Objects (KO) are now imported successfully.

File imported successfully.

© Copyright Netsurion. All Rights Reserved. 13
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5.4 Reports

1. Click the Reports option and select the New (*.etcrx) option.

iy

Export | Import

1. Provide the path and file name of Schedule Report file. Use the °
2. Click the Import button

Note : If report(s) contains template. first import template and proceed with exportimport wtility.
Options Location

Export Import Utility = [ o [

" button to browse and locate the import file

) Category

O Fitters

) Systems and Groups B
issch
O Token Value

() Behavior Comelation

2. Locate the file named Reports_ Azure App Service.etcrx and select all the check boxes.

Reports Import

%
lote ¥ report(s) contains template. first import template and proceed with repod import process

Select file [C:\Users\ETAdmin\Desktop'\Hansh\Azure App Service \Reports_Azure App Service eto Select file

Avaisble reports

Title | Frequency Showsl - QA

Thie Sites Groups Systems Frequency
81T o g e e — it

< >
Note: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from __|Aam +  atintervalof | _ | minutes Set (0]

Replace | to Replace Assion systems

e e LB |

3. Click the Import ¥ button to importthe report. EventTracker displays a success message.

Export Import Utility -

Selected reports configurations are imported successfully

© Copyright Netsurion. All Rights Reserved. 14
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5.5 Dashboards

NOTE: Below steps given are specificto EventTracker9 and later.

1. OpenEventTrackerin a browserandlog on.

My Dashboard

Threats

Indicators of Compromise
USE activities, New services or software install E

2. Navigate to the My Dashboard option.

3. Click the Import ¥ button as shown below.

EventTrackerz: A amine Toois- @ Etagmin -

My Dashboard # /Dashboard / My Dashboard

@R LTOO

4. Importthe dashboard file Dashboards_ Azure App Service.etwd and select the Select All checkbox.
5. Click Import as shown below.

Mote: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All

Azure App Service - Login... Azure App Service - IP ac...
Azure App Service - Web t.. Azure App Service - App s...

Azure App Service - Web t.

© Copyright Netsurion. All Rights Reserved. 15
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6. Importis now completed successfully.

Selected dashlets imported successfully.

7. Inthe My Dashboard page select ®to add dashboard.

My Dashboard # / Dashboard / My Dashboa

[BleensrTo

CheckPoint Trend Micr... Microsoft ...

8. Choose the appropriate name for the Title and Description. Click Save.

Add Dashboard

Title

Azure App Service

Description

Azure App Service

Save Delete Cancel

9. On the My Dashboard page select @ to add dashlets.

My Dashboard

Azure App ...

10. Selectthe imported dashlets and click Add.

© Copyright Netsurion. All Rights Reserved. 16



Customize dashlets

Azure App Service

Azure App Service - App service...

Azure App Service - Web traffic ...

Azure App Service - P access re...

Azure App Service - Login activi...

Netsurion.

Q

Azure App Service - Web traffic ...

Add Delete

Close

6. Verifying Azure App Service Knowledge Packs in EventTracker

6.1 Categories
1. Logon to EventTracker.

2. Click the Admindropdown, and thenclick Category.

= EventTracker::

Potential Cyber Breaches
Unsafe connections o processes, new TCP entry point

Attacker

§= Active Watch Lists
A Aerts

1 (E) Behavior Correlation Rules

[ Collection Master

©) Correlation

I Diagnostics

& Behavior Correlation Settings y—‘ Event Filters

ngiawtﬁ;snzlig -—] Casebook Configuration

ofi Category

[¥] Eventvault
&) FAQ Configuration

- News

[F Group Management
€, 1P Lookup Configuration
B Knowledge Objects

’E Manager

() Parsing Rules

&7 Report Settings

[ systems
B users
fr weights

CJ windows Agent Config

& / Dash

3. Inthe Category Tree, scroll down and expand the Microsoft Azure group folderto view the imported

category.

Category Tree

6.2 Alerts

1. Logon to EventTracker.

Search

‘_l B Microsoft Azure

2. Click the Admin menu, and thenclick Alerts.

© Copyright Netsurion. All Rights Reserved.
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= EventTracker:: B agin-
n Home §= Active Watch Lists [E Collection Master [ Group Management [ systems
Q A Alerts ©) corelation € 1P Lookup Configuration D users
2 (E) Benhavior Carrelation Rules 1Y Diagnostics 1 knowledge Objects Jr weignts
‘% Behavior Correlation Settings 2] Event Filters [@] Manager O Windows Agent Config
mi'f‘al C."b‘::fac"im,u“wﬁl L';‘:"‘?‘.‘?'T:Liﬁ 7] casebook Configuration [9] Eventvauit [Z) Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings
Attacker — News

& /Dashy]

3. Inthe Search box, type Azure App Service, and then click the Go button.
The Alert Management page will display the imported alert.

@ |£| Activate Now Click "Activate Now' after making all changes

O Alert Name A

O G.ﬂ Azure App Service: Access denied by IP access restriction
O ﬁ;ﬁ Azure App Service: lllegal web call detected

O ﬁ;ﬁ Azure App Service: Potential directories brute force detected

4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays a message box.

Successfully saved configuration.

[C]Prevent this page from creating additional dialogs

5. Click OK, andthenclick the Activate Now button.
NOTE: Specify the appropriate system in alert configuration for better performance.

6.3 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

= EventTracker:

n §= Active Watch Lists [F collection Master [F2 Group Management ] systems A /Dashb
a A Alerts ©) carrelation &), IP Lookup Configuration &R users
1 () Behavior Correlation Rules  [FT Diagnostics @ Knowledge Objects £+ weights
L -
& Behavior Correlation Settings 21 Event Filters [&] manager [ windows Agent Config
PontEl C.Ybf:n'f“hiTOmwp_.“ Indicators of €€ ) c5epaok conniguration [2] eventvaur (ZJ Parsing Rules
ofs Category ' FAQ Configuration 1% Report Settings
2 o
Attacker - News

© Copyright Netsurion. All Rights Reserved. 18
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2. In the Knowledge Object tree, expand the Microsoft Azure group folder to view the imported
Knowledge Objects.

Groups CECE

[EJ

Azure App Service @' |£|

3. Click Activate Now to apply the imported Knowledge Objects.

6.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker::

1

Report Configuration

Report Dashboard Indicators of Compromise
USE activities, New senvices or software install ]

Expilorer

2. Inthe Reports Configuration pane, select the Defined option.

3. Click the Microsoft Azure group folder to view the imported reports.
Reports configuration: Microsoft Azure

@1 &
O Title
] Z:'»':j Azure App Service - App service activities

6.5 Dashboards

1. IntheEventTrackerweb interface, click the Home Button and select My Dashboard.

© Copyright Netsurion. All Rights Reserved. 19
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2. Click Search “* forthe Azure App Service. You will see the following screen.

Customize dashlets

Azure App Service Q

Azure App Service - App service... Azure App Service - IP access re... Azure App Senvice - Login activi Azure App Service - Web traffic ...

Azure App Service - Web traffic ..

Add Delete Close

© Copyright Netsurion. All Rights Reserved. 20
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About Netsurion

Flexibility and security within the IT environment are two of the mostimportant factors driving business
today. Netsurion’s managed cybersecurity platforms enable companiesto deliver on both.

Netsurion Managed Threat Protection combines our ISO-certified security operations center (SOC) with our
own award-winning cybersecurity platform to better predict, prevent, detect, and respond to threats against
your business. Netsurion Secure Edge Networking delivers our purpose-built edge networking platform with
flexible managed services to multi-location businesses that need optimized network security, agility,
resilience, and compliance for all branch locations. Whetheryou need technology with a guiding hand or a
complete outsourcing solution, Netsurion has the model to help drive your business forward. To learn more
visit netsurion.com orfollow us on Twitter or LinkedIn.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSPs SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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